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Introduction

This draft standard is based on international discussions in which the UK has taken an active part. Y our comments on this draft
are welcome and will assist in the preparation of the consequent standard. Thereisahigh probability that this text could be

adopted by CENELEC as a reference document for harmonization or as a European Standard. Recipients of this draft are
reguested to comment on the text bearing in mind this possibility.

UK Vote
Please indicate whether you consider the UK should submit a negative (with reasons) or positive vote on this draft.

BSI Committee Responsibilities

Whether or not the standard is published inits original (international) form, or as aformal British Standard Implementation the
BSI committee's responsibilities are to:

- aid enquirers to understand the text;

- present to the responsible international committee any enquiries on interpretation, or proposals for change, and keep UK
interests informed,;

- monitor related International and European devel opments and promul gate them in the UK.

Submission of Comments

- The guidance given below isintended to ensure that all comments receive efficient and appropriate attention by the responsible
BSI committee. Annotated drafts are not acceptable and will berejected.

- All comments must be submitted, preferably electronically, to the Responsible Committee Secretary at the address given on the
front cover. Comments should be compatible with version 6.0 or version 97 of Microsoft Word for Windows, if possible;

otherwise commentsin ASCII text format are acceptable. Any comments not submitted electronically should still adhere
to these format requirements.

- All comments submitted should be presented as given in the example below. Further information on submitting comments and
how to obtain a blank electronic version of acomment form are available from the BSI website at:
http://drafts.bsigroup.com/

Template for comments and secr etariat observations Date: xx/xx/20xx Document: | SO/DI'S xxxx

1 2 3 4 5 (6) (7
MB | ClauseNo./ Subclause Paragraph/ Type of com- | Commend (justification for change) by the Proposed change by the MB Secretariat observations on each
No./Annex Figure/ ment MB comment submitted
(eg.3.1) Table/Note
31 Definition 1 ed Definition isambiguous and needs clarifying. JAmend to read '...so that the mains connector
0 which no connection...!

6.4 Paragraph 2 te IThe use of the UV photometer as an Delete reference to UV photometer.
el ternative cannot be supported as
Iserious problems have been encountered in its
use in the UK.
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Copyright notice

This ISO document is a Draft International Standard and is copyright-protected by ISO. Except as
permitted under the applicable laws of the user’s country, neither this ISO draft nor any extract
from it may be reproduced, stored in a retrieval system or transmitted in any form or by any means,
electronic, photocopying, recording or otherwise, without prior written permission being secured.

Requests for permission to reproduce should be addressed to either ISO at the address below or ISO’s
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ISO copyright office
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Foreword

ISO (the International Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide standardization.
National bodies that are members of ISO or IEC participate in the development of
International Standards through technical committees established by the respective
organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
In the field of information technology, ISO and IEC have established a joint technical
committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the
ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft
International Standards adopted by the joint technical committee are circulated to national
bodies for voting. Publication as an International Standard requires approval by at least
75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. ISO and IEC shall not be held responsible for identifying any or all
such patent rights.

ISO/IEC 24760-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 27, Security techniques.

ISO/IEC 24760 consists of the following parts, under the general title Information
technology — Security techniques — A framework for identity management.

— Part 1: Terminology and concepts
— Part 2: Reference architecture and requirements
— Part 3: Practice

Further Parts may follow.
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Introduction

It is common for computer systems to make automated decisions based on the identity of a person,
device or service connected to them. Such decisions may concern access to applications or other
resources.

To address the need to efficiently and effectively implement systems that make identity based
decisions, this series of International Standards specify a framework for the issuance, administration,
and use of data that serves to identify individuals, organizations and information technology
components operating on behalf of individuals or organizations.

For many organizations management of identity information needs appropriate measures to manage
risk in organizational processes and secure its business operations. For individuals, security aspects
of identity management are important to protect their privacy.

This series of International Standard specifies fundamental concepts and operational structures for
identity management focussing on processing of identity information with the purpose of realizing
information systems that meet business, contractual, regulatory and legal obligations.

This standard defines a reference architecture for an identity management system that includes key
architectural elements and their interrelationships. These architectural elements are described in
respect to identity management deployments models. This standard specifies requirements for the
design and implementation of an identity management system so that it may meet objectives of
stakeholders involved in the deployment and operation of that system.

This International Standard is intended to provide a foundation for the implementation of other
international standards related to identity information processing such as:

e |ISO/IEC 29100 Information technology — Security techniques — Privacy framework,

e |ISO/IEC 29101 Information technology — Security techniques — Privacy reference
architecture,

e ISO/IEC 29115 |Information technology —  Security techniques —  Entity
authentication assurance framework

e |ISO/IEC 29146 Information technology — Security techniques — A framework for
access management.
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DRAFT INTERNATIONAL STANDARD ISO/IEC DIS 24760-2

Information technology — Security techniques — A framework
for identity management — Part 2: Reference architecture and
requirements

1.Scope
This International Standard

— provides guidelines for the implementation of systems for the management of identity
information, and

— specifies requirements for the implementation and operation of a framework for identity
management.

This International Standard is applicable to any information system where information
relating to identity is processed or stored.

2.Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest
edition of the referenced document (including any amendments) applies.

ISO/IEC 42010 Systems and software engineering—Architecture description

ISO/IEC 24760-1 Information technology — A framework for identity management — Part 1: Terminology
and concepts.

ISO/IEC 27002:2005 Information technology — Security techniques — Code of practice for information
security management.

ISO/IEC 29115 Information technology — Security techniques — Entity authentication assurance
framework

3.Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 24760-1 and the
following apply.
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3.1

documented design
authoritative description of structural, functionality and operational system aspects

NOTE 1 A documented design is the documentation created to serve as guidance for the implementation

of an ICT system.

NOTE 2 A documented design typically includes the description of a concrete architecture of the ICT

system.

3.2

identity management authority

entity responsible for setting and enforcing operational policies for an identity management
system

NOTE An identity management authority typically commissions the design, implementation and

deployment of an identity management system.

EXAMPLE The executive management of a company deploying an identity management system in support

of its services.

3.3
principal

subject
entity to which identity information in an identity management system pertains

NOTE In the context of privacy protection requirements, a principal refers to a person.

3.4

invalidation

process performed in an identity management system when a particular attribute is no longer
valid for a particular entity to mark the attribute invalid for future use

NOTE 1 Invalidation of attributes may be part of updating the attribute value, for instance with a change of

address,

NOTE 2 Invalidation typically takes place for an attribute that is determined as no longer valid before the

end of a validity period that had previously been associated with it.
NOTE 3 The term “revocation” is commonly used for invalidation of attributes that are credentials.

NOTE 4 Invalidation typically happens immediately after the determination that an attribute is no longer

valid for a particular entity.

3.5
regulatory body
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body tasked and empowered by law, regulation or agreement, to supervise the operation of
identity management systems

3.6
stakeholder
individual, team, organization, or classes thereof, having an interest in a system
[ISO/IEC 42010]
Documents
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4.Symbols and abbreviated terms

ICT Information and Communication Technology
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5.Reference Architecture

5.1 General

This clause describes the architectural elements of an identity management system and their
interrelationships.

The documented design for the architecture of an identity management system shall be based on
ISO/IEC 42010.

The documented design for the architecture of an identity management system should specify the
system in its deployed context based on stakeholders and actors defined in this International
Standard. Business-level actors are stakeholders. Some stakeholders do not interact with the system.
The documented design shall address requirements for both actor and non-actor stakeholders. The
documented design shall exhaustively describe the actors.

A documented design of an identity management system conforming to this International Standard
should use an appropriate architecture description language (ADL) and reference architecture
components and functions by terms defined in this and other International Standards.

5.2 Architecture elements

5.2.1 Overview

Elements in this reference architecture are
—stakeholders (5.2.2),
—actors (5.3.2),
—views (5.3, 5.4),
—models (5.3.3,5.3.4,5.3.5),
—components (5.4.1),
—processes (5.4.2), and
—information flows and actions (5.4.2).

5.2.2  Viewpoints

5.2.2.1 General

The documented design of an identity management system shall include a context view and a
functional view. It may include a physical view. The documented design may contain other views,
e.g. an information view.

NOTE The required minimal set of viewpoints describes the system’ s interactions with its
environment and the system’s internal components and interactions.

The description of a view should be focussed. Diagrams in the view descriptions should be
accompanied with text defining the elements shown.
NOTE The description of viewpoints in this clause is based on [7].
The documented design of an identity management system shall include a context viewpoint and a
functional viewpoint. It may include a physical view.

5.2.2.2 Context viewpoint

Definition. In the documented design the context viewpoint describes relationships, dependencies,
and interactions between the system and its environment (the people, systems, and external entities
with which it interacts).
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Concerns. System scope and responsibilities, identity of external entities and services and data used,
nature and characteristics of external entities, identity and responsibilities of external interfaces,
nature and characteristics of external interfaces, other external interdependencies, impact of the
system on its environment, and overall completeness, consistency, and coherence.

Models. A context viewpoint may contain a context model, use cases and interaction scenarios. The
context model is an informal box-and-line diagram that shows the system under discussion as a black
box with interfaces, top-level interactions and dependencies on external entities. See 5.3.3.

Points to take care of. Missing or incorrect external entities, missing implicit dependencies, loose or
inaccurate interface descriptions, inappropriate level of detail, scope creep, implicit or assumed
context or scope, overcomplicated interactions, overuse of jargon.

5.2.2.3 Functional viewpoint

Definition. In the documented design the functional viewpoint describes the key functional elements
with operational responsibilities, interfaces, and primary interactions.

Concerns. Functional capabilities, external interfaces, internal structure, and functional design
philosophy.

Models. A functional viewpoint may contain a component model, physical model or an
infrastructure model.

In the documented design the functional viewpoint shall identify standards and guidelines applicable
to each of the functions it describes.

See 5.4 for guidance on specifying a function viewpoint.
5.3 Context view

5.3.1 Stakeholders

5.3.1.1 General
This International Standard recognizes the following direct and indirect stakeholders

—principal,
—identity management authority,
—identity information authority,
—relying party,
—regulatory body
—auditor, and
—consumer representative.

Each stakeholder performs a separate role in the identity management system, which are explained in
this clause. These roles possess specific responsibilities and liabilities. With the exception of
regulatory bodies and consumer representatives, stakeholders are operationally involved in an
identity management system, and thus are present in the reference architecture as actors (see 5.3.2).

Concerns of stakeholders in an identity management system are addressed in the design,
implementation and operation of the system.
5.3.1.2 Principal
Concerns of a principal in an identity management system include
—correctness of identity information collected, processed and stored,
—protection of privacy,

—minimisation of identity information collected, processed and stored by the identity
management system,
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— minimisation of use made of identity information by the identity management system,

—correctness of data analytics used for identification purposes including treatment of false
negative and false positive identification,

—transparency of identity data sharing,

—correct representation of the entity by the identity information provided and processed,

—correctness of operations in the delivery of services and the access to resources made available
based on the attributes presented in a specific situation,

—equitable treatment in its interactions with the system, and

—an easily understandable, effective, appropriate user interface.

5.3.1.3 Identity management authority
Concerns of the identity management authority in an identity management system include:

—risk of operating an identity management system,;

—definition of identity management objectives for the domain(s) served by the identity
management system;

—specification of policies to maintain identity management objectives for the domain(s) served
by the identity management system,;

—fulfilling the business objectives of the identity management system with respect to principals
and users of identity information;

—that the identity information provided by each principal is accurate and pertains to that
principal to a specific level of assurance; and

—compliance with regulation.

5.3.1.4 Identity information authority
Concerns of an identity information authority in an identity management system include:
—risk and cost of this particular business;
—correctness of identity information;
—meeting requirements from relying parties;
—compliance with regulation; and
—meeting business obligations with principals.

5.3.1.5 Relying party
Concerns of a relying party in an identity management system include:
—confidentiality, availability and integrity and applicability to a principal of identity information;
—the level of assurance required for its use of received identity information;
—effective, documented and secure interfaces;
—conformance to regulation applicable to its operations;
—effective mechanism and procedures for auditing; and
—effective operation considering cost, revenue and risk.

5.3.1.6 Regulatory body
As an external independent organization, concerns of a regulatory body in an identity management
system include:
—the proper documentation of operating policies;
—correctness of operation, in particular, in applying operational polices;
— proper accountability and audit of system operations;
—compliance of operational policy and operational practice with legal and regulatory
requirements;
—effective reporting on system operations, including control effectiveness, incidents, and actions
taken in overcoming incidents; and
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