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Introduction
This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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96 INTERNATIONAL ELECTROTECHNICAL COMMISSION

97

98

99 COOPERATIVE MULTIPLE SYSTEMS IN CONNECTED HOME ENVIRONMENTS --
100 FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC SAFETY-RELATED

101 SYSTEMS -- AAL ASPECTS

102

103 Part 1: General requirements for design and development

104

105 FOREWORD

106 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
107 national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
108 operation on all questions concerning standardization in the electrical and electronic fields. To this end and in addition to
109 other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, Publicly Available
110 Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation is entrusted to technical
111 committees; any IEC National Committee interested in the subject dealt with may participate in this preparatory work.
112 International, governmental and non-governmental organizations liaising with the IEC also participate in this preparation.
113 IEC collaborates closely with the International Organization for Standardization (ISO) in accordance with conditions
114 determined by agreement between the two organizations.

115 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
116 consensus of opinion on the relevant subjects since each technical committee has representation from all interested IEC
117 National Committees.

118 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National Committees
119 in that sense. While all reasonable efforts are made to ensure that the technical content of IEC Publications is accurate,
120 IEC cannot be held responsible for the way in which they are used or for any misinterpretation by any end user.

121 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications transparently
122 to the maximum extent possible in their national and regional publications. Any divergence between any IEC Publication
123 and the corresponding national or regional publication shall be clearly indicated in the latter.

124 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity assessment
125 services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any services carried out by
126 independent certification bodies.

127 6) All users should ensure that they have the latest edition of this publication.

128 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and members of
129 its technical committees and IEC National Committees for any personal injury, property damage or other damage of any
130 nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the
131 publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

132 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
133 indispensable for the correct application of this publication.

134 9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent rights.
135 IEC shall not be held responsible for identifying any or all such patent rights.

136 International Standard IEC 63168-1 has been prepared by IEC SyC AAL: System committee on Active
137 Assisted Living

138 A list of all components in the IEC 63168 series, published under the general title Cooperative multiple
139 systems in connected home environments - Functional safety of electrical/electronic safety-related
140  systems - AAL aspects, can be found on the IEC website.

141 The text of this document is based on the following documents:

FDIS Report on voting
SyCAAL/XX/FDIS SyCAAL/XX/RVD

142

143 Full information on the voting for the approval of this document can be found in the report on voting
144 indicated in the above table.

145 This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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146 The committee has decided that the contents of this document will remain unchanged until the stability
147  date indicated on the IEC website under "http://webstore.iec.ch" in the data related to the specific
148 document. At this date, the document will be

149 e reconfirmed,

150 e withdrawn,

151 e replaced by a revised edition, or

152 e amended.

153

154 The National Committees are requested to note that for this document the stability date is ....

155 THIS TEXT IS INCLUDED FOR THE INFORMATION OF THE NATIONAL COMMITTEES AND WILL BE DELETED AT THE
156 PUBLICATION STAGE.

157
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158 INTRODUCTION

159 This document provides a framework of lifecycle processes with activities and tasks necessary for the
160 safe design and maintenance of cooperative multiple systems in connected home environments.

161

162 In connected home environment, multiple systems are connected via a network. Various information
163 including operation instructions are mutually exchanged between the respective systems. Each
164 system determines its operation content based on the acquired information and executes it. Figure 1
165  shows the relationship between each system and cooperative multiple systems in connection home
166  environment. In the safety design of each system, it is necessary to grasp the whole of multiple
167 systems in connected home environment and to reduce the occurrence risk of un-safe states caused
168 by the interconnection to socially acceptable level.

169

170 Users in connected home environments, including residents, visitors, and helpers, operate the system
171 directly and/or indirectly, and are affected by the actions the system performs. In the safety design for
172 realizing the safe operation of the systems, it is necessary to consider the fact that the user includes
173 human beings having such a characteristic as needing assistance from others in life such as infants
174 and the elderly.

175

176 ~ This document provides a comprehensive approach to the realization of a system composed of
177 elements for executing safety functions (safety-related system), which is required for each cooperative
178 system. Where the non-cooperating system in connected home environment does not have other
179 international standards relating to safety design, it does not preclude applying this approach.

180

181 This document provides the provisions:

182  — on the safety lifecycle of cooperating systems in connected home environment;

183  — for the activities and tasks required at each stage in the safety lifecycle;

184 — on the safety integrity level for connected home environment that take into account user
185 characteristics, mainly the need for assistance from others; and

186 — on risk reduction processes of cooperative system using the safety integrity levels for connected
187 home environment.

188

189 The reader of this document is supposed to be:

190 — developers of cooperative systems in connected home environment;

191 — developers of system components in connected home environment; and

192  — installer of cooperative systems in connected home environment.

193

194  This document consists of the following parts, under the general title Cooperative multiple systems in
195  connected home environments — functional safety of electrical/electronic safety-related systems — AAL
196 aspects -:

197  — Part 1: General requirements for design and development
198 — Part 2: Concept phase of product design

199 — Part 3: Product development

200 — Part 4: Production, operation, modification of product

201

202 It is recognized that some products specific standards may have specific applicable requirements
203  concerning functional safety of the relevant products that integrate or complement the requirements of
204 |EC 63168 series of standards.

205 NOTE 1 Regarding the safety of individual products in cooperative multiple systems, the relevant international standards (e.g.
206 IEC 60335 series for home appliances) should be referred.

207 NOTE 2 See Annex B about international standards for safety to be referred to.
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Example : Cooperative multiple systems

Relation between systems, components and “shared”

Gas detect and action system Automated air condition system

Gas detection

Air condition
controller

controller

N

Air conditioner

Gas detect
sensor

Automated window

controller
Window open/ Window

close motor

pinch sensor

\Automated window system /

&= : Connection

for data and control
There exist 3 systems, 7 components :

“Automated window system” is shared by 2 systems as sub-system of those systems.
“Gas detection controller” and “air condition controller” are not directly connected, therefore “gas

detect and action system” and “automated air condition system” should cooperate together.

Figure 1 — Cooperative multiple systems
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210 COOPERATIVE MULTIPLE SYSTEMS IN CONNECTED HOME ENVIRONMENTS --

21 FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC SAFETY-RELATED
212 SYSTEMS -- AAL ASPECTS

213

214 Part 1: General requirements for design and development

215

276 1 Scope

217 IEC 63168 series specifies AAL specific functional safety requirements of electrical/electronic (E/E)
218  safety-related systems for cooperative multiple systems that are operated together in a connected
219 home environment.

220 The AAL specific functional safety requirements are:

221 — AAL specific Safety Integrity Level (SIL) definitions that account for different types of AAL users;
222 and
223 — arisk assessment procedure using the AAL specific SIL.

224 These cooperative multiple systems may be installed and operated by AAL users, including operators
225 who are not fully trained.

226  The requirements are specified in accordance with the principles of the basic standard for functional
227  safety, IEC 61508 (Functional safety of electrical/electronic/programmable electronic safety-related
228  systems), and the other related standards including ISO/IEC 14762 (Information technology --
229 Functional safety requirements for Home and Building Electronic Systems (HBES)) and IEC 63044
230 series (Home and Building Electronic Systems (HBES) and Building Automation and Control Systems
231 (BACS)).

232  This part of IEC 63168 specifies general requirements for design and development of cooperative
233 multiple systems in connected home environment.

234 2 Normative references

235  The following documents are referred to in the text in such a way that some or all of their content
236  constitutes requirements of this document. For dated references, only the edition cited applies. For
237 undated references, the latest edition of the referenced document (including any amendments) applies.

238 IEC 60050-871:2018, International electrotechnical vocabulary — Part 871: Active assisted living (AAL)

239 IS0 25119-1:2010, Tractors and machinery for agriculture and forestry —Safety-related parts of control
240 systems — Part 1: General principles for design and development

241 ISO 26262-1:2011|, Road vehicles — Functional safety — Part 1: Vocabulary

242 |EC 61508-4:2010, Functional safety of electrical/electronic/programmable electronic safety-related
243  systems — Part 4: Definitions and abbreviations

244 3 Terms and definitions
245 For the purposes of this document, the following terms and definitions apply.
246 1SO and IEC maintain terminological databases for use in standardization at the following addresses:

247 e |EC Electropedia: available at http://www.electropedia.org/
248 e |ISO Online browsing platform: available at http://www.iso.org/obp

249 3.1
250 audit

251 examination of an implemented process
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[SOURCE: |SO 26262-1:2011, 1.5]
3.2

connected home environment

home environment that provides a home network (IEV 732-10-01) to ensure that devices within the
home can communicate to one another and to devices outside the home

3.3

cooperative multiple systems

systems that operate while affecting each other

3.4

electrical and/or electronic system
E/E system

system that consists of electrical and/or electronic elements, including programmable electronic
elements

EXAMPLE Power supply; sensor or other input device; communication path; actuator or other output device.
[SOURCE: |SO 26262-1:2011], 1.31]

3.5

element

system or part of a system including components, hardware, software, hardware parts, and software
units

[SOURCE: |SO 26262-1:2011], 1.32]

3.6
exposure

duration of time and frequency in which an individual is in a situation in which the potential hazard
exists

[SOURCE: |SO 25119-1:2010, 3.14]

3.7
failure
termination of the ability of an item to perform a required function

[SOURCE: |SO 25119-1:2010, 3.15]

3.8
fault

state of an item characterized by inability to perform a required function, excluding the inability during
preventive maintenance or other planned actions, or due to lack of external resources

[SOURCE: |SO 25119-1:2010, 3.16]

3.9
functional safety

system that performs in a way that does not present an unreasonable risk of injury to residents,
visitors or bystanders
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290 3.10
291 functional safety requirement
292 requirement for a safety-related function of the E/E system

293 3.1
294 harm
295 physical injury

2096 [SOURCE: |SO 25119-1:2010, 3.24]

297 3.12
298  hazard
299 potential source of harm

300 [SOURCE: ISO 25119-1:2010, 3.25]

301 3.13

302 hazard analysis and risk assessment

303 method to identify and categorize hazardous events of items and to specify safety goals and H-SILs
304 related to the prevention or mitigation of the associated hazards in order to avoid unreasonable risk
305 3.14

306 hazardous event

307 combination of a hazard and a hazardous situation

308 3.15
309 hazardous situation

310 circumstance in which a person is exposed to a hazard or hazards, exposure to which can have
311 immediate or long-term effects

312 [SOURCE: |SO 25119-1:2010, 3.26]

313 3.16

314 home environment

315 environment within a home, including the totality of appliances [e.g. household technology, home
316 network, furnishings]

317 [SOURCE: IEC 60050-871:2018, 871-03-02]

318 3.17

319 H-SIL decomposition

320 apportioning of safety requirements redundantly to sufficiently independent elements, with the
321 objective of reducing the H-SIL of the redundant safety requirements that are allocated to the
322 corresponding elements

323 3.18

324  ltem

325  system or array of systems to implement a function at connected home environment level, to which
326 IEC 63168 is applied

327 3.19

328 lifecycle

329 entirety of phases from concept through decommissioning of the item

330 [SOURCE: ISO 26262-1:2011, 1.72]
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3.20
modification
authorized alteration of an item

[SOURCE: |SO 26262-1:2011, 1.75]

3.21
operating mode
perceivable functional state of an item or element

[SOURCE: |SO 26262-1:2011|, 1.81]
3.22

review

examination of a work product, for achievement of the intended work product goal, according to the
purpose of the review

Note 1 to entry: Reviews can be supported by checklists.

[SOURCE: |SO 26262-1:2011, 1.98]

3.23
risk
combination of the probability of occurrence of harm and the severity of that harm

[SOURCE: |SO 26262-1:2011, 1.99]

3.24
risk analysis
combination of the specification of the limits of the machine, hazard identification and risk estimation

[SOURCE: |SO 25119-1:2010, 3.40]

3.25
risk assessment

overall process comprising risk analysis and risk evaluation

[SOURCE: |SO 25119-1:201d, 3.41]

3.26
risk evaluation

judgment on the basis of risk analysis as to whether a given risk is tolerable

[SOURCE: |SO 25119-1:201d, 3.42]

3.27
safety activities

activity performed in one or more subphases of the safety lifecycle

3.28
safety culture

policy and strategy used within an organization to support the development, production and operation
of safety-related systems

[SOURCE: |SO 26262-1:2011, 1.107]
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3.29
safety goal
description of how a given hazard is to be avoided

Note 1 to entry: It is the top level safety requirement, derived from the hazard analysis and risk assessment.

Note 2 to entry: The existence of several safety goals for one item is possible.

[SOURCE: |SO 25119-1:201d, 3.44]

3.30

safety integrity level for connected home environment
H-SIL

one of four levels to specify the item's or element's necessary requirements of IEC 63168 and safety
measures to apply for avoiding an unreasonable residual risk, with an alphabet from A representing
the least stringent level to D the most stringent level

3.31

safety lifecycle

necessary activities involved in the implementation of safety-related systems, occurring during a
period of time that starts at the concept phase of product design and finishes when all of the E/E
safety-related systems and other risk reduction measures are no longer available for use
[SOURCE: |JEC 61508-4:2010, 3.7.1]

3.32
safety manager

role filled by the person responsible for the functional safety management during the item
development

[SOURCE: |SO 26262-1:2011), 1.109]

3.33
safety plan

plan to manage and guide the execution of the safety activities (1.104) of a project including dates,
milestones, tasks, deliverables, responsibilities and resources

[SOURCE: [SO 26262-1:2011, 1.112]

3.34
severity
measure of the most likely degree of harm to an endangered individual

[SOURCE: |SO 25119-1:201d, 3.47]

3.35
subphases

subdivision of a stage in the safety lifecycle that is specified in a distinct clause

3.36
system

set of elements that relates at least a sensor, a controller and an actuator with one another

Note 1 to entry: The related sensor or actuator can be included in the system, or can be external to the system.

Note 2 to entry: An element of a system can also be another system.

[SOURCE: |SO 26262-1:2011), 1.129]
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410  3.37
411 work product
412 output of a design or development activity

413 [SOURCE: |SO 25119-1:2010, 3.57]

414 4 Abbreviated terms

415 For the purposes of this document, the following abbreviated terms apply
416  SOP start of production

417 SRS safety related system

418 5 Overall safety Management

419 5.1 Objectives

420 For development of safe E/E system product in connected home environment, developers should
421 consider safety impacts on the cooperative multiple systems throughout the product life cycle to be
422  developed. The contents to be considered include hazard analysis and risk assessment on the
423  cooperative multiple systems. Since users of E/E system products include young people and elderly
424 people, and the scope of influence exerted by the cooperative multiple systems includes visitors and
425 neighbours, developers may conduct system analysis for safety based on use case as necessary.

426 NOTE 1 See IEC 63168-2 to know the examples of hazard analysis and risk assessment.

427 NOTE 2 See Annex A to know the examples of system analysis for safety based on use case.

428 The main objective, set out in this clause, is to define the responsibilities of the persons, departments
429 and organizations responsible for each phase during the overall safety lifecycle or for activities within
430 the various phases. This relates to both the activities necessary to ensure the required level of

431 functional safety for the item, and to the confirmation measures endorsing that level of functional
432  safety. Another objective is to define management activities during the complete safety lifecycle.

433  The E/E system should be designed and constructed so that the principles of risk analysis, risk
434  assessment and an iterative process for the design of safety-related components of control systems
435  are taken fully into account (see Figure 2).
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