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Introduction
This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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64 INTERNATIONAL ELECTROTECHNICAL COMMISSION

65

66 IEC 62443-2-2 Ed. 1.0

67 Industrial communication networks - Security for industrial automation and
68 control systems

69 Part 2-2: IACS security program ratings

70

71 FOREWORD

72 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
73 national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
74 operation on all questions concerning standardization in the electrical and electronic fields. To this end and in addition
75 to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, Publicly
76 Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation is
77 entrusted to technical committees; any IEC National Committee interested in the subject dealt with may participate in
78 this preparatory work. International, governmental and non-governmental organizations liaising with the IEC also
79 participate in this preparation. IEC collaborates closely with the International Organization for Standardization (ISO)
80 in accordance with conditions determined by agreement between the two organizations.

81 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
82 consensus of opinion on the relevant subjects since each technical committee has representation from all interested
83 IEC National Committees.

84 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
85 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
86 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any misinterpretation
87 by any end user.

88 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
89 transparently to the maximum extent possible in their national and regional publications. Any divergence between any
90 IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

91 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
92 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any services
93 carried out by independent certification bodies.

94 6) All users should ensure that they have the latest edition of this publication.

95 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and members
96 of its technical committees and IEC National Committees for any personal injury, property damage or other damage
97 of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the
98 publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

99 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
100 indispensable for the correct application of this publication.

101 9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
102 rights. IEC shall not be held responsible for identifying any or all such patent rights.

103 International Standard IEC 62443-2-2 has been prepared under the auspices of IEC technical 42
104 committee 65 by working group 3 task group 3 of the ISA99 committee.

105  The text of this standard is based on the following documents:

FDIS Report on voting
65/XX/FDIS 65/XX/RVD

106
107 Full information on the voting for the approval of this International Standard can be found in the
108  report on voting indicated in the above table.

109 This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

110 A list of all parts in the IEC 62443 series, published under the general title Security for industrial
111 automation and control systems, can be found on the IEC website.

112 Future standards in this series will carry the new general title as cited above. Titles of existing
113 standards in this series will be updated at the time of the next edition.
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114 The committee has decided that the contents of this document will remain unchanged until the
115  stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to the
116 specific document. At this date, the document will be
117 e reconfirmed,
118 e withdrawn,
119 e replaced by a revised edition, or
120 e amended.
121

122 The National Committees are requested to note that for this document the stability date is 2023.
123 This text is included for the information of the national committees and will be deleted at the
124 publication stage.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.

125

126
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Note: The format of this document follows the ISO/IEC requirements discussed in ISO/IEC Directives, Part 2.1 The
ISO/IEC Directives specify the format of this document as well as the use of terms like “shall”, “should”, and “may”. The
use of those terms for the requirements specified in Clauses 4 through 14 of this document use the conventions discussed

in the ISO/IEC Directives, Part 2, Clause 7.
This standard is part of the ISA/IEC-63443 series and specifies a methodology for the evaluation of
the protection of Industrial Automation and Control Systems (IACS) in operation by combining the
evaluation of organizational and technical measures in a single values called security program
ratings (SPR). It has been developed by Working Group 3 Task Group 3 of the ISA99 committee.

The figure 1 illustrates the different parts of ISA/IEC-63443 being developed. Those that are
normatively referenced are included in the list of normative references in Clause 2, and those that
are referenced for informational purposes or that are in development are listed in the Bibliography.

EDITOR’s NOTE: the figure 1 will be actualized before final adoption of this part.

IEC 62443

Industrial communication networks — Network and system security

Policies & Procedures

System

Component / Product

Concepts and

Security program
requirements for

Security technologies

Secure product

terms and abbreviations

IACS security program ratings

and system design

development lifecycle
models for IACS P . Y
IACS asset owners requirements
N Technical it
Master glossary of Security risk assessment echnical securtty

requirements for
IACS components

System security
conformance metrics

Patch management in
the IACS environment

System security
requirements and
security levels

IACS security lifecycle
and use-cases

1-4

Security program
requirements for
IACS service providers

Implementation
guidance for
IACS asset owners

Figure 1 - Parts of the ISA/IEC-63443 Series

1 Numbers in square brackets refer to the Bibliography.
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142 1 Scope

143  This part of the ISA/IEC-62443 series addresses the evaluation of the cybersecurity protection
144 which can be reasonably expected from a holistic protection scheme for an IACS in operation. It
145 includes a methodology for combining the evaluation of organizational and technical security
146 measures based on a defense-in-depth strategy. The result will be expressed in numerical values
147 called security program ratings (SPR). The term is derived from the term “security program” used
148 in ISA/IEC-63443-2-1 for specifying the security measures an asset owner shall establish as part of
149  the operation activities of the IACS. The methodology is based on the fulfillment of technical and
150  organizational requirements specified in relevant documents of the ISA/IEC-62443 series.
151 Organizational security measures of a holistic protection scheme are included in the security
152 program of the organizations responsible for operation of the IACS. Technical measures include
153 both cybersecurity and physical security measures applied to the automation solution which is used
154 in the IACS.

155 Developing, operating and maintaining a holistic protection scheme requires the contribution of the
156 asset owners / operators, service providers for integration and maintenance and product suppliers
157 in the various phases of an IACS life cycle. This document describes the contributions of these
158 actors in each phase of the IACS life cycle and the use of SPR to support the evaluation of the
159 results of the activities.

160 The purpose of the document is to provide a consistent and repeatable way for evaluating the
161 protection of the IACS in operation based on a defense-in-depth strategy. It is not in the scope of
162 this document to prescribe how the evaluation should be performed. Annex C provides guidelines
163  for developing evaluation methodologies. As there is not yet a consensus for mathematical
164 measurements of security, most methodologies are currently based on qualitative evaluation based
165 on the auditor’s expertise on the known threat situation at the point of time when the evaluation has
166  been made.

167 2 Normative references

168 The following referenced documents are indispensable for the application of this document. For
169 dated references, only the edition cited applies. For undated references, the latest edition of the
170 referenced document (including any amendments) applies.

171 ISA/IEC-TS62443-1-1: 2009 — Security for industrial automation and control systems: Terminology,
172 concepts and models

173 EDITOR’s NOTE: at date of publication of this document ISA/IEC-TS62443-1-1: 2009 is under
174 review. Some contents of ISA/IEC-TS62443-1-1: 2009 referred in this document may evolve. This
175  document will be adapted accordingly.

176 ISA/IEC-TR62443-2-3:2015— Security for industrial automation and control systems —Part 2-3:
177 Patch management in the IACS environment

178 ISA/IEC-62443-2-4:2017 — Security for industrial automation and control systems —Part 2-4:
179  Security program requirements for IACS service providers

180 ISA/IEC-62443-3-3:2013 — Industrial communication networks — Network and system security — Part
181 3-3: System security requirements and security levels

182 EDITOR’s NOTE: at date of publication of this document ISA/IEC 62443-3-3:2013 is under review.
183 Some contents of ISA/IEC 62443-3-3:2013 will be harmonized with contents of this document. This
184  document will be adapted accordingly.

185 ISA/IEC-62443-4-1:2018 — Security for industrial automation and control systems — Part 4-1: Secure
186  product development lifecycle requirements

187 ISA/IEC-62443-4-2:2019 — Security for industrial automation and control systems — Part 4-1:
188 Technical security requirements for IACS components
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189 3 Terms, definitions, abbreviated terms, acronyms, and conventions

190 3.1 Terms and definitions

191 For the purposes of this document, the terms and definitions given in the normative references
192  specified in Clause 2 and the following apply.

193 EDITOR’s NOTE: at date of publication of this document some definitions are under review. The
194  definitions in this document will be adapted accordingly when evolving to an international standard.

195 3.1

196 asset

197  physical or logical object owned by or under the custodial duties of an organization, having either a
198 perceived or actual value to the organization

199  3.1.2

200 security measures applied to the automation solution

201 measures implemented in the automation solution with the goal to achieve a desired security level.
202 These are basically technical measures and eventually technical and/or organizational
203 compensating countermeasures for enhancing technical capabilities of products used in the
204 automation solution

205 Note to entry: if compensating countermeasures are of organizational nature these must be added as part of the
206 organizational security measures for operation.
207 3.1.3

208 holistic protection scheme
209  set of technical and organizational security measures with the aim to protect an IACS in operation
210  against cyberthreats

211 3.14

212 Industrial Automation and Control System (IACS)

213 collection of personnel, hardware, and software that can affect or influence the safe, secure, and
214 reliable operation of an industrial process

215 Note 1 to entry: in the context of an IACS, all references in |[SO/IEC 27001 to “information” refer to the IACS.

216 Note 2 to entry: In the context of an IACS, all references in |SO/IEC 27001| to an information security system refer to cyber
217 security.

218 3.1.5

219 maturity level

220 degree to which a procedural capability (a process) is performed, formalized, practiced, and
221 optimized

222  3.1.6

223  organizational security measures for operation

224 organizational security measures to be practiced during operation of the automation solution in
225 order to achieve and keep the desired security program ratings. It includes to keep the information
226 used in the security measures up to date.

227 Note to entry: examples of data used in security measures include but are not limited to virus patterns, firewall rules,
228 active accounts list, backup and restore data.
229 3.1.7

230 product
231 hardware and/or software entity which has been developed to be used in various applications,
232 independently of a specific IACS environment.

233 Note 1 to entry: examples of products include but are not limited to components and control systems.

234 Note 2 to entry: definition of component in [ISA/IEC 62443-4-2]: entity belonging to an IACS that exhibits the
235 characteristics of one or more of a host device, network device, software application, or embedded device.

236 Note 3 to entry: definition of control system in [ISA/]: hardware and software components of an IACS.

237 3.1.8

238  security program rating (SPR)
239 rating of the protection provided by the holistic protection scheme based on the evaluation of:

240 a) the capabilities of the security measures applied to the automation solution; and Documents
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241 b) the maturity to practice the organizational security measures for operation.

242 3.1.9

243  security objective

244  security subdomain which is considered when evaluating the protection provided by a set of
245 technical and organizational measures. Security program ratings can be rated in each security
246  objective so that the protection of the IACS in operation can be represented in the SPR values of
247 the security objective.

248 3.1.10

249  security level

250 level corresponding to the required effectiveness of countermeasures and inherent security
251 properties of components and systems of an automation solution.

252 Note to entry: definition of security level in [ISA/]: measure of confidence that the IACS is free from
253 vulnerabilities and functions in the intended manner.

254 EDITOR’s NOTE: at date of publication of this document ISA/IEC -62443-3-3:2013 is under review.
255  The definition in ISA/IEC -62443-3-3 and the definition in this document will be harmonized. This
256  document will be adapted accordingly.

257 3.1.11

258  view

259 simplified representation of the protection of the IACS in operation in SPR values structured in
260 elements of the view instead of security objective. Compared to the number of security objectives,
261 the views have less elements thus showing a higher level of abstraction in each SPR value.

262 3.2 Abbreviations

ISA American National Standards Institute

AO Asset Owner

IACS Industrial automation and control system(s)
IEC International Electrotechnical Commission
ISA International Society of Automation

ML Maturity Level

PIN Personal Identification Number

PS Product Supplier

SM Maintenance Service Provider

Sl Integration Service Provider

SL Security Level

SO Security Objective

SPR Security Program Rating

263 3.3 Conventions
264 [Describe all conventions used in this document, if any.]

265 4 Roles and responsibilities

266 An IACS is defined as a collection of personnel, hardware, and software involved in the operation
267 of an industrial process. Applied to cybersecurity the IACS model includes a technical solution —
268 the automation solution - as well as the organizational security measures for operation according
269 to security policies and procedures. This clause describes the roles involved in the protection of an
270 IACS in operation against cyberthreats.

271 A role is defined by responsibilities and/or accountabilities as well as associated activities to be
272 fulfilled by an organization. An organization can be an individual, a legal entity, such as a company
273 or government agency, or a subdivision of the legal entity, such as a department.
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274  An organization can fulfill one or multiple roles. For example, it is not unusual that the same
275 company is responsible for the operation of an IACS as well as for the design, implementation and
276  validation of the automation solution. On the other hand, a role can be fulfilled by one or several
277 organizations. For example, the maintenance activities can be performed by different organizations.

278  The development, operation and maintenance of a holistic protection scheme for an IACS in
279 operation requires the contribution and collaboration of all involved actors according to their
280 designated role. The figure 2 gives an overview of the roles and their distinct activities, duties and
281 responsibilities.

282 Note: The terms “Asset Owner”, “Maintenance Service Provider”, “Integration Service Provider” and “Product Supplier”
283 are defined in the documents of the ISA / IEC 62443 series as organizations. For the description of the contributions of
284 the various actors in this document these terms are used for activities, duties and responsibilities of the roles associated

285 with them.

286  The role asset owner (AO) includes two parts. The first role is the accountability for the IACS
287 including the protection of the IACS in operation and the associated risks throughout the life cycle.
288  The role AO defines the tolerable cybersecurity risk as an input requirement for all cybersecurity
289  activities along the IACS life cycle. Whilst remaining accountable, the organization fulfilling this role
290 delegates the responsibilities and the associated activities to organizations fulfilling other roles
291 described in this clause. The second part assigned to the role AO is the responsibility to operate
292 the automation solution according to defined security policies and procedures. It includes to keep
293 information used in security measures like virus patterns, firewall rules, active accounts list, or
294 backup and restore data up to date. The inclusion of these two parts in the role AO considers that
295 in many cases the organization which operates the IACS is also the legal owner and therefor
296 accountable for the IACS.

297 The role maintenance service provider (SM) is responsible for the maintenance and
2908  decommissioning of the automation solution. Compared to the actualization of the information used
299 in the security measures, which is included in the role AO, the maintenance activities have the
300 purpose to upgrade and eventually complement the measures of the holistic protection scheme to
301 follow a change in the threat situation or a modification of the automation solution. A maintenance
302 phase is triggered by the result of a cybersecurity risk assessment showing that the measures of
303 the holistic protection scheme no more provide the desired level of protection. In general, the
304 upgrade includes technical security measures applied to the automation solution as well as the
305  organizational security measures for operation of the holistic protection scheme to keep the desired
306 protection of the IACS in operation. The role SM includes the responsibility for decommissioning
307 parts or the whole automation solution and ensuring that the tolerable residual cybersecurity risk is
308  still matched during or after decommissioning.

309 The role integration service provider (Sl) is responsible for the design and implementation as well
310 as commissioning and validation of the security measures applied to the automation solution. The
311 activities cover the development and validation of a holistic protection scheme for the IACS in
312 operation with the goal to match the tolerable cybersecurity risk. These include the development of
313  technical security measures applied to the automation solution as well as guidelines for
314  organizational measures to be implemented during operation. The base for the guidelines are often
315  given by guidelines provided by the role product supplier. It is not unusual that one or several
316 organizations design and deploy parts or the whole automation solution while another organization
317 is responsible for the commissioning and validation of the automation solution.

318 The role product supplier (PS) is responsible for the development and support of products used in
319 the automation solution. The activities include the development of product security capabilities to
320 be used in the automation solution following an established product development life cycle process,
321 including incident handling and vulnerability management processes. The role PS has the
322 responsibility for the provision of product specific integration, hardening and operational guidelines
323 for the product(s) they supply to the asset owner.
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325 Figure 2 - Principal roles in the ISA / IEC 62443 series
326 Note: The organizations fulfilling the roles described in this clause can vary from one project to another, and the terms
327 used for naming these organizations may vary heavily in various market sectors, branches or countries, including but not
328 limited to:
329 Role AO: plant owner, regulator organization, operations department, operation service provider;
330 Role SM: maintenance department, technical service;
331 Role SI: plant setup and commissioning department, integrator, EPC company, machine builder; and

332 Role PS: manufacturer, producer, OEM.
333 5 Holistic protection scheme

334 5.1 Overview

335 The concept of holistic protection scheme recognizes that the protection of an IACS in operation
336 includes a combination of technology, processes, and people. Weaknesses in the protection
337 concept can have their origin in each of these areas. Consequently, all these parts must be included
338 during the evaluation of the protection provided by a holistic protection scheme in a project specific
339 IACS environment. Furthermore, all roles (AO, SI, SM, PS) must contribute to the development,
340 operation and maintenance of a holistic protection scheme.

341 The technology part consists of cyber/electronic security measures (for example an industrial
342 firewall that controls the communication between network segments) and physical security
343 measures (for example a lock that controls the physical access to a cabinet housing an industrial
344 firewall and its cabling). These are technical security measures applied to the automation solution.
345 They are based on the technical security capabilities of products and include measures resulting
346  from the design of the automation solution itself, for example the protection measures provided by
347 the network architecture. Most of the security measures applied to the automation solution are of
348  technical nature based on the capabilities of products used in the automation solution.
349  Compensating countermeasures may be necessary to reach a desired security level in order to
350 enhance the technical capabilities of the products. These can be additional technical measures
351 and/or organizational measures.

352 The process and people legs cover operation activities which are relevant for the protection of the
353 IACS against cyberthreats. These are of organizational nature and must be practiced by the
354 personnel in charge during operation of the IACS. The effectiveness of organizational measures
355 relies on the ability of skilled personnel in charge to act reliably over time according to documented
356 security policies in procedures. This is reflected in the maturity level of the responsible organization.
357  The maturity aspect is particularly important as the operation phase often lasts many years.

358 In many cases, organizational and technical measures are related, and the protection against cyber
359 threats requires the alignment between the security measures applied to the automation solution
360 and the related organizational measures. For example, identification and authentication are a
361 prerequisite to restrict access to the automation solution to authorized human users according to
362 their respective roles. This can be achieved for example with usernames and associated Béﬂ‘.‘ﬁifﬁents
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363  The technology part of the protection scheme is that the automation solution provides the technical
364  capabilities for username / password-based identification and authentication mechanisms. The
365 related organizational measures require a password policy specifying length and complexity,
366  expiration conditions, change, reuse, handling, sharing, and disclosure of passwords. The same
367  security issue of identification and authentication can be addressed by a stronger mechanism using
368 multifactor authentication, for example using a smart card and a PIN (Personal Identification
369 Number). This would lead to a higher security level rating of the capabilities provided by the
370 technical security measures applied to the automation solution. In this case the related
371 organizational measures are different and must address the handling of the smart card, the
372 management of the key material as well as setting / changing the PIN.

373 5.2 Holistic protection scheme in the IACS life cycle

374 The development, operation and maintenance of a holistic protection scheme should be included in
375  all activities along the IACS life cycle, see figure 3. Starting with a tolerable cybersecurity risk, the
376  desired protection for the IACS in operation should be determined. A design of security measures
377 applied to the automation solution along with guidelines for the related organizational measures
378 must be developed to meet those protection targets. This is usually an iterative process where after
379 each iteration it must be evaluated if the proposed set of technical and organizational measures are
380 able to achieve the desired protection. As part of the design process, the products with the
381 necessary security capabilities will be selected. Where such products are not available,
382  compensating technical or organizational security countermeasures should be developed.

383 Before starting the operation phase the achieved protection provided by the set of technical and
384 organizational measures should be validated. It is highly desirable to develop documented security
385 policies and procedures for the organizational measures as those must be performed by the
386 personnel in charge during operation of the IACS. The review and actualization of the information
387 used in the security measures like virus patterns, firewall rules, active accounts list, backup and
388  restore data are part of the organizational measures for operation. The validation is often concluded
389  with a dry run involving the organization responsible for operation. The effectiveness of the holistic
390 protection scheme during operation is validated if the technical security measures applied to the
391 automation solution are operated by skilled personnel reliably according to security policies and
392 procedures. This is reflected by the maturity of the organization in charge of operation of the IACS.

393 As the threat situation may evolve over time, it is necessary to re-assess periodically if the
394 cybersecurity protection is still stisfying the target protection that has be defined in the specification
395 phase. The trigger for a revalidation is given by a defined interval (for example regulatory process,
396 safety management requirement, scheduled maintenance) or by a change in the threat environment
397 or operational conditions, whichever occurs first. A maintenance phase will be started if there is the
398 necessity to improve the set of technical and/or organizational measures in order to adapt to
399  changes in the IACS operating conditions or the threat environment.

400 The activities of the decommissioning phase have the objective to avoid that information stored in
401 decommissioned assets can be misused and threaten the IACS in operation. Decommissioning
402 portions of a network can have significant repercussions to the remaining parts of the IACS, thus
403 requiring a revalidation of what is left.

404 Note: In figure 3 the IACS life cycle phases are mapped to the stages of the general representative system life cycle
405 model of IEC 24748 “Systems and software engineering - Life cycle management.
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