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48

49 INTERNET OF THINGS — INTEROPERABILITY FOR INTERNET OF THINGS
50 SYSTEMS- PART 4: SYNTACTIC INTEROPERABILITY

51

52

53 FOREWORD

54 1) 1SO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
55 form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
56 participate in the development of International Standards through technical committees established by the
57 respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
58 collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
59 liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
60 established a joint technical committee, ISO/IEC JTC 1.

61 2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an
62 international consensus of opinion on the relevant subjects since each technical committee has representation
63 from all interested IEC National Committees and ISO member bodies.

64 3) IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are accepted
65 by IEC National Committees and ISO member bodies in that sense. While all reasonable efforts are made to
66 ensure that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO cannot be held
67 responsible for the way in which they are used or for any misinterpretation by any end user.

68 4) In order to promote international uniformity, IEC National Committees and ISO member bodies undertake to
69 apply IEC, ISO and ISO/IEC publications transparently to the maximum extent possible in their national and
70 regional publications. Any divergence between any ISO, IEC or ISO/IEC publication and the corresponding
71 national or regional publication should be clearly indicated in the latter.

72 5) 1SO and IEC do not provide any attestation of conformity. Independent certification bodies provide conformity
73 assessment services and, in some areas, access to I[EC marks of conformity. ISO or IEC are not responsible
74 for any services carried out by independent certification bodies.

75 6) All users should ensure that they have the latest edition of this publication.

76 7) No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual experts
77 and members of their technical committees and IEC National Committees or ISO member bodies for any
78 personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for
79 costs (including legal fees) and expenses arising out of the publication of, use of, or reliance upon, this ISO/IEC
80 publication or any other IEC, ISO or ISO/IEC publications.

81 8) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
82 indispensable for the correct application of this publication.

83 9) Attention is drawn to the possibility that some of the elements of this ISO/IEC publication may be the subject of
84 patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

85 International Standard ISO/IEC 21823-4 has been prepared by subcommittee 41: Internet of
86 Things and related technologies, of ISO/IEC joint technical committee 1: Information
87 technology.

88  This International Standard has been approved by vote of the member bodies, and the voting
89 results may be obtained from the address given on the second title page.

90  This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

91 The committee has decided that the contents of this publication will remain unchanged until
92  the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
93 related to the specific publication. At this date, the publication will be

94  — reconfirmed,

95 — withdrawn,

96 — replaced by a revised edition, or
97 — amended.
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98 INTRODUCTION

99 In the world of the Internet of Things (loT), heterogeneous systems and devices need to be
100 connected and exchange data with others. How data exchange can be implemented becomes
101 a key issue of interoperability among loT industries. Information model (IM), which can well
102 represent specifications of data, is adopted and utilized to solve the interoperability problem.
103 Meanwhile, as systems and devices in loT can have different information models with
104  different modelling methodologies and formats, interoperability based on different information
105 models is recognized as an urgent problem. The loT Interoperability related systems and
106 applications have an 11 trillion market potentially ( [1]).

107  The series of ISO/IEC 21823 standards addresses issues that relate to interoperability both
108 between different 10T systems and within a single loT system. ISO/IEC 21823-1 [2] describes
109  a general framework for interoperability for loT systems. This includes a five facet model for
110 interoperability which includes transport, syntactic, semantic, behavioural and policy.

111 A standard based on each of the facet shall provide specifications from its corresponding
112 viewpoint for the loT interoperability, each of the standard can refer to others but must be
113 independent. Currently ISO/IEC 21823-2 [3] defines specifications from transport viewpoint.
114 ISO/IEC 21823-3 [4] defines necessary requirements etc. from the semantic aspect. This
115 ISO/IEC 21823-4 specifies the syntactic interoperability.

116 Syntactic interoperability is that exchanged information can be understood by the participating
117 loT systems and loT devices. In more details, the syntactic interoperability is related to the
118 information models’ representing formats, structures and grammar of their modelling
119  languages such as a length of a data, constraints on data types, and forbidden characters.

120 This part of standard at first provides the principle of how to achieve syntactic interoperability
121 based on metamodel driven approaches. i.e., why the information exchange rules based on
122 metamodels can support syntactic interoperability among different loT systems will be
123  elaborated. Secondly, requirements on information models such as metamodels and models
124 of loT Systems including loT devices are described. Features related to loT devices such as
125  the identifier, device type, setup environments and functions need to be considered to
126 accomplish syntactic interoperability among different information models utilized in loT
127 systems. Thirdly, a framework for processes on developing information exchange rules
128 related to 10T devices from the syntactic viewpoint is provided. For example, what kinds of
129 metamodels, what types of entities and relationships shall be selected are specified, and the
130 procedure of how to build the information exchange rules from different information models
131 are provided.

132 In Annex A, possible intrinsic and extrinsic properties of 10T devices are listed as informative
133 information of Clause 6. In Annex B,use cases of how the syntactic interoperability according
134 to specifications in this document among industrial 10T systems and loT devices will be
135 described.

136 With this document, system and device vendors, who need to improve or/and develop their
137 products complying with 10T requirements, can implement specifications of this document to
138 their products for an automatic or semi-automatic realization of loT syntactic interoperability.

139
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INTERNET OF THINGS — INTEROPERABILITY FOR INTERNET OF THINGS
SYSTEMS- PART 4: SYNTACTIC INTEROPERABILITY

1 Scope

This part of standard specifies the loT interoperability from a syntactic point of view. In
ISO/IEC 21823-1: Framework [2], five facets are described for loT interoperability, i.e.
transport, semantic, syntactic, behavioural and policy. In this document, the following
specifications for loT interoperability from syntactic viewpoint are included;

— A principle of how to achieve syntactic interoperability among loT systems which include
loT devices

— Requirements on information related to loT devices for syntactic interoperability

— A framework for processes on developing information exchange rules related to loT
devices from the syntactic viewpoint

2 Normative references

There are no normative references in this document.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

— ISO Online browsing platform: available at http://www.iso.org/obp
— |EC Electropedia: available at http://www.electropedia.org/

3.1
Instance
individual entity having its own value and possibly its own identity

[SOURCE: ISO 19103:2015(en)]

3.2
Metamodel
special kind of model that specifies the abstract syntax of a modelling language

[Source: ISO/IEC 19506:2012 Information technology — Object Management Group
Architecture-Driven Modernization (ADM) — Knowledge Discovery Meta-Model (KDM), 4]

Note 1 to entry: A model is an instance (3.1) of a metamodel

3.3
Model
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180  abstraction of some aspects of reality
181

182 [SOURCE: ISO 19109:2015, 4.15]

183

184 3.4

185 Syntactic interoperability

186 Interoperability such that the formats of the exchanged information can be understood by the
187 participating systems

188

189  SOURCE: ISO/IEC 19941:2017, 3.1.4
190 Note 1 to entry: System means IoT system

191 Note 2 to entry: 10T device, loT gateway, sensor and actuator are considered as system.
192

193 4 Symbols (and abbreviated terms)

194 For the purposes of this International Standard, the following abbreviations apply.

195

196 EPloT Extrinsic properties of physical loT devices.
197 IPloT Intrinsic properties of physical loT devices.
198 loT Internet of Things

199  JSON-LD JavaScript Object Notation for Linking Data
200 UML Unified Modelling Language

201 MOF Meta-Object Facility (MOF)

202 5 Principle for loT syntactic interoperability

203 5.1 General

204 In this clause, a principle for syntactic interoperability is specified. The applicability and
205 availability of metamodel driven approaches for loT syntactic interoperability are described.
206 Furthermore, how information exchange rules can be created based on metamodels of loT
207 systems are also described.

208 5.2 Background
209 5.2.1 Relationships to standards from other facets of lIoT interoperability

210 In the series of ISO/IEC 21823, ISO/IEC 21823-1 [2] defines an overall framework for loT
211 interoperability. It specifies that loT interoperability shall be supported by standards from five
212 facets, which are transport, semantic, syntactic, behavioural and policy. A standard based on
213 each of the facet shall provide specifications from its corresponding viewpoint. And each of
214 the standard can refer to or can be independent from standards basing on other facets.
215 ISO/IEC 21823-2 [3] defines specifications from transport viewpoint. ISO/IEC 21823-3 [4]
216 defines necessary requirements etc. from the semantic aspect. This ISO/IEC 21823-4
217 addresses the syntactic interoperability which provides specifications from the syntax
218 viewpoint.

219 5.2.2 Metamodel and syntactic interoperability

220 A metamodel, as the model’s model, is described in [5] to specify the abstract syntax of the
221 UML. The abstract syntax defines the set of UML modelling concepts, attributes, relationships
222 and rules for combining concepts to construct partial UML models. In [5], “A formal definition
223  of a common MOF-based metamodel that specifies the abstract syntax of the UML. The
224 abstract syntax defines the set of UML modelling concepts, their attributes and their
225 relationships, as well as the rules for combining these concepts to construct partial or
226 complete UML models.
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Table 1 Definitions of metamodel in various resources

Definition Resource
1 model that specifies one or more other models ISO/IEC 11179-3:2013(en), 3.2.80
2 logical information model that specifies the IEEE 1175.1-2002 (R2007) IEEE Guide for
modelling elements used within another (or the CASE Tool Interconnections-Classification
same) modelling notation and Description, 3.8
3 metamodel Vm for a subset of IDEFobject is a IEEE 1320.2-1998 (R2004) IEEE Standard for
view of the constructs in the subset that is Conceptual Modelling Language Syntax and
expressed using those constructs such that there Semantics for IDEF1X97 (IDEFobject),
exists a valid instance of Vm that is a description 3.1.111
of Vm itself
4 model containing detailed definitions of the meta- ISO/IEC 15474-1:2002 Information
entities, meta-relationships and meta-attributes technology — CDIF framework — Part 1:
whose instances appear in the model section of a Overview, 4.2
CDIF transfer
5 specification of the concepts, relationships and [ISO/IEC 24744:2014 Software Engineering —
rules that are used to define a methodology Metamodel for development methodologies,
3.4
6 model defining the concepts and their relations for ISO/IEC 15909-2:2011 Software and system
some modelling notation engineering — High-level Petri nets — Part 2:
Transfer format, 4.1.6
7 special kind of model that specifies the abstract ISO/IEC 19506:2012 Information
syntax of a modeling language technology — Object Management Group
Architecture-Driven Modernization (ADM) —
Knowledge Discovery Meta-Model (KDM), 4

There are also other definitions for metamodel in the standard world. Some of them are listed
in Table 1 as concluded in the “ISO/IEC/IEEE 24765:2017(en) Systems and software
engineering — Vocabulary”. In this document, the 7th definition of metamodel, i.e., the
definition of “ISO/IEC 19506:2012 Information technology — Object Management Group
Architecture-Driven Modernization (ADM) — Knowledge Discovery Meta-Model (KDM)” [6] is
adopted. From this definition it’s clear that an approach of creating information exchange
rules with elements available in metamodels is actually based on the syntax and therefore is
acceptable for syntactical interoperability. In this document, the information exchange rules
for syntactic interoperability provide the following types of information exchange;

Format exchange.

— The format is data format

— The format exchange means information in different data formats can be exchanged
— E.g.,data in UML format can be exchanged with those in XML format

Structure exchange.
— The structure is a data structure that has hierarchy and branches

— The structural exchange means information in different structures can be exchanged.

— E.g., information defined in a hierarchical tree structure can be transformed to a flat tree
structure.

Constraint exchange.
— The constraint is a condition or requirements on data.

— The constraint exchange means information with different constraints can be exchanged.

— E.g., Data in 10T system1 have data accuracy of 0.1, and data in loT system2 have data
accuracy of 0.01, their data accuracy exchange rules are classified into constraint
exchange rules.
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255 5.2.3 Metamodel driven approaches supporting interoperability issues

256 Metamodel driven information exchange and interoperability approaches are adopted as
257 holistic approaches in industry domains ([7] [8]) to enable model-driven engineering
258 approaches in the area of information integration and interoperation. With creating
259 declarative mapping specifications, i.e., exchange rules, automatic information exchange can
260 be executed at run-time and off-line among heterogeneous systems and devices. As the
261 metamodel driven approaches tackle the interoperability problems at a higher abstraction
262 level than models, it can increase the efficiency of achieving interoperability among
263 heterogeneous systems and devices which comply to a same metamodel. i.e., information
264 exchange rules can be reused by IoT systems and loT devices which have their information
265 models in compliance to the same metamodel. Furthermore, as this document focus on
266  syntactic interoperability among different 1oT systems and loT devices, specific requirements
267  for metamodels, models and information exchanges in the area of 10T shall be included.

268 5.3 An overall structure of the proposed approach

|
[ _ Clause7

] . .i
#information exchange rule example ] Framework on ;
1. Defmmlcls : developing !
2. Def mm2 rdfs - 1
3. #Translation rules between mm1 entities and mm2 entities Lth_ESErE|EE _____ 1
4. #Operation rules between loT system1 and loT System2
5. #Def event for updating on rules
loT System1 6. If mml.devicevalue.updated() regenerate_rules();... loT System2
Metamodell < Metamodel?2
(mm1) (mm?2)
Clause6, Annex A
R [ T——— S —— - .
"-L Required properties and Resolutions .-+
#Example information of 10T Devices and DIoTS
Modell _ ID
- Name

- deviceType(sensor| actuator | composed
device| others)

- Protocol

- Maintenance record

- Value

~ contents of this standard

269

270 Figure 1 An overall structure of the proposed approach

271 Figure1 illustrates an overall structure of the proposed approach. In Figure1, there are loT
272 System1 and loT System2. In either |oT system, in order to express its information, it contains
273 a metamodel and model which can include instance data. In order to achieve syntactic
274 interoperability between these two systems, the information exchange rules based on
275 metamodels of both 10T systems need to be created. In order to create information exchange
276 rules, their required properties, and resolutions to support executing information exchange
277 need to be analysed and defined.

278 In this document, three major clauses are specified to support achieving loT syntactic
279 interoperability;

280 — In clause 5, the background of the metamodel and its applicability in the area of solving
281 syntactical interoperability issues are explained. The methodology of how to create
282 information exchange rules among heterogeneous loT systems/devices is specified.

283 — In clause 6, requirements on loT related information are described. These requirements
284 include required properties and resolutions for mismatches between loT systems. For
285 example, an identifier of a 0T system or a IoT device is a required property. Regarding
286 mismatches occurred during information exchange between involved loT systems,
287 resolutions are required to supplement these mismatches. For example, the frequency
288 requesting information exchange are different/not matched in involved loT systems,
289 syntactic resolutions are required to fill up this mismatch. Descriptions of required
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290 properties are specified in 6.3 and 6.4, and required properties and resolutions for
291 mismatches are analysed and described in 6.2.

292 - In clause 7, a framework of how to create information exchange rules is specified. The
293 necessary procedures to realize the syntactic interoperability in accordance to the
294 proposed approach are defined. Whether it's necessary to create or extend metamodel of
295 a loT system, what kinds of information exchange rules are defined, and how exchange
296 rules can be executed and evaluated are also described.

297 5.4 Methodology of the metamodel driven information exchange rules

1 MO: (real) instance

! M1: model ; Information exchange rules
| M2: metamodel ; based on syntax

i M3: meta-metamodel
1 (OMG MOF1.4 (ISO/IEC19502)

M2 | Metamodel 1 <|_|:> Metamodel2 M2

. processsor
instance_of instance_of

M1 Modellalnignug'lgcg::ilelling exchangeable Modeilaznignu;'lgcgjzelling M1
instance_of instance_of
vo [ Data | [ bata | mo
loT System1 loT System?2
298
299 Figure 2 Methodology of metamodel driven information exchange rules

300 During the last decades, in the field of model based engineering(MBE), models are
301 constructed to represent information from physical world. The community of OMG proposes
302 MOF (ISO/IEC 19502 [9]), a four-layer modelling architecture to describe models. Models
303 here in general include instance or data in MO-layer, model in M1-layer,metamodel in M2-
304 layer and meta-metamodel in M3-layer.

305 As shown in Figure 2, the model in M1-layer defines structures, available entities,
306 relationships etc. for data in the MO-layer, and the metamodel in M2-layer specifies syntax for
307 the models. The M3-layer is not included in this document thus it's omitted in the figure.
308 Therefore, models in M1-layer are instances of their metamodel in M2-layer, and data in MO-
309 layer are instances of their models. For each metamodel, it can have many models, and for
310 each model it can also have lot of instance data.

311 From syntactic aspect, information exchange rules as projections allow to convert model/data
312 in all layers from specific system to model/data in another system in modelling environment.
313 The projection rules based on metamodels in the upper layer are applicable to transformation
314 of models in their lower layers([10] [11]).

315 5.5 Information exchange rules

316 5.5.1 Categories of Information exchange rules

317 For a loT system including loT devices, in order to achieve syntactic interoperability with other
318 loT systems and devices, the information exchange rules are adopted. As shown in Figure 3.,
319  the information exchange rules can be classified into two categories: “l. Translation rules”
320 and “Il. Operation rules”.

321 — “l. Translation rules” are based on elements and entities in the metamodels of both loT
322 systems. Translation rules are created to convey model/data of 0T systems.
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323 — “Il. Operation rules” are specified to supplement mismatches between two loT systems.
324 Potential operational mismatches which happen during processes of achieving
325 interoperability are detected. In order to solve these mismatches, necessary properties
326 and available resolutions are specified. Mismatches which cannot be resolved from
327 syntactic viewpoints are out of the scope. Simultaneously, resolutions not based on

loT specific

interoperabilit
Need extra P Y

information for .
interoperability Il. Operation
rules
ﬂ)T System1 5 L~ loT System?2
Metamodell € Metamodel2
(mm1) (mm?2)
A A
Model and Model and
Instance 1 Instance 2

NS =4

Figure 3 Categories of information exchange rules

328 syntactic approaches for mismatches are also out of the scope.
329 5.5.2 Information exchange rules expression

330 Information exchange rules shall include required properties and resolutions for loT syntactic
331 interoperability. Information exchange rules can be expressed with various languages. Some
332  well-known languages such as QVT(Query/View/Transformation, [12]), OCL(Object Constraint
333 Language,[13]), ATL(Atlas Transformation Language, [14]), TGG(Triple graph grammar, [15]
334 [16]) and so on can be applied to describe information exchange rules among different
335 metamodels and models. In this document, sample information exchange rules are described
336 in Annex B. However, an implementation of this document can define information exchange
337 rules with its favourite language and data format.

338 6 Requirements on information related to lIoT devices

339 6.1 General

340 In this clause, requirements on the information which are necessary for syntactic
341 interoperability are described.The information here shall be defined in the metamodel or a
342 model of a IoT system or a loT device.

343  In coincidence with the two categories of the information exchange rues described in 5.5.1,
344  the requirements for the information related to 10T devices are also classified into two groups:
345  the requirements on “ll. Operation rules” and those on “l. Translation rules”. As shown in
346 Figure 4;

347 — Required properties and resolutions for “ll. Operation rules” are specified in 6.2. These
348 required properties and resolutions shall be created and provided by Dataset1 of Clause 7.
349 — Requirements on “l. Translation rules” are further divided into two groups depending on
350 required properties. One group is “Required intrinsic properties of physical loT devices”
351 and the other is “Required extrinsic properties of physical 10T device”( [17] [18]). They are
352 respectively specified in 6.3 and 6.4.
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Subclause 6.2

Reference
g Required properties and resolutions for operation rules
/loT System ™ Required properties for translation rules
Eg’ (refer to 6.3 and AnnexA)
Shvsical Subclause 6.3 T DevieeD
SICa . . .. . . eviceName
Io'IYDevice Has-a | Required intrinsic properties - DeviceType
of physical loT devices *  Devicelocation
. DeviceOwner
Maintenance record
Subclause 6.4 .
- g5 (refer to 6.3 and AnnexA)
originated Required extrinsic properties of )
physical loT devices(EPIoT) (mestamp
Data format
Accuracy
Authority
353 Frequency
354 Figure 4 Classifications of requirements on information related to IoT devices
355 6.2 General requirements on the operation rules
356 6.2.1 Overview of mismatches between loT systems
357 Required properties and resolutions for “Il. Operation rules” are related to the mismatches

358 between what one 10T system is expecting and what the other 10T system can provide. In
359 order to supplement mismatches happened between loT systems while exchanging data,
360 required properties and possible resolutions shall be defined. These required properties and
361 resolutions are defined as requirements on the operation rules.

362 Figure 5 shows an example of loT mismatch and its syntactic resolution. The “loT system2”
363 requires single precision data for every change events, where “loT system1” can provide one
364 decimal place data every hour. Required properties for this mismatch are “significant figure”
365 and “recording pattern”. The “significant figure” describes the smallest difference in the value
366 of a data being observed that would result in perceptibly different values of the result. The
367  “recording pattern” describes whether data is acquired periodically or change bases.

368  These kinds of mismatches are intended to be resolved by the operation rules. However, for
369 each mismatch it can have resolution methods from various perspectives such as syntactic,
370 policy-based, and so on. Only syntactic resolutions are specified and others are out of the

Can send precision to
one decimal place
every hour

data for every change

Need single precision 1
events

loT System1

loT System2
Metamodel1 Metamodel2
(mm1) (mm2)
Model and Rule: el and
Instance 1 » Change detection Model an
« Precision compensation Instance 2
Required properties: Required properties:
+ significant figure: one decimal place + significant figure: single
+ recording pattern: hourly + recording pattern: change
Figure 5 Mismatches between loT systems Documents
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371 scope.
372

373 6.2.2 Required properties and syntactic resolutions for potential loT mismatches

374 In this clause, required properties and syntactic resolutions for potential loT mismatches are
375  described.

376 Table 2 lists potential mismatches between loT systems.

377 — The required properties and syntactic resolutions for each mismatch are specified

378 — The classification of syntactic resolutions (C:Constraint, S:Structure, F:Format) is also
379 specified in the “Type” column of this table.

380 — For reference, other resolution except those from syntactic aspects is listed as “Other
381 resolution(informative)” which by itself is out of the scope.

382 — For reference, the data quality indicators defined in ISO/IEC 25012 [19] which might be
383 effected by the mismatches are described. To avoid degradations of data quality while
384 exchanging information between IloT systems, the resolutions which supplement
385 mismatches shall be considered.

386  Table 2 shows a minimum list of mismatches. Other mismatches continuously occurring in
387 real loT systems regarding syntactic interoperability shall be flexibly investigated.
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Effected
Required Syntactic Reg;r:tzon Data
Name Mismatch | Type | properties(norm Resolution Tt Quality Example
ative) (normative) e) (1ISO
25012)
svnchroni LatestSynchroniz specified diff t
ynchroniz edTime| Adjustments or | with the consistenc | 2M'eren
ation ¢ TimeSynchronizat | calibration tables in y time
) mismatch imesynchroniza stamp
mismatch1 ion:={True|False} 6.2.2
388 Table 2 Required properties and resolutions for potential loT mismatches
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