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219 INTERNATIONAL ELECTROTECHNICAL COMMISSION

220

221

222 FAULT TREE ANALYSIS

223

224

225 FOREWORD

226 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
227 all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
228 international co-operation on all questions concerning standardization in the electrical and electronic fields. To
229 this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
230 Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
231 Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
232 in the subject dealt with may participate in this preparatory work. International, governmental and non-
233 governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
234 with the International Organization for Standardization (ISO) in accordance with conditions determined by
235 agreement between the two organizations.

236 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
237 consensus of opinion on the relevant subjects since each technical committee has representation from all
238 interested IEC National Committees.

239 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
240 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
241 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
242 misinterpretation by any end user.

243 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
244 transparently to the maximum extent possible in their national and regional publications. Any divergence
245 between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
246 the latter.

247 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
248 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
249 services carried out by independent certification bodies.

250 6) All users should ensure that they have the latest edition of this publication.

251 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
252 members of its technical committees and IEC National Committees for any personal injury, property damage or
253 other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
254 expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
255 Publications.

256 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
257 indispensable for the correct application of this publication.

258 9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
259 patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

260 International Standard JEC 61025 has been prepared by IEC technical committee 56:
261 Dependability.

262 This third edition cancels and replaces the second edition published in 2006. This edition
263 constitutes a technical revision.

264  This edition includes the following significant technical changes with respect to the previous
265  edition:

266 a) The structure of the document has been entirely reconsidered, the title modified and the

267 content extended and improved. It has been merged with the mathematical content of the
268 (Reliability block diagram) about probabilistic calculations to provide more
269 information about availability, reliability and failure frequency calculations. Same notations
270 have been used to help cross reading of the standards;

271 b) Clause 3 has been extended and clauses have been introduced to describe the electrical
272 analogy, the uncertainty propagation, the "non-coherent" fault trees and the "dynamic"
273 fault trees;
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274 c) Annex B (Combinations with other reliability analysis techniques), Annex C (Automated
275 fault tree construction), Annex D (Importance factors), Annex E (FT driven Petri net
276 models) and Annex F (Numerical examples and curves) have been introduced.

277  The text of this International Standard is based on the following documents:

FDIS Report on voting
56/XX/FDIS 56/XX/RVD

278

279 Full information on the voting for the approval of this International Standard can be found in
280 the report on voting indicated in the above table.

281 This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

282 The committee has decided that the contents of this document will remain unchanged until the
283  stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
284 the specific document. At this date, the document will be

285 e reconfirmed,
286 e withdrawn,
287 e replaced by a revised edition, or

288 e amended.

289

290 The National Committees are requested to note that for this document the stability date
291 is 20XX..

292 THIS TEXT IS INCLUDED FOR THE INFORMATION OF THE NATIONAL COMMITTEES AND WILL BE
293 DELETED AT THE PUBLICATION STAGE.

294
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295 INTRODUCTION

296  This standard is a support standard related to analysis techniques and it is primarily devoted
297 to practitioners. The status of this technique within the dependability framework is analysed in
298  management standards (e.g. [10]).

299 Fault tree analysis (FTA) is concerned with the identification and analysis of combinations of
300 conditions and factors, referred as "primary events" or "leaves", that cause or may potentially
301 cause or contribute to the occurrence of a defined undesirable outcome, referred as the "top
302 event". It is a deductive (top-down / cause-effect) method which is very effective to analyse
303 multiple failure combinations. This is why FTA is efficiently used to enhance the results
304 obtained by other dependability methods like FMEA [9] or HAZOP [11] which, inductive in
305 nature (bottom-up, effect-cause), are focused on single failure analysis. Depending of the
306 scope, the analysis can be qualitative or quantitative. The qualitative identification of the
307 critical paths (minimal cut sets) allows identify the weak points and to determine how the
308 product or system can be brought back to operation. The quantitative results (unavailability,
309 reliability, failure frequency, importance factors) provide information for more advanced
310  analyses which can be used as decision aid for improving the performance and safety of
311 products and systems in a cost efficient way. This approach has been introduced first in 1962
312 by the US air force within the Minuteman project framework ([1], [2]). While small FTA can be
313 made by hand, FTA of large systems requires software support.

314 NOTE With FTA the top event is usually seizure or degradation of system perfomance, safety or other important
315 operational attributes. Nevertheless a similar approach called STA (success tree analysis) can be used for success
316 analysis and in this case the top event is the attribute describing the success.

317

318  The fault tree (FT) itself is an organized graphical representation that can be clearly
319 understood and analyzed. Standardized symbols are used to show the logical connections
320 between the primary events (e.g. components faults) needed for leading to the top event
321 occurrence (e.g. system fault). In its simplest form it implements conventional logical gates
322 and is equivalent to a logical equation giving the top event in function of the primary events,
323 both being considered as Boolean variables. This is why FTA, like the reliability block diagram
324 (RBD) [3] or event tree analysis (ETA) [4], is an analytic method belonging to the Boolean
325 approaches. In this case the conventional rules of probabilistic calculations with constant
326 values apply and provided that each primary event in the FT behaves independently from
327 each other then the probabilistic calculations can be extended to time dependent probabilistic
328 calculations involving non-repaired as well as repaired primary events (i.e. components). In
329 this case three dependability measures related to the system unsuccessful functioning can be
330  considered: the unreliability, Fg(¢), the unavailability, Ug(z) and the failure frequency, wg(?).

331 While, for systems involving repaired components, the calculations of Ug(¢) or wg(t) are quite
332 straightforward, the calculation of Fg(z) implies systemic dependencies (see definition 3.51)

333 which cannot be taken into account within the mathematical framework of FTs. However, in
334 particular cases, approximations of Fg(¢) are available.

335  The FT technique is linked to RBD [3]1 and Markov techniques [5]:

336 e The underlying mathematics is the same for FTs and RBDs: when a FT is focused on

337 system fault, the RBD is focused on system success. It is always possible to translate a
338 FT into an RBD and vice versa. Then FT and RBD models share dual logical expressions
339 and the mathematical developments and limitations are similar.

340 e When the unavailability, Ui(z), of one primary event, X;, can be calculated by using an
341 individual Markov process [5] independent of the other primary events, this unavailability,
342 Ui(t), can be used as input for the calculations related to a FT including this primary event.

1 Numbers in square brackets refer to the Bibliography.
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343 This approach where a FT provides the logic structure and Markov processes numerical
344 values of the unavailabilities of the primary events is called "FT driven Markov processes"

345 However many non-Boolean extensions (e.g. ordered events, priority gates, dependent events
346  etc.) are commonly implemented which are useful for qualitative analysis but for which Markov
347 [5] or Monte Carlo simulation based on dynamic fault trees (DFT), or Petri net techniques [6],
348 are more suitable for quantitative analysis.
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349 FAULT TREE ANALYSIS

350 1 Scope

351 This International Standard describes fault tree analysis and provides guidance on its
352 application by practitioners as follows:

353 — definition of basic principles;

354 - explaining the relationships of FTA to other reliability modelling techniques;

355 - identification of appropriate assumptions, events and failure modes;

356 - identification and description and mathematical meaning of commonly used symbols;
357 — description of the steps involved in performing the FTA;

358 — description of the use of FT for qualitative analysis;

359 — description of the use of FT for quantitative analysis;

360 - requirements, explanations and limitations of the associated mathematical modelling;
361 - procedures for calculating dependability measures (unavailability, failure frequency
362 and unreliability) for different type of systems simple or large, with constant or time
363 dependent probabilities or with non-repaired or repaired faults;

364 - the relationships with reliability block diagram analysis (see [3]) and
365 Markov techniques (see [5D).

366 — extension of fault trees (non-coherent FTs and dynamic FTs)

367 — importance factors

368 — numerical examples

369 Examples are used to clarify the meaning of the clauses. Warnings about mathematical
370  difficulties are raised. Explanations and solutions are provided for an effective and relevant
371 application of this standard with full knowledge of the modelling and calculating properties of
372 FTA.

373 2 Normative references

374 The following documents, in whole or in part, are normatively referenced in this document and
375 are indispensable for its application. For dated references, only the edition cited applies. For
376 undated references, the latest edition of the referenced document (including any
377 amendments) applies.

378 IEC 60050-192, International Electrotechnical Vocabulary — Part 192: Dependability (available
379  at http://www.electropedia.org)

380 EC 61703, Mathematical expressions for reliability, availability, maintainability and
381 maintenance support terms

382 3 Terms and definitions

383 For the purposes of this document, the terms and definitions given in IEC 60050-192 as well
384  as the following apply.

385 In fault tree methodology and applications, many terms are used to better explain the intent of
386 analysis or the thought process behind such analysis. There are terms used also as
387  synonyms to those that are considered analytically correct by various authors. Besides, some
388 terms have been taken from IEC 60050-192 and modified for the needs of this standard.
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389 ISO and IEC maintain terminological databases for use in standardization at the following
390 addresses:

391 e |EC Electropedia: available at http://www.electropedia.org/

392 e |ISO Online browsing platform: available at http://www.iso.org/obp

393 3.1

394 Boolean related model

395 mathematical model where the state of a system is represented by a logical function of
396 Boolean variables representing the states of its components

397 Note 1 to entry: A Boolean variable a only has two values and a logical function of several Boolean variables also
398 has only two values. Those two values may be for example, {0, 1}, {up, down}, {true, false}, {working, failed}, etc.
399 The underlying mathematics behind the logical functions is Boolean algebra.

400  [Source IEC 61078:2016]

401 3.2
402 Fault tree
403 FT

404 Logic diagram showing the faults of sub items, external event, or combinations thereof, which
405 cause a predefined, undesired event

406 Note 2 to entry: A FT is a directed acyclic graph (i.e. a graph without loops) representing the logical links between
407 a system fault (called top event) and the faults (named primary events) of its constituting components. These links
408 are mainly represented by conventional logical OR and AND gates (see Clause 4 and Clause 7).

409 Note 2 to entry: According to IEC 60050-192 [192-04-01], a fault is a state resulting from a previous failure which is
410 an event. However in the FT context the failure (event) and the resulting fault (state) are merged and the primary
411 events represent both aspects.

412 [SOURCE: IEC 60050-192:2015, 192-11-07 — Notes to entry have been added]

413 3.3
414  Static fault tree
415 Fault tree implementing only logical gates

416 3.4
417  sub-fault tree
418 fault tree related to an intermediate event of a larger fault tree

419 Note 1 to entry: sub-fault trees are used to split large fault trees in several parts. Transfer gates (see Table 4) are
420 used to link the sub-fault tree to the upper fault tree.
421 3.5

422 FT driven Markov process
423 Markov process modelled by a FT made of primary events modelled by individual sub-Markov
424 models behaving independently from each other

425 Note 1 to entry: The underlying logic of a FT allows to combine the individual unavailabilities of the primary
426 events to obtain the system unavailability. When the primary events are modelled by small individual Markov
427 processes (e.g. with less than 10 states) the FT is equivalent to the Markov process related to the system which
428 may encompass millions of states. This is the basis for most of the probabilistic calculations achieved with FTs.
429 Such Markov process built through the use of the FT as guideline is called "FT driven Markov process".

430 Note 2 to entry: The independent Markov process is developed in [5].

431 3.6
432 dynamic FT
433  DFT

434 fault tree implementing temporal interactions and where the assumption of independency
435 between the primary events is not fulfilled
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437 Note 2 to entry: the symbols for dynamic FTs are given in Table 5.

438 3.7
439 non-coherent FT
440  fault tree modelling a non-monotonic logical function

441 Note 1 to entry: A non-coherent FT is a FT where the primary events may appear both in direct and
442 complementary states (see Table 3). In this case, some of the cut sets (see definition 3.35) can have some primary
443 events in complementary state. The concepts of minimal tie and cut sets (see 3.33 and 3.35) are no longer valid
444 and have to be replaced by the concept of prime implicants.

445 Note 2 to entry: In a non-coherent FT, a failure path can become a success path by adding another fault or a
446 success path can become a failure path by removing a fault. This is why it is named "non-coherent".

447 3.8

448 item

449 subject being considered

450 Note 1 to entry: In this international standard the word “item” covers mainly the system modelled by the FT and
451 the “blocks” in the RBD.

452 [SOURCE: IEC 60050-192:2015, 192-01-01, modified — Notes to entry have been deleted,
453 Note 1 to entry: has been added]

454 3.9
455 outcome
456 result of an action or other input; a consequence of a cause

457 Note 1 to entry: An outcome can be an event or a state. Within a fault tree, an outcome from a combination of
458 corresponding input events represented by a gate may be either an intermediate event or a top event.

459 Note 2 to entry: Within a fault tree, an outcome may also be an input to an intermediate event, or it can be the top
460 event.

461 3.10

462 event
463 occurrence of a condition or an action

464 3.1
465 top event
466 root

467  final event
468 top outcome
469 outcome that is investigated by building the fault tree

470 Note 1 to entry: It is the event of interest under which a fault tree is developed. It is pre-defined and is the starting
471 point for building a fault tree. It has the top position in the hierarchy of events and it is the final logical combination
472 of all of the input events (primary events) of the fault tree..

473 Note 2 to entry: the various names are synonymous but reflect several points of view. "Top event" or "top outcome"
474 indicates that they are drafted at the top of the FT, "root" indicates that this is the starting point of the analysis and
475 "final event" indicates that it is the result of the logical function embedded into the FT.

476 Note 3 to entry: the occurrence of the top event leads to the fault of the analysed item.

477 Note 4 to entry: the symbol for the top event is given in Table 3, line 2.

478 3.12

479 gate

480 logical gate

481 symbol which is used to establish symbolic link between the output event of a logical operator
482 and the corresponding inputs of this logical operator

483 Note 1 to entry A given gate symbol reflects the type of logical relationship (e.g OR, AND, two out of three)
484 required between the input events for the output event to occur. Documents
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485 Note 2 to entry: the symbols for logic gates are given in Table 4.

486  3.13
487  Transfer gate
488  symbol used to split a large fault tree in smaller sub-fault trees

489 Note 1 to entry: the symbols for transfer gates are given in Table 4, lines 1 to 4.
490 3.14

491 primary event

492 leaf

493  event used as input of a fault tree

494 Note 1 to entry: The term leaf is used by analogy with a vegetal tree.

495 Note 2 to entry: In this standard, primary event can mean a basic event (3.16) that need not be developed any
496 more, or it can be an event that, although a product of groups of events and gates, may be developed elsewhere,
497 or may not be developed at all (undeveloped event). The various graphical forms of primary events are given in

498 Table 3

499 Note 3 to entry: FTs and RBDs are dual approaches (see [3]). A fault tree primary event is generally equivalent to
500 an RBD block in down state and a complementary primary event (see Table 3) to an RBD block in up state. These
501 properties are used to transform a FT into an RBD and vice-versa.

502 Note 4 to entry: As the FT model is static, a primary event can represents the occurrence of a component failure
503 mode (event) as well as the state (fault) reached when this failure mode has occurred. For example, a primary
504 event labelled "Failure of pump P1" represents both the failure of the pump and the faulty state of the pump P1.
505 This is why the failure modes included into a FT are described in terms of events (see definitions 3.11 and 3.16 to
506 3.21) when the approach is named "fault" tree analysis.

507 Note 5 to entry: the symbols for primary events are given in Table 3.

508  3.15

509 complementary primary event
510 Repeated and negated primary event

511 Note 1 to entry: A primary event is normally used in its direct form, e.g. E to describe an item fault but also in
512 complementary form, e.g. £E=NOT(E) (see Table 3), to describe an item success state.

513 Note 2 to entry: the symbols for complementary events are given in Table 3, line 12.

514 3.16

515 basic event
516  primary event that cannot be further developed

517 Note 1 to entry: the symbol for basic events is given in Table 3, line 4.

518  3.17
519 intermediate event
520 event that is neither a top event nor a primary event

521 Note 1 to entry: It is usually a result of one or more primary and/or other intermediate events.
522 Note 2 to entry: the symbol for intermediate events is given in Table 3, line 3.
523  3.18

524 elementary event
525 undeveloped event
526 primary event that does not need to be developed in more detail

527 Note 1 to entry: It is not developed in the analysis for various possible reasons, such as lack of more detailed
528 information or uselessness for the purpose of the study. It could be developed in more detail if it was needed in
529 another analysis. An example of undeveloped event could be Commercial Off The Shelf Items (or COTS) failure.
530 Note 2 to entry: the symbol for elementary events is given in Table 3, line 5.
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3.19
event to be developed
primary event to be analysed and developed in more detail to complete the fault tree

Note 1 to entry: This is a reminder for the analyst to identify the primary events needing to be analysed more in
depth. They are normally replaced by more detailed sub-fault tree in the final version of the fault tree.

Note 2 to entry: the symbol for events to be developed is given in Table 3, line 6.

3.20
house event
primary event which is expected to occur

Note 1 to entry: a house event is sometimes used as a switch true/false to validate / inhibit some parts of the fault
tree.

Note 2 to entry: the symbol for house events is given in Table 3, line 7.

3.21

condition event

conditional event

primary event defining a condition which is needed to validate an IF (see Table 4) logical gate

Note 1 to entry: in the context of a FT, a condition event has the same property as a basic event.

Note 2 to entry: the symbol for condition events is given in Table 3, line 9.

3.22

single failure

single point failure

failure event which, if it occurs, would cause overall system failure or would, by itself
regardless of other events or their combinations, cause the top unfavourable event (outcome)

Note 1 to entry: a single point failure is a minimal cut set of order 1

3.23

common cause events

different primary events in a system or a fault tree that have the same cause for their
occurrence

Note 1 to entry: An example of such an event would be shorting of ceramic capacitors due to flexing of the printed
circuit board; thus, even though these might be different capacitors having different functions in their design, their
shorting would have the same cause — the same input event.

Note 2 to entry: In the context of FT, common cause events are generally common cause failures (see IEC
60050-192, definition [192-03-18])

3.24
common cause
cause of occurrence of several events

Note 1 to entry: In the above example it would be board flexing that itself can be an intermediate event resulting
from multiple events such as environmental shock, vibrations or manual printing circuit board break during product
manufacturing.

3.25

repeated event

replicated event

primary event appearing more than once ina FT

Note 1 to entry: This event can be a common cause or a failure mode of a component, shared by more than one
part of a design.
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Note 2 to entry: The primary events related to repeated events can appear in the direct or complementary form.
This is very useful to represent FTs related to a complex system or for representing FTs in the form of failure or
success paths (see 8.2).

Note 3 to entry: the symbol for repeated events is given in Table 3 line 10, 11 and 12.

3.26

up state

available state

state of being able to perform as required

Note 1 to entry: The absence of necessary external resources may prevent operation, but do not affect the up
state.

Note 2 to entry:  “Up” state relates to availability of the item.

Note 3 to entry: An item may be considered to be in an up state for some functions and in a down state for others,
concurrently.

Note 4 to entry: The adjectives up and “available” designate an item in an up state.

Note 5 to entry:  Within the context of FTs, a complementary primary event (see Table 3) is assimilated to a up
state of a component of the system under analysis.

[SOURCE: IEC 60050-192:2015, 192-02-01, modified — Note 5 to entry has been added]

3.27
up time
time interval for which the item is in an up state

[SOURCE: IEC 60050-192:2015, 192-02-02]

3.28

mean up time

MUT

expectation of the up time

[SOURCE: IEC 60050-192:2015, 192-08-09]

3.29

down state

unavailable state

state of being unable to perform as required, due to internal fault, or preventive maintenance

Note 1 to entry: “Down” state relates to unavailability of the item.
Note 2 to entry: The adjectives “down” or “unavailable” designate an item in a down state.

Note 3 to entry: Within the context of FTs, a primary event is assimilated to a down state of a component of the
system under analysis.

[SOURCE: IEC 60050-192:2015, 192-02-20, modified — Note 3 to entry: has been added]

3.30
down time
time interval for which the item is in a down state

[SOURCE: IEC 60050-192:2015, 192-02-21, modified — Note 1 to entry has been deleted]

3.31
mean down time
MDT

expectation of the down time Documents
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619 Note 1 to entry: This note only applies to the French language.

620 [SOURCE: IEC 60050-192:2015, 192-08-10]

621 3.32

622 success path

623  tie set

624 in and RBD [3], a set of blocks, with each block in the set being in the up state thus resulting
625 in the RBD to be in the up state

626 Note 1 to entry: The name tie set is given by analogy with an electrical circuit: the blocks in up state constitute a
627 closed (tied) circuit between the RBD input and the RBD output.

628 Note 2 to entry: In the context of FT a tie set is a set of primary events in the complementary form (i.e.
629 corresponding to the blocks in up state) such as the modelled system is in up state.

630 [SOURCE IEC 61078:2016, modified — Note 2 to entry has been added]

631 3.33

632 minimal tie set

633 in and RBD [3], a tie set such as that any failure of one of the blocks in up state also fails the
634 whole RBD

635 Note 1 to entry: In a minimal tie set, every block in up state, i.e. primary events in complementary form, is
636 necessary to retain the modelled system in up state.

637 Note 2 to entry: The order of a minimal tie set is given by the number of blocks in the set in up states: order 1
638 comprises 1 block in up state, order 2 comprises 2 blocks in up state, etc.

639 [SOURCE IEC 61078:2016, modified]

640  3.34

641 failure path

642  cut set

643  group of events that, if all occur, would cause occurrence of the top event

644 Note 1 to entry: The name cut set is given by considering the equivalent RBD and by analogy with an electrical
645 circuit (see [3]).

646 Note 2 to entry: in the context of fault tree the events are related to faults (i.e., down states), of components of the
647 modelled system.

648  3.35

649 minimal failure path

650 minimal cut set

651 a minimal failure path such that the occurrence of every event is needed to cause the top

652 event

653 Note 1 to entry: In a minimal cut set the non-occurrence of any one of the events in the set would prevent the
654 occurrence of the top event. Therefore, minimal cut sets are the smallest sets of events causing the top event.

655 Note 3 to entry: The order of a minimal cut set is given by the number of primary events in the set: order 1
656 comprises 1 primary event, order 2 comprises 2 primary events, etc.

657  3.36

658  disjoint set of elements
659 set of Boolean elements whose intersections are empty

660 EXAMPLE If (Cid) is a set of disjoint cut sets then Cid ij-’ =@ Vi+j and therefore, the

i=n

661 probability P(CY N C)=0 Vi ;.

662 Note 1 to entry: The term "element" is used here in the general meaning used in the set theory, i.e
663 a given collection of objects. Da@tﬁﬁents
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Note 2 to entry: Disjoint elements are incompatible: when one is true, the other is false and vice versa. This
describes mutual exclusiveness and, therefore, complete dependency between the elements.

[SOURCE IEC 61078:2016]

availability
<item> ability to be in up state

[SOURCE: IEC 60050-192:2015, 192-01-23, modified]

3.37

A(t)

instantaneous availability

point availability

<measure> probability of being in up state at a given instant ¢

[SOURCE: IEC 60050-192:2015, 192-08-01, modified]

3.38

Ul(1)

instantaneous unavailability

point unavailability

<measure> probability of being in down state at a given instant ¢

[SOURCE: IEC 60050-192:2015, 192-08-04, modified]

3.39

A3V9(14, 15)

mean availability

average availability

<measure> average value of the instantaneous availability over a given time interval [#4, t,]

[SOURCE: IEC 60050-192:2015, 192-08-05, modified — Note 1 to entry has been deleted]

3.40

Uave(y, t,)

mean unavailability

average unavailability

<measure> average value of the instantaneous unavailability over a given time interval (¢4, 5)

Note 1 to entry: The mean unavailability of a safety instrumented system (see IEC 61508 [14]) is also called
“average probability of failure on demand” (Acronym: PFDan).

[SOURCE: IEC 60050-192:2015, 192-08-06, modified — Note 1 to entry has been replaced]

3.41

Ast

AaS

steady state availability

asymptotic availability

limit, if it exists, of the instantaneous availability, when the time tends to infinity

Note 1 to entry: Under certain conditions, the steady state availability may be expressed as the quotient

MUT/(MUT+MDT). See [EC 61703.
[SOURCE: IEC 60050-192:2015, 192-08-07, modified — Note 1 to entry modified]
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3.42

reliability

<item> ability to perform as required, without failure, for a given time interval, under given
conditions

[SOURCE: IEC 60050-192:2015, 192-01-24, modified — Notes to entry have been deleted]

3.43

R(t4, t5)

R(1)

reliability

<measure> probability of performing as required for time interval [zq, t,], under given
conditions

Note 1 to entry: The reliability R(¢) is the reliability for the time interval [0, ¢].

[SOURCE: IEC 60050-192:2015, 192-01-24, modified — Notes to entry have been deleted,
Note 1 to entry has been added]

3.44

F(t4, t5)

F(1)

unreliability

<measure> probability of not performing as required for time interval [z4, t,], under given

conditions

Note 1 to entry: The unreliability F(¢) is the unreliability for the time interval [0, ¢].

Note 2 to entry: The unreliability is the complement to 1 of the reliability: F(¢£)=1-R(t).

3.45

)

instantaneous failure rate

failure rate

limit, if it exists, of the quotient of the conditional probability that an item goes from up state to
down state within time interval [¢, ¢ + At], and At, when At tends to zero, given that it has not
been in down state within time interval [0, ¢]

Note 1 to entry: The definition has been adapted from IEC 60050-192 to also cover repairable items:

— if the item has no internal built-in redundancy, the failure rate is identical to what it would be if it was not
repairable;

— if the item has built-in internal redundancy it can remain in up state when some redundant parts are failed.
Therefore, those failures are repairable as long as the whole item has no transition to the down state due
to a further part failure.

Note 2 to entry: The terms failure rate (3.45), conditional failure intensity (3.46) and unconditional failure intensity
(3.47) seem similar but they differ by the conditional events used in their definitions. Even if these parameters can
have close numerical values in particular cases, they behave in different ways and should not be confused with
each other.

[SOURCE: IEC 60050-192:2015, 192-05-06, modified — Notes to entry have been replaced
by new notes to entry]
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746  3.46

747 A,(7)

748 instantaneous conditional failure intensity

749 conditional failure intensity

750  Vesely failure rate

751 limit, if it exists, of the quotient of the conditional probability that the failure of an item occurs
752 within time interval [¢, ¢ + At], and At, when At tends to zero, given that the item was in up state
753 at time r and at time O

754 Note 1 to entry: See Note 2 to entry of the failure rate definition (3.45).

755  3.47

756 w(?)

757 instantaneous unconditional failure intensity

758 unconditional failure intensity

759  failure frequency

760 limit, if it exists, of the quotient of the conditional probability that the failure of an item occurs
761 within time interval [¢, ¢ + At], and At, when At tends to zero, given that the item was in up state
762 at time 0

763 Note 1 to entry: See Note 2 to entry of the failure rate definition (3.45).

764 Note 2 to entry: This parameter is equivalent to the failure intensity defined in IEC 60050-192:2015, 192-05-08.
765 The name has been modified to distinguish it from the term, conditional failure intensity (3.46).

766  3.48

767  wave(0,7)

768  average failure frequency

769 number of failures per unit of time of an item averaged over a given period of time T

770 Note 1 to entry: If N is the number of failures of the item over [0, 7] then the average failure frequency over this
771 period of time is calculated as w®'°(0,7)=N/T.

772 Note 2 to entry: |If m is the mean elapsed time between failures (METBF see |EC 61703) of an item then the
773 average number of failures occurring over [0, T] is N~T/m. Therefore w®'%(0,T) = NIT ~ 1/m.

774 Note 3 to entry: Mathematically speaking, w®'%(0,7T) is the average of w(¢) over [0, T]. Then wavg(o,f):iJ‘Tw(,)dT.
0

T

775 [SOURCE IEC 61078:2016 — Note 2 to entry modified]

776 3.49

777 mean time between failure

778 mean elapsed time between failures

779 METBF

780  expectation of the time which elapses between successive failures

781 [SOURCE |EC 61703]

782 3.50
783 mean operating time to failure
784  MTTF

785  expectation of operating time to failure

786 Note 1 to entry: In the case of non-repairable items with an exponential distribution of times to failure (thus a
787 constant failure rate) the MTTF is numerically equal to the reciprocal of the failure rate. This is also true for
788 repairable items if, after restoration, they can be considered to be “as-good-as-new”.

789 [SOURCE IEC 60050-192, 192-05-11, modified — Note 2 to entry has been deleted]
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790  3.51

791 systemic dependency

792 holistic dependency

793 dependency between the parts of a system which are related to the system considered as a
794  whole

795 EXAMPLE 1 A single repair team constitutes a systemic dependency between repairable items: when an item fails
796 it can be repaired only if the repair team is not busy due to the repair of another item belonging to the system.

797 EXAMPLE 2 The reliability R(¢) of a system can be expressed as the probability for the system to be in up state at

798 time ¢, provided it has never been in down state over the interval [0, ¢]. Therefore only the sequences of events
799 which do not lead to the down state over [0, ¢] can be retained and the sequences of events which include a
800 sucession "up state" —»"down state"—>"up state" have to be excluded from the calculations. This implies that, with
801 regards to the calculation of R(z), an item going to the down state is repairable only if the system remains in up
802 state during the repair of the item. Therefore, with regards to the calculation of R(¢), the items are repairable or not
803 depending on the states of the other blocks and this constitutes systemic dependencies between all blocks of the

804 RBD modelling the system.

805 Note 1 to entry: A systemic dependency cannot be described as a local property of the individual items of the
806 system.

807 [SOURCE IEC 61078:2016]

808  3.52
809  binary decision diagram
810 BDD

811 compact decision tree based on the Shannon decomposition of a Boolean expression

Decision H
node

z@

O

)
(«.7]

s =a+a. b s=a. FJ
812 Shannon decomposition Binary decision diagram
813 Figure 1 — Shannon decomposition of a simple Boolean expression and resulting BDD
814 Note 1 to entry: Figure 1 illustrates how the simple Boolean expression s = a +b can be transformed into a
815 decision tree by using the Shannon decomposition and then how the corresponding BDD is obtained by gathering
816 the paths giving the same value (0 or 1) of the Boolean expression.
817 Note 2 to entry: Mathematically speaking, BDDs are rooted, directed acyclic graphs. This is a data structure
818 expressing Boolean expressions as unions of disjointed terms. This, in turn, leads to exact probabilistic
819 calculations. This is the state of the art with regards to probabilistic calculation on Boolean related models. More

820 details about BDDs can be found in references [7] and [8].

821 [SOURCE IEC 61078:2016 — Note 2 to entry modified]

822 4 Symbols and abbreviated terms

823 Table 1 — Acronyms used in IEC 61025
Abbreviation/Acronym Meaning
BDD Binary decision diagram.
CCA Cause consequence analysis.
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Abbreviation/Acronym Meaning
CCF Common cause failure.
cdf Cumulative distribution function.
DFT Dynamic Fault tree.
ETA Event tree analysis.
FMEA Failure modes and effects analysis.
FT, FTA Fault tree, fault tree analysis.
HAZOP Hazard and operability study.
MDT Mean down time.
METBF Mean elapsed time between failures.
MTTF Mean operating time to failure.
MTTR Mean time to restoration.
MUT Mean up time.
PAND Priority AND gate.
pdf Probability density function.
PFDavg Average of the probability of failure on demand (mean unavailability).
PFH Average failure frequency (Probability of failure per hour).
PN Petri net.
RBD Reliability block diagram.
SEQ Sequential gate.
STA Success tree analysis.
824
825 Table 2 — Symbols used in
Symbol Meaning
S Letter "S" reserved for the system modelled by a FT.

X e (AB,C,.),X %S

Item whose failure mode is used as primary event into a fault tree
(see NOTE 1). The letter S is reserved for the system.

System S in up state, in down state. S is the top event of the

S,S
fault tree.
s = {S,g} Boolean variable indicating the state of system S.
X )? Item X in up state, item X in down state. X is a primary event of
’ the fault tree. See NOTE 1.
x= {X,)_(} Boolean variable indicating the state of item X.
(]7) (C) Minimal success paths (minimal tie sets), minimal failure paths
minimal cut sets). See 3.33 and 3.
LRA inimal See 3.33 and 3.35
(Hid)’ (C:j) Disjoint success paths (disjoint tie sets), disjoint failure paths

(disjoint cut sets).

P(.)

Probability function.

Constant (time independent) probability that the system S is in the
up state S, i.e., constant probability that the top event is not
achieved.

Ps = P(S in"up" state)

Constant (time independent) probability that the system S is in the

P = P(S in "down" state)

S down state S, i.e., constant probability that the top event is

achieved. Documents
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Symbol Meaning

Constant (time independent) probability that the item X is in the

Py = P(X in"up"state) up state X.

Constant (time independent) probability that the item X is in the

P = P(X in "down" state)

X down state X, i.e., probability of a fault tree primary event

related to the failure of X.

Conditional probability that the system S is in the down state

FX = P(S in"down" state| X in"up" state)

S| S given that block X is in the up state X: conditional probability

that the top event is achieved given the item X is not faulty.

Conditi | bability that th t S is in the d tat
Fsp? — P(S in"down" state| X in"down" state) conditional probability tha e system S is in the down state
S given that block X is in the up state X : conditional probability

that the top event is achieved given the item X is faulty.

Time dependent probabilities that the system S is in the up state
Pg(t) S, i.e., time dependent probability that the top event is not
achieved at time 1.

Time dependent probabilities that the system S is in the down

fE(’) state S, i.e., time dependent probability that the top event is
achieved at time ¢.

Py (1) Time dependent probability that the item X is in the up state X.
Time dependent probability that the item X is in the down state

P)?(t) X, i.e., time dependent probability of a fault tree primary event
related to the failure of X.

P (OK,t) Probability of state OK at time .

t,t; Current instant of time.

T, Tl Time duration.

[t1,22], [0,T]=[t1 =0, tp =0+T] Time interval, #<t,

Aa(?) = P(Sin"up" state at time ¢) = P (¢ Availability of the system S at time ¢, i.e., probability that the top

S( ) (Sin"up’ state attime /) S( ) event is not achieved at time +.

Average availability of the system S over the time interval [z, #,]

42ve t4,t ,Aavg 0,7 ,Aavg T or [0,7] , i.e., average probability that the top event is not
S 142 S S

achieved over the time interval [¢,, ¢,] or [0,7].

Average availability of the system S over[0, «], steady state
42v9 Ast 43s availability and asymptotic availability, i.e., average probability
S 878 over [0, «], steady state probability and asymptotic probability
that the top event is not achieved.

Ax(7) = P(Xin"up" state at time ) = P,, (1) Availability of the item X at time ¢, i.e., probability that the item X
X X is in up state at time ¢.

Availability of the item X at time ¢, i.e., probability that the item X;

A;(t) = Ay (¢) = P(X. in"up" state at time ¢)
: ! is in up state at time .

Average availability of the item X over the time interval [z, #,] or

[0,7].

Average availability of the item X over [0, «], steady state
availability and asymptotic availability.

A3°9(t1,1), AF(0.T), AR(T)

A)a(vg’ A)S(t, A?(S

Ua(#) = P(Sin"d " state at time ) = P (¢ Unavailability of the whole system S at time ¢, i.e., probability that
S( ) (Sin"down” state at time 1) S( ) the top event is achieved at time ¢.

Average unavailability of the system S over the time interval [z,
Ugvg(t1,tz), Ugvg((),T), Ugvg(T) t,] or [0,7] , i.e., average probability that the top event is achieved
over the time interval [¢,, ¢,] or [0,7].
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Symbol

Meaning

av st ;ras
v, ug', ug

Average unavailability of the system S over [0, «], steady state
unavailability and asymptotic unavailability, i.e., average
probability over [0, «], steady state probability and asymptotic
probability that the top event is achieved.

Ux(t) = P(Xin"down" state at time ¢) = Py (1)

Unavailability of the item X at time ¢, i.e., probability that the item
X is in down state at time ¢. This is the probability of the
corresponding primary event.

Ui(r) = U, (1)

Unavailability of the item X, at time ¢.

UR(e,12), UL®(0.1), UG™(T)

Average unavailability of the item X over the time interval [¢,, #,]

or [0,T7].

U;a(vg, U)S(t, U)a(s

Average unavailability of the item X over [0, «], steady state
unavailability and asymptotic unavailability.

Rg(t) = P(Sin"up" state all over [0,¢])

Reliability of the system S over [0, 7], i.e., probability that the top
event does not occur over [0, 7].

Fs(1)=1-Rs(1)

Unreliability of the overall system S over [0, ¢] (failure distribution
of the system S), i.e., probability of occurrence of the top event
before ¢.

Fy(A)=P(A<A)

Cumulative distribution function (cdf) of the random variable A.

Ss(?)

Time to failure density functions of system S, i.e., density of the
probability of occurrence of the top event.

Ry(¢) = P(Xin"up" state all over [0, ])

Reliability of the item X over [0, {].

Fx(t)=1-Rx(¢)

Unreliability of the item X over [0, 7] (failure distribution of block
X).

Sx(t)

Time to failure density functions of the item X.

¥ Probability of failure due to a demand.

Ne. A (t) Constant and time dependent failure rates of the system S, i.e.,
SERES related to the occurrence of the top event.

Ave. A (t) Conditional failure intensity (Vesely failure rate) of the overall
VS: VS system, i.e., related to the occurrence of the top event.

A, Ay Failure rate as a random variable.

(A%) 1N N random values of the random variable Ay.

ws(t) Unconditional failure intensity (failure frequency) of the system S,

at time ¢, i.e., related to the occurrence of the top event.

Ws(0,7), Ws(T)

Expected number of failures of the system S over [0, 7], i.e.,
expected number of occurrences of the top event.

wg'9(0,7), wg"9(T)

Average unconditional failure intensity (average failure frequency)
of the system S over [0, T], i.e., related to the occurrence of the

top event.
Ay Ax(t) Constant and time dependent failure rates of the item X.
( ) Unconditional failure intensity (failure frequencies) of the item X,
wx (¢

at time t, i.e., related to the occurrence of the primary event X .

Wx(0.T), Wx(T)

Expected number of failures of the item X over [0, T], i.e.,

expected number of occurrences of the primary event X .

w&9(0,T), wQ(T)

Average unconditional failure intensity (average failure frequency)
of the item X over [0, T], i.e., related to the occurrence of the

primary event X .

x> tx (1)

Constant or time-dependent repair rates of the item X.
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Symbol Meaning

Number of ways of selecting r blocks from n blocks without order:

ny n! .
r) ri(n-r)!

n
r

Symbols wused in truth tables, Karnaugh map, Shannon
"o", "1" decomposition and binary decision diagrams to denote down
(failure) states and up (success) states of blocks or of systems.

N, e, - Boolean operators denoting AND logic, e.g. anb=aeb=a-b
(intersection).

Y, + Boolean operators denoting OR logic, e.g. a\Ub, a+b (union).

o, Q "Impossible" event and "certain" events.

NOTE 1 To simplify the formulae only one failure mode is considered for a given item X. Nevertheless,

when an item X has several failure modes the notations X(”),X(”)and x(”) can be used to note that the item X
is in "up" or "down" state with regards to a given failure mode n.

826
827 Table 3 — Graphical representation of Fault trees: events
Graphical representation Meaning
I 1. Input (Z) and output (0)
Such indications are used for convenience. They are not mandatory, but
can be useful to show how the output at a given level becomes an input for
o the level just above.
2. Top event, unwanted event, root of the tree. It is equal to the input 7 and
I have no output
1
o
]
3. Intermediate event. The output O is equal to the input 1.
I
1
Primary events
o

| 4. Basic event. The output O is true when the event has happened. It
generally models a component fault which cannot be analysed more in
depth.

5. Elementary event. The output O is true when the event has happened. It
generally models a component fault which could be analysed in more
details but for which it is not useful with regards to the performed study.

6. Event to be developed. The output O is true when the event has
happened. It generally models a component fault which must be developed
in more detail before completing the study.
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Graphical representation Meaning

o
I

7. House event. Event which has occurred or will occur with certainty. The
output O is true.

o
' 8. Dormant failure. Such failure is not revealed when it happens but could,
perhaps, be detected by additional tests, inspection or analysis. The output
<> O is true when the event has happened.
o
l 9. Condition. Event that is a condition of occurrence of another event. The
output O is true when the event has happened. Conditions are used with IF
and ITE logic gates.
Repeated events
o

10. Repeated event. Original event which is used in several places of a FT.
The output O is true when the event has happened.

S
Ll
QS

11. Direct repeated event. Identical copy of a repeated event. The output
0 is true when the original event has happened: O = 00.

0=0, 0=0,
l l 12. Complementary repeated event. Inverted copy of a repeated event.
O The output O is true when the original event has not happened: O = 00.
828
829 Table 4 — Graphical representation of Fault trees: logic gates
Graphical representation | Meaning
Static logic gates
o
|
1. OR gate. The output is true when one of input is true:
O =14+ +....+ I, where "+" is the logical operator "OR".
1, I I
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Graphical representation Meaning
o
|
2. AND gate. The output is true when all of inputs are
true: O =14-1I5-....- I, where "" is the logical operator "AND"
I L, I

3. IF gate. The output is true when the condition C and the input / are true.
It is equivalent to an AND gate: O =C -1

It is also called inhibition gate.

4. Majority vote k/n gate. The output O is true when k of the inputs (14, Ip,
In) about » are true.

Note: It is important to make the difference between the "success" majority
vote logics implemented in RBDs and the "failure" majority vote logics
implemented in fault trees. Generally the context (RBD or fault tree) is
sufficient to show the difference. The relationship is the following:

(kin)g gy =([n-k+11/n)g .

5. Transfer gate OUT. The output O, is used in one or several places of
the FT.

6. Transfer gate IN. The output O, of the transfer gate OUT is used as
input of a logical gate.

Transfer gate is useful to:
— split large FTs into several smaller parts (sub-trees);

— transfer the output at one place in a FT to another place in the FT.

Gates using the NOT operator

7. NOT gate. The output is the complementary of the input. O =1

8. NOR gate. The output is true when the output of the OR gate is false:
0=I1+[2+....+[n =I1']2'....']n
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Graphical representation Meaning

o
I

10. NAND gate. The output is true when the output of the AND gate is
false: O=11-Ip-....-In=11+ I +....+ I

11. XOR gate. The output is true if event I is true, or event I is true but

@ not both: 0=I1‘]_2 +1_1-12

12. ITE (IF, THEN ELSE) gate. It is an extension of the classical IF gate. If
the condition is true then the output O equal I4 else it equals Io:

‘ O=L-C+Iy-C

830

831 Table 5 — Graphical representation of FTs: dynamic gates and functional dependencies

Graphical representation Meaning

o
I

1. PAND gate. The output O goes to true when the inputs go to true in the
order I, then I,, then I, ... then I. The inputs I,, I,, I;, ... I, behave

independently from each other.

| 2. SEQ gate. Like for the PAND gate the output O goes to true when the
inputs go to true in the order 1, then I1,, then I, .. then I. However, the

inputs do not behave independently from each others: I, cannot go to true if
@ I, is not already true, I _, cannot go to true if I, is not already true, etc.,
I, cannot go to true if 7, is not already true.

3. External event. This is used for dynamic FTs to model external element
interacting with one or several parts of the FT. For example common cause
failures (CCF) or number of maintenance teams (MT).
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Graphical representation Meaning

RO

L.» Ev2

4. Functional dependency. Functional dependencies: the state of Ev1 and
Ev2 depend on the event EV. This event may be external or internal to the
FT. This symbol reminds that a dependency exists but the type of
dependency may be diverse and has to be described somewhere else
Ev1)> Ev3 Evi —»{ Ev3

|

[

wo—->{Ev2

5. Complete functional dependency. Complete functional dependency:
when the event Ev occurs, then Evl becomes true. This event may be
external or internal to the FT. It plays the role of trigger.

832

833 5 General considerations

834 5.1 Fault tree within the dependability framework

835  Several analytical methods of dependability analysis are available, of which fault tree analysis
836 (FTA) is one. Fault trees can be split into two categories:

837 - Basic fault trees which implements only static logical gates (see Table 4).
838 - Extended fault trees which implements also dynamic gates (see Table 5).

839 The advantages and disadvantages of each method and their respective products, required
840 data, complexity of analysis and other factors identified in this standard should be examined
841 by the analyst before selecting the FTA for undertaking a dependability study.

842  The first criterion to select FTA is its top-down (i.e. effect to cause) approach for building the
843 model. It is a unique feature in the dependability field which is very powerful to analyse
844  systems in depth and step by step. From this point of view, FTA is more effective than RBDs
845 [3] , Markov [5] or Petri net approaches [6].

846 NOTE When the outcome is a success, then the fault tree becomes a success tree, where the input events are
847 those that contribute to the top success event. Success tree analysis (STA) can be performed in the same way as
848 fault tree analysis.

849  The second criterion is its organized graphical representation of the conditions or other
850 factors causing or contributing to the occurrence of a defined outcome, referred to as the "top
851 event". Even when the FT is large, this form can be clearly understood, qualitatively analysed
852 and, as necessary, rearranged to facilitate the identification of:

853 — factors affecting the investigated top event as it is carried out in most of the traditional
854 fault tree analyses;

855 — factors affecting the dependability characteristics of the system, for example design
856 deficiencies, environmental or operational stresses, component failure modes, operator
857 mistakes, software faults;

858 — events affecting more than one functional component, which could cancel the benefits of

859  specific redundancies or affect two or more parts of a product that may otherwise seem
860 operationally unrelated or independent (common cause events).
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861 The third criterion is that basic FT, embeds the logical function linking the top event to the
862 primary events. When the primary events behave independently from each other, Boolean
863  calculations can be used to identify the combinations of events (cut sets) leading to the top
864 event. This allows to refine the qualitative analysis and in conjunction with probabilities or
865  descriptive likelihood of occurrence (e.g., “highly probable”, “very probable” “medium
866 probability”, “remote probability”, etc.) semi-quantitative FTAs (see 9.2) may be undertaken to
867  investigate causes of potential unfavourable outcomes.

868 The fourth criterion is that, when probability parameters are available for the primary events,
869  calculations of dependability measures (probability of failure, unavailability, failure frequency
870 or, with approximation, unreliability) can be performed by using FTs, see Clauses 9, 10 and
871 11). Such quantitative FTA is very useful in reliability analysis of a product or a system in its
872 development.

873 For basic FTs, the first limitation is due to the Boolean underlying properties (i.e., the use of
874 random variables with only two states and the static representation). The second limitation is
875 linked with the combinatorial explosion of the minimal cut sets which can occur with large
876 systems with complex logic but, nowadays, this is not really a problem when binary decision
877  diagrams (BDD) are implemented. The third limitation comes from to the calculation of the
878 unreliability Fg(f) of the modelled system when it comprises repaired components, but

879 approximations are generally available.

880 Extended FTs overcome to some extent the limitations of basic fault trees and they can be
881 used for qualitative analysis of systems with complex interactions between sub-systems
882 including software/hardware interactions. But, for quantitative analysis, other modelling
883  techniques such as Markov [5], Monte Carlo simulation based, for example, on dynamic FTs
884 or Petri net techniques [6], may be more suitable.

885 From the probabilistic calculations point of view, the mathematical background, the
886 advantages and the limitations of FTA are the same as these of RBDs [3].

887 5.2 Objectives

888 FTA may be undertaken independently of, or in conjunction with, other reliability analyses.
889  Objectives include:

890 — identification of the causes or combinations of causes leading to the top event;
891 — determination of whether a particular system dependability measure meets a stated
892 requirement;
893 — determination of which potential failure mode(s) or factor(s) would be the highest
894 contributor to the system probability of failure and when a system is repairable, for
895 identifying possible system availability improvements;
896 — analysis and comparison of various design alternatives to improve system dependability;
897 — identification of potential failure modes that might cause a safety issue, evaluation of
898 corresponding probability of occurrence and possibility of mitigation;
899 — identification of common events (e.g. the middle branch of a bridge circuit);
900 — search for an event or combinations of events (minimal cut sets) which are the most likely
901 to cause the top event to occur;
902  — calculation of the probability of failure of a non-repaired system or the unavailability,
903 failure frequency, Vesely failure rate and unreliability (with approximation) of a repaired
904 system represented by a fault tree, from its components probability of failure, or
905 unavailabilities and failure frequencies;
906 — assessment of the impact of the occurrence of a primary event on the probability of the top
907 event (importance factor, see Annex D);
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908 NOTE For basic fault trees the assumption to make probabilistic calculations with fault trees is that all the primary
909 events behave independently from each others. This means, in particular, that eventual repairs are independent of
910 each other.

911 5.3 Applications

912 FTA is particularly suited to the analysis of systems comprising several subsystems. Benefits
913  of FTA are apparent when a system design is the product of several independent specialized
914  technical design groups and the separate fault trees are linked together. Fault tree analysis is
915 commonly applied when designing nuclear power generating stations, transportation systems,
916  communication systems, safety systems, chemical, oil and gas systems and other industrial
917 processes, railway systems, home entertainment systems, medical systems, computer
918 systems, etc. FT analysis is also of particular value when applied to systems comprising
919 various component types (mechanical, electronic and software components), which cannot be
920  easily modelled with other techniques.

921 NOTE When the subsystems are independent and the outcome of a combination of events does not depend on the
922 order of appearance, then basic fault trees can be used. Otherwise extended fault trees are more suitable.

923 FTA has a multitude of uses as a tool (to list a few):

924 — to determine the pertinent logic combination of events leading to the top event and,
925 potentially, their prioritization;

926 — to investigate a system under development and anticipate and prevent, or mitigate,
927 potential cause(s) of undesired top event;

928 — to analyze a system, determine its dependability measures, identify the major contributors
929 to these measures and evaluate the design changes;

930 — to assist probabilistic risk assessment efforts.

931 FTA can be applied to all new or modified products in all design phases, as an analytical tool
932 for identification of potential design problems, including those early phases where information
933 on the design details is incomplete. The development of a fault tree should start early in the
934  system design stage and be continued in all of the development stages of a product. Then,
935  early efforts would be extended as more information on the system design and its components
936 becomes available. FTA also identifies potential problems that may originate from the
937  product’s physical design, environmental or operational stresses, flaws in product
938 manufacturing processes and from operational and maintenance procedures.

939 6 Fault tree analysis development

940 6.1 Simple example to help the clause understanding

Train 1 |

P2 (50 m?h) [ V2 ]

——0 OUT

941 L]
942 Figure 2 — Simple pumping system
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943  The simple pumping system presented in Figure 2 aims to be used to clarify the meaning of
944  the clauses developed hereafter in the standard. It is made of two pumping trains in series
945  with a valve V1. The train 1 comprises two small pumps (flow rate capacities of 30 and
946  50m /h) and a valve V2 in series; the train 2 comprises one big pump (flow rate capacity of
947  90m /h) and a valve V3 in series. The purpose is of this system is to provide a flow rate of at
948 least 80m®/h.

949 6.2 StepsofaFTA

950 In order to use the fault tree technique effectively as a method for system analysis, it should
951 be in agreement with the general dependability analysis procedure. This consists of at least
952  the following steps:

953 a) definition of the scope of the analysis;

954 b) functioning analysis (i.e. familiarization with the design, functions and operation of the
955 system) ;

956 c¢) dysfunctioning analysis:

957 - risk identification (i.e. identification and definition of relevant top events);
958 - system modelling (i.e. choosing FTA)

959 - gathering operational and dependability data

960 - qualitative analysis (i.e. analysis of the FT logic)

961 - quantitative analysis (i.e. performing probabilistic calculations)

962 d) assessment of dependability improvements and decisions about trade-offs
963 e) reporting on results of the analysis, conclusions.

964  There are often multiple objectives in the analysis which can be related, for example, to safety
965  or dependability (production systems). Therefore, when performing FTA the step a) should be
966  cautiously performed as all the remainder of the analysis depends on its relevance.
967 Information needed to undertake this step is described in 6.3. The scope of analysis defines
968 the events or the failure modes that will be included in the fault tree. It also covers the details
969 of the problem being analysed, the revision level of the system design under analysis and the
970 use profile of the system and other operational and environmental conditions. At this step, the
971 level of detail of the analysis and the boundaries (i.e., what is included and what is excluded
972 from that system — internal connections, mechanical enclosures, etc. — should be specified.

973 For the example in Figure 2 the scope of the study can be related to the ability of the pumping
974  system to achieve, at least, a flow rate of 80m */h from the input to the output of the system by
975 taking into account the possible failures of the valves and pumps.

976 The step b) is very important as, before trying to analyse how a system can fail it is of utmost
977 importance to have previously understood how it works. This is why a detailed knowledge
978  about the design features and operation of the system is required. Lack of engineering
979 knowledge of the product design and potential failure modes will produce an FTA that might
980 not be a true representation of the system functionality and, thus, the analytical results would
981 become meaningless. However, some systems may be too complex to be understood fully by
982 one person. In this case, the process of familiarization requires that the necessary specialized
983 knowledge be gathered by team activity.

984 For the example in Figure 2 the functioning analysis consist in identifying WhICh components
985 have to be in up state for the system achieving a flow rate of at least 80m */h. This can be
986  done if the train 1 is running or the train 2 is running when valve V1 is open.

987 Detailed FMEA [9] or HAZOP [11] are useful at step b) to understand how each component
988  participate to the system functioning. They are also useful to understand the impacts of the
989 components failure modes and help to undertake the risk identification which is the first stage
990  of step c) which is focused on the system failure. The risk identification leads B&i&ﬂqﬁents
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991 detrimental events needing further analysis: they are the potential top events of fault trees if
992 the analysts choose FTA to model and analyse them.

993 For the example in Figure 2 the impact of each component failure mode can be easily
994 identified by using FMEA: the spurious closure of V1 drop the flow to zero, the trip of P3
995 drops the flow rate of train 2 to zero, the failure of P1 drop the flow rate of train 1 to 50m°/h,
996 etc. At this stage it is important to consider the impact of power supply and command-control
997 because this can be a source of common cause failures between components. For example,
998 in case of electrical power supply failure the three pumps are likely to stop at the same time.

999 When FTA is selected and a given top event identified the aim is to model the system
1000  architecture and functionality, searching in a top-down manner for the potential failure modes
1001 and their causes that might produce the defined top event. The analyst building a FT has to
1002 be trained in FTA and other relevant reliability modelling techniques able to evaluate
1003 influences of potential failure modes and logically identify possible causes of abnormal
1004 product performance.

1005 For the example in Figure 2 the top event can defined as "flow rate dropping below 80m°/n"

1006 The top event can be described as a fault in itself or as an event. It is the same for the FT
1007 primary events but this does not really matter as faults or events are handled as random
1008 variables with two values "true" and "false" in order to be used as inputs of logical gates (e.g.,
1009  OR gate, AND gate). For example, according IEC 60050-192, the event "C failure" leads to
1010  the state "C faulty". Therefore if "C failure" is "true", that means that "C faulty" is also "true",
1011 and vice versa, if "C failure" is "false", that means that "C faulty" is "false". Therefore
1012 qualitative analysis can be performed within the Boolean or logical framework.

1013 If a quantitative analysis is planned, it is necessary to gather the dependability data allowing
1014  to perform the numerical assessment of primary events probabilities (e.g., failure rates,
1015 probabilities of failure frequencies, etc.). The selection of the data to be used and numerical
1016  evaluation of the dependability measures are outside the scope of this standard. This should
1017 be based on data collection from field feedback established, e.g., on ISO 14224 [12] or
1018 [13] standards.

1019 For the example in Figure 2 this implies to assess the probability parameters (probabilities of
1020  failure, failure rates, repair rates, etc.) related to the valves and pumps failure modes which
1021 impede the performances of the pumping system: breakdown, spurious closure, plugging,
1022 leakage etc.

1023 Performing a FTA is generally a recurrent task. When results are obtained they should be
1024 reviewed by the engineering team participating in the system design, by operators from the
1025 field or by experts for correctness and completeness. Improvements and trade-offs leading to
1026 design changes are often identified at this stage, step d). The corrective actions agreed upon
1027 must be documented to keep trace of what has been done, and followed up.

1028  After some such round trips the results of the FTA converge and final conclusions can be
1029 drawn and reported, step e). These conclusions are related to, for example, the top
1030 contributors to the top event or the most probable scenarios causing the top event (weak
1031 points), the unavailability, failure frequency or the unreliability (with approximation) of the
1032  system under study. When used for safety instrumented system (see IEC 61508 [14]),
1033 PFDavg (average unavailability) and PFH (average failure frequency) can also be obtained.

1034 NOTE 1 It is important to note that fault tree events are not confined solely to software or hardware failures,
1035 but can include other factors, e.g. human factors or actions and processes that are relevant to the top event.

1036 NOTE 2 "Analysis concurrent with design" allows for early systems design change.

1037 NOTE 3 Fault trees can be large, in which case FTA software may be needed to handle them. Software
1038 packages are available to facilitate analysis and allow easy and quick estimates of probability of occurrence of the

1039 top event. There are many FTA software programs available and perhaps many more being created. @@t@uments

Document Sharing Hub

Full document details: 21/30434436 DC


https://doi.org/10.3403/03247130U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/03247130U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/21-30434436-dc
http://www.avadocuments.com/doc/21-30434436-dc

IEC CD 61025/Ed3 © IEC:2018 - 34 - 56/1778/CD

1040 sufficiently different to suit the needs of a specific use. However before using a FTA software package, the analyst
1041 should make sure that he has understood how it works, especially for running the probabilistic calculations.

1042 6.3 Required information to undertake a FTA

1043  The system to be analysed should be defined by a description of the system function and by
1044  an identification of the system interfaces. Such a definition should include:

1045 — asummary of the design intent;

1046 — a definition of what constitutes the system failure;

1047 — a system functional structure usually represented by a functional block diagram;

1048 — system boundaries, such as electrical, mechanical and operational interfaces, to be
1049 governed by the interaction and interfaces with other systems. Such boundaries should be
1050 described by identifying the particular functions for example electrical connections
1051 (internal or external), fuse, which form the interfaces;

1052 — the physical structure of the system, as opposed to the functional structure;

1053 — an identification of the system operational modes together with a description of system
1054 operation and the expected or acceptable system performance in each operational mode;
1055 — a system operational profile;

1056 — the system's environmental conditions, and relevant human aspects (i.e. degree of
1057 training for operators and maintenance personnel), etc.;

1058 — a list of applicable documents, for example drawings including process flow diagrams and

1059 piping & instrumentation design drawings, specifications, operating manuals, which give
1060 details of the equipment design, operation philosophy and maintenance policy. Task duration,
1061 time interval between (periodic) tests, as well as time available for corrective maintenance
1062 actions should be known, as should details of the support equipment, spare parts policy and
1063 personnel involved. Specific information on environment, prescribed functions during each
1064  operational phase (installation, starting, normal operation, dismantlement), about procedures
1065 and intervention means in case of accident can also be required.

1066 6.4 Identification and labelling in a fault tree

1067  Each event in the fault tree shall be uniquely identified. Events should be labelled so that
1068  cross-reference from the fault tree to the corresponding design documentation can easily be
1069 made.

1070 The top event of the fault tree is the undesirable outcome, which is the primary reason for
1071 undertaking the fault tree analysis. It should be noted that only a single top event may be
1072 associated with a given fault tree.

1073 If several events in a fault tree all refer to different failure modes of the same item, then such
1074 events shall be labelled so as to enable them to be distinguished. At the same time it should
1075 be clear that they are a group of events related to the same item. Most of the software
1076 packages for the FTA will not allow the analyst to label two input events with the same name,
1077  thus forcing the analyst to consciously assign the same name to the repeated events and to
1078  common cause events.

1079 If a particular event such as inability of a particular valve to close, occurs in several places in
1080 a tree, or if it occurs in several trees, all such occurrences shall bear the same label (using
1081 software, the same input event will be appended with its specific name to different places in
1082  the fault tree). However, events which are similar but which involve different items shall not
1083 bear the same identification.

1084 A typical event code should contain information relating to the subsystem identification, for
1085 identification of a component and its failure mode (second bullet below).

1086 Some examples from electronic circuit analysis are as follows: Documents
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1087 — “Short_C132”, meaning that the fault condition of capacitor C132 is short-circuit;

1088 — “Short_A_C135”, where the letter A applies to all components of the analog subsystem in
1089 cases where there is repetition of the reference designators in other subsystems (e.g. a
1090 C135 exists in the processor subsystem);

1091 — ”"Open_R34”, meaning that the fault condition of the resistor R34 is open-circuit;

1092 — “Low_Output_U2”, meaning that the fault condition of the integrated circuit is low output.

1093 A supplementary set of more specialized labels or names of events may be developed when
1094 required. However, it is important for the analyst to define and report those labels and names
1095 being used and ensure uniform and consistent use throughout a given fault tree analysis. This
1096 is particularly true if computer-aided techniques are to be used.

1097 Consistency in labelling is even more important when a fault tree analysis software allows
1098 import of values for probability of occurrence of basic or primary events which are calculated
1099 in a spreadsheet based on bill of materials, components, components failure modes and their
1100 use profile. This may be the case when analysis is undertaken on a complex system. In this
1101 case, the labels — names for the basic and primary events — must be identical in both files
1102 (the spreadsheet and the fault tree analysis) so that the name matching allows import of
1103 probability of occurrence values to the corresponding events.

1104 6.5 Report
1105 The report of the fault tree analysis should include as a minimum the basic items listed below.

1106  Additional and supplementary information may be provided to increase clarity, especially in
1107 cases of complex systems analyses. A prescribed format is not proposed by this standard.

1108 Basic items in the report should be as follows:

1109 — objective and scope;

1110 — system description: design description, system operation, detailed system boundaries
1111 definitions;

1112  — assumptions: system design assumptions;

1113 — operation, maintenance, test and inspection assumptions, reliability and availability
1114 modelling assumptions;

1115  — analysing person/team with background and relevant expertise stated in the heading or in
1116 a separate section of the report: top event definition and criteria;

1117  — references for basic events, undeveloped events and events analysed elsewhere, e.g. in
1118 different projects and justification for use of their probabilities (e.g., same stresses, same
1119 use profile, etc.);

1120 — fault tree analysis:

1121 o data, symbols used

1122 o qualitative analysis based on minimal cut sets, where appropriate; common
1123 cause failures analysis, where appropriate,

1124 o semi-quantitative analysis based on minimal cut sets, where appropriate

1125 o quantitative analysis: unavailability, average unavailability (PFDavg), failure
1126 frequency, average failure frequency (PFH), Vesely failure rate and
1127 unreliability, where appropriate;

1128 - synthesis of results, conclusions and recommendations.

1129  Supplementary data items which may be included consist of

1130 — system block or circuit diagrams;
1131 — summary of reliability and maintainability data and sources used such as databases,
1132 information from the component manufacturers, filed information, etc.;
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