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Introduction
This draft standard is based on national and international discussions. Your comments on this draft are invited and will assist in
the preparation of the consequent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Please indicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.

Template for comments and secretariat observations Date: xx/xx/20xx Document: ISO/DIS xxxx

1 2 (3) 4 5 (6) 7

MB Clause No./ Subclause
No./Annex (e.g. 3.1)

Paragraph/Figure/
Table/Note

Type of
comment

Commend (justification
for change) by the MB

Proposed change by the MB Secretariat observations on
each comment submitted

3.1 Definition 1 ed Definition is ambiguous and needs
clarifying.

Amend to read '...so that the mains
connector to which no connection...'

6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.

Delete reference to UV photometer.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 1 

____________ 2 

 3 

SECURITY FOR INDUSTRIAL AUTOMATION AND CONTROL SYSTEMS – 4 

 5 

Part 2‑2: IACS Security Protection  6 

 7 

FOREWORD 8 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 9 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 10 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 11 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical 12 
Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 13 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 14 
may participate in this preparatory work. International, governmental and non-governmental organizations 15 
liaising with the IEC also participate in this preparation. IEC collaborates closely with the International 16 
Organization for Standardization (ISO) in accordance with conditions determined by agreement between the two 17 
organizations. 18 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 19 
consensus of opinion on the relevant subjects since each technical committee has representation from all 20 
interested IEC National Committees.  21 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 22 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 23 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 24 
misinterpretation by any end user. 25 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 26 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 27 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 28 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 29 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 30 
services carried out by independent certification bodies. 31 

6) All users should ensure that they have the latest edition of this publication. 32 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 33 
members of its technical committees and IEC National Committees for any personal injury, property damage or 34 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 35 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 36 
Publications.  37 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 38 
indispensable for the correct application of this publication. 39 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent 40 
rights. IEC shall not be held responsible for identifying any or all such patent rights. 41 

IEC 62443-2-2 has been prepared by IEC technical committee TC 65: Industrial-process 42 
measurement, control and automation, in collaboration with the liaison ISA standards 43 
committee 99: Industrial automation and control systems security. It is an International 44 
Standard. 45 

The text of this International Standard is based on the following documents: 46 

Draft Report on voting 

XX/XX/FDIS XX/XX/RVD 

 47 
Full information on the voting for its approval can be found in the report on voting indicated in 48 
the above table. 49 

The language used for the development of this International Standard is English. 50 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 51 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 52 

Full document details: 21/30445886 DC

http://www.avadocuments.com/doc/21-30445886-dc
http://www.avadocuments.com/doc/21-30445886-dc


 – 5 – IEC 62443-2‑2 © IEC 2021 
 

at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 53 
described in greater detail at www.iec.ch/standardsdev/publications. 54 

The committee has decided that the contents of this document will remain unchanged until the 55 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 56 
specific document. At this date, the document will be  57 

• reconfirmed, 58 

• withdrawn, 59 

• replaced by a revised edition, or 60 

• amended. 61 

 62 

The National Committees are requested to note that for this document the stability date 63 
is XXXX. 64 

This text is included for the information of the national committees and will be deleted at the 65 
publication stage. 66 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates that it 
contains colours which are considered to be useful for the correct understanding of its 
contents. Users should therefore print this document using a colour printer. 

 67 

 68 

 69 
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INTRODUCTION 70 

There is no simple recipe for how to secure an industrial automation and control system (IACS) 71 
and there is a good reason for this. It is because security is a matter of risk management. Every 72 
IACS presents a different risk to the organization depending upon the threats it is exposed to, 73 
the likelihood of those threats arising, the inherent vulnerabilities in the system, and the 74 
consequences if the system were to be compromised. Furthermore, every organization that 75 
owns and operates an IACS has a different tolerance for risk.  76 

This document strives to give guidance for developing technical and process security measures 77 
applied to zones and conduits of an IACS and how to use relevant documents of the IEC 62443 78 
series for this purpose. Readers are encouraged to familiarize themselves with the scope and 79 
concepts of IEC 62443-2-1, IEC 62443-2-4, IEC 62443-3-2, IEC 62443-3-3, IEC 62443-4-1, 80 
and IEC 62443-4-2 before reading this document. 81 

Purpose and intended audience 82 

The audience for this document is intended to include the asset owner, system integrator, 83 
product supplier, service provider, and compliance authority.  84 

Usage within other parts of the IEC 62443 series 85 

The document describes the activities for the design, implementation, and validation of an SPS 86 
and the use of IEC 62443-2-1, IEC 62443-2-4, IEC 62443-3-2, IEC 62443-3-3, IEC 62443-4-1, 87 
and IEC 62443-4-2 for supporting these activities.  88 

 89 

Full document details: 21/30445886 DC

http://www.avadocuments.com/doc/21-30445886-dc
http://www.avadocuments.com/doc/21-30445886-dc


 – 7 – IEC 62443-2‑2 © IEC 2021 
 

1 Scope 90 

This document provides guidance on the development and validation of a set of technical and 91 
process security measures called Security Protection Scheme (SPS). The asset owner 92 
practicing an IACS Security Program (SP) should ensure the design and application of an SPS 93 
to manage risks resulting from cyberthreats to operational facilities controlled by the IACS.  94 

Figure 1 illustrates the content of this document using a simplified IACS life cycle.  95 

 96 

 97 

Figure 1 – Simplified Asset Owner Security Protection Scheme (SPS) Lifecycle 98 

The document describes the activities for the design, implementation, and validation of an SPS 99 
and the use of IEC 62443-2-1, IEC 62443-2-4, IEC 62443-3-2, IEC 62443-3-3, IEC 62443-4-1, 100 
and IEC 62443-4-2 for supporting these activities. 101 

Clause 4 describes the concept of the Security Protection Scheme (SPS). 102 

Clause 5 describes the concept of Security Protection Ratings (SPR) and the methodology to 103 
determine the SPR values. 104 

An overview of the roles and responsibilities involved in the activities for the design, 105 
implementation, and validation of the SPS is given in clause 6. 106 

Clause 7 describes the roles and activities for generating the security requirements to be 107 
included in the Cybersecurity Requirement Specification (CRS). 108 

Clause 8 describes the roles and activities for the design and implementation of the security 109 
measures applied to the Automation Solution. 110 

Clause 9 describes the roles and activities for the documentation of the process security 111 
measures to be executed during operation. 112 

Clause 10 describes the activities and results of the initial validation of the SPS before going 113 
into operation and the prediction of the SPR. 114 

Clause 11 describes the activities and results of the periodic revalidation of the SPS during the 115 
operation and maintenance phase. 116 
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2 Normative references 117 

Editor’s note: the normative references will be defined at future stages of the document. 118 

3 Terms, definitions, abbreviated terms, acronyms, and conventions 119 

ISO and IEC maintain terminological databases for use in standardization at the following 120 
addresses: 121 

• ISO Online browsing platform: available at https://www.iso.org/obp 122 

• IEC Electropedia: available at http://www.electropedia.org/ 123 

3.1 Terms and definitions 124 

Editor’s note: the terms and definitions will be updated at future stages of the document following 125 
reconciliation with an upcoming update of IEC 62443-1-1. The intent will be not to duplicate definitions 126 
in the new IEC 62443-1-1.  127 

3.1.1   128 
access  129 
ability and means to communicate with or otherwise interact with a system to use system 130 
resources 131 

Note 1 to entry: Access may involve physical access (authorization to be allowed physically in an area, possession 132 
of a physical key lock, PIN code, or access card or biometric attributes that allow access) or logical access 133 
(authorization to log in to a system and application, through a combination of logical and physical means). 134 

3.1.2  135 
access control  136 
protection of system resources against unauthorized access; a process by which use of system 137 
resources is regulated according to a security policy and is permitted by only authorized entities 138 
(users, programs, processes, or other systems) according to that policy 139 

3.1.3   140 
accountability  141 
property of a system (including all its system resources) that ensures that the actions of a 142 
system entity may be traced uniquely to that entity, which can be held responsible for its actions 143 

3.1.4  144 
asset owner 145 
individual or organization accountable for one or more IACSs 146 

3.1.5  147 
automation solution 148 
control system and any complementary hardware and software components that have been 149 
installed and configured to operate in an IACS 150 

3.1.6  151 
availability  152 
property of ensuring timely and reliable access to and use of control system information and 153 
functionality 154 

3.1.7  155 
compensating security measure 156 
security measure employed instead of or in addition to inherent security capabilities to satisfy 157 
one or more security requirements 158 

3.1.8  159 
component 160 
entity belonging to an IACS that exhibits the characteristics of one or more of a host device, 161 
network device, software application, or embedded device 162 
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