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Introduction
This draft standard is based on national and international discussions. Your comments on this draft are invited and will assist in
the preparation of the consequent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Please indicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.

Template for comments and secretariat observations Date: xx/xx/20xx Document: ISO/DIS xxxx

1 2 (3) 4 5 (6) 7

MB Clause No./ Subclause
No./Annex (e.g. 3.1)

Paragraph/Figure/
Table/Note

Type of
comment

Commend (justification
for change) by the MB

Proposed change by the MB Secretariat observations on
each comment submitted

3.1 Definition 1 ed Definition is ambiguous and needs
clarifying.

Amend to read '...so that the mains
connector to which no connection...'

6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.

Delete reference to UV photometer.
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Foreword 56 

ISO (the International Organization for Standardization) is a worldwide federation of national standards 57 
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through 58 
ISO technical committees. Each member body interested in a subject for which a technical committee has been 59 
established has the right to be represented on that committee. International organizations, governmental and 60 
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the 61 
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization. 62 

The procedures used to develop this document and those intended for its further maintenance are described 63 
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types of 64 
ISO documents should be noted. This document was drafted in accordance with the editorial rules of the 65 
ISO/IEC Directives, Part 2 (see www.iso.org/directives). 66 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 67 
rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any patent rights 68 
identified during the development of the document will be in the Introduction and/or on the ISO list of patent 69 
declarations received (see www.iso.org/patents). 70 

Any trade name used in this document is information given for the convenience of users and does not 71 
constitute an endorsement. 72 

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions 73 
related to conformity assessment, as well as information about ISO's adherence to the World Trade 74 
Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html. 75 

This document was prepared by Technical Committee ISO/TC 22, Road Vehicles, Subcommittee SC 32, 76 
Electrical and electronic components and general system aspects. 77 

Any feedback or questions on this document should be directed to the user’s national standards body. A 78 
complete listing of these bodies can be found at www.iso.org/members.html.  79 
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Introduction 80 

Road vehicles have been increasing their use of electronic control systems in recent years. With this has come 81 
increasing complexity of software in vehicles. As a result, software has become essential to the operation of 82 
road vehicles.  This software is often updated to increase functionality and maintain the safety and 83 
cybersecurity of road vehicles. Therefore the establishment and application of software update engineering 84 
are important to ensure software quality, cybersecurity, and road vehicle safety. 85 

Today, in-vehicle software is updated by skilled persons using specialized tools and equipment or by remote 86 
software updates.  With the increased frequency of software updates it is important to have accurate current 87 
configuration information for individual vehicles to ensure software quality, cybersecurity, and road vehicle 88 
safety. 89 

This document assigns accountability for the processes required to update software safely and securely, 90 
provides the fundamental requirements for performing those processes correctly, and producing high quality 91 
software update packages. By applying the software update engineering requirements and recommendations 92 
in this document, the following benefits can be expected: 93 

- Safe and secure software update operations in road vehicles; 94 

- Establishment of clear processes, including explicit goal setting, planning, auditing, process monitoring, 95 
process measurement, and process improvement; 96 

- Shared awareness of safety and cybersecurity among related parties; 97 

- Establish trust that software update engineering activities are based on clear and controlled processes. 98 

Figure 1 shows the overview of this document. 99 

Clause 4 and clause 5 define necessary organizational rules and processes. 100 

Clause 6 and clause 7 define the software update capabilities for infrastructure and vehicles. 101 

Clause 8 defines creation of software update packages. 102 

Clause 9 defines the preparation and execution of software update campaigns. 103 

In this document, clauses are structured using following idea, 104 

- Process should be defined before actual operation 105 

- Set of Processes should be managed as assets, i.e. documented and maintained 106 

- Processes should be managed in higher level than each project, in order to reuse or refer established 107 
processes in other project. 108 

1. Scope  

2. Normative references  

3. Terms and definitions 

4. Organization level software update requirements 

5. Project level software update requirements 

6. Infrastructure design 
and development  

7. Vehicle and vehicle 
systems design and 
development 

8. Software update 
package development  

9. Software update 
campaign operations 

Figure 1 – Overview of this document 109 

 110 
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Software update engineering activities occur throughout the life cycle of the vehicle. 111 

It is important to apply software quality assurance, cybersecurity, and safety processes to software update 112 
engineering activities. 113 
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Road vehicles – Software Update Engineering 114 

1 Scope  115 

This document specifies requirements and recommendations for software update engineering in road vehicles 116 
on both the organizational and project levels. 117 

These requirements and recommendations apply to the vehicle, its systems, and/or the infrastructure.  118 
Additionally, these requirements and recommendations apply to ECUs installed in road vehicles, and the 119 
creation of software update packages after the original development. 120 

In addition, this document specifies requirements and recommendations for deployment of software update 121 
packages to road vehicles. 122 

 123 

The development of software for vehicle functions, except for software update engineering, is outside the 124 
scope of this document. 125 

 126 

This document enables a common understanding for communicating and managing activities and 127 
responsibilities among stakeholders. 128 

This document is applicable to road vehicles that include ECUs whose software can be updated. 129 

This document applies to organizations involved in software update engineering in road vehicles. Such 130 
organizations can include OEMs, suppliers, and their subsidiaries or contractual partners. 131 

This document does not prescribe specific technologies or solutions for software update engineering. 132 

 133 

2 Normative references  134 

The following documents are referred to in the text in such a way that some or all of their content constitutes 135 
requirements of this document. For dated references, only the edition cited applies. For undated references, 136 
the latest edition of the referenced document (including any amendments) applies. 137 

ISO 26262-6, Road Vehicles--- Functional Safety --- Part 6: Product development at the software level 138 

ISO 26262-8, Road Vehicles--- Functional Safety --- Part 8: Supporting processes 139 

ISO/SAE 21434, Road vehicles --- Cybersecurity Engineering  140 

 141 

3 Terms and definitions 142 

For the purposes of this document, the following terms and definitions apply. 143 

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 144 

—   ISO Online browsing platform: available at https://www.iso.org/obp 145 
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—   IEC Electropedia: available at http://www.electropedia.org/ 146 

3.1 General terminology 147 

3.1.1 148 
corrective action 149 
action to eliminate or contain a problem or failure 150 

3.1.2 151 
cybersecurity 152 
road vehicle cybersecurity 153 
condition in which assets are sufficiently protected against threat scenarios in road vehicles, vehicle systems 154 
and/or ECUs and infrastructure supporting software update engineering. 155 

Note 1 to entry: In this document, for the sake of brevity, only the term cybersecurity is used. 156 

[SOURCE: ISO/SAE 21434: modified - definition aligned to terms used in this document, added 157 
infrastructure, removed Note 1 to entry] 158 

3.1.3 159 
cybersecurity risk 160 
effect of uncertainty on road vehicle cybersecurity expressed in terms of attack feasibility and impact 161 

[SOURCE: ISO/SAE 21434] 162 

3.1.4 163 
electronic control unit 164 
ECU 165 
embedded device in a vehicle whose software can be updated 166 

Note 1 to entry: Replacing an ECU can be a method of updating its software. 167 

Note 2 to entry: ECUs can be implemented on a larger computing device as virtual ECUs. 168 

3.1.5 169 
functional safety risk 170 
combination of the probability of occurrence of harm and the severity of that harm 171 

[SOURCE: ISO 26262-1] 172 

3.1.6 173 
infrastructure 174 
services that manage software update operations, software update campaigns, documentation and/or vehicle 175 
configuration information, including both digital and manual activities 176 

Note 1 to entry: Infrastructure can include servers, tools, and/or manual activities used in the software update 177 
operation. 178 

Note 2 to entry: Function(s) of the infrastructure can be implemented in the vehicle and/or externally. 179 

3.1.7 180 
in-vehicle resources 181 
vehicle or ECU available properties relevant for software update engineering 182 
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