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For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.
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this draft. Please indicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.

Template for comments and secretariat observations Date: xx/xx/20xx Document: ISO/DIS xxxx
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3.1 Definition 1 ed Definition is ambiguous and needs
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Amend to read '...so that the mains
connector to which no connection...'

6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.

Delete reference to UV photometer.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 

____________ 

 
ELECTRONIC RAILWAY EQUIPMENT –  

TRAIN COMMUNICATION NETWORK (TCN) –  
 

Part 2-6: On-board to ground communication 
 

FOREWORD 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote 
international co-operation on all questions concerning standardization in the electrical and electronic fields. To 
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications, 
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafte r referred to as “IEC 
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested 
in the subject dealt with may participate in this preparatory work. International, governmental and non -
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely 
with the International Organization for Standardization (ISO) in accordance with conditions determined by 
agreement between the two organizations.  

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 
consensus of opinion on the relevant subjects since each technical committee has representation from all 
interested IEC National Committees.  

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 
Publications is accurate, IEC cannot be held responsib le for the way in which they are used or for any 
misinterpretation by any end user. 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 
transparently to the maximum extent possible in their national and regional publications. Any divergence 
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in 
the latter. 

5) IEC itself does not provide any attestation of conformity. Independent certification b odies provide conformity 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 
services carried out by independent certification bodies.  

6) All users should ensure that they have the latest edition of thi s publication. 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 
members of its technical committees and IEC National Committees for any personal injury, property damage or 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 
Publications.  

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 
indispensable for the correct application of this publication.  

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.  

International Standard IEC 61375-2-6 has been prepared by IEC technical committee 9: 
Electrical equipment and systems for railways.  

The text of this International Standard is based on the following documents:  

FDIS Report on voting 

9/2374/FDIS 9/2402/RVD 

 

Full information on the voting for the approval of this International Standard can be found in the 
report on voting indicated in the above table.  

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.   
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A list of all parts in the IEC 61375 series, published under the general title Electronic railway 
equipment – Train communication network (TCN) , can be found on the IEC website. 

The committee has decided that the contents of this document will remain unchanged until the 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 
the specific document. At this date, the document will be  

• reconfirmed, 

• withdrawn, 

• replaced by a revised edition, or 

• amended. 

 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct 
understanding of its contents. Users should therefore print this document using a 
colour printer. 
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INTRODUCTION 1 

Considering that the TCN series includes IEC 61375-2-3: Electronic railway equipment – Train 2 

communication network (TCN) – Part 2-3: TCN communication profile, references to this 3 

document are given when the case applies. 4 

This document follows the ISO-OSI model. 5 

This document does not cover the specification of the radio technologies and protocols relevant 6 

to the wireless communication between train and ground.  7 

In the preparation of this document, the following main use cases, which the train to ground 8 

communication applies to, were considered: 9 

a) Commissioning application 10 

1) Operational Application. 11 

2) Mission data application. 12 

3) Driver Assistance Application. 13 

4) Energy Meter Application. 14 

b) Maintenance application 15 

1) Configuration data application. 16 

2) Monitoring train status (e.g. telemetry).  17 

3) Diagnostic data application. 18 

4) Event Recorder Application. 19 

c) Multimedia application 20 

1) Passenger information application. 21 

2) Passenger entertainment application. 22 

3) Electronic ticketing application. 23 

4) CCTV and video-surveillance. 24 

 25 

  26 
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ELECTRONIC RAILWAY EQUIPMENT –  27 

TRAIN COMMUNICATION NETWORK (TCN) –  28 

 29 

Part 2-6: On-board to ground communication 30 

 31 

 32 

 33 

1 Scope 34 

1.1 Specifications within the scope of this document 35 

This part of IEC 61375 establishes the specification for the communication between the on-36 

board subsystems and the ground subsystems. 37 

The communication system, interfaces and protocols are specified as a mobile communication 38 

function, using any available wireless technology.  39 

This document provides requirements in order to:  40 

a) select the wireless network on the basis of QoS parameters requested by the application;  41 

b) allow TCMS and/or OMTS applications, installed on-board and communicating on the on-42 

board communication network, to have a remote access to applications running on ground 43 

installations; 44 

c) allow applications running on ground installations to have a remote access to the TCMS 45 

and/or OMTS applications installed on-board. 46 

This document specifies further requirements which allow the applications running on -board 47 

and the applications running on ground to connect each other applying the virtual/functional 48 

addressing mechanism specified by IEC 61375-2-3 and exchanging application data sets 49 

produced or consumed by the on-board functions implemented in the devices attached to the 50 

TCN network. 51 

Furthermore, this document covers the security requirements in order to grant the access only 52 

to authenticated and authorised applications and to allow encryption of exchanged data.  53 

  54 
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2 Normative references 55 

The following documents are referred to in the text in such a way that some or all of their content 56 

constitutes requirements of this document. For dated references, only the edition cited applies. 57 

For undated references, the latest edition of the referenced document (including any 58 

amendments) applies. 59 

IEC 61375-1:2012, Electronic railway equipment – Train communication network (TCN) –  60 

Part 1: General architecture  61 

IEC 61375-2-3:2015, Electronic railway equipment – Train communication network (TCN) – Part 62 

2-3: TCN communication profile 63 

IEC 61375-3-4, Electronic railway equipment – Train communication network (TCN) –  64 

Part 3-4: Ethernet Consist Network (ECN) 65 

IEC 62280, Railway applications – Communication, signalling and processing systems – Safety 66 

related communication in transmission systems 67 

IEC 62443 (all parts), Industrial communication networks – Network and system security 68 

IEC 62443-3-3, Industrial communication networks – Network and system security – Part 3-3: 69 

System security requirements and security levels 70 

IEC 62580-1, Electronic railway equipment – On-board multimedia and telematic subsystems 71 

for railways – Part 1: General architecture 72 

ISO/IEC 20922:2016, Information technology – Message Queuing Telemetry Transport (MQTT) 73 

v3.1.1 74 

IEEE 802.3, Information technology – Telecommunications and information exchange between 75 

systems – Local and metropolitan area networks – Specific requirements – Part 3: Carrier sense 76 

multiple access with collision detection (CSMA/CD) access 77 

IEEE 802.11:2016, IEEE Standard for Information technology – Telecommunications and 78 

information exchange between systems Local and metropolitan area networks – Specific 79 

requirements – Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) 80 

Specifications 81 

IEEE 802.1X:2010, IEEE Standard for Local and metropolitan area networks – Port-Based 82 

Network Access Control 83 

RFC 2136, Dynamic Updates in the Domain Name System (DNS UPDATE)  84 

RFC 2616, Hypertext Transfer Protocol – HTTP/1.1 85 

RFC 7233, Hypertext Transfer Protocol (HTTP/1.1): Range Requests 86 

RFC 2818, HTTP Over TLS  87 

RFC 3986, Uniform Resource Identifier (URI): Generic Syntax  88 

RFC 4627, The application/json Media Type for JavaScript Object Notation (JSON)  89 
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RFC 7159, The JavaScript Object Notation (JSON) Data Interchange Format 90 

3 Terms, definitions, symbols, abbreviated terms and conventions 91 

3.1 Terms and definitions 92 

For the purposes of this document, the following terms and definitions apply.  93 

ISO and IEC maintain terminological databases for use in standardization a t the following 94 

addresses: 95 

• IEC Electropedia: available at http://www.electropedia.org/  96 

• ISO Online browsing platform: available at http://www.iso.org/obp 97 

3.1.1  98 

Authentication Authorization Accounting 99 

access control, policy enforcement and auditing framework for computing systems  100 

3.1.2  101 

Authentication Authorization Accounting service 102 

security architecture for distributed systems, which enables control over which users are 103 

allowed access to which services, and how much of the resources they have used 104 

3.1.3  105 

Application Layer 106 

upper layer in the OSI model, interfacing directly to the Application   107 

[SOURCE: IEC 60050-811:2017, 811-37-03] 108 

3.1.4  109 

application process 110 

element within a real open system which performs the information processing for a particular 111 

application  112 

[SOURCE: IEC 60050-811:2017, 811-37-05] 113 

3.1.5  114 

Bit Error Rate 115 

rate of bit errors in a data stream, mainly caused by noise (random bit errors), but also 116 

caused by memory defects in data storing devices (systematic bit errors) 117 

3.1.6  118 

bridge 119 

device which stores and forwards frames from one bus to another on the base of their Link 120 

Layer addresses  121 

[SOURCE: IEC 60050-811:2017, 811-37-09] 122 

3.1.7  123 

broadcast 124 

nearly simultaneous transmission of the same information to several destinations 125 

Note 1 to entry: Broadcast in the TCN is not considered reliable, i.e. some destinations can receive the 126 
information and others not.  127 
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[SOURCE: IEC 60050-811:2017, 811-37-10] 128 

3.1.8  129 

bus 130 

functional unit for the transfer of data between several participants, these being functional 131 

units for data processing, via a common transmission path, wherein participants are not 132 

involved in the transfer of data between other participants  133 

Note 1 to entry: The logic and functional definition of a bus applies independently of the topological configuration 134 
and physical implementation of the bus. A bus may have a line or a ring configuration.  135 

Note 2 to entry: In some cases, transmission rights are distributed by another participant, for example by a bus 136 
arbitrator. 137 

[SOURCE: IEC 60050-351:2013, 351-56-10] 138 

3.1.9  139 

closed train 140 

train composed of one or a set of consists, where the composition does not change during 141 

normal operation 142 

EXAMPLE Metro, suburban train, or high-speed train unit. 143 

Note 1 to entry: Consists are coupled in a workshop to establish a closed train for operation.  144 

[SOURCE: IEC 60050-811:2017, 811-37-17] 145 

3.1.10  146 

communication device 147 

device connected to the consist network or train backbone with the ability to transport, source 148 

or sink data 149 

[SOURCE: IEC 60050-811:2017, 811-37-18] 150 

3.1.11  151 

communication channel 152 

logical connection over a multiplexed medium such as a radio channel, or conceptual state in 153 

which a MCG has announced its presence to the GCG in a way that allows this latter to 154 

interact with the MCG 155 

3.1.12  156 

radio link 157 

wireless link, that connects a device with a network, allowing the former to reach other 158 

devices through that network 159 

3.1.13  160 

composition 161 

number and characteristics of the consists forming a train  162 

[SOURCE: IEC 60050-811:2017, 811-37-19] 163 

3.1.14  164 

network configuration 165 

definition of the topology of a network, the devices connected to it, their capabi lities and the 166 

traffic they produce; by extension, the operation of loading the devices with the configuration 167 

information before going to regular operation 168 
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3.1.15  169 

Consist 170 

single vehicle or a group of vehicles which are not separated during normal operation 171 

Note 1 to entry: A consist can contain no, one or several consist networks. 172 

[SOURCE: IEC 60050-811:2017, 811-37-20] 173 

3.1.16  174 

Consist Network 175 

bus connecting equipment within a consist, e.g. the MVB, and which conforms or adapts to 176 

the TCN real-time protocols 177 

[SOURCE: IEC 60050-811:2017, 811-37-21] 178 

3.1.17  179 

end device 180 

unit connected to one Consist Network or to one set of Consist Networks prepared for 181 

redundancy reasons 182 

[SOURCE: IEC 60050-811:2017, 811-37-33] 183 

3.1.18  184 

framework 185 

set of services and protocols to support board-to-ground communication 186 

3.1.19  187 

function 188 

application process which exchanges messages with another application process 189 

3.1.20  190 

gateway, <in a train communication network> 191 

connection between different busses at the application layer requiring application -dependent 192 

data analysis and protocol conversion 193 

[SOURCE: IEC 60050-811:2017, 811-37-44] 194 

3.1.21  195 

group address 196 

address of a multicast group to which a device belongs 197 

[SOURCE: IEC 60050-811:2017, 811-37-45] 198 

3.1.22  199 

host 200 

any addressable unit connected to the network: End Devices, Network Devices, etc. 201 

3.1.23  202 

inauguration 203 

operation executed in case of composition change, which gives all Nodes of the Train 204 

Backbone their Train Backbone address, their orientation and information about all named 205 

Nodes on the same backbone 206 

[SOURCE: IEC 60050-811:2017, 811-37-48] 207 
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3.1.24  208 

integrity 209 

state in which information is complete and not altered 210 

[SOURCE: IEC 60050-821:2017, 821-11-26] 211 

3.1.25  212 

train journey 213 

scheduled railroad journey 214 

3.1.26  215 

journey train 216 

composition travelling on a scheduled train journey 217 

3.1.27  218 

Local Area Network 219 

part of a network characterized by a common medium access and address space  220 

[SOURCE: IEC 60050-811:2017, 811-37-60] 221 

3.1.28  222 

Medium Access Control 223 

sublayer of the Link Layer, which controls the access to the medium (arbitration, mastership 224 

transfer, polling) 225 

3.1.29  226 

medium 227 

physical carrier of the signal  228 

Note 1 to entry: Electrical wires, optical fibers, etc. 229 

3.1.30  230 

message, <in transmission systems> 231 

information which is transmitted in one or several packets from a sender to one or more 232 

receivers 233 

[SOURCE: IEC 60050-821:2017, 821-11-29] 234 

3.1.31  235 

multicast 236 

transmission of the same message to a group of receivers, identified by their Group Address 237 

Note 1 to entry: The term "multicast" is used even if the group includes all receivers .  238 

[SOURCE: IEC 60050-811:2017, 811-37-66] 239 

3.1.32  240 

network 241 

set of possibly different communication systems which interchange information in a commonly 242 

agreed way 243 

[SOURCE: IEC 60050-811:2017, 811-37-68] 244 

3.1.33  245 

network address 246 

address which identifies a communication device on network layer  247 
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[SOURCE: IEC 60050-811:2017, 811-37-69] 248 

3.1.34  249 

network device 250 

components used to set up Consist Networks and Train Networks 251 

Note 1 to entry: These components can be passive like cables or connectors, active unmanaged like repeaters, 252 
media converters or (unmanaged) switches, or managed active like gateways, routers and (managed) switches.  253 

[SOURCE: IEC 60050-811:2017, 811-37-70] 254 

3.1.35  255 

network layer 256 

layer in the OSI model responsible for routing between different busses  257 

[SOURCE: IEC 60050-811:2017, 811-37-72] 258 

3.1.36  259 

network management 260 

operations necessary to remotely conf igure, monitor, diagnose and maintain the network  261 

[SOURCE: IEC 60050-811:2017, 811-37-73] 262 

3.1.37  263 

node, <in a train communication network> 264 

device on the train backbone, which can act as a gateway between the train backbone and 265 

the consist network 266 

[SOURCE: IEC 60050-811:2017, 811-37-74] 267 

3.1.38  268 

octet 269 

byte 270 

group of eight binary digits, or eight signal elements representing binary digits, operated on 271 

as an entity 272 

[SOURCE: IEC 60050-704:1993, 704-16-21]  273 

3.1.39  274 

open train 275 

train composed of one or a set of consists, where the configuration can change during 276 

operation 277 

EXAMPLE Locomotive-hauled international UIC (International Union of Railways, the international railways 278 
operators association) trains. 279 

[SOURCE: IEC 60050-811:2017, 811-37-79] 280 

3.1.40  281 

railway undertaking 282 

enterprise or organization which is operating trains 283 

Full document details: 22/30427187 DC

https://doi.org/10.3403/00344178?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/22-30427187-dc
http://www.avadocuments.com/doc/22-30427187-dc


IEC CD 61375-2-6 © IEC 2022 – 19 – 9/2838/CD 

3.1.41  284 

packet 285 

sequence of digital data representing a message or part of a message together with service 286 

digits including an address, organized to suit the transmission process and transmitted as a 287 

whole 288 

[SOURCE: IEC 60050-721:1991, 721-09-02] 289 

3.1.42  290 

router 291 

functional unit that establishes a path through one or more computer networks and forwards 292 

packets  293 

Note 1 to entry: In OSI conforming computer networks, a router operates at the network laye r. 294 

[SOURCE: IEC 60050-732:2010, 732-01-18] 295 

3.1.43  296 

safety related 297 

carries responsibility for safety 298 

Note 1 to entry: A function, component, product, system or procedure is called safety -related if at least one of its 299 
properties is used in the safety argument for the system in which it is applied. These properties may be of 300 
functional or non-functional nature. The requirements attributed to the function may be systematic or random 301 
integrity requirements. 302 

[SOURCE: IEC 60050-821:2017, 821-01-73, modified: note modified] 303 

3.1.44  304 

service <in a train communication network> 305 

capabilities and features of a subsystem (e.g. a communication layer) provided to a user  306 

[SOURCE: IEC 60050-811:2017, 811-37-93] 307 

3.1.45  308 

service <in railways> 309 

service performs transportation of freight or passengers  310 

3.1.46  311 

job  312 

sequences of transactions 313 

Note 1 to entry: The correctness of the job can be established by determining the correctness of each transaction 314 
it performs and the correctness of interactions between transactions . 315 

3.1.47  316 

transaction 317 

sequences of interactions between system components  318 

3.1.48  319 

switch <in a train communication network> 320 

MAC bridge as defined in IEEE 802.1D  321 

Note 1 to entry: MAC means "Medium Access Control", a sublayer within the Link Layer ruling which device is 322 
entitled to send on the bus. 323 

[SOURCE: IEC 60050-811:2017, 811-37-101] 324 

Full document details: 22/30427187 DC

http://www.avadocuments.com/doc/22-30427187-dc
http://www.avadocuments.com/doc/22-30427187-dc


9/2838/CD – 20 – IEC CD 61375-2-6 © IEC 2022 

3.1.49  325 

topology 326 

possible cable interconnection and number of devices in a given network  327 

[SOURCE: IEC 60050-811:2017, 811-37-106] 328 

3.1.50  329 

Train 330 

composition of one or a set of consists, which can be operated as an autonomous unit, e.g. 331 

containing drives and at least one driver’s cab  332 

Note 1 to entry: Trains can be categorized into open trains (see 3.1.39), closed trains (see 3.1.9). 333 

3.1.51  334 

Train Communication Network 335 

data communication network for connecting programmable electronic equipment on-board rail 336 

vehicles 337 

[SOURCE: IEC 60050-811:2017, 811-37-108] 338 

3.1.52  339 

Train Backbone 340 

bus connecting the consists of a train, in particular the wire train bus, and which conforms to 341 

the TCN protocols 342 

[SOURCE: IEC 60050-811:2017, 811-37-107] 343 

3.1.53  344 

Transport Layer 345 

layer of the OSI model responsible for end-to-end flow control and error recovery 346 

[SOURCE: IEC 60050-811:2017, 811-37-113] 347 

3.1.54  348 

vertical handover 349 

refers to a network node changing the type of connectivity it uses to access a supporting 350 

infrastructure, usually to support node mobility  351 

3.2 Symbols and abbreviated terms 352 

AAA Authentication Authorization Accounting 353 

ACS Adaptable Communication System 354 

ALG Application Layer Gateway 355 

APN Access Point Network 356 

ARP Address Resolution Protocol 357 

ASCII American Standard Code For Information Interchange 358 

BER Bit Error Rate 359 

CBTC Communication-Based Train Control 360 

CCTV Closed Circuit Television 361 

ComID Communication Identifier 362 

CRC Cyclic Redundancy Check, a data integrity check based on polynomial division 363 

DDNS Dynamic Domain Name Server 364 
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DHCP Dynamic Host Configuration Protocol 365 

DIN Deutsches Institut für Normung, the German national standardization body  366 

DNS Domain Name Server 367 

(D)DoS (Distributed) Denial of Service 368 

ECM Entity in Charge of Maintenance  369 

ECN Ethernet Consist Network 370 

ED End Device 371 

EDGE Enhanced Data Rates for GSM Evolution 372 

ERA European Railways Agency, in 2017 became European Union Agency for 373 

Railways which replaces and succeeds the European Railway Agency (ERA)  374 

EMS Energy Metering System 375 

ETB Ethernet Train Backbone 376 

ETCS European Train Control System 377 

ETSI European Telecommunications Standards Institute 378 

EVN European Vehicle Number 379 

FBS Function Breakdown Structure 380 

FCS Frame Check Sequence 381 

FQDN Fully Qualified Domain Name 382 

FRMCS Future Railway Mobile Communication System 383 

FTP File Transfer Protocol 384 

G2T Ground to Train 385 

GCG Ground Communication Gateway 386 

GNSS Global Navigation Satellite System 387 

GSM Global System for Mobile Communications 388 

GSM-R Global System for Mobile Communications – Railway 389 

GPRS General Packet Radio Service 390 

HSCSD High Speed Circuit Switched Data 391 

HSPA High Speed Packet Access 392 

HTTP HyperText Transfer Protocol 393 

HTTPS HyperText Transfer Protocol Secure 394 

ICMP Internet Control Message Protocol 395 

ID Identifier 396 

IDS Intrusion Detection System 397 

IEEE Institute of Electrical and Electronics Engineers, New York  398 

IETF  Internet Engineering Task Force 399 

IP Internet Protocol 400 

JSON Java Script Object Notation 401 

LTE Long Term Evolution 402 

MAC Medium Access Control, a sub-layer within the Link Layer ruling which device is 403 

entitled to send on the bus 404 

MAR Mobile Access Router 405 

MCG Mobile Communication Gateway 406 
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MD Message Data 407 

MQTT Message Queuing Telemetry Transport 408 

MVB Multifunction Vehicle Bus 409 

N/A Not Applicable 410 

NSS  Network Selection Service 411 

OMTS On-board Multimedia and Telematic Services 412 

OSI Open System Interconnection [SOURCE: IEC 60050-716:1995, 716-01-20] 413 

OTIF Intergovernmental Organisation for International Carriage by Rail  414 

PAM  Pluggable Authentication Module 415 

PCG Partner Communication Gateway 416 

PNAT Port Network Address Translation 417 

QoS Quality of Service 418 

RFC Request For Comments, Internet Standard published by the Internet Task Force 419 

(IETF) 420 

RTP Real-Time Transport Protocol 421 

RTCP RealTime Control Protocol 422 

RU Railway Undertaking 423 

SBS System Breakdown Structure 424 

SCP Secure Copy 425 

SDT Safe Data Transmission 426 

SFTP SSH File Transfer Protocol 427 

SSH Secure Shell 428 

T2G Train to Ground 429 

TBN Train Backbone Node, generic name of a node connected to the train backbone 430 

independently of technology used. 431 

TCMS Train Control and Monitoring System 432 

TCN Train Communication Network, a set of communicating vehicle and Train 433 

Backbones 434 

TCP Transmission Control Protocol 435 

TIS Train Information Service 436 

TLOS Train Location Service 437 

TLS Transport Layer Security 438 

TRDP Train Real Time Data Protocol 439 

TTDB Train Topology DataBase 440 

TWS Train Wake-up Service 441 

TTS Train Telemetry Service 442 

UDP User Datagram Protocol 443 

UMTS Universal Mobile Telecommunications System 444 

UIC International Union of Railways, the international railways operators association 445 

UID Unique IDentifier 446 

URI Uniform Resource Identifier 447 

UML Unified Modelling Language 448 

VoIP Voice over IP 449 
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VPN Virtual Private Network 450 

XML eXtensible Markup Language 451 

WiFi Wireless Fidelity 452 

WLAN Wireless Local Area Network 453 

WTB Wire Train Bus 454 

3.3 State diagram conventions 455 

State diagrams are defined following the notation of UML state machines . 456 

4 Board to Ground Communication system architecture 457 

4.1 General 458 

This document addresses the train to ground communication of the related data which is 459 

produced and/or consumer by users. Examples of such users include: 460 

a) Railway undertaking. 461 

b) Infrastructure Manager. 462 

c) Fleet Control Centre Operator. 463 

d) Traffic Manager. 464 

e) ECM (Entity in Charge of Maintenance). 465 

f) Fleet owner. 466 

g) Train manufacturer. 467 

h) Train subsystem supplier. 468 

i) Authorised Third Parties (e.g. multimedia contents providers, energy data user)  469 

for the transferring of the related data.  470 

NOTE Some of the users listed above can be part of the same organization. 471 

4.2 Requirements 472 

The requirements for Board to Ground communication are set out in Table 1. 473 

To aid understanding of these requirements, an example of Board and Ground architecture is 474 

illustrated in Figure 1 and in Figure 2. 475 
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Table 1 – Board to ground requirements 476 
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Requirement 
number  

Requirement Additional information 

1 The interoperable board-to-ground communication 
system shall fulfil the user needs related to non-
safety related applications  

Safety related communication is not in the 
scope of this document. 

2 The communication system shall include a 
communication part on-board (MCG) and a part on 
ground (GCG)  

MCG = Mobile Communication Gateway  

GCG = Ground Communication Gateway  

3 The board-to-ground communication system shall 
use any available wireless IP l ink (bearer)  

The wireless IP link connects the MCG 
and the GCG. The switching and 
selection of wireless links to be used is 
application dependent. 

A private radio link can also be used, e,g. 
GSM-R 

4 MCG shall be connected to ground applications via 
the GCG. Ground applications can reach the MCG 
via the GCG. 

 

5 It shall be possible to have multiple MCGs in the 
same consist  

Multiple MCGs can be used either for 
redundancy management or for load 
balancing. 

6 In order to provide redundancy of the board to 
ground communication function, the system shall 
allow the use of a MCG located in another consist 
of the same train. 

 

7 It shall be possible to have multiple GCGs on 
ground serving the same train. The default GCG 
shall be unique, as requested by the registration 
process.  It is allowed to have a unique GCG for 
each fleet. 

 

8 The MCG shall be able to act as an application 
gateway or as a router. 

The router can be part of the MCG.  

The IP addresses on-board shall be consistent with 
the IP addresses on ground in case that MCG is a 
router. 

 

9 Train composition changes resulting from consist 
coupling and uncoupling shall be managed. 

 

10 A consist shall be identified by a unique symbolic 
name  

e.g. EVN + n where n is the identification 
of the MCG within the consist. EVN may 
be OTIF at international level 

11 A consist shall announce and register itself to the 
GCG. The GCG shall be addressable by a unique 
symbolic name/IP address. MCG shall provide 
identification information about the composition to 
allow the GCG to match this for addressing.  

 

12 An application can request a job. A job can be 
started both by on-board applications and by 
ground applications  

 

13 A job can result in a number of transactions  

 

14 A transaction shall be initiated either by the MCG 
or by the GCG. A transaction shall be initiated 
either by on-board applications or by ground 
applications. 

 

15 End devices on ground are reachable by unique 
symbolic name and are addressable by a unique 
symbolic name. 
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Requirement 
number  

Requirement Additional information 

16 MCGs on trains shall be reachable from ground by 
the unique symbolic name and are addressable by 
a unique symbolic name. This address can be 
statically defined or dynamically assigned, e.g. by 
a DHCP server at ground 

See also Requirement 10 

17 T2G network infrastructure shall offer a means to 
ensure secure MCG reachability by GCG and vice 
versa. 

 

18 The ground network infrastructure shall take care 
about the security measures necessary on ground 
to protect against cyber-attacks. 

 

19 The ground network infrastructure shall provide a 
DNS server for resolving TCN-URI addresses to IP 
addresses.  

 

20 The MCG shall not accept the request to establish 
a communication channel from the GCG 

Communication at application level can 
be initiated either by on-board 
applications or by ground applications 

 477 

4.3 Mobile communication network architecture 478 

4.3.1 General 479 

The overall communication infrastructure can be separated into the train on -board 480 

communication network and the off-board (ground) communication system. 481 

The train on-board communication network is defined in IEC 61375-1 as a hierarchical structure 482 

with a train backbone for the communication along the train and subordinated consist networks 483 

for inner-consist communication (see Figure 1). 484 

4.3.2 On-board network interface 485 

 486 

Figure 1 – Train on-board communication system (example) 487 

The MCG connects the on-board communication network to the ground communication system, 488 

the Figure 2 illustrates an example of the architecture. 489 

For the specification of the on-board to ground communication, the architecture of the ground 490 

communication system is irrelevant as long as the requirements of 4.2 are fulfilled. 491 
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 492 

Figure 2 – Ground communication system (example) 493 

4.4 System breakdown structure 494 

4.4.1 General 495 

According to the essential requirements specified by Table 1, the System Breakdown Structure 496 

and the Functional Breakdown Structure are specified by the following subclauses.  497 

The system breakdown structure is limited to board-to-ground communication first level. 498 

The second level is split between: 499 

a) on-board sub-system level. 500 

IEC 
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b) ground sub-system level. 501 

4.4.2 System breakdown structure at board-to-ground system level 502 

The Table 2 lists the elements relevant to the system breakdown structure (SBS) at first level.  503 

Table 2 – Board-to-ground system breakdown 504 

No.  System Description 

1  MCG  The Mobile Communication Gateway is specified by this 
document and is intended as a train-side sub-system providing 
board-to-ground services to the on-board end devices or as a 
communication function embedded into the on-board End device. 

2  Wireless link  It includes bearers, intranet and internet which are not covered 
by the requirements specified by this document. 

3  GCG  The Ground Communication Gateway is specified by this 
document in terms of its services and interfaces.  

 505 

4.4.3 System breakdown structure at MCG sub-system level 506 

The Table 3 lists the elements of the MCG which are relevant to the system breakdown structure 507 

at second level. 508 

Table 3 – MCG sub-system breakdown 509 

No.  Sub-system Description 

1  Radio technology  Multiple bearers based on available radio technologies are 
possible (e.g. GPRS, UMTS. LTE, WiFi)  

2  Radio link interface  Any type specified by ITU, ETSI or IEEE 

3  Consist/train network interface  ECN/ETB interface  

4  Communication gateway/router  MCG behaves as a router or as an application gateway 
respecting the security access requirements and/or train mode 
which is the train active state (e.g. operation, maintenance, 
commissioning) 

5  Communication/application profiles  The requirements for this element are specified taking into 
account IEC 61375-2-3 and IEC 62580-1 

 510 

4.4.4 System breakdown structure at GCG sub-system level 511 

The Table 4 lists the elements of the GCG which are relevant to the system breakdown structure 512 

at second level. 513 

Table 4 – GCG sub-system breakdown 514 

No.  Sub-system Description 

1  Communication/application profiles  

 

2  Consist/composition registration  

 

3  Identity management 

 

 515 

4.5 Functional breakdown structure 516 

The functional breakdown structure (FBS) is specified only on the sub-systems MCG and GCG. 517 
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No functional breakdown structure of the wireless link is specified, in fact the specification of 518 

such element is not covered by this document, but it is assumed that the wireless link is provided 519 

by private or public wireless network specified by ITU, ETSI or IEEE, etc. 520 

The Table 5 gives an example of the sub-functions which are relevant to the FBS of the MCG. 521 

Table 5 – An example of the MCG function breakdown  522 

No. Function Description  

1  Radio link front-end  Interface for management of the physical radio bearer  

2  Announcing function  It is the on-board function involved in the registration process to 
the ground infrastructure 

3  AAA check function  Authentication, authorisation and accounting validation for 
applications 

4  Firewall and NAT function  Network protection from unauthorized access  

5  Network Selector function  Selection of suitable radio network 

6  Session Manager function  Management of application context handling during a job  

7  Message Data Handling Function  Management of data class Message Data  

8  Bulk Data Handling function  Management of data class Bulk Data  

9  Streaming Data Handling function  Management of data class Streaming Data 

 523 

The Table 6 gives an example of the sub-functions which are relevant to the FBS of the GCG. 524 

Table 6 – An example of the GCG function breakdown  525 

No.  Function Description 

1  Radio link front-end  

 

2  Internet interface with Firewall  

 

3  AAA (Authentication, Authorisation, 
Accounting)  

 

4  DDNS (Dynamic Domain Name 
Server)  

 

5 Data encryption and decryption Alternatively, this functionality can be provided at application 
level 

6 IDS (Intrusion Detection System)  

 

 526 

4.6 Mobile Communication Gateway  527 

4.6.1 Architecture 528 

4.6.1.1General 529 

Any on-board device, carrying a function, which needs to communicate with a function hosted 530 

by a ground system, shall use one of two possible architectural options:  531 

Option 1: Shared communication unit to be used by one or more on-board 532 

functions/devices  533 

Option 2:  Dedicated communication unit to be used by one specific function/devices  534 
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4.6.1.2Option 1: Shared communication unit  535 

When this option is chosen, the function carried by the on-board device communicates, using 536 

an end device interface on the consist network, with the MCG which offers board -to-ground 537 

communication services as a router or as a gateway. 538 

Figure 3 shows the layered architecture of the on-board end device and the MCG, 539 

communicating on the consist network. The Figure 3 shows the references to the parts of the 540 

TCN series which specify the requirements of each layer.  541 

Any function means any TCMS or OMTS function which is carried by the end device. One end 542 

device can carry more than one function; for clarity the layered architecture in  Figure 3 shows 543 

only one function. 544 

The gateway functionality shall be used when the on-board device wishes to establish a 545 

connection during the normal and/or automatic operational state of the train. In this case the 546 

ground system is not able to have a direct access to the on-board end device; the MCG gateway 547 

application provides the requested level of security by means of authentication, authorisation 548 

and encryption services. 549 

The router functionality may be used when the state of the train is commissioning or 550 

maintenance, or where application communication requirements demand this (e.g. CCTV) and 551 

appropriate security access methods are deployed. In this case a direct access of the ground 552 

system to the on-board device is granted. 553 

GCGEnd device MCG

MCG gateway application

Communication 

profile

Communication 
stack

Communication 

profile

Communication 
stack

Application profile

Communication 

profile

Communication 
stack

Any function

TRDP 

or CIP 

or other...

Communication 

stack
Ethernet 

or MVB 
or other...

Standardized by IEC/EN 61375-2-6

Not standardized by IEC/EN 61375-2-6

IEC/EN 

61375-2-6

e.g.  
IEC62888/EN 50463 

part 1 to 4

 
IEC 

Figure 3 – Option 1: End device board to ground communication via MCG 554 

4.6.1.3Option 2: Dedicated communication unit 555 

When this option is chosen, the function carried by the on-board device communicates, using 556 

an embedded wireless interface, with the function carried by the ground system.  557 

The layered architecture of end device is shown in Figure 4. 558 
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Any function means any TCMS or OMTS function which is carried by the end device. One end 559 

device can carry more than one function; for clarity the layered architecture in Figure 4 shows 560 

only one function. 561 

The wireless stack shall provide communication services at  the relevant security level according 562 

to the train state ensuring that no direct access to the on-board device is granted to the ground 563 

system when the train is in operational or automatic mode. The access shall be provided by 564 

communication services which ensure the requested level of security by means of 565 

authentication, authorisation and encryption.  566 

 567 

Figure 4 – Option 2: End Device board to ground communication 568 

via dedicated interface 569 

4.6.2 Mobile communication gateway 570 

An abstract model of a MCG is shown in Figure 5. The heart of the MCG is a mobile access 571 

router which interconnects on-board networks with ground networks. The abstract model can 572 

be implemented using multiple physical architectures (e.g. a  separated processing unit plus a 573 

separate router or a fully integrated MCG device) as long as the required MCG services and 574 

interfaces are provided. 575 

Towards ground, the MCG shall provide one or multiple radio interfaces, each is related to a 576 

specific radio technology and each connects to the ground network.  577 

Examples of radio technologies are: 578 

• GSM (and with its extensions HSCSD, GPRS, EDGE) 579 

• UMTS (and with extensions like HSPA) 580 

• LTE 581 

• WLAN, as specified in IEEE 802.11 582 

NOTE 1 Other suitable technologies may be added as they become available.  583 

NOTE 2 The different mobile technologies may be implemented in a Mobile Access Router as part of the MCG. 584 
The MAR may be a separate unit. 585 

The requirements to address the selection of radio interfaces for data communication are set 586 

out in 4.9. 587 
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 588 

Figure 5 – MCG abstract model block diagram 589 

Towards on-board, the MCG shall provide at least one interface which allows to connect to the 590 

on-board network, e.g. an ECN. In case of multiple consist networks in a consist, the MCG may 591 

support multiple interfaces, one for each consist network.  592 

NOTE 3 A minimal implementation of a MCG provides one on-board interface and one radio interface, e.g. a 593 
WLAN. 594 

Besides the mobile access router, the MCG supports MCG services, executed on a service 595 

platform which is connected to the mobile access router. These services are used to establish 596 

and to support the on-board to ground communication and are also important with respect to 597 

security aspects. Services provided by the MCG service platform are defined in 4.9. 598 

To support security, the MCG provides a firewall  between: 599 

• radio interfaces (to control data flow between different radio carriers)  600 

• radio interfaces and on-board interfaces (to control data flow between on-board and 601 

ground) 602 

• on-board interfaces (to control data flow between on-board consist networks which belong 603 

to different security zones) 604 

Details on the firewall and further security measures are defined in 4.9. 605 
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 606 

Figure 6 – MCG configured as ALG 607 

Figure 6 shows an abstract model how the MCG can be acting as an ALG. The gateway 608 

functionality is handled in the scope of the MCG Services, the latter are acting as an 609 

intermediary between the ECN and the ground side. 610 

4.7 Mobile communication redundancy 611 

4.7.1 General 612 

Figure 7 depicts an example for a board to ground architecture able to provide mobile 613 

communication redundancy: 614 

 615 

Figure 7 – Architectural example of redundant Board to Ground communication 616 

The following features in this example can be identified:  617 

• A consist contains one or more consist networks.  618 

• A consist network can contain zero or more MCGs. In order to be able to use board to 619 

ground communication, it is necessary that there shall be at least one MCG per train. 620 

IEC 
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• A MCG can be connected to the following networks in the train:  621 

– to a consist network 622 

– to a separate network (here called “Train-Ground Network”) that is separated from the 623 

TCMS network (e.g.: This could be an OMTS network)  624 

• A MCG internally contains components as described in 4.6, e.g. 625 

– MCG Services 626 

– a Mobile Access Router (MAR) 627 

– a connection to a radio module 628 

The board to ground communication redundancy requirements are dependent upon the needs 629 

of the applications which are to be supported. The two following approaches to redundancy may 630 

be used: 631 

• Full performance redundancy, see 4.7.2 632 

• Reduced performance redundancy, see 4.7.3 633 

4.7.2 Full performance redundancy 634 

The full functional redundancy is obtained by the duplication of the MCG. 635 

Two architectures are suggested for the full performance redundancy:  636 

a) Cold stand-by 637 

This architecture provides two identical MCGs. One is active and one is switched off. When the 638 

active MCG fails, a manual intervention is necessary in  order to switch off the failing unit and 639 

switch on the redundant unit. It is to be noted that such operation may require controlled 640 

conditions in order to be executed, e.g. train stopped in a station.  641 

b) Warm stand-by 642 

This architecture provides two identical MCGs. One is active and one is switched on and 643 

monitors the communication on the consist network without offering any service to the End 644 

devices. When the active MCG fails, a voting unit detects the failure, switches off the failing 645 

MCG and enables the redundant unit. This event should be detected by the application which 646 

is in charge to re-establish the communication link to the ground system.  647 

4.7.3 Reduced performance redundancy 648 

This architecture provides two identical MCGs located in two different consists/ve hicles of the 649 

same train. Both MCGs are active.  The on-board applications are using the services of the 650 

MCG which is attached to the same consist network.  651 

When one MCG is failing, the application using such a MCG subscribes services on the second 652 

MCG, reaching such a MCG via the train backbone. 653 

4.8 Train composition changes 654 

The train composition changes are supervised by the Train Information Service (TIS). The TIS 655 

provides an interface to inform the GCG about the current train information and about changes 656 

in the current train information. The TIS may use the train topology database (TTDB) which is 657 

a repository for all the information related to the actual train compos ition and the actual ETB 658 

state. 659 

It is necessary that there shall be at least one TIS active per train.  The TIS redundancy 660 

requirements are dependent upon the needs of the applications which are to be supported.  661 
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The status of implementation of the TIS at device or composition level is summarised in the 662 

Table 7 and Table 8: 663 

Table 7 – Device – status of implementation of the TIS 664 

Device Implementation 

End device optional 

MCG Mandatory 

 665 

Table 8 – Composition – status of implementation of the TIS 666 

Composition Implementation 

Consist optional  

Train Mandatory 

 667 

In a "fully functional real train", at least one device performing an instance of the TIS shall be 668 

available on-board. TIS Redundancy may be managed at train level.  669 

The TTDB is specified by IEC 61375-2-3. Another example for train topology database is the 670 

Node Address and Attribute Directory NADI according to UIC leaflet 556.  671 

The TIS allows GCG to retrieve information about the actual train composition.  672 

Furthermore, the TIS provides, through the MCG, a service for the notification about a train 673 

composition change. 674 

Detailed requirements of the TIS are in 6.3.3. 675 

4.9 Security 676 

4.9.1 Security zones 677 

The security architecture of an on-board to ground communication system may be modelled 678 

with the concept of ‘zones’ and ‘conduits’ as defined in IEC 62443. A zone is defined as a 679 

grouping of logical or physical assets that share common security requirements. If equipment 680 

in the zone has a security level not equal or higher  than the requirement level, extra security 681 

measures need to be taken. Each zone can be more exactly defined by a zone definition 682 

document which specifies the security requirements of a zone.  683 

It is essential that communication between zones only occurs via  defined conduits. Conduits 684 

implement those security measures which are needed to have controlled access to the zone, 685 

resist DoS attacks, prevent the transfer of malware and protect network traffic integrity and, if 686 

needed, confidentiality. Typically, the security measures implemented within conduits are 687 

intended to mitigate the difference between a zone’s security level capability and its security 688 

requirements. 689 

A security level (SL) shall be assigned to each zone and each consist. The security level shall 690 

be based on a security analysis and following the recommendations and the railway specific 691 

profiles given in IEC 62443-3-3, as for instance given in DIN VDE V 0831-104.   692 

A simplified zone model of the on-board to ground architecture is shown in Figure 8.  693 

On-board of trains are identified the following zones: 694 
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• TCMS safety zone, dealing with safety and operation critical data (e.g. brakes, doors). The 695 

safety zone is typically embedded in the operational on-board network as defined in 696 

IEC 61375-2-3. 697 

• TCMS regular zone, dealing with non-safety related data (e.g. diagnostics, HVAC). The 698 

regular zone is typically embedded in the operational on-board network as defined in 699 

IEC 61375-2-3.  700 

• OMTS zone, dealing with multimedia and telematics services-oriented data. The OMTS 701 

zone is typically embedded in the multimedia on-board network as defined in 702 

IEC 61375-2-3. 703 

The counterparts on ground could be for example:  704 

• Operational centre zone, dealing with operation control data  705 

• OMTS centre zone, dealing with multimedia and telemetric services-oriented data 706 

In most cases there will exist more zones on ground, e.g. zones for the centres but also a zone 707 

for the open internet. The on-ground zones are not within the scope of this document. 708 

  709 

Figure 8 – Security zones (simplified) 710 

NOTE There exists no conduit between the TCMS safety zone and ground, meaning that no direct exchange of 711 
safety related information can take place between train and ground.  712 
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IEC 61375-2-3 requires that the TCMS safety zone belongs to a closed system as defined in 713 

IEC 62280. Because TCMS safety zone and TCMS regular zone normally share the same 714 

consist network, the MCG connecting the TCMS regular zone with the operational ground zone 715 

shall be designed in a way that the closed system conditions are not violated. 716 

4.9.2 Security measures 717 

Security measures which are applicable for the conduits connecting train to ground are listed 718 

in Table 9. 719 

4.9.3 Authentication authorization accounting model 720 

The model identifies the single components which are essential in a general system interaction:  721 

• the composition moving on the track  722 

• the operator infrastructure, composed of its different single components  723 

• the wayside infrastructure, except for the signalling system 724 

• the user, who operates on the composition or in the depot. They could be a driver, a 725 

conductor, a maintenance operator, a commissioning operator, etc. 726 

• the services active on-board and on ground. 727 

The model considers the different communication channels that are supposed to be used in a 728 

typical communication scenario (e.g wireless or wired).  729 

An identifier (1 to 5) is associated to each communication link that can be considered as an 730 

“operational environment”, see Figure 9. Each operational environment in its turn is a basis for 731 

the identification of communication use cases and can be summarized as follow:  732 

• Operational Environment 0 – Communication inside one operator central network using 733 

standard IT practices 734 

• Operational Environment 1 – Inside train communication link – wireless or wired channel 735 

• Operational Environment 2 – Composition to operator communication link – wireless 736 

channel 737 

• Operational Environment 2a – Composition and ground infrastructure belongs to the same 738 

operator 739 

• Operational Environment 2b – Composition and ground infrastructure belongs to different 740 

operators 741 

• Operational Environment 3 – Wayside communication link – wireless or wired channel 742 

• Operational Environment 4 – Operator to operator communication link – wired channel 743 

• Operational Environment 5 – User communication link – wireless channel 744 
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 745 

Figure 9 – Authentication, authorization and accounting model 746 

Considering the whole integrated system, there is a need for each system component to be 747 

authenticated and authorized to be a part  of the network. In order to control the constitution of 748 

the integrated system and the admitted components, it is important to recognize and 749 

authenticate the single nodes (e.g. composition or device), the single elements but also the 750 

provided applications in order to manage and evaluate what could be inside the system. In any 751 

case the model adopted for the system is also to grant the scalability of the security solution 752 

and in particular of the authentication model. Considering that nodes, applications, and  users 753 

could be distributed, it is necessary to adopt and use an authentication solution that can support 754 

a distributed approach but also maximum flexibility.  755 

The access to the internal resources of the composition is through the MCG.  756 

Open trains, wide range of mission profiles and cross-border connections raise some questions 757 

about right access to information available on board. An example for maintenance data:  758 

• RU shall have access to all equipment it bought, but not to the equipment it did not.  759 

• Equipment manufacturers shall have access to the equipment it sold, if so allowed by the 760 

RU. 761 

• Equipment manufacturers shall have no access to data of other manufacturers, except if 762 

has got the access rights. 763 

Troubleshooting procedures need to be shared across several  entities, but the reliability data 764 

are surely “private” information. 765 

The provided model has to grant different levels of access rights per user and per maintained 766 

data or available functions/applications. For this reason, it is necessary to associate to each 767 

user a set of information related to the roles he/she can assume, the resources or functionalities 768 

that can be accessed and the level of operations that can be done on the requested access 769 

(e.g. read, execution, etc.). Also the data should be classified and maintained in order for the 770 

system to be able to state every time who has the right of access to these data.  771 
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Furthermore, it is possible to set-up ad hoc signature and/or cryptographic method that can be 772 

invoked on user or application requests that can really protect transmitted data from external 773 

modification or simple reading. 774 

The devices and functional addressing requirements are detailed in Clause 8.  775 

The AAA function manages locally for each user the several access profiles defined b y the RU 776 

general policy. The token-based AAA method allows to trust locally a user identity when the 777 

composition is not connected to the RU network.  778 

 779 
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Table 9 – Security measures 780 

Security measure Supported by Description 

Firewall MCG A firewall between two networks permits the filtering of IP 
packets based on the content, as for example:  

• IP source address 

• IP destination address 

• UDP/TCP source port number  

• UDP/TCP destination port number  

• TRDP ComId 

The MCG firstly authenticates itself before providing a 
mechanism to filter IP packets based on the content , 
meaning that it supports connection tracking of for example 
TCP and UDP sessions. With connection tracking, it can for 
instance prevent the opening of a session from an 
untrusted network. 

PNAT MCG Port and network address translation. This feature prevents 
real IP addresses and port numbers of ED devices within a 
trusted network from being seen in an untrusted network.  

This feature is often supported by firewall implementations. 

Authentication and 
Authorization 

MCG 

GCG 

A ground device (e.g. GCG) trying to connect to the MCG 
shall first authenticate itself before access to MCG services 
are granted.  

The authentication procedure depends on the used radio 
technology (e.g. SIM, IEEE 802.1X). 

Authentication shall be enforced either by the application 
(e.g. through TLS 1.2 with mutual authentication) or on the 
network level (e.g. using an IPSEC/IKEv2- or SSL-VPN with 
mutual authentication). 

Encryption MCG 

GCG 

ED 

Data exchanged should be encrypted and its integrity 
protected by using established standards like TLS 1.2 or 
HTTPS. 

VPN ED A VPN between trusted ED includes authentication as well 
as encryption of transferred data. To establish a VPN 
between a ground ED and the MCG will in most cases be 
sufficient for board-to-ground communication  

ALG MCG An ALG between any two networks provides full control of 
exchanged data. From each network, the ALG is seen as 
an ED, so the ALG takes the role of a proxy for each 
function which is executed on a 'hidden' ED. The MCG is 
acting as ALG for message data and file transfer 
communication services. 

Security event 
logging 

MCG 

GCG 

Security related events are logged. Security related events 
should be: 

• Authentication attempts (positive and 
negative)Credential modification 

• Firewall activation/deactivation/reconfiguration 

• Firewall events (e.g. access to blacklisted IP 
addresses, ports) 

• Unexpected incoming traffic 

• DHCP event (e.g. unknown host identifier)  

• System time event (e.g. update) 

Security Updates MCG 

GCG 

ED 

Security vulnerability monitoring (SVM) and Security 
updates are key for keeping the components secure over 
time.  

Components shall be able to be updated with security 
patches in a timely manner (locally or over the air).  

Components shall check integrity and authenticity of 
software updates by evaluating cryptographic signatures.  
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 781 

4.9.4 Network and MCG classification 782 

4.9.4.1Categories 783 

IEC 62280 defines three categories of transmission systems. Category 1 is defined as a closed 784 

transmission system, while category 2 and category 3 are open transmission systems. 785 

Take into account that the IEC 61375-3-4 and IEC 61375-2-3 do not define special security 786 

measures (e.g. ED authentication and data encryption, to be used within the operational on -787 

board network), the operational on-board network, if it is used for the transmission of safety 788 

related data, is considered as closed category 1 transmission system according to the 789 

IEC 62280. 790 

The on-board multimedia network can be, depending on its offered services and sec urity 791 

measures, be an open category 2 or category 3 transmission system.  792 

Depending on the role of the MCG, e.g. whether it connects the on -board operational network 793 

or the on-board multimedia network to ground, it needs to ensure that the related categories 794 

are kept. 795 

Following the definition of transmission system categories, the MCG can be classified the same 796 

way according the categories listed in Table 10: 797 

Table 10 – MCG categories 798 

Category 1 MCG MCG which connects a closed transmission system to an open transmission 
system 

(Example: connecting an operational network or a combined 
operational/multimedia network to ground) 

Category 2 MCG MCG which connects an open category 2 transmission system to an open category 
2/3 transmission system 

(Example: connecting a multimedia network to ground)  

Category 3 MCG MCG which interconnects category 3 transmission systems 

(Example: internet routers) 

 799 

The following subclauses define security measures for a category 1 MCG. 800 

MCG of categories 2 and 3 are out of the scope of this document. 801 

4.9.4.2MCG as closed system barrier (category 1 MCG) 802 

The characteristics of a closed transmission system (category 1 transmission system), see 803 

Table 10, are defined as follows: 804 

a) The number of pieces of connectable equipment – either safety-related or not – to the 805 

transmission system is known and fixed. 806 

b) The physical characteristics of the transmission system (e.g. transmission media, 807 

environment according to the design hypothesis, etc.) are fixed and unchanged during the 808 

life cycle of the system. 809 

c) The risk of unauthorized access is considered negligible . 810 

The security requirements for the MCG, derived from the listed characteristics, are listed in 811 

Table 11: 812 

Full document details: 22/30427187 DC

https://doi.org/10.3403/30207771U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30269688U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/22-30427187-dc
http://www.avadocuments.com/doc/22-30427187-dc


9/2838/CD – 42 – IEC CD 61375-2-6 © IEC 2022 

Table 11 – Security requirements 813 

Requirement 
number 

Requirement 

S1 The MCG shall be the end point of the communications link between the train and the wayside  

S2 
The MCG shall also be the boundary of the train consist networks, e.g. MVB and Ethernet 
(ECN)  

S3 The MCG shall provide a firewall function which protects the on-board operational network 

S4 
Once channel connection is established (according to requirement 21), the MCG shall only 
permit a connection to well defined ports (e.g. port 80) to be made from ground.  

S5 
In normal operation mode, it shall not be possible to get shell access to the MCG from ground. 
Shell access from ground may be blocked by the firewall. 

S6 
It shall only be possible for the MCG to communicate with a known set of authenticated and 
registered ground devices. 

S7 The MCG shall not send safety related messages to ground. 

S8 The MCG shall be able to receive security updates/patches. 

S9 
The MCG shall check the integrity and authenticity of software updates by evaluating 
cryptographic signatures. 

 814 

NOTE Within the operational network, the MCGs are seen as end devices. From ground, the MCGs are the only 815 
points of visibility for the on-board operational network. 816 

4.9.4.3MCG connecting both category 1 and categories 2/3 817 

An MCG can be used to connect both category 1 and categor ies 2/3 transmission systems as 818 

it is shown in the example of Figure 10. 819 

 820 

Figure 10 – MCG connecting open and closed transmission systems 821 

In this case, the MCG shall act as a category 1 MCG towards the closed system.  822 

This also means in particular that there shall be no possibility to change the configuration of 823 

the MCG from either open system. 824 

EXAMPLE The firewall in the MCG is configured to block all direct traffic between the open systems and the 825 
closed system (everything ending in the MCG services platform), but is more open for traffic between the open 826 
systems. 827 
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