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Introduction
This draft standard is based on national and international discussions. Your comments on this draft are invited and will assist in
the preparation of the consequent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Please indicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.

Template for comments and secretariat observations Date: xx/xx/20xx Document: ISO/DIS xxxx

1 2 (3) 4 5 (6) 7

MB Clause No./ Subclause
No./Annex (e.g. 3.1)

Paragraph/
Figure/Table/Note

Type of
comment

Commend (justification
for change) by the MB

Proposed change by the MB Secretariat observations on
each comment submitted

3.1 Definition 1 ed Definition is ambiguous and needs
clarifying.

Amend to read '...so that the mains
connector to which no connection...'

6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.

Delete reference to UV photometer.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 42 

____________ 43 

 44 
Information technology – 45 

Home Electronic System (HES) gateway – 46 
 47 

DRAFT  48 
Part 3-2: Privacy framework 49 

 50 
FOREWORD 51 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising  52 
all national electrotechnical  committees (IEC National Committees). The object of IEC is to promote international  53 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 54 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 55 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publ ication(s)”). Thei r 56 
preparation is entrusted to technical  committees; any IEC National Committee interested in the subject dealt with 57 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising  58 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization fo r 59 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 60 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 61 
consensus of opinion on the relevant subjects since each technical committee has representation from all  62 
interested IEC National Committees.  63 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National  64 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC  65 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 66 
misinterpretation by any end user. 67 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 68 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 69 
any IEC Publication and the corresponding national or regional publication shall  be clearly indicated in the latter.  70 

5) IEC itself does not provide any attestation of conformity. Independent certif ication bodies provide conformit y 71 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any  72 
services carried out by independent certi fication bodies. 73 

6) All users should ensure that they have the latest edition of this publication. 74 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and  75 
members of i ts technical committees and IEC National Committees for any personal injury, property damage or 76 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 77 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 78 
Publications.  79 

8) Attention is drawn to the Normative references ci ted in this publication. Use of the referenced publications is  80 
indispensable for the correct application of this publication. 81 

9) Attention is drawn to the possibili ty that some of the elements of this IEC Publication may be the subject of paten t 82 
rights. IEC shall  not be held responsible for identifying any or all such patent rights. 83 

 84 
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International Standard ISO/IEC 18012-4 has been prepared by subcommittee 25: 85 
Interconnection of information technology equipment, of ISO/IEC joint technical committee 1: 86 
Information Technology. 87 

This edition includes the following significant technical changes with respect to the previous 88 
edition: 89 

The text of this International Standard is based on the following documents: 90 

FDIS Report on voting 

XX/XX/FDIS XX/XX/RVD 

 91 

Full information on the voting for the approval of this International Standard can be found in the 92 
report on voting indicated in the above table. 93 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 94 

The committee has decided that the contents of this document will remain unchanged until the 95 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 96 
the specific document. At this date, the document will be 97 

• reconfirmed, 98 

• withdrawn, 99 

• replaced by a revised edition, or 100 

• amended. 101 

 102 

The National Committees are requested to note that for this document the stability date 103 
is 20XX.. 104 

THIS TEXT IS INCLUDED FOR THE INFORMATION OF THE NATIONAL COMMITTEES AND WILL BE DELETED 105 
AT THE PUBLICATION STAGE. 106 

107 
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INTRODUCTION 108 

The Home Electronic System (HES) is a set of standards that support communication, control, 109 
and monitoring applications for homes and buildings. However, homes and buildings present a 110 
heterogeneous and changing networking environment, and many of these networks and 111 
applications (including some HES standards) are not directly interoperable with each other. 112 
HES standards achieve interoperability through the ISO/IEC 15045 HES gateway standards 113 
which rely on ISO/IEC 18012 Guidelines for product interoperability standards to support 114 
functional interworking among the dissimilar home devices, applications, protocols, and 115 
networks found in this environment.  116 

The HES gateway enables an open and adaptable market for incompatible products by 117 
specifying a standardized modular system intended to provide interoperability among the 118 
diversity of networks found in homes and buildings. The HES interoperability system does not 119 
require modification of the various networks, applications, or protocols that use it. Appropriate 120 
interworking functions are used for translating network messages through interface modules to 121 
a common lexicon expression which is then exchanged on a private internal network bus 122 
protocol. A protected application platform using the bus protocol supports an expanding array 123 
of services for both the applications and the network. 124 

In summary, the HES gateway standard series specifies a standardized modular dedicated 125 
private internal network system that includes: 126 

• interfaces (i.e., interface modules) for communication and semantic translation among 127 
dissimilar home and building area networks (HANs), as well as with external wide area 128 
networks (WANs), and  129 

• a platform for supporting an expanding array of application services (i.e., service modules), 130 
and 131 

• a secure communication path among these modular elements with access restricted to the 132 
appropriate elements in order to protect data, safety and privacy. 133 

Relation to existing work 134 

The concepts of product interoperability are introduced in ISO/IEC 18012-1 Guidelines for 135 
product interoperability – Part 1: Introduction. The interworking function (IWF) is described in 136 
ISO/IEC 18012-2 Guidelines for product Interoperability – Part 2: Taxonomy and application 137 
interoperability model. The message content, including applications, interface and service 138 
objects are specified in ISO/IEC 18012-3 Guidelines for product Interoperability – Part 3: 139 
Lexicon. The method and format of communication packet exchanges or direct API exchanges 140 
within a gateway are described in ISO/IEC 18012-4 Guidelines for product Interoperability – 141 
Part 4: Event encoding.  142 

Privacy in HES gateway 143 

The HES gateway is described in ISO/IEC 15045-1 Home Electronic System (HES) gateway – 144 
Part 1: A residential gateway model for HES. Several structural configurations of the HES 145 
gateway are described in ISO/IEC 15045-4-1 HES gateway – Part 1: Structural class and 146 
module requirements. All structural classes use the HES interoperability system described 147 
above. However, for classes that use physically separated modules, communications among 148 
modular elements is provided by a dedicated private serial bus (i.e., Ethernet) and utilises a set 149 
of protocols now known as the common language internal protocol (CLIP), originally called the 150 
GL bus in ISO/IEC 15045-2 HES gateway – Part 2: Modularity and protocol. All HES gateway 151 
structural class configurations use the same interworking functions, including lexicon, and event 152 
encoding. 153 

Privacy, security and safety requirements for the HES gateway are specified in ISO/IEC 15045-154 
3-1 Home Electronic System (HES) gateway – Part 3-1: Introduction to privacy, security and 155 
safety. This ISO/IEC 15045-3-2 Home Electronic System (HES) gateway – Part 3-2: HES 156 
gateway privacy framework provides specifications that fulfil the privacy requirements of Part 157 
3-1. These privacy considerations are based upon ISO/IEC 29100. 158 

The privacy aspects in this ISO/IEC 15045-3-2 standard are focused on individual premises, 159 
and not focused on apartment complexes or multi-family dwellings. Such situations are handled 160 
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with “interconnected gateways” structural class. The ISO/IEC 15045-4-5 standard will detail the 161 
privacy considerations and enhancements relating to these types of dwellings. 162 

Figure 1 shows the core interoperability and HES gateway series of standards and where this 163 
ISO/IEC 15045-3-2 standard fits into series. 164 

 165 

Figure 1 – IEC/ISO 15045-3-2 Standard within the Core Interoperability and HES gateway 166 
Standards 167 

Future features 168 

The HES gateway is structured to provide a foundation for which features can be added as 169 
appropriate while maintaining the privacy, security, safety and interoperability capabilities. The 170 
interoperable objects, domains and services defined in the HES Lexicon can be expanded.  171 
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INFORMATION TECHNOLOGY–  172 
HOME ELECTRONIC SYSTEM (HES) – 173 

HES GATEWAY 174 
 175 

HES gateway privacy framework 176 

1 Scope 177 

ISO/IEC 15045-3-2 establishes cybersecurity requirements for protecting the privacy of 178 
premises and personally identifiable information through the use of the HES gateway and 179 
related HES standards. This standard applies a set of principles to which the HES gateway 180 
must conform including consent, purpose legitimacy, collection limitation, data minimization, 181 
retention, accuracy, openness, and individual access. 182 

The HES gateway is a modular interoperability interface for communications among premises 183 
networks, and also between premises networks and external networks (e.g., Internet access 184 
networks, IoT devices, etc.). It also provides a modular platform for interoperable services (e.g., 185 
plug-in apps performed in HES service modules). 186 

2 Normative references 187 

The following documents, in whole or in part, are normatively referenced in this document and 188 
are indispensable for its application. For dated references, only the edition cited applies. For 189 
undated references, the latest edition of the referenced document (including any amendments) 190 
applies. 191 

ISO/IEC 15045-1:2004, Home Electronic System (HES) gateway – Part 1: A residential gateway 192 
model for HES 193 

ISO/IEC 15045-2:2012, Home Electronic System (HES) gateway – Part 2: Modularity and 194 
protocol 195 

ISO/IEC 15045-3-1, Home electronic system (HES) gateway – Part 3-1: Introduction to privacy, 196 
security, and safety [In progress] 197 

ISO/IEC 15045-4-1, Home electronic system (HES) gateway – Part 4-1: Structural class and 198 
module requirements [In progress] 199 

ISO/IEC 15045-4-2, Home electronic system (HES) gateway – Part 4-2: Simple HES gateway 200 
[In progress] 201 

ISO/IEC 18012-1:2004, Home Electronic System – Guidelines for Product Interoperability – Part 202 
1: Introduction 203 

ISO/IEC 18012-2:2012, Home Electronic System – Guidelines for product interoperability – Part 204 
2: Taxonomy and application interoperability model 205 

ISO/IEC 18012-3, Home electronic system – Guidelines for product interoperability – Part 3: 206 
Lexicon [In progress] 207 

ISO/IEC 18012-4, Home electronic system – Guidelines for product interoperability – Part 4: 208 
Event encoding [In progress] 209 

ISO/IEC 29100:2011, Information technology – Security techniques – Privacy framework 210 

3 Terms, definitions, abbreviations and conventions 211 

3.1 Terms and definitions 212 

For the purposes of this document, the following terms and definitions apply. 213 

3.1.1  214 
binding map 215 
table that links inputs to outputs 216 
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