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Introduction
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the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.
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Document: 1SO/DIS xxxx
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as serious problems have been
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DRAFT INTERNATIONAL STANDARD ISO/IEC DIS 9594-12:2022(E)

Information technology — Open systems
interconnection —

Part 12:
The Directory: Key management and public-key
infrastructure establishment and maintenance

SECTION 1 - GENERAL

1 Scope

This Recommendation | International Standard supplements Rec. ITU-T X.509 | ISO/IEC 9594-8 and
Rec. ITU-T X.510 | ISO/IEC 9594-11 by providing extended analysis of cryptographic algorithms and
guidance in establishment and maintenance of a public-key infrastructure (PKI).

It is outside the scope of this Recommendation | International Standard to define new cryptographic
algorithms, but it is within scope to discuss already-defined cryptographic algorithms that provide
optimal protection, including protection in the future with powerful quantum computers.

This Recommendation | International Standard specifies how public-key infrastructure (PKI) may be
adapted to support machine-to-machine (M2M) communication, e.g., Smart grid and Internet of Things
(IoT) to allow interworking.

This Recommendation | International Standard specifies the procedures for establishment and
maintenance of a PKI supporting new areas, such as intelligent electricity net (smart grid), industrial
internet of things.

2 Normative references

The following Recommendations and International Standards contain provisions which, through
reference in this text, constitute provisions of this Recommendation | International Standard. At the
time of publication, the editions indicated were valid. All Recommendations and Standards are subject
to revision, and parties to agreements based on this Recommendation | International Standard are
encouraged to investigate the possibility of applying the most recent edition of the Recommendations
and Standards listed below. Members of IEC and ISO maintain registers of currently valid International
Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

2.2 Recommendations

None

2.3 Others
IETF RFC 8017 (2016), PKCS #1: RSA Cryptography Specifications Version 2.2.
[ETF RFC 8032 (2017), Edwards-Curve Digital Signature Algorithm (EdDSA).

NIST FIPS 186-4 (2013). Digital Signature Standard (DSS).
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NIST FIPS 198-1 (2008), The Keyed-Hash Message Authentication Code (HMAC).

NIST SP 800-38C (2004), Recommendation for Block Cipher Modes of Operation: The CCM Mode for
Authentication and Confidentiality.

NIST SP 800-38D (2007), Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode
(GCM) and GMAC.

NIST SP 800-56A, Revision 3 (2018), Recommendation for Pair-Wise Key,Establishment Schemes Using
Discrete Logarithm Cryptography.

NIST SP 800-185 (2016), SHA-3 Derived Functions: cSHAKE, KMAC, TupleHash and ParallelHash.
NIST SP 800-208 (2020), Recommendation for Stateful Hash-Based Signature Schemes.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply:

3.1 OSIreference model security architecture definitions
Terms defined in Rec. ITU-T X.800 | [SO 7498-2:
a) asymmetric (encipherment);

b) authentication exchange;

c) authentication information;

d) confidentiality;

e) credentials;

f) cryptography;

g) data origin authentication;

h) decipherment;

i) digital signature;

j) encipherment;

k) key;

1) peer-entity authentication;

m) symmetric (encipherment).

3.2 Baseline identity management terms and definitions
The following term is defined in Rec. ITU-T X.1252:

a) trust.

3.3 Terms defined in public-key and attribute certificate frameworks
The following terms are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8:

a) CA certificate;

b) certificate policy; Documents
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c) certification practice statement (CPS);
d) certificate revocation list (CRL);
e) certificate serial number;

f) certificate validation;

g) certification authority (CA);

h) certification path;

i) cross-certificate;

j) end entity;

k) end-entity public-key certificate;
1) keyagreement;

m) private key;

n) publickey;

0) relying party;

q) trustanchor;

r) trustanchor information.

3.4 Key management and public-key infrastructure establishment and maintenance
definitions

The following terms are defined in the Recommendation | International Standard:

3.4.1 extractor: An algorithm that transform a weakly random distribution into an almost uniform
distribution-

3.4.2 brute-force attack: For cryptographic algorithms it is and exhaustive search of all possible
combinations until a workable combination is found.

3.4.3 cryptoagility: The ability to adapt to more secure cryptographic algorithms without significant
changes to system structure.

3.4.4 fully qualified domain name: A domain name that specifies its exact location in the tree
hierarchy of the domain name system (DNS)

3.4.5 integer factoring: Breaking a (large) integer down into prime factors when multiplied equal
the original integer.

3.4.6 Kkeyagreement: A pairwise key-establishment algorithm in which the resulted shared secret is
a function of information supplied by both participants.

3.4.7 Kkey establishment: The procedure that results in secret keying material shared between
communicating entities using either key agreement or key transport.

3.4.8 Kkey transport: Secure transfer of a symmetric key to a peer communication partner.
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3.4.9 national trust anchor: A trust anchor established by a recognized national organization that is
considered trustworthy by all entities in the country.

3.4.10 nonce: A value that is used only once within a specified context.
3.4.11 public-key certificate owner: An entity that is the subject of a public-key certificate.
3.4.12 public-key infrastructure (PKI) domain: A PKI under a single management.

3.4.12 security strength: A measure expressed in bits of the expected number of operations of some
kind required to crack a cryptographic algorithm.

3.4.13 semiprime: An integer being the product of two prime integers.
3.4.14 signatory: The entity that digitally signs a document or a message.
3.4.15 Shor's algorithms: A quantum algorithm for factoring a (large) integer.

3.4.16 subject name: The name supplied in the subject component of a public-key certificate, and
which is used to reference the entity holding the public-key certificate in question.

3.4.17 verifier: The entity that verifies a digital signature.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

AEAD Authenticate Encryption with Associated Data

NOTE - Some specifications use the term Authenticate Encryption with Additional Data

AES Advanced Encryption Standard
CA Certification Authority

CBC Cipher Block Chaining

CRL Certificate Revocation List
CTR Counter

DNS Domain Name System

DSA Digital Signature Algorithm
ECC Elliptic Curve Cryptography
ECDH Elliptic Curve Diffie-Hellman

ECDLP Elliptic Curve Discrete Logarithm Problem
ECDSA Elliptic Curve Digital Signature Algorithm

EdDSA Edwards-curve Digital Signature Algorithm

FQDN Fully Qualified Domain Name
Documents
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GCD
HKDF
HMAC
HSM
[IANA
ICV
[IoT
[oT

IP
KDC
LCM
MAC
M2M
NIST
OCSP
0sI
PKI
PRNG
QKD
RBG
RDN
RSA
SHA
SHAKE
TCP
TLS
UDP
XOF
XOR
UuID

Greatest Common Divisor
Hash-based Key Derivation Function
Hash Message Authentication Code
Hardware Security Module

Internet Assigned Numbers Authority
Integrity Check Value

Industrial Internet-of-Things
Internet of Things

Internet Protocol

Key Distribution Centre

Least Common Multiple

Message Authentication Code
Machine-to-Machine

National Institute of Standards and Technology
Online Certificate Status Protocol
Open Systems Interconnection
Public-Key Infrastructure

Pseudo Random Number Generator
Quantum Key Distribution

Random Bit Generators

Relative Distinguished Name
Rivest-Shamir-Adelman

Secure Hash Algorithm

Secure Hash Algorithm Keccak
Transmission Control Protocol
Transport Layer Security

User Datagram Protocol
Extendable-Output Function
eXclusive OR

Universal Unique Identifier
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5 Conventions

This Recommendation | International Standard has been developed according to the rules for
presentation of ITU-T | ISO/IEC common text of September 2014.

The term "Specification” (as in "this Specification") shall be taken to mean this Recommendation |
International Standard.

The term "shall" is used when expressing requirement on implementation referencing this Specification.
The term "must" is used to express requirements that by necessity has to be satisfied, e.g., expressing
mathematical relationships.

This Specification makes extensive use of the abstract syntax notation one (ASN.1) for the formal
specification of data types and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T
X.681 | ISO/IEC 8824-2, Rec. ITU-T X.682 | ISO/IEC 8824-3, and Rec. ITU-T X.683 | ISO/IEC 8824-4.

This Recommendation | International Standard presents ASN.1 notation in the bold courier new
typeface. When ASN.1 types and values are referenced in normal text, they are differentiated from
normal text by presenting them in the bold Courier New typeface. Mathematical terms and equations
are presented in the Combria Math typeface.

6 Cyber security consideration for communication networks

6.1 The challenge of large ICT networks

Large networks provide a particular challenge from a cyber security point of view, as it is necessary
to have scalable specifications. Smart grid networks and Industrial Internet-of-Things (1loT) networks
are examples of large networks potentially including entities with constrained capabilities. This is
the underlying subject for this Specification. A simplified example of such a network is illustrated in

Figure 1.

Rec. ITU-T X.510
Rec. ITU-T X.509 ISO/IEC 9594-11

ISO/IEC 9594-8 /

Figure 1 — Large interconnected ICT network

A large network is characterized by having many communication channels as illustrated in Figure 1.
The figure also illustrates the cryptographic relationship between Rec ITU-T X.509 | ISO/IEC 9594-8
and Rec ITU-T X.510 | ISO/IEC 9594-11. Rec ITU-T X.509 | ISO/IEC 9594-8 is the specification for
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cryptographic capabilities associated with the entities, while Rec ITU-T X.510 | ISO/IEC 9594-11 is the
specification for secure end-to-end communication between two entities.

The purpose of this Specification is to provide a bridge between the above two specifications to
provide recommendations as to establish and maintain a PKI based on the specifications given by Rec
ITU-T X.509 | ISO/IEC 9594-8 and to provide details behind cryptographic algorithms including the
mathematics behind to the Rec ITU-T X.510 | ISO/IEC 9594-11 specification.

Security of a network is in general important. If the network is part of a critical infrastructure, security
is even more crucial. This involves:

a) On each connection the two partners need to authenticate each other and ensure integrity during
initial handshaking by using asymmetric cryptography.

b) The use of integrity check value (ICV, also called message authentication code (MAC) during data
transfer requiring cryptographic symmetric keys.

c) If confidentiality is required, additional cryptographic symmetric keys are required.
6.2 Connection-mode communication

6.2.1 General

To establish the scope of this Specification, the general Internet communication reference model is
depict in Figure 2 and is discussed in some details below.

OSlI reference Internet Internet
model layered structure layered structure
Application Layer Application protocol . Application protocol
] (e.g., Rec. ITU-T X.510 | |, Association _| (e.g., Rec. ITU-T X.510 |
Presentation Layer ISO/IEC 9594-11 D - ISO/IEC 9594-11

i wrapper protocol) wrapper protocol)
Session Layer

Transport connection
Transport Layer IETF RFC 793 TCP |« IETF RFC 793 TCP

Connectionless

IETF RFC 791 IPv4 IETF RFC 791 IPv4

Network Layer or == == === == T = = = L or
IETF RFC 2460 IPv6 IETF RFC 2460 IPv6
Connectionless data
- link layer
Data Link Layer | IsonEcEEE 83023 _|© _ " isonEc/iEEE 8302-3_|
Physical Layer Ethernet € — — _Connectionless_ _ _J| Ethernet

physical layer

Figure 2 — Layered communication model

The Internet layered model and its relationship with the Open Systems Interconnection (OSI) reference
model. The OSI reference model consists of seven layers with one or more protocols operating at each
layer for given communication system. IETF in its definition of the internet communication reference
model suite has collapsed the three upper layers of the OSI model into one application layer. The
Internet communication reference model is illustrated by including a typical Internet protocol stack
that provides support at each layer.

Figure 2 also shows a simplified picture of the communication between peer layers. There are two
different modes of operation for communications protocols:

a) For a connection-oriented communication, explicit handshake is performed before the actual data
transfer. The handshake is used to establish some common agreement and understanding before
the actual data transfer.
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b) For a connection-less communication, data is transferred without a previously performed explicit
handshake. There may be an implicit understanding, like both parties having the necessary
software to handle the communication.

The three lower layers typically use connectionless communication. The Internet protocol (IP) version
4 is specified by IETF RFC 791, while IP version 6 is specified by IETF RFC 2460.

Data link layer and physical layer are typically using some LAN communication, such
ISO/IEC/IEEE 8802-3.

At the transport layer, the Transmission Control Protocol (TCP) specified by IETF RFC 793 is widely
used for establishing a connection-oriented transport connection.

NOTE The user datagram protocol (UDP) specified in IETF RFC 768 is a connection-less protocol that may be
used at the transport layer instead of TCP.

According to the OSI reference model, a connection established at one layer is used by the layer above
for its communication. As there is no layer above the application layer, a connection is not established at
the application layer, but is instead labelled as an association, For some this may be a subtle difference.

This Specification mostly considers connection-oriented communication at the application layer, where
an association goes through three phases:

a) association establishment phase;
b) data transfer phase; and
c) association termination phase.

During these three phases, cryptographic algorithms play specific roles as detailed by this Specification.

6.2.2 Association establishment phase

During the association establishment phase the following cryptographic algorithms may come into
play:

a) Each of the public-key certificate in the certification path (see clause 21.1) requires the use of one
or two digital signature algorithms and one or two public-key algorithms, depending on whether
algorithm migration is required or not.

b) The handshake itself also requires the use of one or two digital signature algorithms depending on
whether algorithm migration is required or not.

c¢) Cryptographic algorithms to be used during the data transfer phase may be negotiated during
the handshake phase. If confidentiality is required there may be a choice between authenticated
encryption with associated data (AEAD) or not using AEAD (e.g., using AES-CBC). If not using AEAD
is a possible choice, then negotiation of ICV algorithms may also be included.

d) Depending on migration requirement, one or two key establishment algorithms are required for
establishment of symmetric keys.

6.2.3 Data transfer phase

Unless the data transfer phase is rather short, the symmetric keys used during data transfer should be
renewed at regular intervals. There are several reasons for renewal of the symmetric keys:

a) There isless damage if a symmetric key is exposed.
b) An adversary has less ciphertext available that was generated under one symmetric key.

c) Anadversary needs to recover several keys if interested in decrypting larger parts of a ciphertext.
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The same key establishment algorithm used during association establishment may be used for rekeying.

6.2.4 Association termination phase

An association may be terminated either due to a normal release or due to error condition requiring an
abort. To ensure authenticity and integrity of a release or abort, the same digital signature algorithm as
for association establishment might be used.

6.3 Symmetric key requirements

If both ICV and encryption are required for a specific association, at least two symmetric keys are
required per connection. If different keys are used in the two directions, which is recommended, four
symmetric keys may be required per connection.

The wrapper protocol specified in Rec. ITU-T X.510 | [EC 9594-11 requires four or two symmetric keys
per connection depending on whether encryption is required or not.

For security reasons, each association in a network requires its own set of symmetric keys different
from those of other associations. Furthermore, the keys need to be renewed at certain intervals, e.g.,
every 24 hours. Traditional key distribution via a key distribution centre (KDC) is not useable in
this environment. Quantum key distribution (QKD) does not seem like the answer either. Instead of
a centralized approach, which is not scalable, a decentralized approach is necessary, where any two
entities establish their own symmetric keys used in their mutual communication. It is here that PKI
comes in. By having a public-key certificate together with the corresponding private key present in
every entity makes it possible dynamically to produce the required symmetric keys in a decentralized
fashion.
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SECTION 2 - CRYPTOGRAPHIC ALGORITHMS

7 Introduction to cryptographic algorithms

Cryptography is the practice and study of techniques for secure communication in the presence of
adversarial behaviour. Secure cryptographic algorithms are important components of a cyber security
policy. They therefore play a major role within PKI and related technologies, such as transport layer
security (TLS) as defined by IETF RFC 8446. Rec. ITU-T X.510 | ISO/IEC 9594-11 is depending on secure
cryptographic algorithms.

Different types of cryptographic algorithms are required:
a) hash algorithms as discussed in clause 8;

b) public-key algorithms and digital signature algorithms as discussed in clause 9;

c) Kkey establishment algorithms as discussed in clause 10;
d) symmetric key algorithms as discussed in clause 11;
e) authenticated encryption with associated data (AEAD) algorithms as discussed in clause 12;

f) integrity check value (ICV) algorithms, also called message authentication code (MAC) algorithms,
are discussed in clause 13.

The concept of security strength is handled in clause 14 while the importance of a good random number
generator is discussed in clause 15.

When the abstract syntax notation one (ASN.1) is used for specification of communication protocol
syntaxes, cryptographic algorithms are identified by object identifiers. Protocols not using ASN.1 for
syntax specification may use character strings to identify cryptographic algorithms. Such character
strings are typically registered by the Internet Assigned Numbers Authority (IANA) to ensure
uniqueness. Use of cryptographic algorithms by non-ASN.1 specifications is outside the scope of this
Specification.

When ASN.1 is used as the syntax specification, a cryptographic algorithm is identified by an object
identifier, but to fully identify a particular cryptographic algorithm, there may also be necessary
to specify some additional parameters. Rec. ITU-T X.509 | ISO/IEC 9594-8 uses the following ASN.1
information object class for identifying cryptographic algorithms:

ALGORITHM ::= CLASS {

&Type OPTIONAL,

&DynParms OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX ({

[ PARMS &Typel

[DYN-PARMS &DynParms]

IDENTIFIED BY &id }

NOTE A short introduction to the concept of ASN.1 information object class is given in Rec. ITU-T X.510 |
ISO/IEC 9594-11.

The US based National Institute of Standards and Technology (NIST) has allocated object identifiers to
several cryptographic algorithms. Other object identifiers are allocated by IETF RFCs. Rec. ITU-T X.510
| ISO/IEC 9594-11 has defined object identifier for cryptographic algorithms not defined anywhere else.

The procedure associated with a cryptographic algorithm is described in some detailed specification
that is mostly relevant for implementors. The type of algorithm is identified by the object identifier
given in the sid field. Some algorithms have as part of the procedure fixed parameters to be supplied
to uniquely specify the procedure. The sType field is used for supplying such fixed parameters. Some
algorithms require parameters to be used during their deployment, such as a random number used
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only once (also called nonce). Such parameters are called dynamic parameters. The sDynParms field is
used for specifying requirement for dynamic parameters.

Negotiation of algorithm requires only the object identifier, and if present, the fixed parameters.
During deployment of an algorithm, only the dynamic parameters, if any, are required as part of the
deployment.

Prior to Rec. ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, the arcor1iTHM information object class did not
include the spynParms field meaning that fixed and dynamic parameter are intermixed, which makes
algorithm negotiation cumbersome.

Cryptographic algorithms are defined in many different specifications, typically in IETF RFCs and in
National Institute of Standards and Technology (NIST) specifications. For easy reference and for easy
import into ASN.1 modules, annex B of Rec. ITU-T X.509 | ISO/IEC 9594-8 provides copy of relevant
cryptographic algorithm definitions.

Current cryptographic algorithms that have dynamic parameters need to be updated using the
extended arLcorITHM information object class. This requires assigning new object identifiers. Such
updated specifications may be found in Rec. ITU-T X.510 | ISO/IEC 9594-11.

The security properties of a cryptographic algorithm depend on:
— The security parameters of the algorithm.

— The processing speed of computers, which determines the feasibility of cracking an algorithm by
brute force, i.e., trying all possibilities. It is asserted that there may be adversaries with access to
abundant computer power.

— An algorithm may have built-in weakness that allow skilled mathematicians to find ways to crack it
not requiring a complete brute force attack.

— An algorithm may be implemented in such a way that it does not provide the full level of security it
should theoretically offer. As an example, if a poor random number generator is used for generating
cryptographic keys, some values are more likely than others. This may be used by an adversary to
reduce the effort in cracking the key.

8 Hash algorithms

8.1 General

A hash algorithm is the specification on how to take an arbitrary message (bit string) and produce a
fixed length hash value called a digest.

Secure hash algorithms are typically used together with other cryptographic algorithms and are useful
for different purposes, including:

a) Integrity protection: Digests may be used to detect whether messages have been changed since the
digests were created (integrity check). This functionality is primarily part of digital signatures as
discussed in clause 9 or as part of integrity check value (ICV) as discussed in clauses 13.2 and 13.4.
Hash algorithms are also used for ensuring blockchain integrity (ensuring immutability).

b) For generating fingerprints to generate a small representation of a larger data item, like a public-
key certificate.

c¢) Key derivation functions: This is a function that derives one or more secret keys from a shared
secret value generated in some way, e.g., by use of the Diffie-Hellman method as discussed in
clause 10.3.

d) For random number generation.
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A good hash algorithm is designed to satisfy the following requirements:

a) Itis a one-way algorithm, meaning it is computationally infeasible to reverse the algorithm to find
the message that maps to a specific digest.

b) Itisinfeasible to modify a message without changing the digest.

c) Itis collision resistant, meaning it is computationally infeasible to find two distinct messages that
map to the same digest.

d) Even a small change in the input bit string causes an unpredictable change of the output digest.
This will result in a verification failure when the hash algorithm is used with a digital signature
algorithm or ICV.

e) It is deterministic. When the same message is hashed multiple times, it results every time in the
same digest. This is a characteristics that is required in contrast to encryption (see clause 11.3.2).
This characteristic allows to verify a digital signature or ICV.

f) Fastto calculate.
The first three properties are related to three types of hash algorithm attacks:
a) Collision attack: The possibility to find two different messages that result in the same digest.

b) Preimage attack: Given a digest value without knowing the corresponding message, it is possible
to find a bit string having that digest. It is considerably more difficult to perform preimage attack
than a collision attack.

c) Second preimage attack: Given a message and its digest, it is possible to find another message that
has the same digest. This is the attack that could be made on data being transmitted, where a man-
in-the-middle attacker is trying to replace the data with some other data.

8.2 The SHA-2 series of hash algorithms

8.2.1 Referenced specifications

IETF RFC 6234 give a detailed specification of the SHA-2 hash algorithm. It also includes some
programming aspects. NIST FIPS PUB 180-4 is another, but shorter reference.

IETF RFC 5754 provides information on the use of SHA-2 algorithms by cryptographic message syntax
(CMS).

8.2.2 The SHA-2 model

NIST has in FIPS PUB 180-4 published specifications for so-call secure hash algorithms (SHAs) to
replace previous hash algorithms not considered sufficiently safe. This Specification considers SHA-
224, SHA-256, SHA-512, SHA-512/224 and SHA-512/256. SHA-1 is now considered unsafe and therefore
not further considered by this Specification.

SHA-2 is now widely used and considered safe for the time being. However, current implementations of
SHA-2 should plan migration to SHA-3

v

< Padded message

Block 1 Block 2 Block n

Figure 3 — SHA-2 generation Documents
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As indicated in Figure 3, the SHA-2 procedure is block oriented, with two different block sizes as listen
in Table 1.

Messages are padded to a multiple of the block size. The last part of the patting is a 64-bit integer for a
block size of 512 bits and 128-bit integer for block size of 1024 bits. This integer shall hold the length of
the message to be hashed. For details on padding see IETF RFC 6234.

The creation of hash digest goes through several steps as illustrated in Figure 3. The function F takes
as input a block of the padded message and the output from the previous instance of the function F. It
then manipulates these two inputs in a somewhat complicated way, as described in NIST FIPS PUB 180-
4. The result is a bit string of the same size as the block size. It is then an input to the next invocation of
the function F.

When handling the first block, there is not output from a previous invocation of the F-function and
instead an initial value of the same size as the block size is used, The initial values are listed in NIST
FIPS PUB 180-4.

The output of the last invocation of the F-function is the hash digest possibly truncated as required.
8.2.3 The SHA-2 characteristics

Table 1 — Characteristics of SHA-2 algorithms

. Message | Blocksize | Word size | Digest size Security strength
Algorithm . : . . . — - -
size (bits) (bits) (bits) (bits) Collision | Preimage |2nd preimage

SHA-224 < 264 512 32 224 112 224 Note 1
SHA-256 < 264 512 32 256 128 256 256-L(M)
SHA-384 <2128 1024 64 384 192 384 384
SHA-512 <2128 1024 64 512 256 512 512-L(M)
SHA-512/224 <2128 1024 64 224 112 224 224
SHA-512/256 <2128 1024 64 256 128 256 256
Note 1: Security strength is the minimum of 224 and (256 - L(M))
See NIST FIPS 202 Section A.1 for an explanation of L(M)

8.2.4 SHA-2 formal specification

8.2.4.1 General

The object identifiers for the SHA-2 algorithms are allocated by the NIST Computer Security Objects
Register (see Bibliography).

The formal algorithm specifications for SHA-2 algorithms take no parameter. A NULL parameter shall
not be included as a parameter in the formal specification. IETF RFC 5754 states that a conformant
CMS shall not include the NULL parameter but should accept that a communication partner includes the
NULL parameter.

8.2.4.2 SHA-224 and SHA-256 algorithms

SHA-224 and SHA-256 perform identical processing on message blocks and differ only on the initial
value. Both create a 256 bits output, but for SHA-224, the output is truncated to 224 bits.

They may both be used to hash a message having a length of less than 264 bits.

sha224 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 4 } }

sha256 ALGORITHM ::= {
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IDENTIFIED BY { hashAlgs 1 } }

hashAlgs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16) us(840) organization (1)
gov(101l) csor(3) nistAlgorithm(4) hashalgs(2) }

8.2.4.3 SHA-384 and SHA-512 algorithms

SHA-384 and SHA-512 perform identical processing on message blocks and differ only on the initial
value. Both create a 512 bits output, but for SHA-384, the output is truncated to 384 bits.

They may both be used to hash a message having a length of less than 2128 bits.

sha384 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 2 } }

sha512 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 3 } }

8.2.4.4 SHA-512/224 and SHA-512/256 algorithms

SHA-512/224 and SHA-512/256 as for SHA-384 and SHA-512, except that different initialization values
are used and the output for SHA-512/224 is truncated to 224 bits and the output for SHA-512/256 is
truncated to 256 bits.

sha512-224 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 5 } }

sha512-256 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 6 } }

Using a 64 bits processor, it has been demonstrated that the SHA-224 and SHA-256 algorithms take more
processing power than SHA-384 and SHA-512 algorithms, except for short messages. The SHA-512/224
and SHA-512/256 algorithms were introduced to take the benefit of a more efficient processing, but
still have shorter hash digests in environments with size constraints.

8.3 The Keccak algorithms

NIST chose the Keccak algorithm as the new SHA-3 standard. Keccak offers many benefits, such as
efficient performance and good resistance against attacks.

KEccak is best known as the underlying technique for the SHA-3 series of hash algorithms and the
KMAC algorithms as described in clause 13.4. The basic principles of Keccak are firstly presented here
as they are the basis discussing SHA-3 and KMAC. The Keccak algorithm is discussed in NIST FIPS PUB
202.

Li’ Pre-procgssing - Xy Xy Inner _}M,
| (padding) Keccak !
______________________"—‘————————}\ ————————

f \
___,|absorbing .| squeezing
process process

Figure 4 — High-level view on Keccak

Figure 4 gives a high-level view of the Keccak algorithm. A KEccak turns a message M into something
else. It may be turned into a hash digest, or an integrity check value (ICV) as discussed in clause 13.4.
Keccak requires that the message is split up in blocks of r bits, where r has value specific for Barticular
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usage of the Keccak algorithm ( see Table 2 for an example). The message is therefore padded to a be
multiple of . As also illustrated, the individual blocks xg , xq ...,x; of the input message are going

through a process that is being compared to a sponge. It sucks the input data and then squeezes the
data out in a modified form, e.g., as a hash digest.

A Keccak operates on a fixed number of bits of width b at a time and where b>r. The difference b—r=c
, is called the capacity. b can take 7 different values in multiples of 25 bits, which can be written as

b=25x2! 1=0,1, 2, 3, 4, 5, 6, which means:
be {25, 50, 100, 200, 400, 800, 1600}

i i
: Xo X1 .. X, Absorbing Squeezing
Padding| l ~ |

| .
xi][0° Xo][0° ; Yo

‘= =
Status vector 0c°=00 0 S = output from f
¢ null bits

Figure 5 — Absorbing and sequencing phases of the sponge construction

Figure 5 illustrates the absorbing and sequencing phases of the sponge construction.

The blocks of the padded input message M are fed into a permutation function one by one as illustrated
in Figure 5. Each input block x; of size r is padded with c null bits to get a length of b bits. This padded

input block is XOR'ed with a status vector also of b bits, and then fed into the permutation function fand
the result is an update status vector, which is then again XOR'ed with the next padded input block x;, 1,

etc. The first block x; is Xor'ed with an initial status vector of b zero bits. When the last input block has
been processed, the absorbing phase is complete.

The output of the last permutation transformation of the absorbing phase is then the input to the
squeezing phase. In contrast to a physical sponge, KEccak can squeeze out an indefinite amount of data.
As seeing from figure 5, the final r output of the absorbing phase yields the first part of the output
data. If this output is longer than required, it is truncated. If the output is shorter than required, the
permutation function is applied once more to create more out output. This may continue until enough
data is squeezed out.

The transformation is done by permeation. This permutation is done based on a structure of a three-
dimensional array as illustrated in Figure 6. Det number of cells is the same as the width b, i.e., r+b.
The figure illustrates the case with b=1600 . How the bits are allocated to the cells is described in NIST
FIPS PUB 202.
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/64

Figure 6 — State array

Within the state matrix, the bits may be moved around and/or changed by XOR operations in many
ways in five different steps named after the Greek letters: 0 (Theta). p (Rho),  (Pi), x (Chi) and t (Iota).
For details on these five steps, see NIST FIPS PUB 202.

The 5 steps are repeated in several rounds for each invocation of f. The number of round n, is depending
on the I defined above using the following formular: n, =12+2/.For =6, i.e., for, b=1600, the number
of rounds is 24 for each invocation of the permutation function.

How the output is extracted from the matrix to the status vector is also described in detail in NIST FIPS
PUB 202.

NIST FIPS PUB 202 defines the function:
Keccak[c](M,d)
where the following is fixed: b=1600, n, =24, and where c is the capacity. ~is the input bitstring
and d is the requested output size in bits.

8.4 SHA-3 characteristics

SHA-3 uses Keccak with a width of 1600 bits. The defined SHA-3 algorithms are listed in Table 2.

Table 2 — Characteristics of SHA-3 algorithms

Output Rate r Security strength in bits
Algorithm size d (block | Capacityc . . 2nd preim-
(bits) size) Collision Preimage age
SHA3-224 224 1152 448 112 224 224
SHA3-256 256 1088 512 128 256 256
SHA3-384 384 832 768 192 384 384
SHA3-512 512 576 1024 256 512 512
SHAKE128 256 1344 256 128 256 256
SHAKE256 512 1088 512 256 512 512
SHAKE128- d 1344 256 min(d/2, & >min(d, 128) min(d, 128)
len 128)
SHAKE256- d 1088 512 min(d/2, & >min(d, 256) min(d, 256)
len 256) o PP
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8.5 SHA-3 formal specifications

8.5.1 SHA3-224 specification

sha3-224 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 7 } }

8.5.2 SHA3-256 specification

sha3-256 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 8 } }

8.5.3 SHA3-256 specification

sha3-384 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 9 } }

8.5.4 SHA3-512 specification

sha3-512 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 10 } }

8.5.5 SHAKE-128 and SHAKE-256 specifications

shakel28 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 11 } }

shake256 ALGORITHM ::= {
IDENTIFIED BY { hashAlgs 12 } }

8.5.6 SHAKE-128-len and SHAKE-256-len specifications

shakel28-len ALGORITHM ::= {
PARMS ShakeOutputLen
IDENTIFIED BY { hashAlgs 17 } }

shake256-1len ALGORITHM ::= ({
PARMS ShakeOutputLen
IDENTIFIED BY { hashAlgs 18 } }

ShakeOutputLen ::= INTEGER -- Output length in bits

An extendable-output function (XOF) is a function on bit strings in which the output can be extended to
any desired length. The two SHA-3 XOFs are named SHAKE128-len and SHAKE256-len.

9 Public-key algorithms and digital signature algorithms

9.1 General

In asymmetric cryptography, an entity is assigned two mathematically related keys, a private key,
that the owning entity is assumed to protects from disclosure and a public key that may be more
freely distributed. Although the two keys are mathematically interrelated, it is infeasible for a secure
public-key algorithm to determine the private key from the corresponding public key, although it is
theoretically possible.
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If the public key is broken such that the private key is disclosed or the private key is otherwise
compromised, it is possible to produce false digital signatures.

NIST has issued a guide on digital signatures: NIST FIPS PUB 186-5. In addition to specifying digital
signature algorithms, it also includes public-key algorithm specifications.

Digital signature generation requires the deployment of both a hash algorithm and a public-key
algorithm. Some public key algorithms allow a choice among hash algorithms. In this case, it is not
sufficient to have a specification identifying the public-key algorithm. It is also necessary to define a
digital signature algorithm for each combination of a public-key algorithm and a hash algorithm. See
e.g., clauses 9.2.4 and 9.4.5.

Some public-key algorithms have a specific hash algorithm as part of their specifications, which is also
used for digital signature generation and verification. For such public-key algorithms there is no need
for a special digital signature algorithm. See clause 9.5.

Technically, a key pair used by a digital signature algorithm could also be used for other purposes, e.g.,
key establishment. However, it is highly recommended not to do that but to have different key pairs for
different purposes. NIST FIPS PUB 186-5 explicitly forbids multiple uses key pairs.

Digital signatures may be generated over both stored and transmitted data.

Signer Verifier
Data Data
Hash function Hash function
Data digest Data digest
Domain parameters or ECDSA Domain parameters or
additional — & _— additional
information/operation EdDSA information/operation
Public Verif
. . . eriry
Signature key Signature I
Pi\é?/te gelgeraijion ——) I.:)ata & ——) Velgficaltjion Olj
Signature fail

Figure 7 — Digital signature generation and verification

Figure 7 illustrates the principle of digital signatures in general and it also illustrates the use of
different cryptographic algorithms. Only the user that owns the private key, also called the signatory,
can perform signature generation.

Digital signatures are designed such that they cannot be forged.

Digital signatures are sometimes compared with handwritten signatures, but there are differences. A
digital signature is closely tight to the data being signed. Even a small change in the data will invalidate
the signature.
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