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Introduction
This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence
to the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
see www.iso.org/iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, Security techniques.

This second edition cancels and replaces the first edition (ISO/IEC 27701:2019), which has been
editorially revised. This second edition references the structure and content of [ SOiIEC 27001:ZOZi and
ISO/IEC 27002:2022. Clause 5 has been editorially revised to match the structure of [SO/IEC 27001:202x.
Clause 6 and Annexes D and E have been editorially revised to match the structure and content

of ISO/IEC 27002:2022. Internal cross-references have been revised as necessary. The complete
correspondence with the first edition can be found in Annex G.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

0.1 General

Almost every organization processes personally identifiable information (PII). Further, the quantity
and types of PII processed is increasing, as is the number of situations where an organization needs to
cooperate with other organizations regarding the processing of PII. Protection of privacy in the context
of the processing of PII is a societal need, as well as the topic of dedicated legislation or regulation all
over the world.

The information security management system (ISMS) defined in is designed to permit
the addition of sector specific requirements, without the need to develop a new management system.
ISO management system standards, including the sector specific ones, are designed to be able to be
implemented either separately or as a combined management system.

Requirements and guidance for PII protection vary depending on the context of the organization, in
particular where national legislation or regulation exists. [SO/IEC 27001 requires that this context be

understood and taken into account. This document includes mapping to:
— the privacy framework and principles defined in ISO/IEC 29100;

— ISO/IEC 27018;

— ISO/IEC 29151; and

— the EU General Data Protection Regulation.

However, these can be interpreted to take into account local legislation or regulation.

This document can be used by PII controllers (including those that are joint PII controllers) and
PII processors (including those using subcontracted PII processors and those processing PII as
subcontractors to PII processors).

An organization complying with the requirements in this document will generate documentary
evidence of how it handles the processing of PII. Such evidence can be used to facilitate agreements with
business partners where the processing of PII is mutually relevant. This can also assist in relationships
with other stakeholders. The use of this document in conjunction with can, if desired,
provide independent verification of this evidence.

This document was initially developed as ISO/IEC 27552.
0.2 Compatibility with other management system standards

This document applies the framework developed by ISO to improve alignment among its management
system standards.

This document enables an organization to align or integrate its PIMS with the requirements of other
management system standards.
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Security techniques — Extension to |!SO[IEC 27001 and
[SO/IEC 27002 for privacy information management —
Requirements and guidelines

1 Scope

This document specifies requirements and provides guidance for establishing, implementing,
maintaining and continually improving a privacy information management system (PIMS) in the form
of an extension to and [SO/IEC 27002 for privacy management within the context of the
organization.

This document specifies PIMS-related requirements and provides guidance for PII controllers and PII
processors holding responsibility and accountability for PII processing.

This document is applicable to all types and sizes of organizations, including public and private
companies, government entities and not-for-profit organizations, which are PII controllers or PII
processors processing PII within an [SMS.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

[SO/IEC 27001:202%, Information technology — Security techniques — Information security management
systems — Requirements

[SO/IEC 27002:2022, Information security, cybersecurity and privacy protection — Information security
controls

ISO/IEC 29100, Information technology — Security techniques — Privacy framework

3 Terms, definitions and abbreviations

For the purposes of this document, the terms and definitions given in [SO/IEC 27000 and ISO/IEC 29100
and the following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

31

joint PII controller

PII controller that determine the purposes and means of the processing of PII jointly with one or more
other PII controllers
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3.2

privacy information management system

PIMS

information security management system which addresses the protection of privacy as potentially
affected by the processing of PII

4 General

4.1 Structure of this document

This is a sector-specific document related to [SO/IEC 27001:202x and to ISO/IEC 27002:2022.

This document focuses on PIMS-specific requirements. Compliance with this document is based on
adherence to these requirements and with the requirements in [SO/IEC 27001:202%. This document
extends the requirements of [SO/IEC 27001:202¥ to take into account the protection of privacy of PII
principals as potentially affected by the processing of PII, in addition to information security. For a
better understanding, implementation guidance and other information regarding the requirements is
included.

Clause 5 gives PIMS-specific requirements and other information regarding the information security
requirements in [SO/IEC 27001 appropriate to an organization acting as either a PII controller or a PII

processor.

NOTE 1 _ For completeness, Clause 5 contains a subclause for each of the clauses containing requirements in
[SO/IEC 27001:202¥, even in cases where there are no PIMS-specific requirements or other information.

Clause 6 gives PIMS-specific guidance and other information regarding the information security
controls in [SO/IEC 27002 and PIMS-specific guidance for an organization acting as either a PII
controller or a PII processor.

NOTE 2  For completeness, Clause 6 contains a subclause for each of the clauses containing controls in
ISO/IEC 27002:2022, even in cases where there is no PIMS-specific guidance or other information.

Clause 7 gives additional [SO/IEC 27002 guidance for PII controllers, and Clause 8 gives additional
‘

IEC 27002 guidance for PII processors.

Annex A lists the PIMS-specific controls for an organization acting as a PII controller (whether it
employs a PII processor or not, and whether acting jointly with another PII controller or not).

Annex B lists the PIMS-specific controls for an organization acting as a PII processor (whether it
subcontracts the processing of PII to a separate PII processor or not, and including those processing PII
as subcontractor to PII processors).

Annex C contains a mapping to ISO/IEC 29100.

Annex D contains a mapping of the controls in this document to the European Union General Data
Protection Regulation.

Annex E contains a mapping to ISO/IEC 27018 and ISO/IEC 29151.

Annex F explains how ISO IEC 27001 and [SO/IEC 27002 are extended to the protection of privacy when
processing PII.

Annex G shows the correspondence between the controls in this edition of ISO/IEC 27701 and the
previous 2019 edition.

4.2 Application of [SO/IEC 27001:202X requirements

Table 1 gives the location of PIMS-specific requirements in this document in relation to [SO/IEC 27001
Documents
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Table 1 — Location of PIMS-specific requirements and other information for implementing
controls in ‘[SOZIEC 27001:2023

Clause in Title Subclause in Remarks
ISO/IEC 27001:202x this document
4 Context of the organization 5.2 Additional requirements
5 Leadership 5.3 No PIMS-specific requirements
6 Planning 5.4 Additional requirements
7 Support 5.5 No PIMS-specific requirements
8 Operation 5.6 No PIMS-specific requirements
9 Performance evaluation 5.7 No PIMS-specific requirements
10 Improvement 5.8 No PIMS-specific requirements
NOTE The extended interpretation of “information security” according to 5.1 always applies even when

there are no PIMS-specific requirements.

4.3 Application of ISO/IEC 27002:2022 guidelines
Table 2 gives the location of PIMS-specific guidance in this document in relation to [SO/IEC 27002

Table 2 — Location of PIMS-specific guidance and other information for implementing controls
in ISO/IEC 27002:2022

Clause in Title Subclause in Remarks
ISO/IEC 27002:2022 this document
5 Organizational controls 6.2 Additional guidance
6 People controls 6.3 Additional guidance
7 Physical controls 6.4 Additional guidance
8 Technological controls 6.5 Additional guidance
NOTE The extended interpretation of “information security” according to 6.1 always applies even when

there is no PIMS-specific guidance.

4.4 Customer

Depending on the role of the organization (see 5.2.1), "customer” can be understood as either:

a) an organization who has a contract with a PII controller (e.g. the customer of the PII controller);
NOTE1 This can be the case of an organization which is a joint PII controller.

NOTE 2  An individual person in a business to consumer relationship with an organization is referred to
as a "PII principal” in this document.

b) a PII controller who has a contract with a PII processor (e.g. the customer of the PII processor); or

c) aPII processor who has a contract with a subcontractor for PII processing (e.g. the customer of the
subcontracted PII processor).

NOTE 3  Where “customer” is referred to in Clause 6, the related provisions can be applicable in contexts a), b),
or c).

NOTE4  Where “customer” is referred to in Clause 7 and Annex A, the relation provisions are applicable in
context a).

NOTES5  Where “customer” is referred to in Clause 8 and Annex B, the relation provisions can be applicable in
contexts b) or c).
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5 PIMS-specific requirements related to [SO/IEC 27001

5.1 General

The requirements of [SO/IEC 27001:202x mentioning "information security" shall be extended to the
protection of privacy as potentially affected by the processing of PII.

NOTE In practice, where "information security" is used in [SO/IEC 27001:202¥, "information security and
privacy” applies instead (see Annex F).

5.2 Context of the organization

5.2.1 Understanding the organization and its context

A requirement additional to [SO/IEC 27001:202x, 4.1 is:

The organization shall determine its role as a PII controller (including as a joint PII controller) or a PII
processor.

The organization shall determine external and internal factors that are relevant to its context and that
affect its ability to achieve the intended outcome(s) of its PIMS. For example, these can include:

— applicable privacy legislation;

— applicable regulations;

— applicable judicial decisions;

— applicable organizational context, governance, policies and procedures;
— applicable administrative decisions;

— applicable contractual requirements.

Where the organization acts in both roles (i.e. a PII controller and a PII processor), separate roles shall
be determined, each of which is the subject of a separate set of controls.

NOTE The role of the organization can be different for each instance of the processing of PII, since it depends
on who determines the purposes and means of the processing.

5.2.2 Understanding the needs and expectations of interested parties

A requirement additional to !SOZIEC 27001:2023, 4.2 is:

The organization shall include among its interested parties those parties having interests or
responsibilities associated with the processing of PII, including the PII principals.

NOTE1 Otherinterested parties can include customers (see 4.4), supervisory authorities, other PII controllers,
PII processors and their subcontractors.

NOTE 2 Requirements relevant to the processing of PII can be determined by legal and regulatory
requirements, by contractual obligations and by self-imposed organizational objectives. The privacy principles
setout in ISO/IEC 29100 provide guidance concerning the processing of PII.

NOTE3 As an element to demonstrate compliance to the organization's obligations, some interested parties
can expect that the organization is in conformity with specific standards, such as the management system
specified in this document, or any relevant set of specifications. These parties can call for independently audited
compliance to these standards.

5.2.3 Determining the scope of the information security management system

A requirement additional to [SO/IEC 27001:202x, 4.3 is: Documents
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When determining the scope of the PIMS, the organization shall include the processing of PII.

NOTE The determination of the scope of the PIMS can require revising the scope of the information security
management system, because of the extended interpretation of “information security” according to 5.1.

5.2.4 Information security management system

A requirement additional to [SO/IEC 27001:202X, 4.4 is:

The organization shall establish, implement, maintain and continually improve a PIMS in accordance
with the requirements of[SO/IEC 27001:2022 Clauses 4 to 10, extended by the requirements in Clause 5.

5.3 Leadership

5.3.1 Leadership and commitment

The requirements stated in [SO/IEC 27001:202¥, 5.1 along with the interpretation specified in 5.1,
apply.

5.3.2 Policy

The requirements stated in [SO/IEC 27001:202%, 5.2 along with the interpretation specified in 5.1,
apply.

5.3.3 Organizational roles, responsibilities and authorities

The requirements stated in [SO/IEC 27001:202x, 5.3 along with the interpretation specified in 5.1,
apply.

5.4 Planning
5.4.1 Actions to address risks and opportunities

5.4.1.1 General

The requirements stated in [SO/IEC 27001:202%, 6.1.1 along with the interpretation specified in 5.1,
apply.

5.4.1.2 Information security risk assessment

The requirements stated in [SO/IEC 27001:202%, 6.1.2 apply with the following refinements:
ISO/IEC 27001:202%, 6.1.2 c) 1) is refined as follows:

The organization shall apply the information security risk assessment process to identify risks
associated with the loss of confidentiality, integrity and availability, within the scope of the PIMS.

The organization shall apply a privacy risk assessment process to identify risks related to the processing
of PII, within the scope of the PIMS.

The organization shall ensure throughout the information security and privacy risk assessment
processes that the relationship between information security and PII protection is appropriately
managed.

NOTE The organization can either apply an integrated information security and privacy risk assessment
process or two separate ones for information security and the risks related to the processing of PII.

ISO/IEC 27001:202x, 6.1.2 d) 1) is refined as follows:
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The organization shall assess the potential consequences for both the organization and PII principals
that would result if the risks identified in [SO/IEC 27001:202x, 6.1.2 c) as refined above, were to
materialize.

5.4.1.3 Information security risk treatment

The requirements stated in [SO/IEC 27001:202%, 6.1.3 apply with the following additions:

ISO/IEC 27001:202%, 6.1.3 c) is refined as follows:

The controls determined in [SO/IEC 27001:202x 6.1.3 b) shall be compared with the controls in Annex A
or Annex B and [SO/IEC 27001:202x%, Annex A to verify that no necessary controls have been omitted.

When assessing the applicability of controls from [SO/IEC 27001:202% Annex A for the treatment of
risks, the controls shall be considered in the context of both risks to information security as well as
risks related to the processing of PII, including risks to PII principals.

!SO[IEC 27001:2023, 6.1.3 d) is refined as follows:

Produce a Statement of Applicability that contains:

— the necessary controls [see [SO/IEC 27001:202%, 6.1.3 b) and ¢)];

— justification for their inclusion;

— whether the necessary controls are implemented or not; and

— the justification for excluding any of the controls in Annex A or Annex B and [SO/IEC 27001:202x,
Annex A according to the organization's determination of its role (see 5.2.1).

Not all the controls listed in the annexes need to be included in a PIMS implementation. Justification for
exclusion can include where the controls are not deemed necessary by the risk assessment, and where
they are not required by (or are subject to exceptions under) the legislation or regulation including
those applicable to the PII principal.

5.4.2 Information security objectives and planning to achieve them

The requirements stated in [SO/IEC 27001:202x, 6.2 along with the interpretation specified in 5.1,
apply.

5.4.3 Planning of changes

The requirements stated in [SO/IEC 27001:202%, 6.3 along with the interpretation specified in 5.1,
apply.

5.5 Support

5.5.1 Resources

The requirements stated in [SO/IEC 27001:202, 7.1 along with the interpretation specified in 5.1, apply.

5.5.2 Competence

The requirements stated in [SO/IEC 27001:202¥, 7.2 along with the interpretation specified in 5.1,
apply.

5.5.3 Awareness

The requirements stated in [SO/IEC 27001:202%, 7.3 along with the interpretation specified in 5.1,

apply. Documents
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5.5.4 Communication

The requirements stated in [SO/IEC 27001:202x, 7.4 along with the interpretation specified in 5.1, apply.
5.5.5 Documented information

5.5.5.1 General

The requirements stated in [SO/IEC 27001:202x, 7.5.1 along with the interpretation specified in 5.1,
apply.

5.5.5.2 Creating and updating

The requirements stated in [SO/IEC 27001:202%, 7.5.2 along with the interpretation specified in 5.1,
apply.

5.5.5.3 Control of documented information

The requirements stated in [SO/IEC 27001:202%, 7.5.3 along with the interpretation specified in 5.1,
apply.

5.6 Operation

5.6.1 Operational planning and control

The requirements stated in [SO/IEC 27001:202x, 8.1 along with the interpretation specified in 5.1,
apply.

5.6.2 Information security risk assessment

The requirements stated in [SO/IEC 27001:202%, 8.2 along with the interpretation specified in 5.1,
apply.

5.6.3 Information security risk treatment

The requirements stated in [SO/IEC 27001:202x, 8.3 along with the interpretation specified in 5.1,
apply.

5.7 Performance evaluation

5.7.1 Monitoring, measurement, analysis and evaluation

The requirements stated in [SO/IEC 27001:202x, 9.1 along with the interpretation specified in 5.1,
apply.

5.7.2 Internal audit

The requirements stated in [SO/IEC 27001:202x, 9.2 along with the interpretation specified in 5.1,
apply.

5.7.3 Management review

The requirements stated in [SO/IEC 27001:202x, 9.3 along with the interpretation specified in 5.1,
apply.
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5.8 Improvement

5.8.1 Continual improvement

The requirements stated in [SO/IEC 27001:202x, 10.1 along with the interpretation specified in 5.1,
apply.

5.8.2 Nonconformity and corrective action

The requirements stated in [SO/IEC 27001:202%, 10.2 along with the interpretation specified in 5.1,
apply.

6 PIMS-specific guidance related to [SO/IEC 27002

6.1 General

The guidelines in ISO/IEC 27002:2022 mentioning "information security” should be extended to the
protection of privacy as potentially affected by the processing of PII.

NOTE1 In practice, where "information security"” is used in ISO/IEC 27002:2022, "information security and
privacy” applies instead (see Annex F).

All controls should be considered in the context of both risks to information security as well as risks to
privacy related to the processing of PII.

NOTE 2  Unless otherwise stated by specific provisions in Clause 6, or determined by the organization
according to applicable jurisdictions, the same guidance applies for PII controllers and PII processors.

6.2 Organizational controls

6.2.1 Policies for information security

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.1 and the
following additional guidance applies:

Additional implementation guidance for 5.1, Policies for information security, of
ISO/IEC 27002:2022 is:

Either by the development of separate privacy policies, or by the augmentation of information security
policies, the organization should produce a statement concerning support for and commitment to
achieving compliance with applicable PII protection legislation or regulation and with the contractual
terms agreed between the organization and its partners, its subcontractors and its applicable third
parties (customers, suppliers etc.), which should clearly allocate responsibilities between them.

Additional other information for 5.1, Policies for information security, of ISO/IEC 27002:2022 is:

Any organization that processes PII, whether a PII controller or a PII processor, should consider
applicable PII protection legislation or regulation during the development and maintenance of
information security policies.

6.2.2 Internal security roles and responsibilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.2 and the
following additional guidance applies:

Additional implementation guidance for 5.2, Information security roles and responsibilities, of
ISO/IEC 27002:2022 is:
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The organization should designate a point of contact for use by the customer regarding the processing
of PII. When the organization is a PII controller, designate a point of contact for PII principals regarding
the processing of their PII (see 7.3.2).

The organization should appoint one or more persons responsible for developing, implementing,
maintaining and monitoring an organization-wide governance and privacy program, to ensure
compliance with all applicable laws and regulations regarding the processing of PII.

The responsible person should, where appropriate:

— be independent and report directly to the appropriate management level of the organization in
order to ensure effective management of privacy risks;

— Dbe involved in the management of all issues which relate to the processing of PII;
— be expertin data protection legislation, regulation and practice;
— actas a contact point for supervisory authorities;

— inform top-level management and employees of the organization of their obligations with respect to
the processing of PII;

— provide advice in respect of privacy impact assessments conducted by the organization.
NOTE Such a person is called a data protection officer in some jurisdictions, which define when such a

position is required, along with their position and role. This position can be fulfilled by a staff member or
outsourced.

6.2.3 Segregation of duties

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.3 applies.

6.2.4 Management responsibilities

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.4 applies.

6.2.5 Contact with authorities

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.5 applies.

6.2.6 Contact with special interest groups

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.6 applies.

6.2.7 Threat intelligence

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.7 applies.

6.2.8 Information security in project management

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.8 applies.

6.2.9 Inventory of information and other associated assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.9 applies.

6.2.10 Acceptable use of information and other associated assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.10
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6.2.11 Return of assets

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.11
applies.

6.2.12 Classification of information

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.12 and
the following additional guidance applies:

Additional implementation guidance for 5.12, Classification of Information, of ISO/IEC27002:2022
is:

The organization's information classification scheme should explicitly consider PII as part of the scheme
it implements. Considering PII within the overall classification scheme is integral to understanding
what PII the organization processes (e.g. type, special categories), where such PII is stored and the
systems through which it can flow.

6.2.13 Labelling of information

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.13 and
the following additional guidance applies.

Additional implementation guidance for 5.13, Labelling of information, of ISO/IEC 27002:2022
is:

The organization should ensure that people under its control are made aware of the definition of PII
and how to recognize information that is PII.

6.2.14 Information transfer

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.14 and
the following additional guidance applies:

Additional implementation guidance for 5.14, Information transfer, of ISO/IEC 27002:2022 is:

The organization should consider procedures for ensuring that rules related to the processing of PIl are
enforced throughout and outside of the system, where applicable.

6.2.15 Access control

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.15
applies.

6.2.16 Identity management

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.16 and
the following additional guidance applies:

Additional implementation guidance for 5.16, Identity management, of ISO/IEC 27002:2022 is:

Procedures for registration and de-registration of users who administer or operate systems and
services that process PII should address the situation where user access control for those users is
compromised, such as the corruption or compromise of passwords or other user registration data (e.g.
as a result of inadvertent disclosure).

The organization should not reissue to users any de-activated or expired user IDs for systems and
services that process PIL.
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In the case where the organization is providing PII processing as a service, the customer can be
responsible for some or all aspects of user ID management. Such cases should be included in the
documented information.

Some jurisdictions impose specific requirements regarding the frequency of checks for unused
authentication credentials related to systems that process PII. Organizations operating in these
jurisdictions should take compliance with these requirements into account.

6.2.17 Authentication information

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.17
applies.

6.2.18 Access rights

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.18 and
the following additional guidance applies:

Additional implementation guidance for 5.18, Access rights, of ISO/IEC 27002:2022 is:

The organization should maintain an accurate, up-to-date record of the user profiles created for users
who have authorized access to the information system and the PII contained therein. Each profile
comprises the set of data about the user, including user ID, necessary to implement the identified
technical controls providing authorized access.

Implementing individual user access IDs enables appropriately configured systems to identify who
accessed PII and what additions, deletions or changes they made. As well as protecting the organization,
users are also protected as they can identify what they have processed and what they have not
processed.

In the case where the organization is providing PII processing as a service, the customer can be
responsible for some or all aspects of access management. Where appropriate, the organization should
provide the customer the means to perform access management, such as by providing administrative
rights to manage or terminate access. Such cases should be included in the documented information.

6.2.19 Information security in supplier relationships

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.19
applies.

6.2.20 Addressing information security within supplier agreements

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.20 and
the following additional guidance applies:

Additional implementation guidance for 5.20, Addressing information security within supplier
agreements, of ISO/IEC 27002:2022 is:

The organization should specify in agreements with suppliers whether PII is processed and the
minimum technical and organizational measures that the supplier needs to meet in order for the
organization to meet its information security and PII protection obligations (see 7.2.6 and 8.2.1).

Supplier agreements should clearly allocate responsibilities between the organization, its partners, its
suppliers and its relevant third parties (customers, suppliers, etc.) taking into account the type of PII
processed.
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The agreements between the organization and its suppliers should provide a mechanism for ensuring
the organization supports and manages compliance with all applicable legislation or regulation. The
agreements should call for independently audited compliance, acceptable to the customer.

NOTE For such audit purposes, compliance with relevant and applicable security and privacy standards

such as [SO/IEC 27001] or this document can be considered.
Implementation guidance for PII processors

The organization should specify in contracts with any suppliers that PII is only processed on its
instructions.

6.2.21 Managing information security in the ICT supply chain

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.21
applies.

6.2.22 Monitoring, review and change management of supplier services

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.22
applies.

6.2.23 Information security for use of cloud services

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.23
applies.

6.2.24 Information security incident management planning and preparation

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.24 and
the following additional guidance applies:

Additional implementation guidance for 5.24, Information security incident management
planning and preparation, of ISO/IEC 27002:2022 is:

As part of the overall information security incident management process, the organization should
establish responsibilities and procedures for identifying and recording breaches of PII. Additionally, the
organization should establish responsibilities and procedures related to notification to relevant parties
of PII breaches (including the timing of such notifications) and the disclosure to authorities, taking into
account the applicable legislation or regulation.

Some jurisdictions impose specific regulations regarding breach responses, including notification.
Organizations operating in these jurisdictions should ensure that they can demonstrate compliance
with these regulations.

6.2.25 Assessment and decision on information security events

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.25
applies.

6.2.26 Response to information security incidents

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.26 and
the following additional guidance applies:

Additional implementation guidance for 5.26, Response to information security incidents, of
ISO/IEC 27002:2022 is:

Implementation guidance for PII controllers
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An incident that involves PII should trigger a review by the organization, as part of its information
security incident management process, to determine if a breach involving PII that requires a response
has taken place.

An event does not necessarily trigger such a review.

NOTE1 An information security event does not necessarily result in actual, or the significant probability of,
unauthorized access to PII or to any of the organization’s equipment or facilities storing PII. These can include,
but are not limited to, pings and other broadcast attacks on firewalls or edge servers, port scans, unsuccessful

log-on attempts, denial of service attacks and packet sniffing.

When a breach of PII has occurred, response procedures should include relevant notifications and
records.

Some jurisdictions define cases when the breach should be notified to the supervisory authority, and
when it should be notified to PII principals.

Notifications should be clear.

NOTE 2  Notification can contain details such as:

— acontact point where more information can be obtained;
— adescription of and the likely consequences of the breach;

— adescription of the breach including the number of individuals concerned as well as the number of records
concerned;

— measures taken or planned to be taken.
NOTE 3 Information on the management of security incidents can be found in the ISO/IEC 27035 series.

Where a breach involving PII has occurred, a record should be maintained with sufficient information
to provide a report for regulatory or forensic purposes, such as:

— adescription of the incident;

— the time period;

— the consequences of the incident;

— the name of the reporter;

— to whom the incident was reported;

— the steps taken to resolve the incident (including the person in charge and the data recovered);
— the fact that the incident resulted in unavailability, loss, disclosure or alteration of PII.

In the event that a breach involving PII has occurred, the record should also include a description of the
PII compromised, if known; and if notifications were performed, the steps taken to notify PII principals,
regulatory agencies or customers.

Implementation guidance for PII processors

Provisions covering the notification of a breach involving PII should form part of the contract between
the organization and the customer. The contract should specify how the organization will provide the
information necessary for the customer to fulfil their obligation to notify relevant authorities. This
notification obligation does not extend to a breach caused by the customer or PII principal or within
system components for which they are responsible. The contract should also define expected and
externally mandated limits for notification response times.
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In some jurisdictions, the PII processor should notify the PII controller of the existence of a breach
without undue delay (i.e. as soon as possible), preferably, as soon as it is discovered so that the PII
controller can take the appropriate actions.

Where a breach involving PII has occurred, a record should be maintained with sufficient information
to provide a report for regulatory or forensic purposes, such as:

— adescription of the incident;

— the time period;

— the consequences of the incident;

— the name of the reporter;

— to whom the incident was reported;

— the steps taken to resolve the incident (including the person in charge and the data recovered);
— the fact that the incident resulted in unavailability, loss, disclosure or alteration of PII.

In the event that a breach involving PII has occurred, the record should also include a description of the
PII compromised, if known; and if notifications were performed, the steps taken to notify the customer
or the regulatory agencies.

In some jurisdictions, applicable legislation or regulation can require the organization to directly notify
appropriate regulatory authorities (e.g. a PII protection authority) of a breach involving PII.

6.2.27 Learning from information security incidents

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.27
applies.

6.2.28 Collection of evidence

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.28
applies:

6.2.29 Information security during disruption

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.29
applies.

6.2.30 ICT readiness for business continuity

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.30
applies.

6.2.31 Legal, statutory, regulatory and contractual requirements

The control, implementation guidance and other information stated in ISO/IEC 27002:2022, 5.31 and
the following additional guidance applies:

Additional other information for 5.31, Legal, statutory, regulatory and contractual requirements,
of ISO/IEC 27002:2022 is:

The organization should identify any potential legal sanctions (which can result from some obligations
being missed) related to the processing of PII, including substantial fines directly from the local
supervisory authority. In some jurisdictions, International Standards such as this document can be used
to form the basis for a contract between the organization and the customer, outlining their respective
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