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 218 

FOREWORD 219 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 220 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 221 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 222 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 223 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC document(s)"). Their 224 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 225 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 226 
with the IEC also participate in this preparation.  227 

IEEE Standards documents are developed within IEEE Societies and Standards Coordinating Committees of the 228 
IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards through a consensus 229 
development process, approved by the American National Standards Institute, which brings together volunteers 230 
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members 231 
of IEEE and serve without compensation. While IEEE administers the process and establishes rules to promote 232 
fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the 233 
accuracy of any of the information contained in its standards. Use of IEEE Standards documents is wholly 234 
voluntary. IEEE documents are made available for use subject to important notices and legal disclaimers (see 235 
https://standards.ieee.org/ipr/disclaimers.html for more information). 236 

IEC collaborates closely with IEEE in accordance with conditions determined by agreement between the two 237 
organizations. This Dual Logo International Standard was jointly developed by the IEC and IEEE under the terms 238 
of that agreement.  239 

2) The formal decisions of IEC on technical matters express, as nearly as possible, an international consensus of 240 
opinion on the relevant subjects since each technical committee has representation from all interested IEC 241 
National Committees. The formal decisions of IEEE on technical matters, once consensus within IEEE Societies 242 
and Standards Coordinating Committees has been reached, is determined by a balanced ballot of materially 243 
interested parties who indicate interest in reviewing the proposed standard. Final approval of the IEEE standards 244 
document is given by the IEEE Standards Association (IEEE SA) Standards Board. 245 

3) IEC/IEEE Publications have the form of recommendations for international use and are accepted by IEC National 246 
Committees/IEEE Societies in that sense. While all reasonable efforts are made to ensure that the technical 247 
content of IEC/IEEE Publications is accurate, IEC or IEEE cannot be held responsible for the way in which they 248 
are used or for any misinterpretation by any end user. 249 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 250 
(including IEC/IEEE Publications) transparently to the maximum extent possible in their national and regional 251 
publications. Any divergence between any IEC/IEEE Publication and the corresponding national or regional 252 
publication shall be clearly indicated in the latter. 253 

5) IEC and IEEE do not provide any attestation of conformity. Independent certification bodies provide conformity 254 
assessment services and, in some areas, access to IEC marks of conformity. IEC and IEEE are not responsible 255 
for any services carried out by independent certification bodies. 256 

6) All users should ensure that they have the latest edition of this publication. 257 

7) No liability shall attach to IEC or IEEE or their directors, employees, servants or agents including individual 258 
experts and members of technical committees and IEC National Committees, or volunteers of IEEE Societies and 259 
the Standards Coordinating Committees of the IEEE Standards Association (IEEE SA) Standards Board, for any 260 
personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for 261 
costs (including legal fees) and expenses arising out of the publication, use of, or reliance upon, this IEC/IEEE 262 
Publication or any other IEC or IEEE Publications.  263 

8) Attention is drawn to the normative references cited in this publication. Use of the referenced publications is 264 
indispensable for the correct application of this publication. 265 

9) Attention is drawn to the possibility that implementation of this IEC/IEEE Publication may require use of material 266 
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or 267 
validity of any patent rights in connection therewith. IEC or IEEE shall not be held responsible for identifying 268 
Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity or 269 
scope of Patent Claims or determining whether any licensing terms or conditions provided in connection with 270 
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. 271 
Users of this standard are expressly advised that determination of the validity of any patent rights, and the risk 272 
of infringement of such rights, is entirely their own responsibility. 273 

 274 

IEC/IEEE 60802 was prepared by subcommittee 65C: Industrial networks, of IEC technical 275 
committee 65: Industrial-process measurement, control and automation, in cooperation with 276 
IEEE 802.1: Higher Layer LAN Protocols Working Group of IEEE 802: LAN/MAN Standards 277 
Committee of the IEEE computer society, under the IEC/IEEE Dual Logo Agreement between 278 
IEC and IEEE. It is an International Standard. 279 
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This document is published as an IEC/IEEE Dual Logo standard. 280 

The text of this International Standard is based on the following IEC documents: 281 

Draft Report on voting 

XX/XX/FDIS XX/XX/RVD 

 282 
Full information on the voting for its approval can be found in the report on voting indicated in 283 
the above table. 284 

The language used for the development of this International Standard is English. 285 

This document was drafted in accordance with the rules given in the ISO/IEC Directives, Part 2, 286 
available at www.iec.ch/members_experts/refdocs. The main document types developed by IEC 287 
are described in greater detail at www.iec.ch/publications/. 288 

The IEC Technical Committee and IEEE Technical Committee have decided that the contents 289 
of this document will remain unchanged until the stability date indicated on the IEC website 290 
under webstore.iec.ch in the data related to the specific document. At this date, the document 291 
will be  292 

• reconfirmed, 293 

• withdrawn, 294 

• replaced by a revised edition, or 295 

• amended. 296 

 297 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates that it 
contains colours which are considered to be useful for the correct understanding of its 
contents. Users should therefore print this document using a colour printer. 

 298 

_____________ 299 

 300 

  301 
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INTRODUCTION 302 

Editor’s note: This profile has been drafted per the IEC style guide. The use of 303 
introductory boilerplate text, editorial conventions and clause numbering may differ from 304 
those outlined in the IEEE style guide. 305 

For the convenience of the reviewer, references to the IEC/IEEE cooperation process 306 
and to the IEC organization and style guidelines are listed below: 307 

IEC-IEEE 60802 Joint Project Cooperation Process:  

http://www.ieee802.org/1/files/public/docs2018/admin-IEC-IEEE-JWG-cooperation-process-0118.pdf 

IEC organization: 

http://www.iec.ch/ 

Home of the IEC organization of the Joint Project IEC/IEEE 60802 is: IEC 65C/WG18: 

https://www.iec.ch/dyn/www/f?p=103:14:506767825234046::::FSP_ORG_ID,FSP_LANG_ID:26299,25Assistance 
to experts drafting IEC documents: 

http://www.iec.ch/standardsdev/resources/draftingpublications/ 

Reference material: 

http://www.iec.ch/members_experts/refdocs/ 

ISO/IEC Directives, Part 2:2021  

edition 9.0 (2021-05)  

Principles and rules for the structure and drafting of ISO and IEC documents: 

https://www.iec.ch/members_experts/refdocs/iec/isoiecdir2%7Bed9.0%7Den.pdf 

 

ISO/IEC Directives, Part 1:2021 + IEC Supplement:2021 edition 17.0 (2021-05) consolidated with IEC 
Supplement, edition 15.0 (2021-05) contains the redline version 

Procedures for the technical work - Procedures specific to IEC: 

https://www.iec.ch/members_experts/refdocs/iec/isoiecdir1-consolidatedIECsup%7Bed17.0%7Den.pdf 

This document defines a Time-Sensitive Networking profile for industrial automation. The profile 308 
selects features, options, configurations, defaults, protocols, and procedures of bridges, end 309 
stations, and LANs to build industrial automation networks.  310 

The profile meets the industrial automation market objective of converging Operations 311 
Technology (OT) and Information Technology (IT) networks by defining a common, 312 
standardized network infrastructure. This objective is accomplished by taking advantage of the 313 
improvements that Time-Sensitive Networking provides to IEEE 802.1 and IEEE 802.3 standard 314 
Ethernet networks by providing guaranteed data transport with bounded low latency, low latency 315 
variation, zero congestion loss for critical traffic, and high availability. 316 

The profile helps the convergence of industrial communication networks by referring only to 317 
international standards to build the lower layers of the communication stack and their 318 
management.  319 

Ethernet extended with Time-Sensitive Networking technology provides the features required 320 
in the area of industrial communication networks, such as: 321 

• Meeting low latency and latency variation requirements concerning data transmission. 322 

• Efficient exchange of data records on a frequent time period. 323 

• Reliable communications with calculable downtime. 324 

• High availability meeting application requirements. 325 

• Efficient mechanisms for bandwidth utilization of exchanges of data records, with zero 326 
congestion loss. 327 

• Improved clock synchronization mechanisms, including support of multiple gPTP domains. 328 

  329 
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Time-sensitive networking profile for industrial automation 330 

 331 

1 Scope 332 

This document defines a time-sensitive networking profile for industrial automation. The profile 333 
selects features, options, configurations, defaults, protocols, and procedures of bridges, end 334 
stations, and LANs to build industrial automation networks. 335 

2 Normative References 336 

The following documents are referred to in the text in such a way that some or all of their content 337 
constitutes requirements of this document. For dated references, only the edition cited applies. 338 
For undated references, the latest edition of the referenced document (including any 339 
amendments) applies. 340 

ISO/IEC 9594-1:2020 (ITU-T Recommendation X.500), Information technology: Open systems 341 
interconnection – Part 1: The Directory: Overview of concepts, models and services 342 

ISO/IEC 9594-2:2020 (ITU-T Recommendation X.501), Information technology: Open systems 343 
interconnection Part 2: The Directory: Models  344 

ITU-T Recommendation G.781.1, Synchronization layer functions for packet-based 345 
synchronization 346 

ITU-T Recommendation G.810, Definitions and terminology for synchronization networks 347 

ITU-T Recommendation G.8260, Definitions and terminology for synchronization in packet 348 
networks 349 

IEEE Draft Std P1588e1 (Draft 0.2, March 2022), Standard for a Precision Clock 350 
Synchronization Protocol for Networked Measurement and Control Systems Amendment: MIB 351 
and YANG Data Models 352 

IEEE Std 802c-20172, IEEE Standard for Local and Metropolitan Area Networks: Overview and 353 
Architecture Amendment 2: Local Medium Access Control (MAC) Address Usage 354 

IEEE Std 802.1AB-2016, IEEE Standard for Local and Metropolitan Area Networks: Station and 355 
Media Access Control Connectivity Discovery 356 

IEEE Std 802.1ABcu-2021, IEEE Standard for Local and Metropolitan Area Networks: Station 357 
and Media Access Control Connectivity Discovery Amendment 1: YANG Data Model 358 

IEEE Std 802.1AC-2016, IEEE Standard for Local and Metropolitan Area Networks: Media 359 
Access Control (MAC) Service Definition 360 

IEEE Std 802.1AR-2018, IEEE Standard for Local and Metropolitan Area Networks: Secure 361 
Device Identity 362 

IEEE Std 802.1AS-2020, IEEE Standard for Local and Metropolitan Area Networks: Timing and 363 
Synchronization for Time-Sensitive Applications 364 

IEEE Draft Std P802.1ASdm (Draft 0.5, January 2022), IEEE Standard for Local and 365 
Metropolitan Area Networks: Timing and Synchronization for Time-Sensitive Applications 366 
Amendment: Hot Standby 367 

————————— 
1 Numbers preceded by P are IEEE authorized standards projects that were not approved by the IEEE SA 

Standards Board at the time this publication went to Sponsor ballot/press. For information about obtaining drafts, 
contact the IEEE 

2 The IEEE standards or products referred to in Clause 2 are trademarks of The Institute of Electrical and 
Electronics Engineers, Incorporated. 

Full document details: 23/30471808 DC

http://www.avadocuments.com/doc/23-30471808-dc
http://www.avadocuments.com/doc/23-30471808-dc


60802 © IEC/IEEE:2023 (D2.0) – 11 –  

IEEE Std 802.1CB-2017, IEEE Standard for Local and Metropolitan Area Networks: Frame 368 
Replication and Elimination for Reliability 369 

IEEE Std 802.1CS-2020, IEEE Standard for Local and Metropolitan Area Networks: Link-local 370 
Registration Protocol 371 

IEEE Std 802.1CBcv-2021, IEEE Standard for Local and Metropolitan Area Networks: Frame 372 
Replication and Elimination for Reliability — Amendment 1: Information Model, YANG Data 373 
Model and Management Information Base Module 374 

IEEE Std 802.1Q-2018, IEEE Standard for Local and Metropolitan Area Network: Bridges and 375 
Bridged Networks 376 

IEEE Std 802.1Qcc-2018, IEEE Standard for Local and Metropolitan Area Networks: Bridges 377 
and Bridged Networks Amendment 31: Stream Reservation Protocol (SRP) Enhancements and 378 
Performance Improvements 379 

IEEE Std 802.1Qcp-2018, IEEE Standard for Local and Metropolitan Area Networks: Bridges 380 
and Bridged Networks Amendment 30: YANG Data Model 381 

IEEE Draft Std P802.1Qcw (Draft 1.3, February 2021), Draft Standard for Local and 382 
Metropolitan Area Networks: Bridges and Bridged Networks, Amendment: YANG Data Models 383 
for Scheduled Traffic, Frame Preemption, and Per-Stream Filtering and Policing 384 

IEEE Draft Std P802.1Qdj (Draft 0.3, June 2022), Draft Standard for Local and Metropolitan 385 
Area Networks: Bridges and Bridged Networks, Amendment: Configuration Enhancements for 386 
Time-Sensitive Networking 387 

IEEE Std 802.3-2022, IEEE Standard for Ethernet 388 

IEEE Draft Std P802.3de (Draft 3.0, March 2022), Draft Standard for Ethernet Amendment 6: 389 
Enhancements to MAC Merge and Time Synchronization Service Interface for Point-to-Point 10 390 
Mb/s Single-Pair Ethernet  391 

IETF RFC 2986, Nystrom, M. and Kaliski, B., PKCS #10: Certification Request Syntax 392 
Specification Version 1.7, November 2000, available at https://www.rfc-editor.org/info/rfc2986 393 

IETF RFC 5246, Dierks, T. and Rescorla, E., The Transport Layer Security (TLS) Protocol, 394 
August 2008, available at https://www.rfc-editor.org/info/rfc5246 395 

IETF RFC 5280, Cooper, D., Santesson, S., Farrell, S., Boeyen, S., Housley, R., and Polk, W., 396 
Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) 397 
Profile, May 2008, available at https://www.rfc-editor.org/info/rfc5280 398 

IETF RFC 5652, Housley, R., Cryptographic Message Syntax (CMS), September 2009, 399 
available at https://www.rfc-editor.org/info/rfc5652 400 

IETF RFC 6020, Bjorklund, M., YANG: A Data Modeling Language for the Network Configuration 401 
Protocol (NETCONF), October 2010, available at https://www.rfc-editor.org/info/rfc6020 402 

IETF RFC 6022, Scott, M. and Bjorklund, M., Transport Layer Security (TLS) Extensions: 403 
Extension Definitions, January 2011, available at https://www.rfc-editor.org/info/rfc6022 404 

IETF RFC 6066, Eastlake, D, YANG Module for NETCONF Monitoring, October 2010, available 405 
at https://www.rfc-editor.org/info/rfc6066 406 

IETF RFC 6125, Saint-Andre, P. and Hodges, J., Representation and Verification of Domain-407 
Based Application Service Identity within Internet Public Key Infrastructure Using X.509 (PKIX) 408 
Certificates in the Context of Transport Layer Security (TLS), March 2011, available at 409 
https://www.rfc-editor.org/info/rfc6125 410 

IETF RFC 6241, Enns, R., Bjorklund, M., Schoenwaelder, J. and Bierman, A., Network 411 
Configuration Protocol (NETCONF), June 2011, available at https://www.rfc-412 
editor.org/info/rfc6241 413 
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IETF RFC 6470, Bierman, A., Network Configuration Protocol (NETCONF) Base Notifications, 414 
February 2012, available at https://www.rfc-editor.org/info/rfc6470 415 

IETF RFC 6961, Pettersen, Y., The Transport Layer Security (TLS) Multiple Certificate Status 416 
Request Extension, June 2013, available at https://www.rfc-editor.org/info/rfc6961 417 

IETF RFC 7317, Bierman, A. and Bjorklund, M., A YANG Data Model for System Management, 418 
August 2014, available at https://www.rfc-editor.org/info/rfc7317 419 

IETF RFC 7407, Bjorklund, M., and Schoenwaelder, j., A YANG Data Model for SNMP 420 
Configuration, December 2014, available at https://www.rfc-editor.org/info/rfc7407 421 

IETF RFC 7589, Badra, M., Luchuk, A. and Schoenwaelder, J., Using the NETCONF Protocol 422 
over Transport Layer Security (TLS) with Mutual X.509 Authentication, June 2015, available at 423 
https://www.rfc-editor.org/info/rfc7589 424 

IETF RFC 7748, Langley, A., Hamburg, M., and Turner, S., Elliptic Curves for Security, January 425 
2016, available at https://www.rfc-editor.org/info/rfc7748 426 

IETF RFC 7950, Bjorklund, M., The YANG 1.1 Data Modeling Language, August 2016, available 427 
at https://www.rfc-editor.org/info/rfc7950 428 

IETF RFC 8341, Bierman, A. and Bjorklund, M., Network Configuration Access Control Model, 429 
March 2018, available at https://www.rfc-editor.org/info/rfc8341 430 

IETF RFC 8342, Bjorklund, M., Schoenwaelder, J., Shafer, P., Watsen, K. and Wilton, R., 431 
Network Management Datastore Architecture (NMDA), March 2018, available at 432 
https://www.rfc-editor.org/info/rfc8342 433 

IETF RFC 8343, Bjorklund, M., YANG Data Model for Interface Management, March 2018, 434 
available at https://www.rfc-editor.org/info/rfc8343 435 

IETF RFC 8525, Bierman, A., Bjorklund, M., Schoenwaelder, J., Watsen, K. and Wilton, R., 436 
YANG Library, March 2019, available at https://www.rfc-editor.org/info/rfc8525 437 

IETF RFC 8640, Voit, E., Clemm, A., Gonzalez Prieto, A., Nilsen-Nygaard, E. and Tripathy, A.,  438 
Dynamic Subscription to YANG Events and Datastores over NETCONF, September 2019, 439 
available at https://www.rfc-editor.org/info/rfc8640 440 

IETF RFC 8641, Clemm, A. and Voit, E., Subscription to YANG Notifications for Datastore 441 
Updates, September 2019, available at https://www.rfc-editor.org/info/rfc8641 442 

IETF RFC 9196, Lengyel, B., Clemm, A. and Claise, B., YANG Modules Describing Capabilities 443 
for Systems and Datastore Update Notifications, February 2022, available at https://www.rfc-444 
editor.org/rfc/rfc9196.html 445 

Editor's note: The “„Internet-Draft (I-D)“” will be substituted before IEEE SA ballot and IEC 446 
CDV with the IETF RFC numbers, which are not yet known. The reference to the draft will 447 
also disappear. 448 

IETF RFC „Internet-Draft (I-D)“, A YANG Data Model for a Truststore (draft-ietf-netconf-trust-449 
anchors-19), Internet Draft, Work in Progress by NETCONF WG, available at 450 
https://datatracker.ietf.org/doc/draft-ietf-netconf-trust-anchors/19/ 451 

IETF RFC „Internet-Draft (I-D)“, A YANG Data Model for a Keystore (draft-ietf-netconf-keystore-452 
26), Internet Draft, Work in Progress by NETCONF WG, available at 453 
https://datatracker.ietf.org/doc/draft-ietf-netconf-keystore/26/ 454 

IETF RFC „Internet-Draft (I-D)“, YANG Data Types and Groupings for Cryptography (draft-ietf-455 
netconf-crypto-types-25), Internet Draft, Work in Progress by NETCONF WG, available at 456 
https://datatracker.ietf.org/doc/draft-ietf-netconf-crypto-types/25/ 457 

NIST FIPS 186-4, Digital Signature Standard (DSS), July 2013, available at 458 
https://csrc.nist.gov/publications/detail/fips/186/4/final 459 
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Editor’s note: Any draft standards will be removed prior to CDV and SA Ballot.  460 

 461 

3 Terms, definitions, symbols, abbreviated terms and conventions 462 

3.1 General 463 

For the purposes of this document, the terms and definitions given in ITU-T G.781.1, ITU-T 464 
G.810, ITU-T G.8260, IEEE Std 802-2014, IEEE Std 802.3-2022, IEEE Std 802.1Q-2018, 465 
IEEE Std 802.1AS-2020, and the following apply: 466 

• IEC Electropedia: available at https://www.electropedia.org/ 467 

• ISO Online browsing platform: available at https://www.iso.org/obp 468 

• IEEE Standard: available at https://standards.ieee.org/standard/index.html 469 

• ITU-T recommendation: available at https://www.itu.int/ITU-T/recommendations/index.aspx 470 

 471 

NOTE Definitions in IEC 60050 can be found in the Electropedia link above. 472 

3.2 List of terms, abbreviated terms and definitions given in various standards 473 

For the purposes of this document, the terms and definitions given in Table 1 apply. 474 

Editor’s note: Any standard referenced in the section title but not referenced in the table 475 
will be removed prior to CDV and sponsor ballot.  476 

For ease of understanding, the most important terms used within this profile document are listed 477 
in Table 1 but the definitions are not repeated. 478 

Table 1 – List of terms 479 

Term Source 

acquiring mode ITU-T G.781.1 

BMCA IEEE Std 802.1AS-2020 

Bridge IEEE Std 802.1Q-2018 

Bridge Port IEEE Std 802.1Q-2018 

CFM IEEE Std 802.1Q-2018 

Clock IEEE Std 802.1AS-2020 

ClockMaster IEEE Std 802.1AS-2020 

ClockSlave IEEE Std 802.1AS-2020 

ClockSource IEEE Std 802.1AS-2020 

ClockTarget IEEE Std 802.1AS-2020 

CNC IEEE Std 802.1Qcc-2018 

constant time error (cTE) ITU-T G.8260 

CQF IEEE Std 802.1Q-2018 

Customer Virtual Local Area Network 
(C-VLAN) component 

IEEE Std 802.1Q-2018 

CUC IEEE Std 802.1Qcc-2018 

DLL IEEE Std 802-2014 

DTE IEEE Std 802.3-2022 

dynamic time error (dTE) ITU-T G.8260 

EEE IEEE Std 802.3-2022 

end station IEEE Std 802-2014 

Ethernet IEEE Std 802.3-2022 
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Term Source 

FDB IEEE Std 802.1Q-2018 

FID IEEE Std 802.1Q-2018 

fingerprint IETF RFC 7589 

FQTSS IEEE Std 802.1Q-2018 

fractional frequency offset  IEEE Std 802.1AS-2020 

frame IEEE Std 802.1Q-2018 

frame preemption IEEE Std 802.1Q-2018 

free-run mode ITU-T G.781.1 

FRER IEEE Std 802.1CB-2017 

gating cycle IEEE Std 802.1Q-2018 

gPTP communication path IEEE Std 802.1AS-2020 

gPTP domain IEEE Std 802.1AS-2020 

Grandmaster Clock  IEEE Std 802.1AS-2020 

Grandmaster PTP Instance IEEE Std 802.1AS-2020 

Independent Virtual Local Area 
Network [VLAN] Learning (IVL) 

IEEE Std 802.1Q-2018 

ISS IEEE Std 802.1AC-2016 

IST IEEE Std 802.1Q-2018 

jitter ITU-T G.810 

LAN IEEE Std 802-2014 

latency IEEE Std 802.1Q-2018 

Listener IEEE Std 802.1Q-2018 

LLDP IEEE Std 802.1AB-2016 

LLDPDU IEEE Std 802.1AB-2016 

LocalClock  IEEE Std 802.1AS-2020 

locked mode ITU-T G.781.1 

logical link IEEE Std 802-2014 

LPI IEEE Std 802.3-2022 

LRP IEEE P802.1CS 

MAC IEEE Std 802.1Q-2018 

maximum absolute relative time error 
(max|TER|) 

ITU-T G.8260 

maximum absolute time error 
(max|TE|) 

ITU-T G.8260 

MMRP IEEE Std 802.1Q-2018 

MST IEEE Std 802.1Q-2018 

MVRP IEEE Std 802.1Q-2018 

NETCONF IETF RFC 6241 

PCP IEEE Std 802.1Q-2018 

PDU IEEE Std 802.1Q-2018 

PHY IEEE Std 802.3-2022 

PLS IEEE Std 802.3-2022 

Port IEEE Std 802.1Q-2018 

primary domain IEEE Draft Std P802.1ASdm 

PSFP IEEE Std 802.1Q-2018 
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Term Source 

PTP End Instance  IEEE Std 802.1AS-2020 

PTP Instance  IEEE Std 802.1AS-2020 

PTP Link  IEEE Std 802.1AS-2020 

PTP Port IEEE Std 802.1AS-2020 

PTP Relay Instance  IEEE Std 802.1AS-2020 

PVID IEEE Std 802.1Q-2018 

redundancy IEC 60050-192 

relative time error (TER) ITU-T G.8260 

residence time IEEE Std 802.1AS-2020 

secondary domain IEEE Draft Std P802.1ASdm 

station IEEE Std 802-2014 

stream IEEE Std 802.1Q-2018 

synchronized time  IEEE Std 802.1AS-2020 

Talker IEEE Std 802.1Q-2018 

time error ITU-T G.8260 

time-sensitive stream IEEE Std 802.1Q-2018 

traffic class IEEE Std 802.1Q-2018 

TLV IEEE Std 802.3-2022 

Configuration Domain IEEE P802.1Qdj 

UNI IEEE Std 802.1Qcc-2018 

VID IEEE Std 802.1Q-2018 

VLAN IEEE Std 802.1Q-2018 

YANG IETF RFC 6020 

 480 

3.3 Terms defined in this document 481 

3.3.1  482 
application clock 483 
clock used by the application to time events  484 

Note 1 to entry:  Events can be periodic or aperiodic. 485 

3.3.2  486 
Bridge component 487 
Customer Virtual Local Area Network (C-VLAN) component as defined in IEEE Std 802.1Q-488 
2018 489 

3.3.3  490 
control latency 491 
time delay between the input to a sensor application and the output from an actuator application 492 

Note 1 to entry:  For the purposes of this document, control latency does not include latencies in the sensor, 493 
actuator, or the physical system above the process interface in Figure 1. 494 

3.3.4  495 
deadline 496 
application defined fixed time reference point that represents a time when data is required by 497 
the application  498 

3.3.5  499 
End station component 500 
end station entity as defined in IEEE Std 802-2014 501 
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3.3.6  502 
Global Time 503 
synchronized time, derived from a gPTP domain, that is traceable to the PTP timescale  504 

3.3.7  505 
IA-controller 506 
industrial automation function, consisting of a comparing element and a controlling element, 507 
that performs a specified control function 508 

Note 1 to entry: An IA-controller exchanges data with several IA-devices or other IA-controllers for the purpose of 509 
control of a system. 510 

Note 2 to entry: The primary categories of IA-Controllers are distributed control system (DCS), programmable logic 511 
controller (PLC), and programmable automation controller (PAC). 512 

3.3.8  513 
IA-device 514 
industrial automation function, consisting of sensor and/or actuator elements to read and/or 515 
write process data 516 

Note 1 to entry: An IA-device exchanges data with an IA-controller or other IA-devices for the purpose of control of 517 
a system. 518 

3.3.9  519 
IA-station 520 
material element or assembly of one or more end station components, and zero, one or more 521 
bridge components 522 

Note 1 to entry:  IA-controllers and IA-devices are industrial automation functions of IA-stations. 523 

Note 2 to entry:  An IA-station is often colloquially called an “IA-controller” or “IA-device” based on its primary 524 
function, for example, “IA-controller” for an IA-station that includes an IA-controller function and an IA-device 525 
function. 526 

3.3.10  527 
imprinting 528 
<security> equipping IA-stations with an LDevID-NETCONF credential as defined in 529 
IEEE Std 802.1AR, corresponding trust anchor as defined in IETF RFC 6024, and certificate-530 
to-name mapping instructions as defined in IETF RFC 7589, Clause 7  531 

3.3.11  532 
management entity 533 
IA-station function responsible for configuration of Bridge components, end station components 534 
and ports 535 

Note 1 to entry: The management entity interacts with remote management. 536 

3.3.12  537 
network diameter 538 
longest of all the calculated shortest paths between each pair of nodes in the network 539 

Note 1 to entry: The shortest path between 2 nodes is the path between the two nodes that contains the fewest 540 
number of logical links. 541 

3.3.13  542 
network provisioning 543 
process of defining a consistent network configuration, which is applied to all stations 544 

3.3.14  545 
nominal frequency 546 
ideal frequency with zero uncertainty 547 

Note 1 to entry: The nominal frequency of the PTP timescale is further explained in IEEE Std 1588-1029, 7.2.1, 548 
7.2.2, and Annex B. 549 

3.3.15  550 
pDelay interval 551 
Tpdelay2pdelay 552 
interval between transmission of two consecutive pDelay request messages 553 
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3.3.16  554 
pDelay turnaround time 555 
TpdelayTurnaround 556 
interval between reception of a pDelay request message and transmission of the consequent 557 
pDelay response message 558 

3.3.17  559 
ppm 560 
µHz/Hz 561 

Note 1 to entry: Ppm refers to a pure multiplicator  of 0,000 001 and is used in the context of this document as an 562 
SI unit term to allow readable terms conformant to various rules related to expressions. 563 

3.3.18  564 
Sync residence time 565 
Tresidence 566 
interval between reception of a Sync message and transmission of the consequent Sync 567 
message 568 

3.3.19  569 
Sync drift interval 570 
Tsync2driftTLV 571 
interval between tranmission of a Sync message and transmission of the consequent Drift 572 
measurement TLV 573 

3.3.20  574 
Sync Interval 575 
Tsync2sync 576 
interval between transmission of two consecutive Sync messages 577 

3.3.21  578 
Working Clock 579 
synchronized time derived from a gPTP domain that is traceable to the PTP timescale, or to an 580 
ARB timescale that is continuous   581 

Note 1 to entry:  In general, the Working Clock time is traceable to an ARB timescale; however, the Working Clock 582 
time can be correlated to a recognized timing standard. 583 

 584 

3.4 Abbreviated terms and acronyms 585 

Editor’s note: This section will be checked and completed prior to CDV and SA ballot.  586 

AEAD Authenticated Encryption with Associated Data 
AES 
ARB 

Advanced Encryption Standard 
Arbitrary 

ASCII American Standard Code for Information Interchange 
ASN Abstract Syntax Notation 
BMCA Best Master Clock Algorithm 
CA Certification Authority 
CBC Cipher Block Chaining 
ccA Conformance Class A 
ccB Conformance Class B 
CFM Connectivity Fault Management 
CMS Cryptographic Message Syntax 
CN Common Name 
CNC Centralized Network Configuration 
CQF Cyclic Queuing and Forwarding 
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CRL Certificate Revocation List 
CRUDX Create Read Update Delete eXecute 
CSR Certificate Signing Request 
CUC 
C-VLAN 

Centralized User Configuration 
Customer VLAN 

DAC Discretionary Access Control 
DER Distinguished Encoding Rules 
DH Diffie-Hellman 
DHE Diffie-Hellman Ephemeral 
DLL Data Link Layer 
DMAC Destination MAC Address 
DNS Domain Name Service 
DSA Digital Signature Algorithm 
DTE Data Terminal Equipment 
EC Elliptic Curve 
ECC Elliptic Curve Cryptography 
EE End Entity 
EEE Energy Efficient Ethernet 
FDB Filtering Database 
FID Filtering Identifier 
FQDN Fully Qualified Domain Name 
FQTSS Forwarding and Queuing Enhancements for time-sensitive streams 
FRER Frame Replication and Elimination for Redundancy 
GCM Galois Counter Mode 
gPTP generalized Precision Time Protocol  
HMAC Keyed-Hashing for Message Authentication Code 
HW HardWare 
IA Industrial automation 
IDevID Initial Device IDentifier 
IEC International Electrotechnical Commission 
IEEE Institute of Electrical and Electronics Engineers 
ISO International Organization for Standardization 
ISS Internal Sublayer Service 
IST Internal Spanning Tree 
ITU 
IVL 

International Telecommunication Union 
Independent Virtual Local Area Network Learning 

LDevID Locally significant Device IDentifier 
LLDP Link Layer Discovery Protocol 
LLDPDU Link Layer Discovery Protocol Data Unit 
LPI Low Power Idle 
LRP Link-local Registration Protocol 
MAC Media Access Control 
MD Media-Dependent 
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MDI Media Dependent Interface 
MMRP Multiple MAC Registration Protocol 
MST Multiple Spanning Tree 
MVRP Multiple VLAN Registration Protocol 
N/A Not applicable 
NACM Network configuration Access Control Model 
NETCONF Network Configuration Protocol 
NMDA Network Management Datastore Architecture 
NPE Network Provisioning Entity 
OCSP Online Certificate Status Protocol 
OID 
PCP 
PCS 

Object Identifier 
Priority Code Point 
Profile Conformance Statement 

PDU 
PE 

Protocol Data Unit 
Path Entity 

PEM Privacy Enhanced Mail 
PFS Perfect Forward Secrecy 
PHY Physical Layer devices 
PII Personally Identifiable Information 
PKCS Public Key Cryptography Standards 
PKI Public Key Infrastructure 
PKIX Public Key Infrastructure X.509 
PLS Physical Signaling Sublayer 
ppm Parts per million 
PSFP Per-Stream Filtering and Policing 
PTP Precision Time Protocol 
PVID Port VLAN Identifier 
RBAC Role-Based Access Control 
RFC Request for Comments 
RPC Remote Procedure Call 
RSA Rivest-Shamir-Adleman 
RAE Resource Allocation Entity 
SAN  Subject Alternative Name  
SHA Secure Hash Algorithm  
STE Sync Tree Entity 
TDE Topology Discovery Entity 
TLS Transport Layer Security 
TLV Type, Length, Value 
TOFU Trust On First Use 
TSN Time-Sensitive Networking 
TSN-IA Time-Sensitive Networking for Industrial Automation 
TTP Trusted Third Party 
UNI User/Network Interface 
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URL Uniform Resource Locator 
VID VLAN Identifier 
VLAN Virtual Local Area Network  
YANG Yet Another Next Generation data modeling language 

3.5 Conventions 587 

3.5.1 Principles for (sub) clause selections of referenced documents 588 

Normative statements in Clause 5 are established based upon the following principles: 589 

• This document shall explicitly identify which parts (clauses, subclauses, figures, lists, tables, 590 
etc.) of the cited standards apply to this profile. 591 

• The features of any cited standard that are mandatory (identified by shall), optional 592 
(identified by may), prohibited (identified by shall not), or not applicable shall be explicitly 593 
identified.   594 

• Additional constraints for features of any cited standard shall be identified. 595 

Editor’s note: This subclause (3.5.1) is provided for reference only and will be removed 596 
prior to CDV and SA ballot. 597 

 598 

3.5.2 Convention for capitalizations 599 

Capitalized terms are either based on the rules given in the ISO/IEC Directives Part 2 or 600 
emphasize that these terms have a specific meaning throughout this document. 601 

Throughout this document "bridge" can be used instead of "Bridge", except when  602 

• it occurs at the beginning of a sentence or 603 

• it is being used as (or part of) a specific term such as "VLAN Bridge" rather than being used 604 
to identify bridges (potentially of any type) in general. If "VLAN Bridge" is meant where only 605 
"Bridge" is written, a change to "VLAN Bridge" would be appropriate. 606 

 607 

3.5.3 Unit conventions 608 

This document uses  609 

• Gb/s for gigabits per second and 610 

• Mb/s for megabits per second. 611 

 612 

3.5.4 Conventions for YANG contents 613 

YANG modules and XML instance data for YANG shown in this document uses the following 614 
style: 615 

Text style higher-layer-if text style 616 

Contents of a YANG module use the following style: 617 

<ieee802-dot1q-bridge xmlns="urn:ietf:params:xml:ns:yang:ieee802-dot1q-bridge"> 618 
    <bridges> 619 
        <bridge> <!-- list --> 620 
            <name>functional-unit-x</name> 621 
            ... 622 

 623 
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4 Overview of TSN in industrial automation 624 

4.1 Industrial application operation  625 

Industrial network applications are based on three main types of building blocks, which may be 626 
combined in one IA-controller or provided as a combination of an IA-controller and IA-devices 627 
interconnected through a suitable communication network.  628 

These basic building blocks are:  629 

• IA-device Sensor subsystems, which provide input signals indicating the value of the 630 
parameter or state being monitored, such as temperature, pressure, or discrete input 631 
information. 632 

• IA-controller subsystems, which operate on combinations of measurements and external 633 
demand settings to develop output requests, such as position corrections in a motion 634 
application.  635 

• IA-device Actuator subsystems, which implement output requests that result in physical 636 
changes to the process or machine under control, such as a level in a storage tank, the 637 
speed of a printing press, or movement of a robot.   638 

NOTE 1 In general, all subsystems have an internal state, based upon initial settings, and derived from execution; 639 
therefore, the application inputs are combined with the internal state to develop an updated internal state and 640 
associated outputs. 641 

A control loop is formed when the process or machine responds to the actuator output and 642 
produces a new measured value at the sensor. The complete loop is shown in Figure 1 where 643 
the IA-controllers and IA-devices are connected as end stations in the network.  644 
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 646 

Figure 1 – Data flow in a control loop 647 

In operation, the IA-device Sensor subsystem samples the measured value and the sampled 648 
values are transferred through the network as data packets for the IA-controller subsystem to 649 
compare with the demand value. After the required computational time, the required output is 650 
transferred from the IA-controller subsystem to the IA-device Actuator subsystem for 651 
implementation as a change in the external process.  652 
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This sequence repeats continuously as a regular operation using a Working Clock. The Working 653 
Clock can be traceable to an ARB or PTP timescale, but this traceability is not required by all 654 
applications. For stability, the time constant of the process response needs to be on the order 655 
of five to ten times (or more) the sequence repetition time (i.e., sampling time). 656 

NOTE 2 In common Industrial Network deployments, it has been observed that a ratio of 5 to 10 (or more) provides 657 
effective control of the automated process. The actual ratio of the process response time constant to sampling time 658 
required for stability depends on the implementation.  659 

Control latency is a critical factor in all types of control and needs to be bounded.  660 

Components of the control latency time are shown in Figure 1. 661 

• Application time for sampling, computation, and processing within each IA-controller and IA-662 
device. These are specific to the IA-device and IA-controller and known to the IA-device or 663 
IA-controller makers. 664 

• The time for data transfer through the upper DL functions, MAC and PHY layers within each 665 
IA-controller and IA-device. This time depends on the implementation of these components, 666 
their situation-dependent load and performance, and configuration elements related to QoS 667 
and TSN that some of these components may support. 668 

• End Station and Bridge scheduling and transfer time through the network. These are 669 
influenced by the configuration process, which allocates available bandwidth and priorities 670 
to various types of application messages. 671 

Offline engineering of the network is possible, including the calculation of the control latency 672 
time. During system operation, management services are provided for diagnostics and checking 673 
the performance indicators of an installed network. 674 

4.2 Industrial applications 675 

4.2.1 General 676 

Industrial applications can contain multiple tasks. These tasks are executed based upon time 677 
or other events. Thus, an industrial application can have multiple tasks executing on different 678 
cycles as shown in Figure 2 and Figure 3.  679 

Examples of these tasks are listed below. 680 

• Background tasks, which are executed when no other task is running. There can be zero, 681 
one, or more such tasks in an industrial application.  682 

• Main task which executes periodically. The start and execution of this task is often based 683 
upon the ARB timescale. There can be zero or one such task, in an industrial application.  684 

• Global Time tasks. The start and execution of these tasks is often based upon Global Time 685 
(for example, at noon every day, at noon every Friday, etc). There can be zero, one or more 686 
such tasks in an industrial application.   687 

• Process driven tasks which are started by an event (for example, a sensor value reaches a 688 
defined point, a process fault occurs, etc.). There can be zero, one or more such tasks in 689 
an industrial application.  690 

• Control loop tasks which are bound to Working Clock and started periodically. There can be 691 
zero, one or more such tasks in an industrial application.  692 

 693 

A user defines the required automation tasks along with the data objects required as output and 694 
input for these tasks and the end station which hosts these tasks. Thus, these tasks are bound 695 
to data objects, which need to be exchanged between end stations per the user’s definition. 696 
Many of these tasks have timing requirements, which are added as attributes to the assigned 697 
data objects. Examples of these attributes include: 698 

• [DataObject_Update_Interval] an update interval (time between two consecutive updates at 699 
the transmitting end station); 700 

• [DataObject_Deadline] a deadline (latest receive time at the end station, relative to the start 701 
of the DataObject Update Interval); 702 
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• [DataObject_Data_Size] the size of the DataObject; 703 

• Other attributes as needed to form a stream-list request according to IEEE Draft P802.1Qdj, 704 
46.1.5. 705 

NOTE These attributes are provided for illustration purposes. The list is not representative of all industrial 706 
applications. These are not network attributes. 707 
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Figure 2 – IA-station interaction with CNC – Transmit path  710 
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 711 

Figure 3 – IA-station interaction with CNC – Receive path 712 

 713 

4.2.2 Control loop tasks 714 

Control loops rely on the behavior of synchronized tasks by each of the IA-devices and IA-715 
controllers involved in that control loop. For example, this behavior can be implemented by 716 
using a common Working Clock, a common starting point relative to the Working Clock and a 717 
common duration for this control loop task at the involved IA-devices and IA-controllers. The 718 
data objects associated with the control loop share common values for some attributes (for 719 
example, the same values for DataObject_Update_Interval and DataObject_Deadline). Multiple 720 
control loop tasks can be implemented and running in parallel at the involved automation 721 
devices. 722 

Full document details: 23/30471808 DC

http://www.avadocuments.com/doc/23-30471808-dc
http://www.avadocuments.com/doc/23-30471808-dc


60802 © IEC/IEEE:2023 (D2.0) – 25 –  

4.2.3 Start of control loop tasks 723 

The calculation of the starting point for a control loop task is independent from the time when 724 
the device is powered up or connected to the Configuration Domain. The start of a control loop 725 
task, which is based on the Working Clock, can be calculated in the following manner: 726 

Divide the Working Clock value, expressed as an integer, by the duration of the control loop 727 
task, expressed as an integer, whenever the Working Clock value increases by one. A 728 
remainder of zero provides the basis for the start of the control loop task. 729 

NOTE The units of the Working Clock value and the duration of the control loop task are the same.  730 

Stations in the network associated with the control loop synchronize to a Working Clock using 731 
IEEE Std 802.1AS-2020. 732 

4.3 IA-stations 733 

An IA-station can be a simple end station acting as source or destination for control data traffic. 734 
In addition, an IA-station can be a combined functional unit that includes an end station 735 
component together with a Bridge component in one chassis. IA-stations, incorporating multiple 736 
functional units with several end station components and Bridge components within one 737 
chassis, can also be found in industrial automation. Within this kind of combined IA-station 738 
various components can be connected by internal ports and internal LANs. All components 739 
utilize a common management entity as shown in Figure 4. 740 

Figure 4 shows an example IA-station incorporating three functional units in one chassis. 741 
Functional unit 1 and functional unit 2 each consist of a Bridge component and an end station 742 
component. The end station components are connected by internal ports via internal LANs to 743 
the Bridge components. The Bridge components include two external ports each. Functional 744 
unit 3 includes only a single end station component with one external port. 745 

IA-controllers and IA-devices as well as the management entity are IA-station functions acting 746 
as source of and/or destination for link layer data traffic. Thus, each IA-station incorporates at 747 
least one end station component where these functions can be located. Figure 4 shows that IA-748 
station functions can either reside in a single end station component (IA-device 1, IA-controller 749 
1, IA-device 2) or in multiple end station components (IA-controller 2, management entity). 750 
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 751 

Figure 4 – IA-station example 752 

4.4 Ethernet interface 753 

One or more middleware components act as a layer between applications and the Ethernet 754 
interface. Figure 2 and Figure 3 show the relation between applications, middleware, Ethernet 755 
interface and the network. Various applications can run in parallel on an automation device. 756 
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Data objects represent the information exchanged between applications running in different end 757 
stations. The application requirements contained in these data objects are translated by the 758 
middleware into stream requirements for use by the CUC. This translation can be accomplished 759 
in one of the following ways: 760 

a) The user defines the data objects and translates them into stream requirements and end-761 
station communication-configurations. A user-specific mechanism is used to configure the 762 
network components and establish paths. 763 

b) The user defines the data objects and associates them with QoS requirements for each 764 
stream (application QoS requirements). These can be forwarded as stream requirement 765 
requests by a CUC to a CNC. The CNC would respond by providing a stream configuration 766 
response. The request and response are specified in IEEE P802.1Qdj. The CUC can be 767 
integrated into the end station or can be accessed via a user-to-user protocol. The 768 
middleware uses this information for configuring Talkers and Listeners. This information is 769 
also used to add additional timing information to the data objects for application usage. 770 

c) Time-aware offset control utilizes per-stream queues (see IEEE Std 802.1Q-2018, figure 771 
34-1) and the traffic specification of the streams, including transmission offsets, provided 772 
by the CNC to ensure the order of stream transmission. 773 
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 775 

Figure 5 – Model for cycles 776 

These automation systems, which are built from various end stations and connected via bridges, 777 
can share a common gating cycle or each station can have its own gating cycle. Alternatively, 778 
a bridge or end station can have no gating cycle (expressed as "none" in Figure 5). 779 

4.5 Mechanisms that can be used to meet control loop latency requirements  780 

Meeting latency requirements on a network can be accomplished using one or more 781 
combinations of the mechanisms enumerated below. The choice of a mechanism or a subset of 782 
the mechanisms listed below depends on the nature of the application(s) and the corresponding 783 
latency requirements:  784 
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a) Defining, testing, and simulating all possible application combinations and associated traffic 785 
patterns 786 

b) Overprovisioning the network 787 

c) Providing scheduled time slots for each application to transmit on the network 788 

d) Preempting lower priority traffic 789 

e) Providing scheduled time slots for certain traffic classes 790 

f) Time-aware offset control 791 

g) Enforcing deterministic queuing delays in bridges 792 

NOTE This list is not comprehensive and not all mechanisms mentioned here are part of this specification. For 793 
specific mechanisms covered by this document please refer to Clause 5. 794 

Frame preemption is specified in IEEE Std 802.1Q-2018 and IEEE Std 802.3-2022. 795 

Reserving time on the network for certain traffic types can be done through enhancements for 796 
scheduled traffic according to IEEE Std 802.1Q-2018, 8.6.8.4. An aligned gating cycle needs 797 
to be defined for this method to work. Once these aligned gating cycle times are defined, 798 
portions of that cycle time can either be allocated to streams or classes of streams. 799 

Multiple Talker/Listener(s) pairs can be used for streams between end stations. Engineered 800 
time triggered transmit can be used to coordinate transmission of all the traffic that shares a 801 
network to keep application requirements. 802 

Creating a traffic load model in advance will allow analysis of resulting traffic. It can  be used 803 
to select and implement appropriate mechanisms to achieve latency requirements. 804 

4.6 Translation between middleware and network provisioning 805 

4.6.1 Interfaces of type l2vlan 806 

Application engineering can be done without knowledge of the network provisioning. Thus, 807 
application engineering is not able to align the use of, for example, PCP or VID with network 808 
provisioning. This problem is solved by providing a translation table (by a YANG module 809 
definition for example) to the middleware. The IA-station's local YANG database will store this 810 
information. 811 

Figure 6 and Figure 7 show examples of the translation models. 812 
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Figure 6 – Traffic type translation example 814 
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Figure 7 – IETF Interfaces used for Traffic Type Translation  818 

 819 

Interfaces of type l2vlan can be used to provide the required mapping information to all installed 820 
middleware and applications. 821 

The name string of the l2vlan interfaces can provide the vlan-id, the assigned traffic types with 822 
their PCP values and redundancy information (see 6.7.2.3). 823 

 824 

4.6.2 PTP Instances 825 

Another item of information which is configured during network provisioning is the PTP domain 826 
number. The middleware needs to know which PTP domain is assigned to which target clock. 827 
This is done by providing well-defined descriptionDS.userDescription names according to IEEE 828 
Std 1588-2019, 8.2.5.5 in order to create a translation table. 829 

Editor’s note: descriptionDS.userDescription is not currently part of the IEEE Std 802.1AS-830 
2020. It is expected that it will be incorporated as part of IEEE P802.1ASdm. It may be 831 
necessary to update the reference at that time. 832 

descriptionDS.userDescription names allow the support of multiple middlewares at one IA-833 
station using the same PTP Instances (see 6.2.12). Station's local database would store this 834 
information. 835 

Figure 8 and Figure 9 show examples of the translation models. 836 
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Figure 8 – PTP Instance Translation Example 838 
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 840 

Figure 9 – IETF Interfaces used for PTP Instance Translation  841 

 842 

The userDescription contains the clock type (i.e., WorkingClock, GlobalTime, or both) and the 843 
attached Ethernet interfaces. 844 

This information is used by the middleware to align to the intended ClockTarget or ClockSource. 845 
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4.7 Industrial traffic types 846 

4.7.1 General 847 

Industrial automation applications make use of different traffic schemes/types for different 848 
functionalities (for example, parameterization, control, alarming). The various traffic patterns 849 
have different characteristics and thus, impose different requirements on a network. To specify 850 
these traffic types, a two-step approach is used: 851 

a) First define characteristics of generic traffic types (traffic-type-categories) and  852 

b) Second define instances of the generic types, i.e. the traffic types. 853 

 854 

4.7.2 Traffic type characteristics 855 

The traffic type characteristics in Table 2 enable the identification of several distinct traffic types 856 
that are shared among sets of industrial applications. 857 

Table 2 – Traffic type characteristics 858 

Characteristic Description 

Cyclic Traffic types consist of frames that can either be transmitted on a reoccurring time period 
(cyclic) or at no set period (acyclic). Available selections are: 

• Required: cyclic 
• Optional: Implementation of cyclic traffic is at the discretion of the user.  

Data delivery 
requirements 

Denotes the delivery constraints for the traffic. Four options are specified: 
• Frame Latency: data delivery of a frame for a given Talker-Listener pair occurs 

within a bounded timespan. 
• Flow Latency: data delivery up to a certain number of frames or data size 

(including bursts of frames) occurring over a defined period. 
• Deadline: data delivery of a frame to a given Listener occurs at or before a 

specific point in time.  
• No: Denotes the case of traffic types with no special data delivery requirements 

Time-triggered 
transmission 

Talker data transmission occurs at a specific point in time based upon the Working Clock. 
Available selections are: 

• Required   
• Optional: Implementation of time-triggered transmission is at the discretion of 

the user. 
Enhancements of scheduled traffic is only one means of achieving time-triggered 
transmission. Other, application-based, methods are possible  

 859 

4.7.3 Traffic type categories 860 

4.7.3.1 General 861 

This two-step approach allows a clear differentiation between characteristics as seen from the 862 
“network” point of view and “application” point of view. Traffic-type-categories allow different 863 
IEEE 802 feature selections to achieve the specified goals. Four traffic-type-categories are 864 
identified in Industrial Automation (IA) systems: 865 

a) IA time-aware stream   866 

b) IA stream   867 

c) IA traffic engineered non-stream  868 

d) IA non-stream 869 

 870 

4.7.3.2 IA time-aware stream 871 

The characteristics of this traffic are shown in Table 3. 872 
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Table 3 – IA time-aware stream characteristics 873 

Characteristics 

Cyclic Required  

Data delivery requirement Deadline or Frame 
Latency 

Time-triggered transmission Required 

 874 

4.7.3.3 IA stream 875 

The characteristics of this traffic are shown in Table 4. 876 

Table 4 – IA stream characteristics 877 

Characteristics 

Cyclic Required 

Data delivery requirement Frame Latency 

Time-triggered transmission Optional 

4.7.3.4 IA traffic engineered non-stream 878 

The characteristics of this traffic are shown in Table 5. 879 

Table 5 – IA traffic engineered non-stream characteristics 880 

Characteristics 

Cyclic Optional 

Data delivery requirement Flow Latency  

Time-triggered transmission Optional 

4.7.3.5 IA non-stream 881 

The characteristics of this traffic are shown in Table 6. 882 

Table 6 – IA non-stream characteristics 883 

Characteristics 

Cyclic Optional 

Data delivery requirement No 

Time-triggered transmission Optional 

 884 

4.7.4 Traffic types 885 

4.7.4.1 General 886 

Table 7 summarizes relevant industrial automation traffic types and their associated 887 
characteristics. In an industrial automation system, other applications, such as audio or video, 888 
would utilize one of these traffic types. Traffic Type codes are needed for the VLAN naming 889 
scheme defined in this document. See 6.7.2.4 for more information.  890 

Table 7 – Industrial automation traffic types summary 891 

Traffic type 
name 

Traffic type 
code Cyclic Data delivery 

requirements 
Time-

triggered 
transmission 

Traffic-type-category 

Isochronous H Required Deadline Required IA time-aware-stream 

Cyclic-
synchronous 

G Required Frame Latency Required IA time-aware-stream 
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Traffic type 
name 

Traffic type 
code Cyclic Data delivery 

requirements 
Time-

triggered 
transmission 

Traffic-type-category 

Cyclic-
asynchronous 

F Required Frame Latency Optional IA stream 

Alarms & Events E Optional Flow Latency Optional IA traffic engineered 
non-stream 

Configuration & 
Diagnostics 

D Optional Flow Latency Optional IA traffic engineered 
non-stream 

Network Control C Optional Flow Latency Optional IA traffic engineered 
non-stream 

Best Effort High B Optional No Optional IA non-stream 

Best Effort Low A Optional No Optional IA non-stream 

 892 

4.7.4.2 Isochronous 893 

A type of IA time-aware stream traffic. This type of traffic is transmitted cyclically using time-894 
triggered transmission. Listeners have individual deadline requirements. Cycle times are 895 
typically in the range of microseconds to tens of milliseconds. Frame size is typically below 500 896 
octets. Talker-Listener pairs are synchronized to the Working Clock. The network is configured 897 
by the CNC to provide zero congestion loss for this traffic type. This type of traffic is normally 898 
used in control loop tasks.  899 

4.7.4.3 Cyclic-synchronous 900 

A type of IA time-aware stream traffic. This type of traffic is transmitted cyclically using time-901 
triggered transmission. Talker-Listener pairs have individual latency requirements. Cycle times 902 
are typically in the range of hundreds of microseconds to hundreds of milliseconds. Frame size 903 
is unconstrained except as indicated in 5.5.1. Talker-Listener pairs are synchronized to the 904 
Working Clock. The network is configured by the CNC to provide zero congestion loss for this 905 
traffic type. This type of traffic is normally used in control loop tasks. 906 

4.7.4.4 Cyclic-asynchronous 907 

A type of IA stream traffic. This type of traffic is transmitted cyclically with latency requirements 908 
bounded by the interval as defined in IEEE Std 802.1Qcc-2018, 46.2.3.5.1. Talker-Listeners 909 
pair have individual latency requirements. Cycle times are typically in the range of milliseconds 910 
to seconds. Frame size is unconstrained except as indicated in 5.5.1. Data exchanges between 911 
Talker-Listener pairs are typically not dependent on the Working Clock. This traffic type typically 912 
tolerates limited congestion loss. The network is configured by the CNC to handle this traffic 913 
type without loss, up to a certain number of frames or data size. 914 

4.7.4.5 Alarms and events 915 

A type of IA traffic engineered non-stream. This type of traffic is transmitted cyclically or 916 
acyclically. This traffic expects bounded latency including time for retransmission in the range 917 
of milliseconds to hundreds of milliseconds. The source of the alarm or event typically limits the 918 
bandwidth allocated to this traffic. Frame size is unconstrained except as indicated in 5.5.1. 919 
Congestion loss can occur. Retransmission to mitigate frame loss is expected. The network is 920 
configured by the CNC to handle these frames, including bursts of frames, up to a certain 921 
number of frames or data size over a defined period. 922 

4.7.4.6 Configuration and diagnostics 923 

A type of IA traffic engineered non-stream. This type of traffic is transmitted cyclically or 924 
acyclically. This traffic expects bounded latency, up to seconds, including time for 925 
retransmission. The source of configuration or diagnostics frames typically limits the bandwidth 926 
allocated to this traffic. Frame size is unconstrained except as indicated in 5.5.1. Congestion 927 
loss can occur. Retransmission to mitigate frame loss is expected. The network is configured 928 
by the CNC to handle these frames, including bursts of frames, up to a certain number of frames 929 
or data size over a defined period. 930 
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4.7.4.7 Network control 931 

A type of IA traffic engineered non-stream. This type of traffic can be transmitted cyclically or 932 
acyclically. This traffic expects bounded latency including time for retransmission. Frame size 933 
is unconstrained except as indicated in 5.5.1. The network is configured by the CNC to handle 934 
these frames, including bursts of frames, up to a certain number of frames or data size over a 935 
defined period. If these limits are exceeded congestion loss may occur. Network control is 936 
comprised of services required to maintain network operation. Examples include time 937 
synchronization, loop prevention, and topology detection. 938 

4.7.4.8 Best effort 939 

A type of IA non-stream. The network is configured by the CNC to ensure that these frames do 940 
not interfere with other traffic types. These frames are forwarded when resources are available. 941 
Congestion loss can occur; therefore, frames may be dropped. It is sometimes desirable to 942 
have more than one traffic class for best effort traffic (see Table 8) 943 

4.7.4.9 Traffic class to traffic type mapping 944 

Table 8 provides an example for the usage of traffic classes based on the traffic type: 945 

Table 8 – Example traffic class to traffic type mapping 946 

Traffic class PCP Traffic Type 

7 6 Isochronous 

6 5 Cyclic-Synchronous 

5 4 Cyclic-Asynchronous 

4 7 Network Control 

3 3 Alarms and Events 

2 2 Configuration & Diagnostics 

1 1 Best Effort High 

0 0 Best Effort Low 

 947 

NOTE 1 The example in Table 8 assumes an implementation supporting eight queues. 948 

NOTE 2 An example mapping of PCP and traffic type to an application is provided in Figure 6. 949 

 950 

The traffic-type-categories definition allows different IEEE 802 feature selections to achieve 951 
specified goals. Moreover it helps in identification of the traffic protection mechanisms. 952 
Adherence to this example of a common mapping helps minimize potential conflicts between 953 
traffic types. 954 

 955 

4.8 Security for TSN-IA 956 

4.8.1 General 957 

Subclause 4.8 describes selected aspects of TSN-IA security in an informative way. Protecting 958 
the management of industrial communication is the main objective of TSN-IA security. The 959 
protection of communications that use industrial traffic types is left to an individual middleware 960 
and/or application that uses TSN-IA. 961 

 962 

4.8.2 Security configuration model 963 

Security configuration is a part of system engineering and configuration. The security 964 
configuration in this document does not encompass the supply of configuration objects for 965 
middleware and application security. Security configuration settles the prerequisites for 966 
protecting the establishment and management of communications that use industrial traffic 967 
types (see 4.7). It ensures that the security features of IA-stations (including CNCs) can be 968 
used for protecting message exchanges and authorizing the resource accesses during stream 969 
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establishment and management. This security configuration supplies deployment-specific 970 
configuration objects to IA-stations. They encompass: 971 

• Instructions about cryptographic algorithms  972 

• Credentials and trust anchors 973 

• Instructions to interpret the outcome of peer entity authentication in course of enforcing 974 
resource access controls 975 

• Access control rules and permissions 976 

This security configuration uses NETCONF/YANG request/response exchanges: 977 

• The to-be-configured IA-stations act in NETCONF server role with respect to their security 978 
configuration. 979 

• A NETCONF client is responsible for setting-up IA-stations for security. This NETCONF 980 
client possesses information about the security relationship to be established during security 981 
configuration or about the expectations on the IA-stations in a domain. It can be 982 
implemented as part of an interactive component (for example, engineering tool) or an 983 
automated component (for example, CNC). As an implication, the security configuration 984 
includes options for interactive and automated setup, i.e., security configuration is done by 985 
human and/or non-human actors. 986 

NOTE NETCONF notifications can also be used to recognize events such as a near-term end-of-life of certificate 987 
objects, especially EE certificate objects. 988 

• The security configuration exchanges supply deployment-specific objects (trust anchors, 989 
credentials etc.) to IA-stations and manage them. This is security critical. IA-stations that 990 
are in factory default state can only possess manufacturer-specific security objects (trust 991 
anchors, credentials etc.) when booting initially. The protected NETCONF/YANG exchanges 992 
with IA-stations that are in factory default state are outlined in 4.8.3 to 4.8.6.  993 

 994 

4.8.3 NETCONF/YANG processing  995 

Securing NETCONF/YANG resources on NETCONF servers is mandated by IETF RFC 6241 996 
(NETCONF). This demands message exchange protection between NETCONF clients and 997 
servers as well as resource access authorization by NETCONF servers: 998 

• IETF RFC 7589 (NETCONF-over-TLS) specifies a solution to protect NETCONF message 999 
exchanges by TLS. 1000 

• IETF RFC 8341 (NACM) specifies three access control points, covering the 1001 
request/response and notification model in NETCONF according to IETF RFC 8341, 2.1.  1002 

NETCONF servers enforce the mandated security as shown in Figure 10. The processing steps 1003 
are executed upon the current configuration of the NETCONF server’s YANG modules. 1004 

 1005 

 1006 
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Figure 10 – NETCONF/YANG security processing steps 1008 

 1009 

The processing steps on the side of NETCONF servers are: 1010 

1) Establish a TLS connection with mutual authentication: The NETCONF server acts as 1011 
TLS server and awaits connection requests of NETCONF clients (TLS clients). During 1012 
the TLS handshake the NETCONF server authenticates itself towards the NETCONF 1013 
client by a credential from its ietf-keystore YANG module. In addition, the NETCONF 1014 
server challenges the NETCONF client for authentication and verifies its authentication 1015 
by trust anchors in its ietf-truststore YANG module according to 6.3.4. A successful 1016 
mutual authentication is a prerequiste for proceeding to the next step. 1017 

2) Map the client certificate to a username: The NETCONF server maps the authenticated 1018 
TLS client certificate to a “NETCONF username”3 by applying an ordered list of mapping 1019 
instructions. These instructions are provided in its ietf-x509-cert-to-name YANG module. 1020 
The applicable list item is identified by matching its configured fingerprint (according to 1021 
IETF RFC 7589, Clause 7) against the certification path that was used for TLS client 1022 
authentication (an end entity certificate or a CA certificate). According to the map type 1023 
of the identified list item, the NETCONF server determines the “NETCONF username”. 1024 
This can be done by extracting information from the end entity certificate of the 1025 
NETCONF client. A successful certificate-to-”NETCONF username” mapping is a 1026 
prerequiste for proceeding to the next step. 1027 

3) Check client authorization: The NETCONF server checks if the NETCONF client has the 1028 
permission to access the requested NETCONF/YANG resource based on its “NETCONF 1029 
username” and the access control rules available in its ietf-netconf-acm YANG module. 1030 
See 4.8.4 for more information about NETCONF/YANG access control. A successful 1031 
authorization is a prerequiste for proceeding to the next step. 1032 

4) Perform NETCONF request: If all preceding steps succeeded, the NETCONF server 1033 
performs the NETCONF request. 1034 

4.8.4 NETCONF/YANG access control 1035 

NACM defines a YANG information model for describing permitted/denied access operations. 1036 
NETCONF servers are responsible to enforce access control to their resources according to 1037 
the information in their ietf-netconf-acm YANG modules. In the conceptual dimension of 1038 
resources, NACM allows the description of access controlled resources in terms of NETCONF 1039 
protocol operations, nodes in YANG datastores and/or types of notification events. In the 1040 
conceptual dimension of subjects, NACM uses character strings to represent the subject actors 1041 
i.e., NETCONF clients. These character strings are known as “NETCONF username”. The 1042 
NACM access control information of a NETCONF server needs to be created, updated, and 1043 
deleted per IA-station. The management of this information needs to happen along the IA-1044 

————————— 
3 In this document, NETCONF username’ values do not present references to human users – in almost all cases. 
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station lifecycle for example, manufacturing, bootstrapping, operation, maintaining, re-owning, 1045 
destructing. Moreover, the management of the NACM access control information itself is subject 1046 
to NACM access control. 1047 

This document employs multiple YANG information models for fulfilling its purposes. This 1048 
extends beyond the above identified YANG modules (see 4.8.3). The NETCONF server on an 1049 
IA-station needs to enforce access control for NETCONF/YANG resources. To meet this 1050 
objective the NETCONF server on an IA-station needs to be supplied with access control 1051 
information for the used NETCONF/YANG resources. NACM is employed for this purpose and 1052 
profiles default access control information for the NETCONF/YANG resources (see 6.3.2.2). 1053 
This relieves other organizations or individuals for example, manufacturers, integrators, 1054 
operators, owners from being responsible to create NACM access control information for the 1055 
respective NETCONF/YANG resources. 1056 

With respect to the conceptual dimension of subjects, a dedicated profiling strategy is needed 1057 
to meet the constraints that are given by NACM:  1058 

• NACM relies on character strings (known as “NETCONF username”) to refer to clients.  1059 

• The actual names of individual entities in organizations are not known while writing this 1060 
document. 1061 

NACM access control information as specified in this document, populates the “NETCONF 1062 
username” character strings in NACM with role names specified in 6.3.2.1.4, c). This allows to 1063 
create default NACM information without knowing actual names of individual entities. A role 1064 
name can refer to 0, 1 or more individual entities. It is the responsibility of users to assign role 1065 
names to individual entities. This happens by binding the assigned role names to the credentials 1066 
of individual entities. The current form to express this binding is a role extension in the identity 1067 
certificates of end entities defined in this document. These are NETCONF clients, i.e., these 1068 
role extensions appear in the end entity certificates of LDevID credentials for NETCONF clients. 1069 

 1070 

4.8.5 Identity checking 1071 

IETF RFC 7589 (NETCONF-over-TLS) requires NETCONF clients to check the identity of 1072 
NETCONF servers as well as NETCONF servers to check the identity of NETCONF clients. 1073 

The NETCONF server identity check happens inside NETCONF clients. It matches an actual 1074 
against an expectation: 1075 

• The actual server identity is established by the end entity certificate of the NETCONF server 1076 
(authenticated by means of TLS). 1077 

• The expectations on server identity are established by the information that is used to 1078 
connect to the NETCONF server. 1079 

IETF RFC 7589 refers to IETF RFC 6125 for the details of retrieving the actual and comparing 1080 
it against expected.  1081 

The NETCONF client identity check happens inside NETCONF servers. It also matches an 1082 
actual against an expectation: 1083 

• The actual client identity is established by the end entity certificate of the NETCONF client 1084 
(authenticated by means of TLS). 1085 

• The expectations on client identity are established by the contents of the YANG modules 1086 
ietf-netconf-acm and ietf-x509-cert-to-name. 1087 

The details of this check are subject to the requested NETCONF operation. IETF RFC 7589, 1088 
Clause 7, specifies the mapping of an authenticated client certificate to a “NETCONF username” 1089 
whose permissions are then enforced by IETF RFC 8341 (NACM). More information is provided 1090 
in 4.8.3, steps 2 and 3. 1091 

 1092 
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4.8.6 Secure device identity 1093 

4.8.6.1 Device Identity 1094 

The term ‘device’ originates from IEEE Std 802.1AR. It matches the term IA-station in this 1095 
document. 1096 

The device identity refers to a set of information items about a device respectively an IA-station 1097 
that:  1098 

• describes a device as a physical or virtual entity in a distributed system (identifier and/or 1099 
attribute information) 1100 

• is used by a device to describe itself as such entity (identifier and/or attribute 1101 
information) 1102 

• allows to interact with this device (addressing information i.e., a specific identifier class). 1103 

The targeted use case, for example application data exchanges, configuration exchanges, 1104 
inventory, or ordering, determines the required amount of identity information about a device 1105 
respectively an IA-station. 1106 

The device identity of any single IA-station encompasses: 1107 

• MAC addresses, IP addresses, TCP ports, DNS names 1108 

• ietf-hardware YANG module contents (IETF RFC 8348) 1109 

4.8.6.2 Verifiable Device Identity 1110 

Certain aspects of device identity demand verification before relying on them during online 1111 
interactions. These are examples.  1112 

• DNS names or IP addresses are used to call the management entity of an IA-station i.e., its 1113 
NETCONF/YANG server. Their value represents the caller's expectation on the identity of 1114 
their responder in network communications. Its verification allows to defeat DNS spoofing, 1115 
component impersonation and man-in-the-middle attacks. This is mandated by IETF RFC 1116 
7589 and described in IETF RFC 6125. Passing this check is a prerequisite before 1117 
NETCONF application exchanges can happen. 1118 

• mfg-name values in instances of the ietf-hardware YANG module. These values make 1119 
claims about the IA-station manufacturer. Their verification is a means to protect against 1120 
counterfeiting. 1121 

The verification of IA-station identity happens according to a model that is fully specified by this 1122 
document and whose checking can be done in a manufacturer-agnostic manner. This 1123 
verification is important before supplying locally significant credentials especially LDevID-1124 
NETCONF to IA-stations that are in factory-default state. 1125 

4.8.6.3 Verification Support Mechanisms 1126 

4.8.6.3.1 General 1127 

Subclause 4.8.6.3 considers mechanisms that support device identity verification during online 1128 
interactions with IA-stations. 1129 

4.8.6.3.2 Secure Transports 1130 

Sending information in plain form over a protected channel, e.g., ietf-hardware YANG module 1131 
contents via NETCONF-over-TLS protects the transferred information during its transit through 1132 
the network but does not vouch for the correctness of the received information e.g., the mfg-1133 
name value. 1134 

4.8.6.3.3 Secure Information 1135 

Protecting information objects by means of cryptographic checksums allows to verify the 1136 
authenticity and integrity of the provided information. Cryptographic checksums may use 1137 

Full document details: 23/30471808 DC

http://www.avadocuments.com/doc/23-30471808-dc
http://www.avadocuments.com/doc/23-30471808-dc


 – 38 – 60802 © IEC/IEEE:2023 (D2.0) 

symmetric or asymmetric schemes. In case of asymmetric schemes, raw and self-signed public 1138 
keys need to be distinguished from CA-signed public keys.  1139 

Asymmetric schemes with CA-signed public keys are preferable for the verifiable device identity 1140 
use case: claimants and verifiers share a public key; the claimant possesses the corresponding 1141 
private key. The establishment and storage of the shared public keys uses public key 1142 
certificates. For this approach self-signed CA certificates are to be established in an authentic 1143 
manner. Their amount is independent from the number of verifiers (CNCs) as well as claimants 1144 
(IA-stations). 1145 

4.8.6.3.4 IDevID and LDevID Credentials 1146 

IDevID and LDevID credentials are specified by IEEE Std 802.1AR. These objects are 1147 
comprised of a certification path and a private key. The certification path encompasses an end 1148 
entity certificate which contains verifiable device identity in a CA-signed form. The device 1149 
identity verification happens after validating the certification path (IETF RFC 5280) and 1150 
checking the proof-of-possession for the private key (IETF RFC 5246 in case of TLS 1.2). The 1151 
certification path validation demands trust anchors as input arguments (IETF RFC 5280, 6.1.1 1152 
input argument (d)). 1153 

Two types of credentials are distinguished by IEEE Std 802.1AR: 1154 

• IDevIDs are issued by device manufacturers. They represent an initial identity as it is known 1155 
at device production-time. The initial device identity is not locally significant: it cannot 1156 
contain deployment-specific information such as DNS names or IP addresses. 1157 

• LDevIDs are issued by other actors e.g., a device user. They represent a locally significant 1158 
device identity: they can contain deployment-specific information e.g., DNS names or IP 1159 
addresses. 1160 

IEEE Std 802.1AR uses signature suites to describe the subject public key and the signature 1161 
fields in IDevID and LDevID certification paths. This notion is different from TLS cipher suites.  1162 

NOTE IDevID and LDevID credentials also serve purposes beyond secure device identity, for instance the 1163 
realization of secure transports. This facilitates the use case of NETCONF/YANG security setup from factory default 1164 
state. 1165 

4.8.6.3.5 IDevID Items beyond IEEE Std 802.1AR 1166 

IEEE Std 802.1AR represents the initial device identity as serialNumber (OID 2.5.4.5) attribute 1167 
in the subject field of the EE certificate. Its value provides the serial number of the device. This 1168 
value is required to be unique within the domain of significance of the EE certificate issuer. The 1169 
serialNumber attribute is an optional capability. This allows to verify following identity items:  1170 

• certificate issuer (not necessarily: manufacturer) by issuer field (data type: ASN.1 Name) 1171 

• if present: device instance by serialNumber value (data type: ASN.1 PrintableString). 1172 

NOTE This verification can happen after certification path validation (see IETF RFC 5280) and the proof-of-1173 
possession checking for the private key (see IETF RFC 5246 in case TLS 1.2). 1174 

The following bullet points describe options for verifying the device identity of IA-stations in 1175 
factory default state. It also identifies informational items needed for the corresponding checks: 1176 

• IA-station manufacturer check: using names that identify IA-station manufacturers e.g., mfg-1177 
name in ietf-hardware YANG module 1178 

• IA-station type check: using attributes that identify IA-station types e.g., model-name, hw-1179 
revision, description in ietf-hardware YANG module 1180 

• IA-station instance check: using values that identify IA-station instances e.g., serial-num in 1181 
ietf-hardware YANG module. 1182 

The following model described in the bullet points applies to the verification of the initial device 1183 
identity of IA-stations: 1184 

• the set of to-be-conducted checks is determined by IA-station and CNC users 1185 
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• an IA-station uses IDevID credentials to prove its device identity. The checking happens by 1186 
means of online interactions in the operational network. It happens automatically and is 1187 
done by CNCs. This does not depend on configuration-domain external repositories 1188 

• other stakeholders e.g., middleware/application consortia or individual manufactures are 1189 
allowed to additionally express information items in IDevID credentials to reflect their device 1190 
identity model. CNCs do not assess such additional information. 1191 

4.8.6.3.6 Device Identity Representation in IDevID and LDevID Credentials 1192 

The best practices for representing verifiable device identity information in IDevID and LDevID 1193 
credentials are. 1194 

• Corresponding information (actual values or references to them) appears in EE certificates: 1195 

• IDevID EE certificates bind initial device identity items that are known by the device 1196 
manufacturer at production time e.g., mfg-name. 1197 

• LDevID EE certificates bind locally significant device identity items that are known by 1198 
other actors such as device users e.g., DNS names or IP addresses. They may also bind 1199 
initial device identity information. 1200 

• Items that encode device naming information appear in the subjectAltName extension. 1201 

NOTE This is required by IETF RFC 5280, 4.2.1.6. It is also backed by IETF RFC 6125, 2.3.  1202 

• A binding can take one of following forms. Multiple forms can appear in one EE certificate: 1203 

• By-value: the verifiable device identity information is represented by its value inside the 1204 
IDevID resp. LDevID EE certificate. Examples are: 1205 

• the product serialNumber in IDevID credentials (IEEE Std 802.1AR) 1206 

• the hostname of the NETCONF/YANG server in LDevID-NETCONF credentials (IETF 1207 
RFC 7589 and IETF RFC 6125) 1208 

• By-ref: the verifiable device identity information is represented by a reference inside the 1209 
IDevID resp. LDevID EE certificate, not by its value: 1210 

• The actual value may be provided by the device itself or by a device-external source. 1211 

• If it is provided in form of an unprotected information object, then the reference object 1212 
that is embedded to EE certificates should include a digest value. 1213 

5 Conformance 1214 

5.1 General 1215 

A claim of conformance to this document is a claim that the behavior of an implementation of 1216 
an IA-station (see 5.5, 5.6) with its bridge components (see 5.7, 5.8) and end station 1217 
components (see 5.9, 5.10) meets the mandatory requirements of this document and may 1218 
support options identified in this document. 1219 

5.2 Requirements terminology 1220 

a) Requirements terminology is provided in the ISO/IEC Directives Part 2:2021, Clause 7. This 1221 
document can be found at www.iec.ch/members_experts/refdocs. 1222 

b) The Profile Conformance Statement (PCS) proformas (see Annex A) reflect the occurrences 1223 
of the words “shall,” “may,” and “should” within this document. 1224 

c) The document avoids needless repetition and apparent duplication of its formal 1225 
requirements by using is, is not, are, and are not for definitions and the logical 1226 
consequences of conformant behavior. Behavior that is permitted but is neither always 1227 
required nor directly controlled by an implementer or administrator, or whose conformance 1228 
requirement is detailed elsewhere, is described by can. Behavior that never occurs in a 1229 
conformant implementation or system of conformant implementations is described by 1230 
cannot. The word allow is used as a replacement for the phrase “Support the ability for,” 1231 
and the word capability means “can be configured to.” 1232 
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