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FOREWORD 290 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 291 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 292 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 293 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 294 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 295 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 296 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 297 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 298 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 299 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 300 
consensus of opinion on the relevant subjects since each technical committee has representation from all 301 
interested IEC National Committees.  302 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 303 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 304 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 305 
misinterpretation by any end user. 306 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 307 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 308 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 309 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 310 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 311 
services carried out by independent certification bodies. 312 

6) All users should ensure that they have the latest edition of this publication. 313 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 314 
members of its technical committees and IEC National Committees for any personal injury, property damage or 315 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 316 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 317 
Publications.  318 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 319 
indispensable for the correct application of this publication. 320 

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a) 321 
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in 322 
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which 323 
may be required to implement this document. However, implementers are cautioned that this may not represent 324 
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC 325 
shall not be held responsible for identifying any or all such patent rights. 326 

IEC 62657-4 has been prepared by subcommittee 65C: Industrial networks, of IEC technical 327 
committee 65: Industrial-process measurement, control and automation. It is an International 328 
Standard. 329 

This second edition cancels and replaces the first edition published in 2022. This edition 330 
constitutes a technical revision.  331 

This edition includes the following significant technical changes with respect to the previous 332 
edition: 333 

a) the data item (parameter) to be exchanged between CCP and CMWCA and CMWD to ensure 334 
interoperability between CCP providers and device providers; 335 
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b) the sequence of services conducted between CCP and CMWCA and CMWD are now defined. 336 
When the CCP providers and the device providers implement similar process, clearly defined 337 
sequence and unified execution specifications ensure interoperability as expected. 338 

c) the message formats of sequence diagram to be exchanged between CCP and CMWCA and 339 
CMWD are defined. By defining the message formats, the hierarchical structure of each data 340 
(Parameter), and implementing the same message format by the CCP provider and the device 341 
provider, enables to exchange data correctly and ensure interoperability. 342 

The text of this International Standard is based on the following documents: 343 

Draft Report on voting 

65C/XX/FDIS 65C/XX/RVD 

 344 
Full information on the voting for its approval can be found in the report on voting indicated in 345 
the above table. 346 

The language used for the development of this International Standard is English. 347 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 348 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 349 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 350 
described in greater detail at www.iec.ch/publications. 351 

A list of all parts in the IEC 62657 series, published under the general title Industrial networks 352 
– Coexistence of wireless systems, can be found on the IEC website. 353 

The committee has decided that the contents of this document will remain unchanged until the 354 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 355 
specific document. At this date, the document will be  356 

• reconfirmed, 357 

• withdrawn, 358 

• replaced by a revised edition, or 359 

• amended. 360 

 361 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates that it 
contains colours which are considered to be useful for the correct understanding of its 
contents. Users should therefore print this document using a colour printer. 

 362 

 363 

  364 
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INTRODUCTION 365 

The IEC 62657 series provides background, foundations, process and examples to achieve 366 
wireless coexistence. With a coexistence management process according to IEC 62657-2, a 367 
predictable assuredness of coexistence can be achieved for a given spectrum while ensuring 368 
that application requirements continue to be met. The present document provides an automated 369 
coexistence management. 370 

 371 

  372 
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INDUSTRIAL NETWORKS –  373 

COEXISTENCE OF WIRELESS SYSTEMS –  374 

 375 

Part 4: Coexistence management with central coordination  376 

of wireless applications 377 

 378 

 379 

 380 

1 Scope 381 

This part of IEC 62657 specifies a concept and methods for central coordination (CC) of 382 
automation applications using wireless communications to extend the coexistence management 383 
according to IEC 62657-2. It establishes system elements, interfaces and relationships for a 384 
central coordination. Functions, data, and data exchange for assessing and maintaining the 385 
coexistence state are specified. 386 

This document specifies the central coordination point (CCP) approach as one example of the 387 
usage of the formal description given in IEC 62657-3. 388 

This document is applicable to develop, implement, or modify procedures or solutions. 389 

This document provides requirements for automated coexistence management systems. 390 

This document provides requirements for: 391 

• determination of the coexistence state, 392 

• automated coexistence management procedures, 393 

• CC amendments for existing wireless communication solutions, 394 

• CC functions that coordinate legacy and new wireless communication systems, 395 

• CC sequences and message formats for data exchange. 396 

This document is not restricted to a specific radio frequency range nor is it restricted to a specific 397 
wireless communication technology. 398 

2 Normative references 399 

The following documents are referred to in the text in such a way that some or all of their content 400 
constitutes requirements of this document. For dated references, only the edition cited applies. 401 
For undated references, the latest edition of the referenced document (including any 402 
amendments) applies. 403 

IEC 62657-2:2022, Industrial networks – Coexistence of wireless systems – Part 2: Coexistence 404 
management 405 

IEC 62443 (all parts), Security for industrial automation and control systems 406 

ISO/IEC 10731, Information technology – Open Systems Interconnection – Basic Reference 407 
Model – Conventions for the definition of OSI services 408 

IETF RFC 8259, Tim Bray, The JavaScript Object Notation (JSON) Data Interchange Format, 409 
available at RFC 8259 - The JavaScript Object Notation (JSON) Data Interchange Format 410 
(ietf.org) 411 
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3 Terms, definitions, abbreviated terms and conventions 412 

3.1 General 413 

For the purposes of this document, the following terms and definitions apply. 414 

ISO and IEC maintain terminology databases for use in standardization at the following 415 
addresses: 416 

• IEC Electropedia: available at https://www.electropedia.org/ 417 

• ISO Online browsing platform: available at https://www.iso.org/obp 418 

3.2 Terms and definitions specific for this document 419 

3.2.1  420 
allocation 421 
entry in the table of frequency allocations of a given frequency band for the purpose of its use 422 
by one or more radio communication services or the radio astronomy service under specified 423 
conditions 424 

3.2.2  425 
coexistence distance 426 
difference between the threshold value for the coexistence state and the actual value of the 427 
coexistence state function expressing the distance before reaching the coexistence state 428 

3.2.3  429 
coexistence margin 430 
difference between the actual value of the coexistence state function and the threshold for the 431 
coexistence state expressing the reserve before leaving the coexistence state 432 

3.2.4  433 
database service 434 
service officially operated under the rules of the local regulatory authority that provides a list of 435 
available channels and possibly the maximum EIRP allowable on these channels based on 436 
queries containing the geolocation of the wireless regional area network (WRAN) devices 437 

3.2.5  438 
geolocation 439 
process of acquiring the location data of a device, determining its latitude and longitude 440 

3.2.6  441 
harmful interference 442 
any emission, radiation or induction that endangers the functioning of a radio navigation service 443 
or of other safety services or seriously degrades, obstructs, or repeatedly interrupts a 444 
radiocommunications service operating in accordance with the ITU and local Regulations 445 

3.2.7  446 
incumbent radio system 447 
wireless communication system that is not under the control of, and is not affected by, the 448 
coexistence manager 449 

3.2.8  450 
logical link 451 
application oriented communication relationship which enables the transmission of user data 452 
between one logical end point of the reference interface in a source device and one logical end 453 
point of the reference interface in a target device 454 
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3.2.9  455 
master station 456 
data station that has been designated by the control station to ensure data transfer to one or 457 
more slave stations 458 

Note 1 to entry: At a given instant, there can be only one master station on a data link. 459 

[SOURCE: IEC 60050-721:1991, 721-19-12] 460 

3.2.10  461 
service flow 462 
QoS parameters for the PDUs that are exchanged on a connection, and provide a mechanism 463 
for upstream and downstream QoS management 464 

3.2.11  465 
service flow identifier 466 
SFID 467 
unique identifier for a service flow dealing with how higher layer packets/application sessions 468 
are mapped to their QoS requirements and scheduling constraints 469 

3.2.12  470 
slave station 471 
data station that is selected by a master station to receive data 472 

3.3 Additional terms and definitions for the templates 473 

3.3.1  474 
array of frequency 475 
collected values from sensing start frequency to sensing end frequency during the sensing 476 
process 477 

3.3.2  478 
array of power spectral density 479 
collected values of power spectral density from sensing start frequency to sensing end 480 
frequency during the sensing process 481 

3.3.3  482 
CCP address 483 
communication partner identification of the central coordination point for a service 484 

3.3.4  485 
communication link ID 486 
identifier (ID) as part of the response of a service execution related to the communication link 487 

3.3.5  488 
destination address 489 
communication partner identification for a service 490 

3.3.6  491 
limits of performance parameter 492 
value returned with the limit for a performance parameter 493 

3.3.7  494 
medium sensing report type 495 
requested type of information related to the generation type of medium resource report 496 

Note 1 to entry: The type is represented by a number with the following code: 1: Event driven; 2: Cyclic; 3: 497 
Requested. 498 
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3.3.8  499 
parameter ID 500 
identifier (ID) of a parameter that is specified by a standard or vendor and identifies the 501 
parameter whose value is returned 502 

3.3.9  503 
parameter value 504 
contains the value of the parameter to be returned 505 

3.3.10  506 
performance parameter type 507 
requested type of information related to a communication link ID 508 

Note 1 to entry: The type is represented by a number with the following code: 1: Transmission time; 2: Update time; 509 
3: Response time; 4: Data throughput; 5: Communication availability. 510 

3.3.11  511 
radio regulation database ID 512 
identifier (ID) of the radio regulation database 513 

3.3.12  514 
received signal strength indication 515 
RSSI 516 
value of the power present in a received radio signal 517 

3.3.13  518 
received signal strength indication mean 519 
RSSI mean 520 
mean value of the power present in a received radio signal 521 

3.3.14  522 
received signal strength indication standard deviation 523 
RSSI standard deviation 524 
standard deviation value of the power present in a received radio signal 525 

3.3.15  526 
report interval 527 
interval time of cyclic reports 528 

Note 1 to entry: This belongs to the cyclic "medium sensing report type". 529 

3.3.16  530 
sensing duration 531 
parameter specifying the duration of a sensing process 532 

3.3.17  533 
sensing end frequency 534 
parameter specifying the stop frequency of sensing 535 

3.3.18  536 
sensing interval 537 
parameter specifying the interval between sensing processes 538 

3.3.19  539 
sensing start frequency 540 
parameter specifying the start frequency of sensing 541 
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3.3.20  542 
service status 543 
parameter that provides information on the result of service execution 544 

Note 1 to entry: The service status can be either ABORTED or TIMEOUT. 545 

3.3.21  546 
signal to interference plus noise ratio 547 
SINR 548 
value of the power of a certain signal of interest divided by the sum of the interference power 549 
from all the other interfering signals and the power of some background noise 550 

3.3.22  551 
spectrum sensing entity ID 552 
identifier (ID) of the spectrum sensing entity containing either SSN or SSF 553 

3.3.23  554 
status 555 
parameter that specifies the behavior of the wireless device concerning configuration by a code 556 

Note 1 to entry: The status is represented by a number with the following code: 0: No address assigned; 1: 557 
Unconfigured; 2: Configured. 558 

3.3.24  559 
system address 560 
communication partner identification of the system for a service 561 

3.3.25  562 
timestamp 563 
information concerning time of collected attribute data 564 

3.3.26  565 
wireless system ID 566 
identifier (ID) as part of a service execution related to the concerned wireless system 567 

3.3.27  568 
wireless type 569 
parameter that characterizes the model of a wireless system or a wireless device 570 

Note 1 to entry: The parameter can contain either the wireless system or wireless device. If using the IEC CDD, 571 
then use the unique identifier. 572 

3.3.28  573 
wireless ID 574 
identifier (ID) as part of a service execution related to the model of a wireless system or a 575 
wireless device 576 

3.4 Terms and definitions given in IEC 62657-2 577 

For ease of understanding, the most important terms from IEC 62657-2 used within this 578 
document are listed but the definitions are not repeated in the list. 579 

– antenna, 580 

– automation application, 581 

– bandwidth, 582 

– centre frequency, 583 

– coexistence (wireless communication coexistence), 584 

– coexistence assessment, 585 
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– coexistence planning, 586 

– coexistence management, 587 

– communication load, 588 

– device 589 

– device type 590 

– duty cycle, 591 

– dwell time, 592 

– frequency band, 593 

– frequency channel, 594 

– lower cut-off frequency, 595 

– mechanisms for adaptivity, 596 

– medium utilization factor 597 

– message, 598 

– number of consecutive lost messages 599 

– plant, 600 

– power spectral density, 601 

– radio channel, 602 

– signal to interference and noise ratio, 603 

– received signal strength indication, 604 

– receiver sensitivity, 605 

– transfer interval, 606 

– wireless application, 607 

– wireless communication, 608 

– wireless communication application, 609 

– wireless communication solution, 610 

– wireless communication system, 611 

– wireless device, 612 

– wireless network, 613 

– wireless system type 614 

– total radiated power, 615 

– upper cut-off frequency. 616 

3.5 SRF specific definitions 617 

3.5.1  618 
Smart Resource Flow (SRF) Wireless Platform 619 
group of technologies that provides coordination realized by controlling radio resources 620 
(frequency, time, and space) to accommodate different systems while satisfying QoS in 621 
communication required by factory applications 622 

3.5.2  623 
spectrum sensing system (SSS) 624 
combination of dedicated spectrum sensing nodes (SSN) and embedded spectrum sensing 625 
functions (SSF) integrated into the wireless devices for automation applications 626 

3.5.3  627 
SRF Gateway 628 
gateway used for SRF Wireless Platform 629 
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3.5.4  630 
SRF Device 631 
device used for SRF Wireless Platform 632 

3.5.5  633 
SRF Sensor 634 
sensing node used for SRF Wireless Platform to monitor the radio environment 635 

3.5.6  636 
SRF Wireless Set 637 
group consisting of SRF Gateway and SRF Devices to communicate wirelessly between each 638 
other 639 

 640 

3.6 Abbreviated terms  641 

ACRM Application communication requirements management 
AFH Adaptive frequency hopping 
AL Application layer 
AP Access point 
API Application programming interface 
CC Central coordination 
CCP Central coordination point 
CDD Common data dictionary 
CMWCA CCP managed wireless communication application 
CMWD CCP managed wireless device 
CONF Confirmation 
CS Convergence sublayer 
C-SAP Control service access point 
DAA Detect and avoid 
DAR Detect and reduce 
DAS Detect and suppress 
DoA Direction of Arrival 
EIRP Equivalent isotropic radiated power 
HMI Human machine interface 
ID Identifier 
IETF Internet engineering task force 
IND Event notification 
IP Internet protocol 
ISM Industrial, scientific and medical 
JSON JavaScript Object Notation 
MAC Medium access 
MLME Medium access layer management entity 
MRM Medium resource management 
M-SAP Management service access point 
PE Policy engine 
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PHY Physical layer 
PLC Programmable logic controller 
PLME Physical layer management entity 
PSD Power spectral density 
QoS Quality of service 
REQ Request  
RES Response to the request message 
RF Radio frequency 
RSSI Received signal strength indication 
SAP Service access point 
SDU Service data units 
SFID Service flow identifier 
SINR Signal to interference plus noise ratio 
SSF Spectrum sensing function 
SSN Spectrum sensing node 
SSS Spectrum sensing system 
STA Station 
TRP Total radiated power 
WCA Wireless communication application 
WCD Wireless communication device 
WCS Wireless communication system 
WCSDCC Wireless communication system and device configuration and control 
WCSDS Wireless communication system and device subscription 
WIA Wireless industrial automation 
WSAN Wireless sensor actuator network 

 642 

3.7 Conventions used for service descriptions 643 

This document uses the descriptive conventions given in ISO/IEC 10731. 644 

The service model and service primitives used are entirely abstract descriptions; they do not 645 
represent a specification for implementation. 646 

Service primitives, used to represent service user/service provider interactions 647 
(see ISO/IEC 10731), convey parameters that indicate information available in the 648 
user/provider interaction. 649 

The parameters that apply to each group of primitives are set out in tables throughout the 650 
remainder of this document. Each table consists of up to six columns, containing the name of 651 
the service parameter, and a column each for those primitives and parameter-transfer directions 652 
used by the service: 653 

– the request primitive’s input parameters; 654 

– the request primitive’s output parameters; 655 

– the indication primitive’s output parameters; 656 

– the response primitive’s input parameters, and 657 

– the confirm primitive’s output parameters. 658 
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One parameter (or part of it) is listed in each row of each table. For local services, only request 659 
primitive with input and output parameters is used. Under the appropriate service primitive 660 
columns, a code is used to specify the type of usage of the parameter on the primitive and 661 
parameter direction specified in the column: 662 

M parameter is mandatory for the primitive. 663 

U parameter is a user option and may or may not be provided depending on the 664 
dynamic usage of the DLS-user. When not provided, a default value for the 665 
parameter is assumed. 666 

S only one parameter in a group of parameters using this code is required. 667 

C parameter is conditional upon other parameters or upon the environment of the 668 
DLS-user. 669 

CU parameter is a conditional user option, and may or may not be permitted 670 
depending upon other parameters or upon the environment of the DLS-user. 671 
When permitted, it may or may not be provided depending on the dynamic usage 672 
of the DLS-user. When permitted and not provided, a default value for the 673 
parameter is assumed. 674 

(blank) parameter is never present. 675 

 676 

In this document the service message formats are described using JSON notation according to 677 
IETF RFC 8259. 678 

4 Area of consideration 679 

4.1 Coexistence conceptual model 680 

In Figure 1, the coexistence conceptual model, described in IEC 62657-2, is shown. In this 681 
example, three wireless communication applications – A, B and C are assumed. According to 682 
the definition of wireless coexistence, all three wireless communication applications shall fulfill 683 
their application communication requirements. One part of the wireless communication 684 
application (WCA) A is a selected wireless communication system (WCS) A. It uses the wireless 685 
medium for communication and can interfere with other WCS, e.g. WCS B. WCS B can be of 686 
the same wireless technology or of another one. Each WCS is characterized by a certain 687 
robustness against interference. Thus, not every interference leads to errors in communication 688 
or to application failures. 689 

Coexistence management requires the investigation of the coexistence state throughout the 690 
entire life-cycle of the system. This requires that measurements be taken to determine whether 691 
all wireless communications applications are fulfilling their application communications 692 
requirements. 693 

An investigation of the application communication requirements and the characteristics of the 694 
wireless system (immunity and utilization) shall be reported in an inventory. The resulting 695 
coexistence planning shall be reported in a resource allocation plan. This shall be the basis for 696 
implementing the radio resources and their utilization. 697 
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 698 

Figure 1 – Wireless coexistence conceptual model according to IEC 62657-2 699 

4.2 Investigation of coexistence state 700 

An essential task for coexistence management is to calculate and to evaluate the coexistence 701 
state. With respect to the definition of the term coexistence, in addition to spectrum parameters 702 
(e.g. frequency channel or power spectral density), application related parameters (e.g. 703 
transmission time) are also required to calculate the coexistence state. 704 

Figure 2 is intended to show where relevant parameters can be determined. The figure shows 705 
a scenario with two WCA (A and B) with one logical link per WCA. Messages of a distributed 706 
application are transferred via the source device, transmitter antenna, radio channel, receiver 707 
antenna, and target device to the target of the distributed application. Interferences can occur 708 
from the source antenna of one WCS to the antennas of the other WCS. These interferences 709 
are influenced by the radio channel characteristic between the relevant antennas. Table 1 lists 710 
the relevant radio channels of the scenario shown in Figure 2. 711 

 712 

Figure 2 – Sources to determine parameters for coexistence state calculation 713 
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Table 1 – Explanations of radio channels 714 

Radio channel Explanation 

Channel A passive environmental influences for transmissions from source A to target A  

Channel ABT passive environmental influences for interferences from source A to target B 

Channel ABS passive environmental influences for interferences from source A to source B 

Channel B passive environmental influences for transmissions from source B to target B  

Channel BAT passive environmental influences for interferences from source B to target A 

Channel BAS passive environmental influences for interferences from source B to source A 

 715 

Relevant parameters can be determined by: 716 

• spectrum sensing function (e.g. frequency channel); 717 

• source application (e.g. number of transferred messages); 718 

• target wireless communication device (e.g. number of correct received messages); 719 

• target application (e.g. transmission time). 720 

Relevant parameters to determine and assess coexistence are specified in detail in Clause 6. 721 
In ECC Report 206 [13]1, an approach is introduced to holistically assess the dependability of 722 
industrial communication. This approach is well-suited to derive a coexistence state function 723 
defined as follows. 724 

σi(t) is the normalized parameter of the characteristic parameter i, according to Clause 6, at 725 

time t. Index i with ...1=i n  specifies one of n types of characteristic parameters. Factors for 726 
normalizing depend on the type of the characteristic parameter and are specified in Clause 6. 727 
The parameter σ(t) expresses the quality of a logical connection of a WCS at time t. 728 

A weighting factor ( )iu t  is introduced with a possible range of 0 to 1. This factor allows to adapt 729 

a parameter of type i according to the requirements. While, for example, the transmission time 730 
is more relevant for applications with event driven communication, the update time is important 731 

to applications with periodic traffic. This can be expressed with ( )iu t . The time dependence of 732 

this factor considers emerging flexible concepts of industrial automation that could require 733 
adaptations of the relevance of different parameter types. 734 

The coexistence state function shall consider all known ...1=k p  WCS. The priority of an 735 

application that uses WCS k is expressed with the weighting factor kw (t). Furthermore, the 736 

logical links j ...1= m  of a WCS should be taken into account. The importance of a logical link 737 

is expressed by the weighting factor ( )j tυ . 738 

Thus, a coexistence state function ( )χ t  according to Formula (1) can be defined. 739 
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_____________ 

1  Numbers in square brackets refer to the Bibliography. 
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Assuming a threshold Thrχ  that specifies the state in which the application communication 741 

requirements of all wireless communication applications are fulfilled, the coexistence state can 742 
be specified as shown in Formula (2). 743 

 ( )( )  Thr 1χ χ≥ =s t  (2) 744 

The complementary state of non-coexistence is defined according to Formula (3). 745 

 ( )( )  Thr 0χ χ< =s t  (3) 746 

The difference of actual value ( )χ t  and threshold Thrχ  is called coexistence margin (see 747 

Formula (4)). The difference of threshold Thrχ  and actual value ( )χ t  is called coexistence 748 

distance (see Formula (5)). 749 

 ( ) ( )M Thrχ χ χ= −t t  (4) 750 

 ( ) ( )D Thrχ χ χ= −t t  (5) 751 

A coexistence state function with its main values is shown as an example in Figure 3. 752 

 753 

Figure 3 – Coexistence state function 754 

The coexistence state function can be used to assess the level of coexistence and to derive 755 
measures to maintain coexistence. The characteristic parameters σi(t) referred to WCS k and 756 

to logical link j offers the possibility to identify weak points within the area of consideration. 757 
Based on that algorithm, the central coordination approach is able to derive specific resource 758 
allocations. 759 
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4.3 Implementing radio resources and their utilization 760 

In Figure 4, active environmental influences and targets to control coexistence are depicted. 761 
The scenario is the same as in Figure 3. In addition to the mutual interference of both systems, 762 
external interferences that cannot be influenced are indicated by dotted arrows. The mutual 763 
interference is attenuated by the radio channels ABT, BAS, BAT and ABS (see also Table 1). 764 

Relevant parameters can be controlled by: 765 

• source application (e.g. transfer interval); 766 

• source wireless communication device (e.g. frequency channel); 767 

• antenna (e.g. beam forming); 768 

• target wireless communication device (e.g. buffer management). 769 

Changing the values of the above-mentioned parameters affects not only the coexistence 770 
(fulfilment of the requirements of all applications) but also directly the fulfilment of the 771 
requirements of the controlled application. An extension of the transfer interval, for example, 772 
can be helpful for other applications, but critical for the controlled application. Controlling the 773 
parameters accordingly should therefore be considered. 774 

Relevant parameters to control coexistence are specified in detail in Clause 7. To comply with 775 
this document, the WCD shall implement parameters and services that allow the control of 776 
coexistence. 777 

 778 

Figure 4 – Parameters describing active influences and control 779 
parameters used to manage coexistence 780 

4.4 Coexistence management equipment 781 

In compliance with the area of operation (industrial automation), coexistence management 782 
equipment shall be treated throughout the entire life cycle as automation equipment. This 783 
applies to the device description (for example Field device integration according to the 784 
IEC 62769 series, the information exchange and management as well as questions of how much 785 
security, intrinsic safety, functional safety, high availability, etc. is needed). For example, a 786 
spectrum sensing function will be a vulnerability point in an automated coexistence 787 
management system by jamming radio waves. It is recommended to apply the IEC 62443 series 788 
for cyber security concerns like Denial of Service (wireless jamming). In an operational space, 789 
there are typically multiple control systems with separate wireless communication systems due 790 
to the separation of functionalities and concerns. The automated coexistence management 791 
system interacts with the devices of the wireless systems and the control system to receive 792 
information and to configure them. 793 

Full document details: 23/30474631 DC

http://www.avadocuments.com/doc/23-30474631-dc
http://www.avadocuments.com/doc/23-30474631-dc


IEC CD 62657-4 © IEC 2023 – 25 –  

5 Wireless coexistence management system architecture 794 

5.1 General 795 

This document deals with the basic idea of automated coexistence management of wireless 796 
communication systems for automation applications with central coordination (CC) of several 797 
wireless communication systems within industrial plants. This automated coexistence 798 
management with centralized coordination is an example implementation of the class 799 
CoexistenceManagementSystem described in IEC 62657-3:2022, 5.2. The wireless 800 
communication systems can use the same communication technology, called homogenous 801 
wireless communication infrastructure or different communication technologies, called 802 
heterogeneous wireless communication infrastructure. The aim is to further improve the efficient 803 
use of the radio resource. The main idea is to 804 

• deal with wireless devices that can be controlled and take into account devices that cannot 805 
be controlled; 806 

• consider available per device mitigation techniques in a central coordination approach; 807 

• stop transmitting radio energy or to activate the per device mitigation technique if central 808 
coordination fails; 809 

• ensure the compliance of wireless devices with local regulations by having a central 810 
coordination controlling and managing the use of the spectrum in the boundaries declared 811 
for the devices. 812 

In general, the functional architecture for central coordination of wireless communication 813 
systems for automation applications shall fulfill the following basic requirements: 814 

– provide coordination mechanisms to achieve and maintain coexistence between different 815 
wireless communication solutions in the same frequency range; 816 

– avoid harmful interferences. Provide mechanisms for automatic spectrum access and 817 
utilization, with the aim of: 818 

• recognition of free and occupied spectrum; 819 

• detection and classification of wireless communication solutions including incumbent 820 
radio systems; 821 

• establishment of communication channels; 822 

• registration of wireless communication systems in the location(s) of interest in the plant; 823 

• inventorying wireless automation applications with the associated wireless 824 
communication system; 825 

• release or rejection of newly registered wireless communication systems for automation 826 
applications; 827 

• gathering the requirements for the use of wireless communication based on the agreed 828 
decisions of the internal procedure; 829 

– providing mechanisms for continuous monitoring of 830 

• the frequency spectrum condition, and 831 

• the coexistence state. 832 

The available medium resources can be organized by assigning resource blocks to different 833 
wireless systems and/or devices by the CC. The resource blocks represent a combination of 834 
resources from the time, frequency and space domains and the coding. 835 

The CC shall include communication with wireless systems or with wireless devices by means 836 
of one or more communication channels and protocols. Therefore, the CC shall fulfill the 837 
following requirements: 838 

– support of different radio technologies; 839 
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– support of interface for coordination. 840 

The coexistence management for intra-system coexistence can substitute manual coexistence 841 
management as defined by IEC 62657-2. 842 

The CC is used to schedule resources to the different wireless communication solutions. This 843 
can include CC of single devices CC of wireless systems. In the latter case, the wireless 844 
systems will then use the CC information to configure and control its own wireless network. 845 

If the wireless communication applications are not controlled by CC and operate independently 846 
using the medium access control mechanisms of the wireless communication systems, then 847 
there is no coordination between them, and they rely on their own techniques for network 848 
formation, network discovery, service discovery and interference management, including the 849 
protection of incumbent radio systems. 850 
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 851 

Figure 5 – Exemplary instance of class CoexistenceSystem in accordance to 852 
IEC 62657-3 853 

Figure 5 shows an example representation of the class model CoexistenceSystem from 854 
IEC 62657-3:2022, 5.2. The class DistributedAutomationSystem is represented by local 855 
automation functions implemented in Supervisory Control and Data Acquisition (SCADA), 856 
Programmable logic controller (PLC), Human Machine Interface (HMI), Sensor (S), Actuator (A), 857 
and the application component of the automation devices. The wireless communication 858 
components of the Wireless Sensor Actuator Network (WSAN) and the Wireless Communication 859 
Systems WCS1 and WCS2 are instances of the class WirelessCommunicationSystem. The 860 
wireless devices of other wireless systems are instances of the class 861 
ActiveEnvironmentalInfluence. The central coordinated coexistence management system is an 862 
instantiation of the class CoexistenceManagementSystem. In the following, the example 863 
representation of Figure 5 is used to describe the system elements, the architecture, the 864 
functions and the interfaces of a CCP system in more detail. 865 
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The central coordinated coexistence management system has three entities, as shown in 866 
Figure 6: 867 

– central coordination point (CCP); 868 

– spectrum sensing system (SSS), which is a combination of spectrum sensing nodes (SSN) 869 
and spectrum sensing functions (SSF), see 5.2.4; 870 

– database services with information and configuration database and regulation database. 871 

Each entity is defined by its functional roles and interaction with other entities. 872 

 873 

Figure 6 – Elements of central coordinated coexistence management system 874 

Figure 6 shows three independent wireless systems that are subject to central coordination. A 875 
wireless sensor actor network (WSAN), a wireless system 1 (Radio 1) and a wireless system 2 876 
(Radio 2). Furthermore, there are wireless devices of other wireless systems that are not under 877 
control of the CC (incumbent radio systems) and an ISM application that may interfere with the 878 
wireless communication applications of interest. A line-based industrial communication system 879 
is used as a backbone to connect the wireless systems and the CCP. 880 
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 881 

Figure 7 – Data exchange in central coordinated coexistence management system 882 

Figure 7 shows the data exchange between the elements in a central coordinated coexistence 883 
management system. The central coordination point (CCP) is the key element of the 884 
coexistence management system. The CCP makes coexistence management decisions based 885 
on engineering baseline data, information from databases and current measurements of 886 
application behavior and spectrum. Current measured values of application behavior and 887 
spectrum can be collected for wireless systems via their central device, for example a base 888 
station, or directly from wireless devices. In the first case, there is only one connection between 889 
the CCP and the central component, as with WSAN in Figure 7. Then the application using the 890 
WSAN is a CCP managed wireless communication application (CMWCA). In the other case, 891 
there are connections from the CCP to the wireless devices, as with the wireless system 1 and 2. 892 
These are then called CCP managed wireless devices (CMWD). The exchange of coexistence 893 
data can take place directly between CCP and CMWD or via the central device of the WCS. 894 
Current measured values of spectrum are also provided by the spectrum sensing node (SSN). 895 

The CCP manages the available resources spectrum, time and space and assigns the resources 896 
to the CMWCA and/or CMWD with respect to the requirements of the automation application. 897 
The central device of CMWCA receives the resource information and acts as master station and 898 
manages the registered and connected slave station of CMWCA. Therefore, the CMWCA uses 899 
available spectrum resources with additional knowledge about spectrum usage by its neighbor 900 
CMWCA and about incumbent radio systems. 901 
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5.2 System elements 902 

5.2.1 Wireless systems and wireless devices for automation applications 903 

5.2.1.1 Wireless device with per device mechanisms for adaptivity and medium 904 
access control 905 

Wireless devices with per device mechanisms for adaptivity and medium access control 906 
mechanism shall provide the needed mechanisms for adaptivity and medium access control 907 
mechanism for the assigned frequency band, such as dynamic frequency selection and 908 
frequency agility mechanisms. Manual coexistence management according to IEC 62657-2 can 909 
be used for intra-system coexistence but cannot replace mandatory mechanisms to fulfill 910 
regulatory requirements (for example protect incumbent radio system). IEC 62657-2 should be 911 
established to improve the efficient use of the medium in an industrial environment if the device 912 
cannot participate in the CCP concept. 913 

5.2.1.2 CCP managed wireless communication application and wireless device 914 

The CCP managed wireless communication application (CMWCA) or CCP managed wireless 915 
devices (CMWD) are supervised, managed and controlled by the CCP. The CCP managed 916 
wireless communication application combines all related functions in one wireless device, which 917 
are necessary in order to ensure its role as master station for the wireless communication 918 
application and slave station for CCP. The CCP managed wireless devices function as slave 919 
station for CCP only and can take over the role as end device or infrastructure device in a 920 
wireless communication system, as depicted in Figure 8. The CCP controlled wireless 921 
communication application and wireless device shall not transmit wireless data messages by 922 
itself. If the communication between CCP and CCP managed wireless device is established and 923 
the CCP enables the transmission, then the CCP managed wireless device can transmit 924 
wireless data messages with or without mechanisms for adaptivity and/or medium access 925 
control mechanism. If the communication between CCP and the CCP managed wireless device 926 
fails, the wireless transmission shall stop if, for example, the regulatory required mitigation is 927 
not in the device or the device does not have access to the antenna. A heart-beat signal or 928 
similar mechanisms shall enable monitoring of the communication between CCP and CCP 929 
managed wireless communication application and wireless device. 930 

CCP managed wireless devices can have implemented spectrum sensing functions. These can 931 
be integrated into the overall spectrum sensing system (see 5.2.4). 932 
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 933 

Figure 8 – CCP managed wireless devices and CCP managed wireless systems 934 

Wireless devices of CMWCA that do not perform active spectrum sensing to save power have 935 
limited sensing capability and are therefore subject to dynamic interference. In that context, the 936 
spectrum sensing system can perform specific sensing measurements to support a wireless 937 
system consisting of such low-power wireless devices with limited sensing capability. 938 

5.2.1.3 CCP managed wireless device with per device mechanisms for adaptivity and 939 
medium access control mechanism 940 

Wireless devices with per device adaptivity and medium access control mechanisms which are 941 
also CCP controlled shall fulfill the requirements of 5.2.1.1. 942 

If the communication between CCP and a CMWCA or a CMWD is established and the CCP 943 
enables the transmission, the wireless device or wireless system can transmit without adaptivity 944 
and medium access control mechanisms. If the communication between CCP and a CMWCA or 945 
a CMWD fails, the transmission shall be in line with adaptivity and medium access control 946 
mechanisms. 947 

5.2.2 Central coordination point 948 

5.2.2.1 General 949 

The central coordination point (CCP) is a centralized coordination device or system for 950 
management of heterogeneous wireless infrastructures for automation applications. As shown 951 
in Figure 9, the CCP consists of an access to backplane(s) and an access to the RF channel, 952 
a spectrum engine, a resource engine and a policy engine. 953 
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The tasks for the CCP are: 954 

• management (control and coordination) of a heterogeneous wireless communication 955 
infrastructure for automation applications; 956 

• establishment of automatic coexistence management within a heterogeneous wireless 957 
communication infrastructure for automation applications; 958 

• consideration of the automation application requirements; 959 

• detection and protection of wireless communication applications; 960 

• consideration and fulfilment of regional regulatory requirements for wireless communication 961 
systems and wireless devices with support of geolocation. 962 

The CCP shall: 963 

• establish a wired or wireless communication to the information and configuration data base 964 
containing geolocation and medium usage information from wireless communication 965 
applications and incumbent radio systems; 966 

• detect incumbent radio systems and select the appropriate mitigation technique to protect 967 
these systems; 968 

• use application related characteristic parameters according to IEC 62657-2:2022, Clause 6 969 
to determine the coexistence state described in 4.2; 970 

• obtain the requirements of the automation applications (see IEC 62657-2) and assign 971 
resources accordingly to the CMWCA and CMD; 972 

• establish a wired or wireless connection to the CMWCA and CMD; 973 

• establish a wired or wireless connection to the regulation database. 974 

• reconfigure CCP managed wireless communication applications and wireless devices using 975 
influencing parameters defined in IEC 62657-2:2022, Clause 7. 976 

If more than one CCP is in use in a certain configuration, then wired or wireless communication 977 
shall be established directly or indirectly between the CCPs. All requirements of a single CCP 978 
shall apply. 979 
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 980 

Figure 9 – Overview of CCP 981 

5.2.2.2 Spectrum engine 982 

The spectrum engine (SE) is a management and control function and an entity of the CCP. The 983 
SE centralizes all medium usage decisions for various wireless communication applications, 984 
taking into account medium availability information and location-specific medium utilization. 985 

In summary, the SE shall be responsible for: 986 

• maintaining medium availability and medium utilization information; 987 

• channel classification and selection; 988 

• association control; 989 

• channel set management; 990 

• accessing the database service; 991 

• scheduling spectrum sensing operation; 992 

• making channel move decisions for one or more CCP managed wireless systems or wireless 993 
devices for the automation application; 994 

• supporting coexistence of wireless communication applications; 995 

• considering incumbent radio systems and other wireless applications; 996 

• establishing a wired or wireless connection to all CCP managed wireless communication 997 
applications and devices; 998 

• establishing a connection to the resource engine. 999 

5.2.2.3 Resource engine 1000 

The resource engine (RE) is a management and control function and an entity of CCP. The RE 1001 
centralizes all information about automation application, application communication 1002 
requirements and general plant characteristics. This information shall be analyzed and 1003 
processed with respect to the use of the wireless medium by the wireless communication 1004 
applications. Furthermore, the RE shall consider the radio regulation restrictions. 1005 
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The resource engine (RE) within the CCP shall be responsible for: 1006 

• collection, analyzing and processing of engineering and automation application data; 1007 

• providing coexistence control parameters to the SE with respect to the radio regulation 1008 
restrictions and limitations; 1009 

• maintaining the requirements of the automation application; 1010 

• maintaining and monitoring QoS information of the communication links. 1011 

5.2.2.4 Policy engine 1012 

The policy engine (PE) is a management function and an entity of CCP. The PE centralizes all 1013 
location-dependent radio regulation restrictions and limitations about the used frequency 1014 
ranges. The PE shall be responsible for: 1015 

• maintaining regulatory requirements, restrictions and limits regarding the geographical 1016 
location, as well as the range of frequencies used by the wireless systems and wireless 1017 
devices for automation applications; 1018 

• establishing a wired or wireless communication to the regulation database containing 1019 
geolocation limit of radio spectrum regulation. 1020 

It is impossible to get a general approval of Administrations for the CC concept in general. To 1021 
get an assuredness that vendors can start to invest in products compliant with this document, 1022 
it is important to know that a vendor that put products on the market and put the product into 1023 
service are responsible to comply with local and regional policies. There exist two principles on 1024 
the worldwide markets: 1025 

– the process of self-declaration of conformity; 1026 

– type approval. 1027 

NOTE 1 In Europe, as a harmonized standard for this type of product does not exist, the process is to ask a notified 1028 
body for its expert opinion. 1029 

NOTE 2 The responsibility for the product remains by the vendor. 1030 

The product description shall provide the needed information to describe the system: 1031 

– CCP; 1032 

– CCP managed wireless communication applications and devices, 1033 

with their CCP-service-interfaces to operate using a communication interface. The 1034 
communication interface could be based for example on IEEE 802.11. The CCP-service-1035 
interfaces shall be according to this document. 1036 

Table 2 – Level of effectiveness of wireless automation 1037 

Scenario Achievement of Coexistence Spectrum efficiency 

Without coexistence management Hardly — 

With coexistence management Most likely Not efficient 

With CCP based coexistence 
management 

Most likely Efficient 

With CCP based coexistence 
management and only controlled 
traffic 

For sure Efficient 

 1038 

As shown in Table 2, the CCP increases the achievement of the coexistence of wireless 1039 
communication applications compared to not using a CCP concept. That means the policy 1040 
engine shall contain all relevant restrictions to fulfil the regional and local requirements of 1041 
regulations, policies and others. 1042 
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5.2.3 Coordination database 1043 

5.2.3.1 Information and configuration database 1044 

The information and configuration database (ICD) stores information about automation 1045 
application communication requirements, CCP managed wireless applications and CCP 1046 
managed devices, wireless systems and wireless devices with per-device adaptivity and 1047 
medium access control mechanisms, location-specific information, and radio-specific 1048 
information. The ICD shall provide this information to the CCP. The radio-specific information 1049 
shall include information on available radio frequencies and associated maximum EIRP values, 1050 
implemented adaptivity mechanisms, and medium access control mechanisms used by the 1051 
systems wireless and wireless devices under consideration. This enables the protection of 1052 
incumbent radio systems. The information is derived from documentation of the wireless 1053 
systems and wireless devices. 1054 

5.2.3.2 Regulation database 1055 

The regulation database (RD) contains regulation information about the used frequency band(s). 1056 
The RD shall include information on radio regulation limits and information on incumbent radio 1057 
systems and other wireless applications, as well as which frequency bands or parts of them can 1058 
be used during operation. 1059 

Furthermore, the RD contains information on how wireless communication systems will respond 1060 
when an incumbent radio system is detected. The CCP's policy uses the RD to configure 1061 
wireless systems and wireless devices according to regulatory requirements. The incumbent 1062 
radio systems are defined by: 1063 

– frequency band; 1064 

– incumbent type: 1065 

• defense (radiolocation); 1066 

• fixed service; 1067 

• transportation; 1068 

– incumbent operation characteristic: 1069 

• static; 1070 

• dynamic by time; 1071 

• dynamic by geography; 1072 

• dynamic by time and geography. 1073 

Due to incumbent radio systems, a number of disadvantages can arise for wireless 1074 
communication systems and thus for wireless communication applications (WCA), for example: 1075 

– reduced frequency band; 1076 

– reduced coverage; 1077 

– decreased capacity; 1078 

– decelerated access to spectrum. 1079 

5.2.4 Spectrum sensing system 1080 

The spectrum sensing system (SSS) is a combination of dedicated spectrum sensing nodes 1081 
(SSN) and embedded spectrum sensing functions (SSF) integrated into the wireless devices for 1082 
automation applications. The SSS shall continuously provide medium utilization information to 1083 
the CCP. The SSS observes the relevant frequency bands in and around the environment of 1084 
the local industrial premises to determine the occurrence of wireless applications including 1085 
incumbent radio systems. This process is called sensing and takes into account parameters of 1086 
the radio channel, of the known wireless applications, of the automation application, and of the 1087 
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environment. Furthermore, the determined spectrum values can provide information about the 1088 
location of a transmitting wireless device. 1089 

Spectrum sensing is generally a passive process and shall not interfere with wireless 1090 
applications. The sensed signals shall be detected from the SSS and the parameters shall be 1091 
transferred to the SE function in CCP. The parameters indicate frequency range, energy level, 1092 
and occupation time and so identify the radio pattern of the transmitter. Based on this 1093 
information, the SE can characterize, catalog and classify incumbent radio systems, wireless 1094 
communication systems and devices, ISM applications and other wireless applications. 1095 

The spectrum sensing nodes (SSN) independently implement specific procedures for sensing 1096 
the radio frequency environment inside and outside the local automation environment. The SSN 1097 
shall permanently sense the radio frequency environment and report to the CCP so that it can 1098 
refresh the status of the medium resources. 1099 

The spectrum sensing function (SSF) is present at the CMWCA and CMWD. The SSF in 1100 
CMWCA independently implement specific procedures for sensing the radio frequency 1101 
environment at initialization of the master station and before the registration of a slave station 1102 
with the master station and during operation. 1103 

The SSF in a CMWD shall contain essential features to allow proper operation when the device 1104 
is not under the control of the WCS master station, for example, during initialization or during a 1105 
channel change. When a CMWD is idle, the SSF shall conduct out-of-band sensing and report 1106 
to the master station so that it can refresh the status of the channels in the backup/candidate 1107 
channel list. At any other times, the SSFs in the CMWD are under the control of the CCP. When 1108 
the master station is not transmitting, the SFF is active to conduct out-of-band sensing. The 1109 
SSF can then also carry out sensing to clear channels. 1110 

CMWD may be subject to limitations in terms of processing capacity, memory resources or 1111 
power requirements (battery powered). In these cases, the following measures can be applied: 1112 

– The SSF is not started immediately after registration of the CMWD but on command of the 1113 
CCP. 1114 

– The SSF senses only the frequency range that the wireless device can use operationally. 1115 

– The SSF can be suspended to conserve battery power. 1116 

These spectrum sensing limitations can be compensated by using information from the SSN 1117 
and/or by selectively activating SSFs and performing sophisticated data analysis. 1118 

5.3 Protocol reference architecture 1119 

5.3.1 General 1120 

The protocol reference model (PRM) of CCP managed wireless automation applications and 1121 
wireless devices, shown in Figure 10, is divided in three parts. The conventional wireless device 1122 
stack transfers the user data. It is called user plane or data plane. The CCP stack management 1123 
provides the CCP management and control services of the device according to Clause 8. The 1124 
CCP interface contains the management/control plane functionality, creating a new coordination 1125 
plane to support the central coordination capabilities. 1126 
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 1127 

Figure 10 – Protocol reference model of CCP managed wireless device 1128 

5.3.2 Data plane 1129 

The data plane consists of the physical layer (PHY), the medium access control (MAC) layer, 1130 
the convergence sublayer (CS) and application layer (AL). Service access points (SAPs) are 1131 
added in between these layers to allow modularization of the system. An SAP is provided with 1132 
a well-defined interface or a set of primitives to exchange information, by virtue of which these 1133 
different components can talk to each other. 1134 

The service-specific CS shall provide transformation or mapping of external network data that 1135 
is received through the CS SAP from AL, into MAC service data units (SDUs). This 1136 
transformation or mapping shall include classifying external network SDUs and associating 1137 
them to the proper MAC service flow identifier. Multiple CS specifications are provided for 1138 
interfacing with various protocols. 1139 

The MAC shall provide the functionality of system access, connection establishment and 1140 
connection maintenance. The data that the MAC layer receives from the various CSs through 1141 
the MAC SAP shall be assigned to particular MAC connections. Quality of Service (QoS) is 1142 
applied to the transmission and scheduling of data over the PHY. Data, PHY control, and 1143 
monitoring statistics (spectrum sensing, RSSI, etc.) shall be transferred between the MAC and 1144 
the PHY via the PHY SAP. 1145 
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The parameter for coexistence assessment shall be determined from the message transfer in 1146 
the data plane. The PHY, MAC, CS and AL shall provide the determined parameters to the 1147 
central coordination/management entity with coexistence management information base, where 1148 
these parameters are available for the CCP. 1149 

5.3.3 Management and control plane 1150 

5.3.3.1 General 1151 

The management and control plane shall consist of physical layer and spectrum sensing 1152 
management entity (PLME), medium access layer management entity (MLME), convergence 1153 
sublayer management entity (CLME), application layer management entity (ALME) and the 1154 
central coordination entity (CCE) with a coexistence management information base (CMIB). 1155 
Service primitives are used to communicate with the CMIB database and some of its primitives 1156 
may be used to manage the wireless system and wireless device entities. The CMIB primitives 1157 
shall be used for system configuration, monitoring statistics, notifications, triggers and session 1158 
management, medium resources management, communication with the database, the spectrum 1159 
sensing system and the CCP. The CMIB data may be obtained either from the wireless system, 1160 
pre-defined within the system, or obtained from other devices after an exchange of information 1161 
using the communication medium. The CCP has a key role in the overall architecture. It is the 1162 
central coordinator for all CMWCA and CMWD, where all information about the availability of 1163 
the spectrum is collected, resulting from the database and the spectrum sensing system. Based 1164 
on this combined information, local regulations and predefined CCP policies, the CCP shall 1165 
provide the needed configuration information to the MAC, which shall remotely configure all 1166 
registered CMWCA and CMWD. 1167 

5.3.3.2 Management plane 1168 

The CCP shall reside in the management plane of the wireless communication application. The 1169 
management SAP (M-SAP) may include, but is not limited to primitives related to the following: 1170 

• general plant characterization; 1171 

• application communication requirements; 1172 

• communication system and device management; 1173 

• monitoring statistics; 1174 

• notifications/triggers; 1175 

• sensing management. 1176 

5.3.3.3 Control plane 1177 

The control plane shall be comprised of the spectrum sensing system (SSS) function and central 1178 
coordination point (CCP) function. The SSS shall implement spectrum sensing algorithms and 1179 
the RE shall provide the information to determine the location of the CMWCA and CMWD. 1180 

The CCP shall maintain medium availability information, manage channel lists, manage quiet 1181 
periods, scheduling and implement coexistence mechanisms. The CCP shall also take requests 1182 
from the MAC and PHY. For example, the MAC shall inform the CCP if an interference situation 1183 
has been detected during normal operation in the channel. The CCP shall then take appropriate 1184 
actions to resolve the issue such as moving to another channel. For this purpose, the CCP first 1185 
requests sufficient idle time from the wireless communication application to perform an in-band 1186 
sensing. It shall update the list of backup and candidate channels in a prioritized order. The 1187 
CCP then ensures that the wireless communication application has sufficient idle time to select 1188 
a sufficient number of backup channels. If an incumbent is found during in-band sensing, the 1189 
MAC uses the corresponding service to inform the CCP to perform the switching operation. 1190 

C-SAP shall be used by the CCP to initiate channel move, to configure the spectrum sensing 1191 
function at the wireless devices (backup or candidate channel list, specific channels to be 1192 
sensed, etc.) as well as to gather information from the wireless devices (local sensing 1193 
information, etc.). 1194 
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The C-SAP may include, but is not limited to primitives related to the following: 1195 

• subscriber and session management; 1196 

• medium resource report; 1197 

• sensing result. 1198 

5.4 System of wireless communication applications 1199 

5.4.1 CCP concept for sharing with incumbent radio systems 1200 

The CCP concept is intended to reduce the effort required to implement the necessary 1201 
mitigation techniques for the used spectrum in each device. Another advantage of this approach 1202 
is that the CCP can detect incumbent radio systems at the edges of the plant with a higher 1203 
receiver sensitivity than the wireless devices can. While the location of a wireless device in a 1204 
building depends on the automation application, SSNs can be placed in positions with optimal 1205 
receiving performance. 1206 

If the available frequency band not used by incumbent radio systems is identified by the CCP, 1207 
then the CCP shall calculate the most efficient spectrum assignments that can be assigned to 1208 
the CCP managed wireless communication applications and CCP managed wireless devices 1209 
based on their automation application requirements on communication needs. 1210 

Wireless communication applications in a factory environment may operate exclusively over 1211 
one or more network access technologies and many of these applications may be capable of 1212 
operating simultaneously in a factory environment. 1213 

An example of a CCP controlled WCA and incumbent services/applications within the 5,8 GHz 1214 
WIA band is provided in Annex A. 1215 

5.4.2 Protection of incumbent radio systems 1216 

CCP controlled WCA employ centralized coordination with centralized or distributed spectrum 1217 
sensing to identify free and occupied frequency ranges. The spectrum sensing node (SSN) may 1218 
have multiple radio interfaces or a universal radio interface for monitoring a number of channels 1219 
or frequency ranges simultaneously. It determines the operation of incumbent services on 1220 
certain channels or frequencies. If available, SSF of the devices of the CMWCA can be used to 1221 
obtain a more accurate status of the utilization of the medium, especially with respect to the 1222 
spatial distribution. 1223 

To protect incumbent services and applications, an automated non-collaborative metrics-based 1224 
coexistence management shall be used, as WCA and incumbent services/applications are not 1225 
capable of exchanging information. Since they are fully independent, WCA will have to rely only 1226 
on incumbent service/application detection and estimation. In other words, each potentially 1227 
interfered WCA classifies the behavior of the interfering incumbent services or applications and 1228 
adapts its own behavior to the new conditions. 1229 

5.4.3 CCP concept for intra-system coexistence 1230 

The intra-system coexistence, as achieved by the CCP concept, fulfils the viewpoint of an 1231 
automatic adaptive coexistence management mechanism. 1232 

The CCP shall organize the spectrum access for multiple WCA within the frequency band. 1233 
Currently many coexistence issues and mitigation techniques exist, because there is no 1234 
coordination between WCA. Therefore, WCA should use new intra-system coexistence 1235 
schemes in order to optimize radio resource usage. These coexistence schemes can be enabled 1236 
by a CCP. The CCP can provide assistance for wireless coexistence via the transmission of 1237 
context information such as quality of service, priority of service, etc. and measurement results. 1238 
The CCP also can enable control for multiple WCA. 1239 
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The CCP organizes the simultaneous operation of multiple WCA and wireless devices in 1240 
industrial environments. Therefore, the CCP, CCP controlled WCA and CCP controlled wireless 1241 
devices shall provide a control channel for information collection from WCA and wireless 1242 
devices to the CCP as well as to carry control or assistance information from the CCP to the 1243 
WCA and wireless devices. In order to provide control or assistance services, the CCP performs 1244 
decision making via a control channel. In order to provide information collection services, the 1245 
CCP shall provide information on available WCA and wireless devices via a control channel. 1246 
The control channel can use 1247 

– line-bound connections between CCP and CCP controlled WCA; 1248 

– wireless connections between CCP and CCP controlled WCA or CCP controlled wireless 1249 
devices; 1250 

– wireless connections between CCP controlled WCA and CCP controlled wireless devices; 1251 

– wireless connections between CCP controlled WCA; 1252 

– wireless connections between CCP controlled wireless devices. 1253 

The CCP shall provide multi radio technology capability and a line-bound network access. 1254 

WCA in an industrial environment may operate exclusively over a single radio technology, but 1255 
wireless devices within these networks may be capable of operating on multiple different radio 1256 
technologies simultaneously. Therefore, multiple WCA control shall use the ability of specific 1257 
wireless devices to communicate on more than one WCA in order to provide advanced services 1258 
to WCA on which that device is not active. A device with multi-radio access capability can be 1259 
used to provide assistance to WCA in an effort to coordinate transmissions across WCA and to 1260 
improve the performance within a WCA. Intra-network wireless devices can exist that are 1261 
capable to communicate with WCA 1 and also capable to communicate with WCA 2. This 1262 
wireless device can be seen as marked in green in Figure 11. WCA with single radio access 1263 
capability need assistance from CCP. The CCP manages the medium utilization of WCA by 1264 
coordinating their transmissions. 1265 

 1266 

Figure 11 – CCP for intra-system coexistence 1267 
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Conceptually, multi-radio access technology assistance or line-bound technology assistance 1268 
helps to cooperate with coexistence issues not only by minimizing harmful interference, but also 1269 
by expanding the services available to wireless devices and to include services from devices 1270 
outside the local network. The services offered by every device are added to the CCP, but in 1271 
order to access this CCP, a common control channel capable of WCA-agnostic communication 1272 
is required. 1273 

WCA 1 (see Figure 11) or wireless devices belonging to WCA 1 can be requested to sense the 1274 
operating channel of WCA 2 and report the results to a CCP. This could be useful for networks 1275 
consisting of low-powered devices with limited sensing capability. 1276 

The CCP collects location information and operating characteristics of different WCA including 1277 
the operating channel of the low complexity WCA. The CCP then instructs SSN or wireless 1278 
devices to perform periodic sensing on the operating channel of the low complexity WCA with 1279 
specific sensing algorithms applicable to detect low complexity WCA with low medium utilization. 1280 
If harmful interference is detected, the CCP informs the low complexity WCA and instructs it to 1281 
move to another operation channel provided no incumbent service is operating on that channel. 1282 

Optionally, the CCP can also instruct the SSN to monitor one or more alternative channels for 1283 
the WCA. Once high interference is detected, the CCP can instruct the WCA to change the 1284 
acting channels to a validated alternative channel. Hence, the service discontinuity, which 1285 
occurs as a result of the harmful interference, is reduced at the WCA. 1286 

5.5 Interfaces 1287 

5.5.1 CCP 1288 

The CCP is interfaced to the AL, CS, MAC and PHY layer entities of the CCP managed wireless 1289 
communication applications and devices through the two SAPs M-SAP and C-SAP. The M-SAP 1290 
is used for less time sensitive management plane primitives and the C-SAP is used for more 1291 
time-sensitive control plane primitives. 1292 

The CCP is interfaced to the SSN through the M-SAP and C-SAP. The M-SAP is used for the 1293 
management plane primitives and the C-SAP is used for more control plane primitives. 1294 

The CCP is interfaced to the database via the M-SAP, which used the management plane 1295 
primitives. 1296 

The CCP is interfaced to the automation application via the M-SAP, which used the 1297 
management plane primitives. 1298 

The CCP provides a user interface for management, control and engineering. 1299 

5.5.2 CCP managed wireless communication application and wireless device 1300 

The CCP managed wireless communication applications and wireless devices shall include a 1301 
control-SAP (C-SAP) and management-SAP (M-SAP) that provide CCP access to the control 1302 
plane and management plane functions. 1303 

The CMWD shall provide an interface to the automation application. 1304 

5.5.3 Database 1305 

The coordination database shall provide an M-SAP that provides CCP access to the database 1306 
content. 1307 

The database provides a user interface for management, control and engineering. 1308 
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5.5.4 Spectrum sensing system 1309 

The SSN and SSF shall provide a C-SAP that provides CCP access to the spectrum sensing 1310 
results. 1311 

6 Parameter for coexistence assessment 1312 

Characteristic parameters are used to describe and assess the behavior of the media access 1313 
mechanism and the performance of the complete communication of a wireless solution. In this 1314 
Clause 6, the characteristic parameters are specified to assess wireless communication 1315 
systems and especially media access mechanisms with respect to industrial automation 1316 
applications. The parameters can be distinguished in the description of the time and error 1317 
behavior and in measures concerning all kinds of spectrum efficiency. 1318 

The assessment of coexistence shall be done by using the parameters listed in Table 3. 1319 

Table 3 – List of parameters for coexistence assessment 1320 

Parameter name Symbol Unit Data type 

Data throughput TD bit/s REAL_MEASURE_TYPE 

Communication availability    

 Message loss ratio MLR % REAL_MEASURE_TYPE 

 Number of consecutive lost 
messages 

NSML . INT_TYPE 

Transmission time tTT s REAL_MEASURE_TYPE 

Update time tUT s REAL_MEASURE_TYPE 

Response time tRT s REAL_MEASURE_TYPE 

 1321 

The specifications of the parameters are provided in IEC 62657-2. 1322 

7 Parameter for coexistence control 1323 

7.1 General 1324 

The values of the characteristic parameters are influenced by several parameters. That is why 1325 
it is important to control and manage parameters and their values. The first set of influencing 1326 
parameters is related to the application. This includes, for instance, the communication load. 1327 
Another set of influencing parameters is related to the radio devices, e.g. the frequency band 1328 
or transmission power. In 7.2 and 7.3, the relevant influencing parameters for the management 1329 
and control of media utilization and coexistence are listed and declared. 1330 

This document describes general parameters for coexistence management. Depending on the 1331 
specific radio technology, special resource allocation parameters could be available, for 1332 
example, routing parameters of a mesh network. Other special parameters are available due to 1333 
the evolution of radio technologies, for example parameters for frequency-time resource block 1334 
assignments or for beamforming of smart antennas. 1335 

NOTE The tools supporting the CCP can also be based on the catalogue data definitions and specifications given 1336 
in the IEC 61360 series and the data base, called common data dictionary (CCD), filled with the classes and 1337 
properties of the IEC 62657 series. Annex B provides an overview of the processes by which the content of the IEC 1338 
CDD can be filled and used in an application. Annex C provides templates as a possible basis to fill the IEC CDD 1339 
with the parameters used in the services of this document. 1340 
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7.2 Application parameter 1341 

The CCP can control the application parameters for coexistence control in Table 4. Especially 1342 
in the context of smart manufacturing, there is the possibility to efficiently use communication 1343 
resources according to the flexible changing requirements of the application. 1344 

Table 4 – List of application parameters for coexistence control 1345 

Parameter name Symbol Unit Data type Description 

Communication load ACL bit/s REAL_MEAS
URE_TYPE 

Communication load per communication link 

Initiation of data transmission AIDT - ENUM_STRIN
G_TYPE 

Type of initiations of data transmission for 
each automation device for communication link 

Length of user data per 
transmission interval 

ALUD octet INT_TYPE Length of user data for each automation device 
for communication link 

Transfer interval ATI s LEVEL(MAX) 
of 

REAL_MEAS
URE_TYPE 

Transfer interval for each automation device 
for communication link 

 1346 

The specifications of the parameters are provided in IEC 62657-2. 1347 

7.3 Radio parameter 1348 

The CCP can control the radio parameters for coexistence control in Table 5. 1349 

Table 5 – List of radio parameters for coexistence control 1350 

Parameter name Symbol Unit Data type Description 
Frequency band 
 Lower cut-off frequency fBL Hz REAL_MEASURE_ 

TYPE 
Lower cut-off frequency of frequency 
band 

 Upper cut-off frequency fBU Hz REAL_MEASURE_ 
TYPE 

Upper cut-off frequency of frequency 
band 

Frequency channel 
 Centre frequency fC Hz REAL_MEASURE_ 

TYPE 
Centre frequency of frequency channel 

 Bandwidth BW Hz REAL_MEASURE_ 
TYPE 

Bandwidth of frequency channel 

 Lower cut-off frequency fCL Hz REAL_MEASURE_ 
TYPE 

Lower cut-off frequency of frequency 
channel 

 Upper cut-off frequency fCU Hz REAL_MEASURE_ 
TYPE 

Upper cut-off frequency of frequency 
channel 

 Type of radio channel 
identification 

Ch  ENUM_STRING_ 
TYPE 

Radio channel number or identification 
of frequency channel 

 Power spectral density PSD dBm/Hz REAL_MEASURE_ 
TYPE 

PSD of frequency channel 

 Number of frequency 
hopping channels 

NHC - INT_TYPE Number of frequency channels for 
frequency hopping 

 Dwell time tdwell s LEVEL(MAX) 
REAL_MEASURE_ 
TYPE 

Time period of frequency hopping 

Operational frequency channel 
 Type of frequency 

channel identification 
  ENUM_STRING_ 

TYPE 
Centre frequency of frequency 
channels for operation 

Blocked frequency list 
 Type of frequency 

channel identification 
  ENUM_STRING_ 

TYPE 
Centre frequency of blocked frequency 
channels 
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Parameter name Symbol Unit Data type Description 
Transmit power 
 Equivalent isotropic 

radiated power 
EIRP W REAL_MEASURE_ 

TYPE 
EIRP of radio device 

 Equivalent radiated 
power 

ERP W REAL_MEASURE_ 
TYPE 

ERP of radio device 

 Transmitter output power Pout W REAL_MEASURE_ 
TYPE 

Transmit output power of radio device 

Channel occupancy time 
 Duty cycle DC % LEVEL(MAX)REAL_ 

MESURE_TYPE 
Duty cycle per communication link 

 Transmitter sequence tseq s LEVEL(MAX)REAL_ 
MESURE_TYPE 

Transmitter sequence per wireless 
device 

Maximum number of 
retransmissions 

NRT - LEVEL(MAX)INT_ 
MESURE_TYPE 

Maximum number of retransmissions 
per wireless device 

Mechanisms for adaptivity   ENUM_STRING_ 
TYPE 

Mechanisms for adaptivity per wireless 
system 

 CCP - - Char A central systems element controls the 
medium utilization 

 DAA - - Char If the channel is occupied, change the 
channel (for example AFH) 

 DAR - - Char If the channel is occupied, reduce the 
output power. 

 DAS - - Char If the channel is occupied, don't 
transmit (for example listen before 
talk). The Clear Channel Assessment 
might be an equivalent term but is a 
precondition. 

 1351 

The specifications of the parameters are provided in IEC 62657-2. 1352 

8 Management and control services 1353 

8.1 General 1354 

The primitive name defined on the SAP consists of three fields – SAP, Function, and Operation: 1355 

d) SAP 1356 

• C-SAP: Control plane SAP; 1357 

• M-SAP: Management plane SAP; 1358 

e) Function 1359 

• Application communication requirements management; 1360 

• Wireless communication system and device subscription; 1361 

• Wireless communication system and device configuration and control; 1362 

• Medium resource management; 1363 

• Database access; 1364 

f) Operation 1365 

• REQ – Request; 1366 

• RES – Response to the REQ message; 1367 

• CONF – Confirmation; 1368 

• IND – Event notification. 1369 
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The CCP, CCP managed wireless communication applications (CMWCA) and CCP managed 1370 
wireless devices (CMWD), the SSN and the database can send these primitives depending on 1371 
the functional behavior defined for M-SAP and C-SAP. 1372 

– A service primitive of type REQ is used whenever a response to the primitive is solicited. If 1373 
there is an REQ message, it is generally mapped to a REQ on C-SAP/M-SAP. 1374 

– A service primitive of type RSP is used in response to a REQ primitive. Moreover, if there 1375 
is an RSP message, it is generally mapped to an RSP on C-SAP/M-SAP. 1376 

– A service primitive of type IND is used at C-SAP or M-SAP for event notification if a response 1377 
to this primitive is not solicited, and if the primitive is not sent in response to an REQ 1378 
primitive. 1379 

The specific usage of these operation types for the respective control and management 1380 
functions is specified in 8.2 to 8.6. 1381 

8.2 Application communication requirements management services 1382 

8.2.1 Supported services 1383 

This Subclause 8.2 contains the definition of services that are unique to this application 1384 
communication requirements management (ACRM) service. The services defined for this ACRM 1385 
are: 1386 

• GetGeneralPlantCharacteristic, see 8.2.2; 1387 

• SetGeneralPlantCharacteristic, see 8.2.3; 1388 

• GetApplicationCommunicationRequirements, see 8.2.4. 1389 

8.2.2 GetGeneralPlantCharacteristic 1390 

8.2.2.1 Service overview 1391 

GetGeneralPlantCharacteristic service is a confirmed service and uses the M-SAP. The CCP sends 1392 
the GetGeneralPlantCharacteristic service request attempts to the database. The primitive flow of 1393 

GetGeneralPlantCharacteristic service is depicted in  1394 

Figure 12. Legacy engineering and database implementation should be supplemented by a 1395 
software module for this service. 1396 

 1397 

Figure 12 – Primitive flow of GetGeneralPlantCharacteristic 1398 

8.2.2.2 Service primitives 1399 

The service parameters for GetGeneralPlantCharacteristic service are shown in Table 6. 1400 

Full document details: 23/30474631 DC

http://www.avadocuments.com/doc/23-30474631-dc
http://www.avadocuments.com/doc/23-30474631-dc


IEC CD 62657-4 © IEC 2023 – 45 –  

Table 6 – GetGeneralPlantCharacteristic service parameters 1401 

Parameter name Request Indication Response Confirm 

Argument     

 Destination address M M(=)   

Result (+)   S S(=) 

 CCP address   M M(=) 

 Attribute data   M M(=) 

  Regional radio regulations   M M(=) 

  Future expansion plan   M M(=) 

  Area of operation   M M(=) 

  Object movement   M M(=) 

  Geographical dimension of the plant   M M(=) 

  Natural environmental condition   M M(=) 

  Intervisibility   U U(=) 

  Frequency band   M M(=) 

  Wireless communication solution density   M M(=) 

  Interference type   M M(=) 

  Limitation from neighbors of the plant   M M(=) 

Result (-)   S S(=) 

 Service status   M M(=) 

 1402 

Argument 1403 

The argument contains the parameters of the service request. 1404 

Destination address 1405 

This parameter specifies the destination address to which the service request is to be 1406 
sent. 1407 

Result (+) 1408 

This selection type parameter indicates that the service request succeeded. 1409 

CCP address 1410 

This parameter specifies the address of the requested CCP. It is present in the response 1411 
primitive. 1412 

Attribute data 1413 

This parameter returns a stream of information containing all the attributes. 1414 

− Regional radio regulations 1415 

− Future expansion plan 1416 

− Area of operation 1417 

− Object movement 1418 

− Geographical dimension of the plant 1419 

− Natural environmental condition 1420 

− Intervisibility 1421 

− Frequency band 1422 

− Wireless communication solution density 1423 
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− Interference type 1424 

− Limitation from neighbors of the plant 1425 

Result (-) 1426 

This selection type parameter indicates that the service request failed. 1427 

Service status 1428 

This parameter provides information on the result of service execution. It shall be one 1429 
of ABORTED or TIMEOUT. 1430 

8.2.2.3 Service procedure 1431 

The GetGeneralPlantCharacteristic request shall send a message to the database, which 1432 
contains the general plant characteristic from the engineering. When the message arrives at 1433 
the target device (database), this shall result in a GetGeneralPlantCharacteristic indication at 1434 
the database. The database, in turn, shall forward the message to the appropriate target object. 1435 
When the object responds, the database shall forward the response via the 1436 
GetGeneralPlantCharacteristic response primitive. When the response arrives at the CCP which 1437 
originated the request, a GetGeneralPlantCharacteristic confirmation shall be returned to the 1438 
application object which sent the request. The application delivers the requested attributes for 1439 
plant characterization. 1440 

8.2.2.4 Service sequence 1441 

The service sequence of GetGeneralPlantCharacteristic service is shown in Figure 13. 1442 

 1443 

 1444 

 1445 

Figure 13 – Sequence diagram (GetGeneralPlantCharacteristic) 1446 

8.2.2.5 Service message format 1447 

The message format of GetGeneralPlantCharacteristic service shall be according to Table 7. 1448 
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