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Introduction
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For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.
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Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.
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6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.

Delete reference to UV photometer.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION 216 

____________ 217 

 218 

INDUSTRIAL NETWORKS –  219 

COEXISTENCE OF WIRELESS SYSTEMS –  220 

 221 

Part 2: Coexistence management 222 

 223 

FOREWORD 224 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 225 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 226 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 227 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 228 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 229 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 230 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 231 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 232 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 233 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 234 
consensus of opinion on the relevant subjects since each technical committee has representation from all 235 
interested IEC National Committees.  236 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 237 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 238 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 239 
misinterpretation by any end user. 240 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 241 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 242 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 243 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 244 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 245 
services carried out by independent certification bodies. 246 

6) All users should ensure that they have the latest edition of this publication. 247 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 248 
members of its technical committees and IEC National Committees for any personal injury, property damage or 249 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 250 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 251 
Publications.  252 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 253 
indispensable for the correct application of this publication. 254 

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a) 255 
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in 256 
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which 257 
may be required to implement this document. However, implementers are cautioned that this may not represent 258 
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC 259 
shall not be held responsible for identifying any or all such patent rights. 260 

IEC 62657-2 has been prepared by subcommittee 65C: Industrial networks, of IEC technical 261 
committee 65: Industrial-process measurement, control and automation. It is an International 262 
Standard. 263 

This fourth edition cancels and replaces the third edition published in 2022. This edition 264 
constitutes a technical revision.  265 

This edition includes the following significant technical changes with respect to the previous 266 
edition: 267 

a) alignment of some definitions and specifications of coexistence parameters in order to 268 
facilitate their future inclusion in the IEC Common Data Dictionary (IEC CDD) maintained 269 
by the IEC; 270 
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b) alignment of some definitions and specifications to be consistent to the new Part 3 and 271 
Part 4. 272 

c) Edition 3 of IEC 62657-2 was published in June 2022. Some comments were made in the 273 
last development stages of this document asking for explanations on how the parts of the 274 
IEC 62657 series were structured and how they were related to each other. Resolution of 275 
these comments was deferred until a next edition, which means this edition.  276 

The text of this International Standard is based on the following documents: 277 

Draft Report on voting 

65C/XX/FDIS 65C/XX/RVD 

 278 
Full information on the voting for its approval can be found in the report on voting indicated in 279 
the above table. 280 

The language used for the development of this International Standard is English. 281 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 282 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 283 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 284 
described in greater detail at www.iec.ch/publications. 285 

A list of all the parts of the IEC 62657 series, under the general title Industrial networks – 286 
Coexistence of wireless systems, can be found on the IEC website. 287 

The committee has decided that the contents of this document will remain unchanged until the 288 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 289 
specific document. At this date, the document will be  290 

• reconfirmed, 291 

• withdrawn, 292 

• replaced by a revised edition, or 293 

• amended. 294 

 295 

IMPORTANT – The "colour inside" logo on the cover page of this document indicates that it 
contains colours which are considered to be useful for the correct understanding of its 
contents. Users should therefore print this document using a colour printer. 

 296 

  297 
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INTRODUCTION 298 

The overall market for wireless communication solutions spans a range of diverse applications, 299 
with differing performance and functional requirements. Within this overall market, the industrial 300 
automation domain could include: 301 

• process automation, covering for example the following industry branches: 302 

– oil and gas, refining, 303 

– chemical, 304 

– pharmaceutical, 305 

– mining, 306 

– pulp & paper, 307 

– water & wastewater, 308 

– steel, 309 

• electric power such as: 310 

– power generation (for example wind turbine), 311 

– power transmission and distribution (grid), 312 

• factory automation, covering for example the following industry branches: 313 

– food and beverage, 314 

– automotive, 315 

– machinery, 316 

– semiconductor. 317 

Industrial automation requirements for wireless communication systems are different from those 318 
of, for example, the telecommunications, commercial and consumer markets. These industrial 319 
automation requirements are identified and provided in IEC 62657-1. 320 

Industrial premises can contain a variety of wireless communication technologies and other 321 
sources of radio emissions. 322 

This document is intended for designers and persons responsible for production and process 323 
plants, system integrators and mechanical engineers having to integrate and start up wireless 324 
systems in machines and plants, and producers of industrial wireless solutions. In particular, it 325 
is intended to motivate exchange of information between automation and radio engineers. 326 

Many wireless industrial automation applications are also located in physical environments over 327 
which the operator/owner can exert control. That is, within a physical facility where the presence 328 
and operation of all radio emitting devices are under the control of a single entity. This allows 329 
wireless management strategies to be employed which are not feasible for equipment installed 330 
in public or other unmanaged areas. 331 
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In industrial automation, many different wireless communication systems can operate in the 332 
same premises. Examples of these communication systems are IEC 62591 (WirelessHART®1), 333 
IEC 62601 (WIA-PA) and IEC 62734 (ISA100.11a). All these communication systems use 334 
IEEE 802.15.4 [28]2 for the process automation applications. Other examples of wireless 335 
communication systems are specified in IEC 61784-1 and IEC 61784-2 CPs that use 336 
IEEE 802.11 [25] and IEEE 802.15.1 [26] for factory automation applications. Different to wired 337 
fieldbuses, the wireless communication devices can interfere with others on the same premises 338 
or environment, disturbing each other. Other sources of radio energy in these bands, often at 339 
high energy levels, include radiated process heating, plastic welding, plasma lamps, and 340 
microwave irradiation devices. 341 

Clearly, without a means to manage the coexistence of these varied emitters, it would be 342 
problematic to ensure that wireless systems meet the time-criticality and other performance 343 
requirements of industrial automation. 344 

This document describes the management of independent radio sources that use the same 345 
transmission medium. The management within a wireless communication system is not the 346 
subject of this document. It is assumed that the standard of a wireless system regulates it, for 347 
example by a medium access control mechanism. 348 

The IEC 62657 series has four parts: 349 

• Part 1: Wireless communication requirements and spectrum considerations 350 

• Part 2: Coexistence management 351 

• Part 3: Formal description of the automated coexistence management and application 352 
guidance 353 

• Part 4: Coexistence management with central coordination of wireless applications 354 

IEC 62657-1 provides general requirements for industrial automation and spectrum 355 
considerations that are the basis for industrial communication solutions. This document 356 
specifies the coexistence management of wireless devices to ensure predicable performance. 357 
It is intended to facilitate harmonization of future adjustments to international, national, and 358 
local regulations. 359 

This document provides the coexistence management concept and process. Based on the 360 
coexistence management process, a predictable assuredness of coexistence can be achieved 361 
for a given spectrum with certain application requirements. This document describes principles 362 
to manage the potential mutual interference that might occur due to the operation of multiple 363 
wireless devices in a plant. 364 

This document provides guidance to the users of wireless systems on selection and proper use 365 
of wireless systems. To provide suitable wireless devices to the market, it also serves vendors 366 
in describing the behaviors of wireless devices to build wireless systems matching the 367 
application requirements. 368 

This document is based on analyses of a number of International Standards, which focus on 369 
specific technologies. The intention of this document is not to invent new parameters but to use 370 
already defined ones and to be technology independent. 371 

  372 

___________ 
1  WirelessHART is the registered trade name of the FieldComm Group, see www.fieldcommgroup.org. This 

information is given for the convenience of users of this document and does not constitute an endorsement by 
IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results. 

2  Numbers in square brackets refer to the bibliography. 
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INDUSTRIAL NETWORKS –  373 

COEXISTENCE OF WIRELESS SYSTEMS –  374 

 375 

Part 2: Coexistence management 376 

 377 

 378 

 379 

1 Scope 380 

This part of IEC 62657: 381 

• specifies the fundamental assumptions, concepts, parameters, and procedures for wireless 382 
communication coexistence; 383 

• specifies coexistence parameters and how they are used in an application requiring wireless 384 
coexistence; 385 

• provides guidelines, requirements, and best practices for wireless communication's 386 
availability and performance in an industrial automation plant; it covers the life-cycle of 387 
wireless communication coexistence; 388 

• helps the work of all persons involved with the relevant responsibilities to cope with the 389 
critical aspects at each phase of life-cycle of the wireless communication coexistence 390 
management in an industrial automation plant. Life-cycle aspects include: planning, design, 391 
installation, implementation, operation, maintenance, administration and training; 392 

• provides a common point of reference for wireless communication coexistence for industrial 393 
automation sites as a homogeneous guideline to help the users assess and gauge their 394 
plant efforts; 395 

• deals with the operational aspects of wireless communication coexistence regarding both 396 
the static human/tool-organization and the dynamic network self-organization. 397 

This document provides a major contribution to national and regional regulations. It does not 398 
exempt devices from conforming to all requirements of national and regional regulations. 399 

2 Normative references 400 

The following documents are referred to in the text in such a way that some or all of their content 401 
constitutes requirements of this document. For dated references, only the edition cited applies. 402 
For undated references, the latest edition of the referenced document (including any 403 
amendments) applies. 404 

IEC 62657-1:2017, Industrial communication networks – Wireless communication networks – 405 
Wireless communication requirements and spectrum considerations 406 

IEC 62657-3, Industrial networks – Coexistence of wireless systems – Part 3: Formal 407 
description of the automated coexistence management and application guidance 408 

IEC 62657-4, Industrial networks – Coexistence of wireless systems – Part 4: Coexistence 409 
management with central coordination of wireless applications 410 

IEC 62443 (all parts), Industrial communication networks – Network and system security 411 
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3 Terms, definitions, abbreviated terms and conventions 412 

3.1 Terms and definitions 413 

For the purposes of this document, the following terms and definitions apply. 414 

ISO and IEC maintain terminological databases for use in standardization at the following 415 
addresses: 416 

• IEC Electropedia: available at http://www.electropedia.org/ 417 

• ISO Online browsing platform: available at http://www.iso.org/obp 418 

3.1.1  419 
active environmental influence 420 
influence on the signal propagation through interfering of the wireless communication 421 
application or wireless application 422 

3.1.2  423 
adjacent channel interference 424 
interference that occurs from wireless devices using adjacent frequency channels 425 

3.1.3  426 
adjacent channel selectivity 427 
ability of a radio receiver to respond to the desired signal and to reject signals in adjacent 428 
frequency channels 429 

3.1.4  430 
antenna gain 431 
ratio of the power required at the input of a reference antenna to the power supplied to the input 432 
of the given antenna to produce, in a given direction, the same field strength at the same 433 
distance 434 

[SOURCE: Federal Standard 1037C:1996, modified – Deletion of "loss-free" before "reference 435 
antenna", deletion of the two notes and synonyms] [29] 436 

3.1.5  437 
antenna radiation pattern 438 
variation of the field intensity of an antenna as an angular function with respect to the axis 439 

3.1.6  440 
antenna type 441 
kind of part of a radio transmitting or receiving system which is designed to provide the required 442 
coupling between a transmitter or a receiver and the medium in which the radio wave 443 
propagates 444 

Note 1 to entry: In practice, the terminals of the antenna or the points to be considered as the interface between 445 
the antenna and the transmitter or receiver should be specified. 446 

Note 2 to entry: If a transmitter or receiver is connected to its antenna by a feed line, the antenna may be considered 447 
to be a transducer between the guided waves of the feed line and the radiated waves in space.  448 

[SOURCE: IEC 60050-712:1992, 712-01-01, modified – Addition of "kind of" at front] 449 

3.1.7  450 
application communication requirements 451 
quantitative requirements specifying the required conditions and the required characteristics of 452 
wireless communication solutions at the communication interface that is met in order to achieve 453 
the purpose of the automation application 454 
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3.1.8  455 
area of operation 456 
distinguishing properties of the area where the wireless communication system is operated 457 

3.1.9  458 
automated collaborative coexistence management 459 
tool supported collaborative coexistence management with defined interfaces between the tool 460 
and the wireless communication system 461 

Note 1 to entry: The tool can be according to IEC 62657-43. 462 

3.1.10  463 
automation application 464 
industrial automation application 465 
application of measurement and automatic control in the industrial automation domain 466 

3.1.11  467 
automation application data length 468 
user data length 469 
number of octets that are exchanged at the reference interface 470 

3.1.12  471 
bit rate of the physical link 472 
measure of the number of binary digits transferred per second 473 

3.1.13  474 
blocking frequency 475 
ability of a device to avoid part of the available spectrum 476 

[SOURCE: ETSI TR 102 889-2: 2011, modified – Changed "blacklisting frequencies" to 477 
"blocking frequency"] [22] 478 

3.1.14  479 
blocked frequency list 480 
list of the blocked frequencies to avoid part of the available spectrum 481 

[SOURCE: ETSI TR 102 889-2: 2011, modified – Exchanged "blacklisting frequencies" by 482 
"blocked frequency list" and added "to avoid part of the available spectrum"] [22] 483 

3.1.15  484 
cellular topology 485 
cellular network topology 486 
network topology where the geographical area is divided in cells 487 

Note 1 to entry: A device can move from one cell to another cell. Devices that are in a cell communicate through a 488 
central hub. Hubs in different cells are interconnected. 489 

3.1.16  490 
centre frequency 491 
geometric mean of lower cut-off frequency and upper cut-off frequency of a frequency channel 492 

3.1.17  493 
channel number 494 
unsigned integer number identifying a wireless communication channel in accordance with an 495 
authoritative document or rule 496 

___________ 
3  Under preparation. Stage at the time of publication: IEC FDIS 62657-4:2022. 
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3.1.18  497 
channel occupation 498 
time interval in which the medium is busy 499 

Note 1 to entry: Beyond the pure transfer of user data, this time includes all time slices necessary to process the 500 
transmission protocol, for example to transfer an acknowledgement. 501 

3.1.19  502 
coexistence 503 
wireless communication coexistence 504 
state in which all wireless communication solutions of a plant using shared medium fulfil all their 505 
application communication requirements 506 

Note 1 to entry: In IEEE 802.15.2-2003 [27] the coexistence is defined as a characteristic of a device. 507 

3.1.20  508 
coexistence management 509 
process to establish and to maintain coexistence that includes technical and organizational 510 
measures 511 

3.1.21  512 
coexistence management information 513 
parameters for the wireless coexistence management process 514 

3.1.22  515 
coexistence manager 516 
role of a nominated person to manage coexistence 517 

3.1.23  518 
coexistence planning 519 
process that describes the allocation of wireless communication resources (time, frequencies, 520 
coding, space) to each wireless communication system in order to achieve coexistence 521 

3.1.24  522 
collaborative coexistence management 523 
coexistence management process in which data is exchanged between the wireless 524 
communication applications involved with the aim of influencing the wireless communication so 525 
that all applications meet the requirements 526 

3.1.25  527 
communication availability 528 
<wireless communication> ratio of the time interval of error free transmission (uptime) to an 529 
observation time 530 

3.1.26  531 
communication availability 532 
<performance> ability of an item to be in a state to perform as required function under given 533 
conditions at a given instant of time or over a given time interval, assuming that the required 534 
external resources are provided 535 

Note 1 to entry: This ability depends on the combined aspects of the reliability performance, the maintainability 536 
performance, and the maintenance support performance. 537 

Note 2 to entry: Required external resources, other than maintenance resources, do not affect the availability 538 
performance of the item. 539 

3.1.27  540 
communication load 541 
amount of user data to be transmitted from the automation application within a certain period 542 
of time 543 
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3.1.28  544 
communication reliability 545 
ability of a physical link and the related nodes to perform communication services under given 546 
conditions for a given time interval 547 

3.1.29  548 
cut-off frequency 549 
frequency limit, nearest to the frequency where the spectral power density drops below a certain 550 
level, defining the frequency bandwidth 551 

3.1.30  552 
data throughput 553 
ratio between the number of user data transferred to the application at the target reference 554 
interface and the observation time 555 

3.1.31  556 
device 557 
piece of hardware that provides connectivity and functionality 558 

Note 1 to entry: Does not exclude software using the hardware to perform functions or support connectivity 559 

3.1.32  560 
device type 561 
shared characteristics of a device as specified so that the used devices build instances of the 562 
shared characteristics 563 

EXAMPLE The specification can be part of a catalogue from a manufacturer. 564 

Note 1 to entry: These shared characteristics include: technology, design, area of application, parts or modules 565 
with respect to safety, EMC, performance, functionality, etc. 566 

Note 2 to entry: The shared characteristics of a device type may be engineered, configured and parameterized in 567 
a device instance. 568 

3.1.33  569 
distance between wireless devices 570 
geographical distance between devices within a three-dimensional space 571 

3.1.34  572 
distributed automation system 573 
functions of the automation devices that are the spatial extent of a wireless industrial 574 
automation 575 

3.1.35  576 
duty cycle 577 
ratio of the transmitter sequence referenced to a given observation time for the used frequency 578 
channel 579 

3.1.36  580 
dwell time 581 
period spent at a particular frequency during any single hop of a frequency hopping system 582 

3.1.37  583 
equivalent isotropic radiated power 584 
product of the power supplied to the antenna and the antenna gain in a given direction relative 585 
to an isotropic antenna (absolute or isotropic gain) 586 

[SOURCE: ITU Radio Regulations, edition of 2020 – Art.1 §1.161, modified – Term modified 587 
from isotropically to isotropic and definition reformatted according to the ISO/IEC Directives 588 
Part 2] [31] 589 
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3.1.38  590 
effective radiated power 591 
product of the power supplied to the antenna and its gain relative to a half-wave dipole in a 592 
given direction  593 

[SOURCE: ITU Radio Regulations, edition of 2020 – Art.1 §1.162, modified – Deleted “(in a 594 
given direction)” and definition reformatted according to the ISO/IEC Directives Part 2] [31] 595 

3.1.39  596 
electromagnetic interference 597 
EMI 598 
degradation of the performance of equipment or transmission channel or system caused by an 599 
electromagnetic disturbance 600 

Note 1 to entry: In French, the terms "perturbation électromagnétique" and "brouillage électromagnétique" 601 
designate respectively the cause and the effect, and should not be used indiscriminately. 602 

Note 2 to entry: In English, the terms "electromagnetic disturbance" and "electromagnetic interference" designate 603 
respectively the cause and the effect, and should not be used indiscriminately. 604 

[SOURCE: IEC 60050-161:2018, 161-01-06] 605 

3.1.40  606 
frequency band 607 
range in the frequency spectrum that is assigned by regulatory organizations for use for specific 608 
applications or a group of applications 609 

Note 1 to entry: The ITU as international regulatory organization assigns only radio communication services to a 610 
specific range in the frequency spectrum. 611 

3.1.41  612 
frequency bandwidth 613 
bandwidth 614 
difference between upper cut-off frequency and lower cut-off frequency 615 

3.1.42  616 
frequency channel 617 
span of the frequency spectrum which is characterized by lower cut-off frequency and upper 618 
cut-off frequency or by centre frequency and frequency bandwidth 619 

3.1.43  620 
frequency hopping sequence 621 
sequence of frequency channels used for transmission (hopping sequence) and dwell time 622 

3.1.44  623 
future expansion plan 624 
possible installation of new wireless communication solutions and buildings that can affect 625 
coexistence 626 

3.1.45  627 
general plant characteristics 628 
parameters that characterize the plant in general with respect to all wireless communication 629 
applications 630 

3.1.46  631 
geographical dimension of the plant 632 
length, width and height of the intended space of the wireless system 633 
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3.1.47  634 
geolocation capability 635 
capability of equipment to determine its geographical location 636 

3.1.48  637 
industrial, scientific and medical application 638 
operation of equipment or appliances designed to generate and use locally radio frequency 639 
energy for industrial, scientific, medical, domestic or similar purposes, excluding applications 640 
in the field of telecommunications 641 

[SOURCE: ITU Radio Regulations, edition of 2020 – Art.1 §1.15] [31] 642 

3.1.49  643 
industrial communication network 644 
data communications sub-systems for industrial-process measurement and control as well as 645 
on instrumentation systems used for research, development or testing purposes 646 

3.1.50  647 
infrastructure device 648 
device that is essential for building up a wireless communication system according to a 649 
technology or standard, but not having an interface to an automation application 650 

EXAMPLE Router or base stations without interfaces to the wired industrial network or without automation 651 
application functions. 652 

3.1.51  653 
initiation of data transmission 654 
method that specifies how the application initiates the data transfer 655 

3.1.52  656 
interference 657 
radio frequency interference 658 
effect of unwanted energy due to one or a combination of emissions, radiations, or inductions 659 
upon reception in a wireless communication system, manifested by any performance 660 
degradation, misinterpretation, or loss of information which could be extracted in the absence 661 
of such unwanted energy 662 

[SOURCE: ITU Radio Regulations, edition of 2020 – Art.1 §1.166, modified – Deleted leading 663 
"The" according to ISO/IEC Directives Part 2] [31] 664 

3.1.53  665 
interference type 666 
kind of unwanted energy caused by a certain source or application 667 

Note 1 to entry: Examples of interference types are: an EMI source, an ISM application, or a non-industrial wireless 668 
application. 669 

3.1.54  670 
intermodulation sensitivity 671 
levels of out-of-band interfering signals that, when mixed in the receiver front-end, produce an 672 
in-band third order non-linearity product 673 

3.1.55  674 
intervisibility 675 
property of a logical link that describes a possible influence on radio signal propagation by 676 
obstruction, refraction or reflection 677 

EXAMPLE Line of Sight (LOS), Non-Line of Sight (NLOS) and Obstructed Line of Sight (OLOS) between those 678 
devices are possible parameters. 679 
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3.1.56  680 
immunity 681 
ability of an item to continue operating properly in the event of an interference, up to a certain 682 
level of interference, and to be resilient above this level 683 

Note 1 to entry: Immunity of an item is achieved by adding to the robustness of the item the ability to be resilient 684 
to interference. 685 

3.1.57  686 
jitter 687 
time variation of an expected occurrence 688 

Note 1 to entry: Examples are variation of transmission time and update time. 689 

3.1.58  690 
length of user data per transfer interval 691 
number of the octets sent out during a transfer interval, where the octets that are added because 692 
of the requirements of the wireless communication protocol are subtracted 693 

Note 1 to entry: The application data length affects the communication load and might account for the temporal 694 
separation of the wireless communication systems. 695 

3.1.59  696 
life-cycle 697 
length of time from the start of the development phase of a product type to the product 698 
abandonment 699 

[SOURCE: IEC 62890:2020, 3.1.22] 700 

3.1.60  701 
limitation from neighbours of the plant 702 
description of the neighbors of the plant that are likely to cause limitations for wireless 703 
communication 704 

EXAMPLE High power radio source(s). 705 

3.1.61  706 
linear topology 707 
linear network topology 708 
topology where the nodes are connected in series, with two nodes connected to only one other 709 
node and all others each connected to two other nodes (that is, connected in the shape of a 710 
line) 711 

Note 1 to entry: This topology corresponds to that of an open ring. 712 

[SOURCE: IEC 61918:2018, 3.1.51, modified – Added an admitted term] 713 

3.1.62  714 
line of sight 715 
LOS 716 
path of propagation of a radio frequency (RF) signal that is not obscured (partially or completely) 717 
by obstacles 718 

3.1.63  719 
lower cut-off frequency 720 
frequency furthest below the frequency of maximum power where the power spectral density 721 
drops below a certain level 722 
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3.1.64  723 
maximum number of retransmissions 724 
upper limit of how many times the communication stack is allowed to retransmit user data 725 
automatically because of transmission errors 726 

3.1.65  727 
mechanism for adaptivity 728 
measures to modify one or more of the systems operational parameters in order to improve the 729 
systems robustness against interferences and to minimize the medium utilization 730 

3.1.66  731 
medium access control mechanism 732 
transmission technique for how to access the medium 733 

Note 1 to entry: Examples are CSMA, TDMA, or combination of both. 734 

3.1.67  735 
medium utilization factor 736 
measure to quantify the amount of resources (power and time) used by non-adaptive equipment 737 

3.1.68  738 
message 739 
ordered series of octets intended to convey information 740 

Note 1 to entry: During the transport of the conveyed information, the octets can be split in various packets. 741 

[SOURCE: ISO/IEC 2382-16:1996, 16.02.01, modified – Replaced "sequence of characters" by 742 
"series of octets", Note to entry added] 743 

3.1.69  744 
message loss ratio 745 
ratio of number of messages, transferred from the application at the reference interface within 746 
the producer, and the number of messages, transferred at the reference interface to the 747 
application within the consumer 748 

3.1.70  749 
mesh topology  750 
mesh network topology 751 
network topology in which redundant physically-diverse routing paths are available between 752 
each pair of network nodes 753 

Note 1 to entry: Wireless mesh topology is usable to extend coverage via multi-hop capability and/or to facilitate 754 
communication reliability by providing redundant paths between devices. 755 

[SOURCE: IEC 62734:2014, 3.1.2.95, modified – Added an admitted term] 756 

3.1.71  757 
modulation 758 
process of varying one or more properties of a periodic waveform with a modulating signal that 759 
contains information to be transmitted 760 

3.1.72  761 
natural environmental condition 762 
condition that surrounds the wireless device and wireless system 763 

Note 1 to entry: Examples are temperature, humidity, air pressure. 764 
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3.1.73  765 
network 766 
all of the media, connectors, repeaters, routers, gateways and associated node communication 767 
elements by which a given set of communicating devices are interconnected 768 

[SOURCE: IEC 61158-2:2014, 3.1.30] 769 

3.1.74  770 
network topology 771 
topology of a network 772 
pattern of the relative positions and interconnections of the individual elements of the network 773 

[SOURCE: IEC 61918:2018, 3.1.81, modified – Deleted the "Note 1 to entry" and added an 774 
admitted term] 775 

3.1.75  776 
node 777 
addressable logical or physical device attached to the network 778 

[SOURCE: IEC 62591:2016, 3.2.75] 779 

3.1.76  780 
non-line of sight 781 
NLOS 782 
path of propagation of a radio frequency (RF) signal that is obscured (partially or completely) 783 
by obstacles, thus making it difficult for the radio signal to pass through 784 

Note 1 to entry: Common obstacles between radio transmitters and radio receivers are tall buildings, trees, physical 785 
landscape and high-voltage power conductors. While some obstacles absorb and others reflect the radio signal; they 786 
all limit the transmission ability of signals. 787 

3.1.77  788 
number of consecutive lost messages 789 
counted value of not correct received messages between two successfully received messages 790 

3.1.78  791 
obstructed line of sight 792 
OLOS 793 
obstacles that intrude into the first Fresnel zone but do not block the LOS path, it is the 794 
constructive or destructive interference from the reflected wavefront that is of concern 795 

Note 1 to entry: An intrusion into the inner most area of the first Fresnel zone will result in a decrease or fading of 796 
the received signal level. At the point where the obstruction becomes tangent to the LOS path, signal losses will be 797 
as much as 6 dB or more. Best practice is to maintain at least 60 % of the first Fresnel zone radius free of obstructions 798 
to avoid fading of the received signal. 799 

3.1.79  800 
operating time between failures 801 
sum of the operating time periods between two successive failures on a logical link where the 802 
message is considered as a repairable item in the sense that a message can be repeated within 803 
the survival time 804 

3.1.80  805 
other frequency user 806 
user which generates and uses radio energy without having the objective of telecommunication 807 

Note 1 to entry: Examples are welding machine, electrical drive and frequency converter. 808 
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3.1.81  809 
out-of-band emission 810 
emission on a frequency or frequencies immediately outside the necessary bandwidth which 811 
results from the modulation process, but excluding spurious emissions 812 

[SOURCE: ITU Radio Regulations, edition of 2020 – Art.1 §1.144] [31] 813 

3.1.82  814 
object movement 815 
specification of the trajectory of mobile assets that can significantly influence the radio 816 
propagation conditions 817 

Note 1 to entry: Examples for mobile objects are vehicles, cranes or persons. 818 

3.1.83  819 
observation time 820 
duration of the supervision of events 821 

Note 1 to entry: Examples are the reception of user data or the use of a transmission medium by a wireless device. 822 
For them the observation time is the reference parameter to calculate the data rate and the duty cycle. 823 

3.1.84  824 
packet 825 
formatted, aggregated bits that are transmitted together in time across the physical medium 826 

[SOURCE: IEC 62591:2016, 3.2.77] 827 

3.1.85  828 
passive environmental influence 829 
influence on the signal propagation through the characteristic of the area of operation, the 830 
dimension of the space of operation, the intervisibility, mobile objects and natural environmental 831 
conditions 832 

3.1.86  833 
performance requirements 834 
requirements describing the time and error behavior necessary to achieve the purpose of the 835 
automation application 836 

3.1.87  837 
physical link 838 
relation between radio transceivers (physical end points) of two wireless devices 839 

3.1.88  840 
plant 841 
managed facility, typically with a physically protected perimeter, hosting the physical process, 842 
operation, personnel, equipment 843 

3.1.89  844 
point-to-point topology  845 
point-to-point network topology 846 
topology where two nodes are directly connected to each other 847 

3.1.90  848 
position of wireless device 849 
geographical position of the three-dimensional space in absolute or relative coordinates where 850 
the device is located 851 
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3.1.91  852 
power spectral density 853 
distribution as a function of frequency of the power per unit bandwidth of the spectral 854 
components of a signal or a noise having a continuous spectrum and a finite mean power 855 

[SOURCE: IEC 60050-713:1998, 713-09-12] 856 

3.1.92  857 
purpose of the automation application 858 
summary of the automation application supported by the wireless system to the extent needed 859 
to provide a useful overview of the requirements imposed on the wireless system 860 

3.1.93  861 
radio channel 862 
model considers the characteristic of the frequency channel, the environmental conditions, the 863 
distance between the wireless devices, the antenna characteristic 864 

3.1.94  865 
radio environment 866 
represents the transmission medium with passive environmental influences and active 867 
environmental influences 868 

3.1.95  869 
radio resource 870 
means used by multiple wireless communication solutions for the purpose of radio signal 871 
transmission 872 

3.1.96  873 
radio robustness 874 
attribute of wireless communication to fulfil the designated function despite the presence of 875 
other active wireless applications interfering in the sphere of influence 876 

Note 1 to entry: This term has the same meaning as the definition of the term coexistence in IEEE 802.15.2:2003, 877 
3.1.2 [27]. 878 

3.1.97  879 
received signal strength indication 880 
relative number for the field strength at the receiver of wireless devices, depending on the 881 
respective implementation of a radio technology 882 

3.1.98  883 
receiver blocking 884 
effect of a strong interfering signal on the receiver’s ability to detect a low-level wanted signal 885 

3.1.99  886 
receiver maximum input level 887 
maximum signal power that the system can tolerate without distortion of the signal 888 

3.1.100  889 
receiver sensitivity 890 
minimal signal power to receive data with a defined bit error ratio 891 

3.1.101  892 
reference interface 893 
exposed interface between an automation application and the wireless communication function 894 

Note 1 to entry: There is no consistently defined interface for measurement and automation. The interface of the 895 
device might be a serial or a parallel hardware interface, a fieldbus interface, a software interface, or serial, parallel, 896 
discrete, and analog interface. 897 
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3.1.102  898 
regional radio regulation 899 
regulation of important coexistence parameters such as frequency band and output power 900 
related to the region where the wireless application is intended to be used 901 

3.1.103  902 
relative movement 903 
position of a wireless device over time 904 

3.1.104  905 
requirements influencing the characteristic of wireless solutions 906 
application communication requirements that influence the performance of wireless solutions 907 
and thus the coexistence state 908 

3.1.105  909 
response time 910 
time interval between the instant delivery of the first user data bit, or octet, of a message to the 911 
reference interface of a transmitter, and the instant when the last bit, or octet, of the 912 
confirmation message is delivered at the reference interface of the same transmitter, which can 913 
be assigned to the request 914 

3.1.106  915 
ring topology  916 
ring network topology 917 
active network where each node is connected in series to two other nodes 918 

[SOURCE: IEC 61918:2018, 3.1.71, modified – Changed "ring" by "ring topology" and added an 919 
admitted term] 920 

3.1.107  921 
robustness 922 
ability of an item to continue operating properly in the event of an interference, up to a certain 923 
level of the interference 924 

Note 1 to entry: The robustness of an item may be increased with measures that modify one or more of its 925 
operational parameters. 926 

3.1.108  927 
security level 928 
requirement category for cyber security 929 

3.1.109  930 
spatial extent of the application 931 
cuboid defined by the positions and/or the maximum movement radius of the automation 932 
devices of a distributed automation system 933 

3.1.110  934 
shared medium 935 
resource of frequency band in particular area shared by several wireless applications 936 

Note 1 to entry: In the industrial, scientific and medical (ISM)-bands, many wireless applications are used. Due to 937 
this joint use, the term shared medium is used in this document. The frequency bands are used by diverse ISM 938 
applications and wireless communication applications. 939 

3.1.111  940 
signal to interference and noise ratio 941 
quotient of the strength of the wanted signal and the strength of the unwanted signals, 942 
consisting of noise and interference 943 
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3.1.112  944 
spatial coverage of the wireless communication system 945 
spatial coverage specified by length, width and height of a cuboid that encloses the wireless 946 
communication system 947 

3.1.113  948 
spurious emission 949 
emission on a frequency or frequencies which are outside the necessary bandwidth and the 950 
level of which may be reduced without affecting the corresponding transmission of information, 951 
including harmonic emissions, parasitic emissions, intermodulation products and frequency 952 
conversion products, but exclude out-of-band emissions 953 

[SOURCE: ITU Radio Regulations, edition of 2020  – Art.1 §1.145] [31] 954 

3.1.114  955 
spurious response 956 
receiver output due to unwanted signals 957 

Note 1 to entry: That means having frequencies other than those of the tuned frequency channel. 958 

3.1.115  959 
star topology  960 
star network topology 961 
network of three or more devices topology where all devices are connected to a central device 962 

[SOURCE: IEC 61918:2018, 3.1.77, modified – "topology" has been added, "point (which may 963 
be active or passive)" has been replaced by "device", and an admitted term has been added] 964 

3.1.116  965 
survival time 966 
time that an application, consuming a communication service, continues without receiving an 967 
anticipated message 968 

3.1.117  969 
telecommunication 970 
any transmission, emission or reception of signs, signals, writings, images and sounds or 971 
intelligence of any nature by wire, radio, optical or other electromagnetic systems 972 

[SOURCE: ITU Radio Regulations, edition of 2020 – Art.1 §1.3] [31] 973 

3.1.118  974 
total radiated power 975 
spatial power density integrated across the surface of the sphere 976 

3.1.119  977 
transfer interval 978 
time difference between two consecutive transfers of user data from the automation application 979 
via the reference interface to the wireless communication function 980 

3.1.120  981 
transmission gap 982 
gap between two successive channel usages by a transmitter 983 

3.1.121  984 
transmission output power 985 
total radiated power reduced by losses between the transmitter output and the antenna 986 
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3.1.122  987 
transmission time 988 
interval from starting the delivery of the first application data octet of a message to the reference 989 
communication interface of a producer until the delivery of the last application data octet of the 990 
same message from the reference communication interface of a consumer 991 

3.1.123  992 
transmitter sequence 993 
time that a transmitter uses a frequency channel without the possibility to be interrupted by a 994 
wireless device of the same system 995 

3.1.124  996 
transmitter spectral mask 997 
envelope of maximum values of power spectral density over a frequency range 998 

3.1.125  999 
tree topology  1000 
tree network topology 1001 
network topology where all nodes are connected in a combination of a linear and a star topology 1002 

3.1.126  1003 
update time 1004 
interval from the delivery of the last user data octet of the message of a producer, from the 1005 
reference interface of a consumer to the automation application, until the delivery of the last 1006 
user data byte of the following message of the same producer 1007 

3.1.127  1008 
upper cut-off frequency 1009 
frequency furthest above the frequency of maximum power where the power spectral density 1010 
drops below a certain level 1011 

3.1.128  1012 
wireless application 1013 
any use of electromagnetic waves with devices or equipment for the generation and use of radio 1014 
energy using radio environment with active and passive environmental influences 1015 

Note 1 to entry: The definition includes wireless communication systems with wireless communication functions 1016 
representing a set of spatially distributed automation functions, distributed automation system with local functions 1017 
and physical system with physical system functions. 1018 

Note 2 to entry: The definition includes radio determination equipment. 1019 

3.1.129  1020 
wireless communication 1021 
communication in which electromagnetic radiations are used to transfer information without the 1022 
use of wires or optical fibers 1023 

3.1.130  1024 
wireless communication application 1025 
part of an industrial automation application that uses wireless communication 1026 

3.1.131  1027 
wireless communication solution 1028 
parameters of wireless communication solutions which are implementations of wireless 1029 
communication systems and devices 1030 

3.1.132  1031 
wireless communication solution density 1032 
ratio of the number of wireless communication solutions and the spatial coverage of the plant 1033 
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3.1.133  1034 
wireless communication system 1035 
set of wireless communication devices, infrastructure devices and physical links communicating 1036 
using radio frequencies using various topologies 1037 

3.1.134  1038 
wireless device 1039 
wireless automation device 1040 
equipment of wireless communication applications that uses radio waves for wireless 1041 
communication with other equipment of wireless communication applications 1042 

3.1.135  1043 
wireless device density 1044 
number of wireless devices within the spatial coverage of the wireless communication system 1045 

3.1.136  1046 
wireless device receiver parameters 1047 
specification of wireless receiver characteristics 1048 

3.1.137  1049 
wireless device solution 1050 
parameters related to individual nodes within a system implementing a wireless communication 1051 
solution 1052 

3.1.138  1053 
wireless device transmitter parameters 1054 
specification of wireless transmitter characteristics 1055 

3.1.139  1056 
wireless device type 1057 
specification of a device according to the catalogue data 1058 

3.1.140  1059 
wireless network 1060 
wireless communication network 1061 
network consisting of at least two wireless devices that established wireless communication 1062 

3.1.141  1063 
wireless network solution 1064 
parameters related to a network as a whole used implementing a wireless communication 1065 
solution 1066 

3.1.142  1067 
wireless solution 1068 
wireless communication solution 1069 
specific implementation or instance of a wireless communication system 1070 

Note 1 to entry: A wireless solution may be composed of products of one or more producers. 1071 

3.1.143  1072 
wireless system 1073 
wireless communication system 1074 
set of interrelated elements providing wireless communication 1075 

Note 1 to entry: A wireless system is a high-level representation of a system, while a wireless solution is a practical 1076 
instance of a system.  1077 
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3.1.144  1078 
wireless system type 1079 
parameters describing the kind of wireless communication system 1080 

3.1.145  1081 
wireless system type and wireless device type 1082 
parameters that characterize the model of a wireless system or a wireless device by providing 1083 
the parameters to specify a wireless system type and a wireless device type 1084 

3.1.146  1085 
wireless technology or standard 1086 
naming the wireless technology or standard 1087 

EXAMPLE Examples of standards specifying a wireless communication system are IEC 62591, IEC 62601 and 1088 
IEC 62734. 1089 

3.2 Abbreviated terms 1090 

AFH Adaptive frequency hopping 1091 

CEPT European conference of postal and telecommunications administrations 1092 

CP Communication profile according to IEC 61784-2 1093 

CSMA Carrier sense multiple access 1094 

DAA Detect and avoid 1095 

DAR Detect and reduce 1096 

DAS Detect and suppress 1097 

DECT Digital enhanced cordless telecommunications 1098 

ECO European communications office (the electronic communications committee of 1099 
CEPT) 1100 

EIRP Equivalent isotropic radiated power 1101 

EMC Electromagnetic compatibility 1102 

EMI Electromagnetic interference 1103 

ERP Effective radiated power 1104 

GSM Global system for mobile communications 1105 

IF Intermediate frequency 1106 

IP Internet protocol 1107 

ISM Industrial, scientific and medical 1108 

IT Information technology 1109 

ITU International telecommunication union 1110 

LAN Local area network 1111 

LOS Line of sight 1112 

MAC Medium access control 1113 

MLR Message loss ratio 1114 

NLOS Non line of sight 1115 

N/A Not applicable 1116 

OLOS Obstructed line of sight 1117 

PCB Printed circuit board 1118 

PHY Physical layer 1119 

PSD Power spectral density 1120 

RF Radio frequency 1121 
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RFID Radio frequency identification 1122 

RSSI Received signal strength indication 1123 

SIR Signal-to-interference ratio 1124 

TDMA Time division multiple access 1125 

TRP Total radiated power 1126 

UMTS Universal mobile telecommunications system 1127 

WD Wireless device 1128 

WIA-PA Wireless network for industrial automation – process automation 1129 

WLAN Wireless local area network 1130 

ZVEI Zentralverband Elektrotechnik- und Elektronikindustrie e.V.; the german electrical 1131 
and electronic manufacturers' association 1132 

3.3 Conventions 1133 

NOTE The graphical representations of flow charts in figures are based on ISO 5807. 1134 

The following conventions for the coexistence management parameter templates in Clause 8 1135 
apply: 1136 

• The column "Parameter" uses indentations to cluster certain parameters. The parameters 1137 
that are more to the right belong to the parameter above that is more left. 1138 

• The column "Usage" specifies whether the parameter is mandatory, optional, or selection, 1139 
if one out of several parameters is selected. 1140 

• The item "Value" can contain a range or a list of values if the parameters allow multiple 1141 
options. If a parameter does not have a unit, then the item "Unit" shall be marked with not 1142 
applicable (N/A). 1143 

4 Coexistence concept in industrial automation 1144 

4.1 Overview 1145 

Wireless communication allows industrial processes to be implemented more cost-efficiently, 1146 
flexibly and reliably, as well as allowing the use of new automation concepts. Industrial 1147 
automation applications usually place stricter requirements on reliability and real-time capability 1148 
of wireless communication than applications in the domestic and office domain. Industrial 1149 
automation applications can also reside in industrial facilities with higher ambient 1150 
electromagnetic interference (EMI) levels than those of in non-industrial domains. 1151 

Additional sources of radio emissions will also need to be taken into account during coexistence 1152 
management. 1153 

NOTE In some industrial environments, other sources of radio emissions can be present within the same bands as 1154 
used by the wireless communications systems. These emitters can include devices with unintentional emissions, 1155 
such as high-power welding devices which generate wideband electromagnetic energy. 1156 
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Because of those requirements, different wireless systems are used. It is quite likely that 1157 
several wireless systems may operate simultaneously in one place. Since these wireless 1158 
systems share a common medium, interferences can be assumed throughout their life-cycles. 1159 
This impacts system performance including reliability and its ability to meet real-time response 1160 
requirements. This document is intended to help identify potential risks and to recommend 1161 
measures to control these risks, depending on the requirements of the industrial automation 1162 
application. This document also illustrates that most often the coexistence of several wireless 1163 
systems and simultaneously the efficient handling of the frequency spectrum as a limited 1164 
resource is feasible if an appropriate approach is chosen, taking into account the respective 1165 
requirements. In order to achieve this, a process is needed in which all aspects of the 1166 
coexistence of wireless systems during design, commissioning, and operation, as well as 1167 
maintenance, are considered. This process, called coexistence management of wireless 1168 
solutions, is the subject of this document. Associated actions and decisions serve to comply 1169 
with the claimed limit values for the application over the whole life-cycle of the plant. 1170 

This process can be more or less complex, depending on the relevance of the requirements 1171 
related to the wireless communication for the plant. This complexity depends, among other 1172 
aspects, on the characteristics of the wireless communication application served by each 1173 
wireless solution (for example control with strict real time requirements), the number and 1174 
location of the wireless solutions that can potentially interfere with each other, and the presence 1175 
of any other radio emitters in the same bands. 1176 

If no, or just modest, requirements are made on the wireless system, a lower effort for the 1177 
coexistence of wireless solutions will be necessary than in the case of a wireless system that 1178 
is part of a control application with strict real-time requirements. However, it is strongly 1179 
recommended to consider that additional wireless systems might be implemented later or that 1180 
the requirements on the present wireless system might change in the future (for example due 1181 
to additional applications). The plant design shall ensure that the applied coexistence measures 1182 
match the requirements of the wireless system. 1183 

The state of coexistence is characterized by meeting the limit values of relevant parameters for 1184 
all wireless communication applications in the considered area. This state of coexistence is 1185 
accomplished with appropriate actions in planning and in operation. This clarifies that 1186 
coexistence is not a static attribute of a wireless solution, but rather a state within the life-cycle 1187 
of a plant. It is possible to leave this state temporarily or permanently due to certain events. 1188 
The parameter limit values are determined by the automation application in which the wireless 1189 
communication takes place. This also implies that the coexistence management shall be 1190 
evaluated and established contextually and in full accordance with the automation application. 1191 

From a general point of view, coexistence of two or more wireless solutions can be achieved 1192 
by making orthogonal the transmissions that come from different sources. 1193 

There are three possibilities to manage coexistence, where a) means a higher amount of labor 1194 
hours to establish and maintain the coexistence management and b) and c) means an 1195 
increasing level of automation: 1196 

a) manual coexistence management (lowest level); 1197 

b) automated non-collaborative coexistence management; 1198 

c) automated collaborative coexistence management (highest level). 1199 

Automated techniques, and the algorithms on which they are based, are usually classified into 1200 
two broad categories: collaborative and non-collaborative. 1201 
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4.2 Objective 1202 

This document is focused on measures to provide coexistence of wireless systems for 1203 
measurement and automation applications. These industrial automation applications can be 1204 
classified in various ways. For example, in Table 1 they are classified according to the degree 1205 
of the application criticality. Efforts for coexistence management can vary according to the 1206 
classification described in Table 1. 1207 

Table 1 – Example of a classification of application communication requirements 1208 

Class Application Application communication requirements 

Functional 
safety 

Implementation of a safety-related system 
whose failure could have an impact on the 
safety of persons and/or the environment 
and/or the plant 

The communication protocol should support 
functional safety communication and the 
coexistence management shall be established 
in order to fulfil all requirements of this 
document. 

Control Closed or open loop control The communication protocol should support a 
higher availability, reliability, and time-
criticality protocol than the one used for other 
application domains like consumer industry or 
telecommunication. The coexistence 
management shall be established in order to 
fulfil most of the requirements of this 
document. 

Monitoring Process visualization and alerting No specific add-ons required for the 
communication protocol. 

Typically monitoring application can be 
satisfied by a relaxed set of requirements. 

The coexistence management shall be 
established in order to fulfil these minimum 
requirements. 

NOTE The relative terms "most" and "minimum" are based on the graphical description in Figure 3. 

 1209 

The classification of automation applications provided with Table 1 refers to the functional 1210 
requirements of the process industry application to be satisfied. This classification can also be 1211 
adapted in other application domains. 1212 

However, the determination of the criticality and the associated application communication 1213 
requirements shall be determined on a case-by-case basis by the coexistence manager. 1214 

NOTE 1 Application communication requirements are described in IEC 62657-1. 1215 

Applications ranging from radio bar code readers to voice and video over IP applications can 1216 
be classified likewise, and can be dealt with according to this document. 1217 

The applicability of this document is not confined to a specific frequency band, for example the 1218 
2,4 GHz ISM band. Both concurrent communication systems and other approved wireless 1219 
applications, such as microwave systems for drying or plastics welding, are considered as 1220 
interferences. Moreover, further interferences might occur due to powerful low frequency 1221 
electromagnetic fields (for example transformers, powerful motors or other electromagnetic 1222 
interferences (EMI), see Figure 1). The interference sources to be considered are detailed in 1223 
4.4. 1224 

NOTE 2 The analysis of EMI is outside of scope of this document but has been considered. 1225 
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 1226 

Figure 1 – Issues of consideration 1227 

In Figure 2, the relation between industrial automation application, wireless communication 1228 
application, EMI, industrial, scientific and medical (ISM) application and non-industrial wireless 1229 
application is depicted. Wireless application is used as generic term for wireless communication 1230 
application, ISM application and non-industrial wireless communication (grey in Figure 2). 1231 
Wireless communication applications are parts of an automation application. Other parts of 1232 
automation applications may use ISM spectrum e.g. for welding processes. Furthermore, 1233 
equipment of industrial automation applications can be source of electromagnetic interference 1234 
(EMI). In addition, non-industrial wireless applications (e.g. smart phones or laptops) may use 1235 
the spectrum in an industrial environment. 1236 

 1237 

Figure 2 – Applications using frequency spectrum 1238 
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This document is aimed at addressing coexistence management at the location of an enterprise; 1239 
however, the manager shall take into consideration the fact that some interference could come 1240 
from outside the location of the plant. The manager shall identify and characterize potential 1241 
external radio energy sources and their distance from the enterprise. Controls should be in 1242 
place to ensure that unauthorized or unaccounted mobile sources are not allowed in the 1243 
enterprise area. 1244 

It is assumed that, in conditions without interference, a wireless communication system 1245 
basically meets the requirements of the wireless automation application and that, in particular, 1246 
the limit values for time and error behavior are taken into account by planning the 1247 
communication requirements. 1248 

The measures described here are to ensure the required performance even in the presence of 1249 
other wireless applications. 1250 

4.3 Necessity to implement a coexistence management 1251 

The frequency spectrum is a valuable limited resource which will be rapidly exhausted in the 1252 
case of unmanaged use. 1253 

The following list shows an example of wireless devices to be found in industrial environments: 1254 

• wireless sensors and actuators; 1255 

• WLAN access points and clients; 1256 

• mobile panels; 1257 

• RFID devices and RFID readers. 1258 

There are also devices which can emit radiated power in the same bands as the wireless 1259 
devices: 1260 

• radio-frequency process heating; 1261 

• plastic welding; 1262 

• plasma lamps; 1263 

• general welding; and 1264 

• other devices. 1265 

There is a high risk of interference whereby, under certain conditions, the assumed availability 1266 
and performance requirements cannot be observed. In order to avoid this, or rather to reduce 1267 
the risk of interference, a company-wide process for the administration of wireless applications 1268 
for all parties involved is strongly recommended, and if adopted, shall be implemented 1269 
according to this document. Coexistence management is an intra-company process which 1270 
should be adjusted to the structure and the internal processes of the enterprise. In each 1271 
individual company, the structure and the processes can be organized differently. 1272 

Moreover, the focus in defining the process or its sub-steps can vary according to the user 1273 
groups concerned: 1274 

• wireless communication applications with a high data throughput, but relaxed real-time 1275 
requirements: the coexistence management puts the focus on the provision of adequate 1276 
frequency bandwidth; 1277 

• wireless communication applications without specific requirements for performance and 1278 
real-time: the coexistence management aims at ensuring the spatial coverage; 1279 

• wireless communication applications with strict real-time requirements: the coexistence 1280 
management safeguards against functional problems caused by the influence of other 1281 
wireless applications (application classes Functional Safety or Control). 1282 
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In addition, the following basic measures to implement coexistence management are 1283 
recommended: 1284 

• nomination of a company-wide coexistence manager; 1285 

• nomination of a location-specific coexistence manager if the company has several facilities; 1286 

• establishment of a committee, consisting of contact persons of all company divisions using 1287 
wireless applications (task of the committee should be the issues shown in Figure 1 and 1288 
Figure 2); 1289 

• inventory of all installed and, if possible, all planned wireless applications including wireless 1290 
communication; 1291 

• establishment of a policy to register new wireless applications or solutions and for the 1292 
identification of existing ones; 1293 

• coordination and adoption of decisions regarding the approval and application of wireless 1294 
systems within the committee; 1295 

• establishment of a policy and enforceable consequences for non-authorized introduction of 1296 
new wireless applications or solutions. 1297 

Effective coexistence management is a concerted process with representation of all company 1298 
divisions concerned (sub-divisions, departments, technologies). The divisions concerned are 1299 
those involved in planning, procurement, installation, commissioning, operation and 1300 
maintenance of wireless applications, for example process planning, IT, automation, plant 1301 
operation (production), development, purchasing, facility management. 1302 

Coexistence management offers various benefits: 1303 

• reduction or elimination of interferences leading to unplanned downtimes; 1304 

• reduction or elimination of laborious, cost-intensive and time-consuming fault 1305 
troubleshooting; 1306 

• reduction or elimination of disinvestments in wireless solutions that cannot be operated in 1307 
the present radio environment of the enterprise. 1308 

NOTE The term 'wireless solution' is used here instead of the term 'wireless system' because it takes into account 1309 
the distinct attributes of a product that are important for the coexistence management. 1310 

4.4 Interference potential 1311 

For wireless communication applications, interference will occur at a point in space 1312 
(corresponding to an antenna location, received energy, antenna characteristics and 1313 
polarization) if the received signals: 1314 

• overlap in the frequency domain; 1315 

• overlap in the time domain; and 1316 

• overlap in coding. 1317 

NOTE In the case of buildings and areas close to airports, harbors, transmitter masts and other places of powerful 1318 
wireless systems, the interference potential is extremely high. 1319 

This leads to interferences between wireless solutions so that, for example a transferred packet 1320 
has to be repeated. The system reaction to the described interference depends on several 1321 
factors, for example on the wireless standard, on the hardware and software implementation or 1322 
on the application class (see Table 1) the wireless system uses for transfer. 1323 

The separation of non-overlapping frequency channels is a method to achieve coexistence. 1324 
However, there might be interference between wireless systems using different channels in the 1325 
same frequency band, for example because of adjacent channel interference. This is called 1326 
cross-channel interference. In particular, analog wireless systems hold a high interference 1327 
potential for digital wireless systems due to their high channel occupation. 1328 
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