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For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.
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this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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193 INTERNATIONAL ELECTROTECHNICAL COMMISSION

194

195

196 OPC UNIFIED ARCHITECTURE -

197

198 Part 15: Safety

199

200 FOREWORD

201 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
202 all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
203 co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
204 in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
205 Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
206 preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
207 may participate in this preparatory work. International, governmental and non-governmental organizations liaising
208 with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
209 Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.
210 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
211 consensus of opinion on the relevant subjects since each technical committee has representation from all
212 interested IEC National Committees.

213 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
214 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
215 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
216 misinterpretation by any end user.

217 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
218 transparently to the maximum extent possible in their national and regional publications. Any divergence between
219 any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.
220 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
221 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
222 services carried out by independent certification bodies.

223 6) All users should ensure that they have the latest edition of this publication.

224 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
225 members of its technical committees and IEC National Committees for any personal injury, property damage or
226 other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
227 expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
228 Publications.

229 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
230 indispensable for the correct application of this publication.

231 9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
232 patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
233 respect thereof. As of the date of publication of this document, IEC had received notice of (a) patent(s), which
234 may be required to implement this document. However, implementers are cautioned that this may not represent
235 the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
236 shall not be held responsible for identifying any or all such patent rights.

237 IEC 62541-15 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
238 committee 65: Industrial-process measurement, control and automation. It is an International
239  Standard.

240  The text of this International Standard is based on the following documents:

Draft Report on voting

65C/XX/FDIS 65C/XX/RVD

241
242 Full information on the voting for its approval can be found in the report on voting indicated in
243 the above table.

244  The language used for the development of this International Standard is English.
245  This document was drafted in accordance with ISO/IEC Directives, Part 2, and d Fé?‘giji '
Dgétinients

246 accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Sugpl:me
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247  at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
248  described in greater detail at www.iec.ch/publications.

249  Throughout this document and the referenced other Parts of the series, certain document
250  conventions are used:

251 A list of all parts of the IEC 62541 series, published under the general title OPC Unified
252 Architecture, can be found on the IEC website.

253

254 The committee has decided that the contents of this document will remain unchanged until the
255 stability date indicated on the IEC website under webstore.iec.ch in the data related to the
256 specific document. At this date, the document will be

257 e reconfirmed,

258 e withdrawn, or

259 e revised.

260

261 A bilingual version of this publication may be issued at a later date.

262
IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.

263

264
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INTRODUCTION

OPC UA Safety extends OPC UA to fulfill the requirements of functional safety as defined in
the IEC 61508 and |[EC 61784-3 series of standards.

Figure 1 shows the relationship between this document and the relevant safety and OPC UA
standards in an industrial environment. An arrow from Document A to Document B means
“Document A is referenced in Document B”. This reference can be either normative or
informative. Not all of these standards are applicable/required for a given product.

IEC 62443
Security
(common part)

Design of safety-related electrical, electronic and program- | :
mable electronic control systems (SRECS) for machinery

Functional safety
communication

Y

SIL based

PL based

OPC UA Safety

EC 61000-6-

Generic EMC & FS

EC 62061

Functional safety
for machinery

Safety-related parts
of machinery
(SRPCS)
Non-electrical

Specification

Functional safety (FS)
(basic standard)

Safety instrumented
systems for the

Functional safety (SRECS) :
communication Electrical
| D e e e e e e e e -_'-'_-'-_'i-;'-_'-'_- T -
y 4
IEC 61511
OPC UA IEC 61508 Functional safety — IEC 62280

Railway applications —
Communication

process industry sector

Key |:| safety-related standards |:| non-safety-related standards

D safe communication

Figure 1 — Relationships of OPC UA Safety with other standards (informative
information)

Implementing this document allows for detecting all types of communication errors encountered
in the lower network layers. In case an error is detected, this information is shared with the
application layer which can then act in an appropriate way, e.g. by switching to a safe state.

The document describes the behavior of the individual endpoints for safe communication, as
well as the OPC UA information model which is used to access these endpoints.

This document is application-independent and does not pose requirements on the structure and
length of the application data. Application-specific requirements are expected to be described
in appropriate companion specifications.

This document can be used for applications requiring functional safety up to the Safety Integrity
Level (SIL) 4.
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286 OPC UNIFIED ARCHITECTURE -
287

288 Part 15: Safety

289

220 1 Scope

291 This document describes a safety communication layer (services and a protocol) for the
292  exchange of safety data using IEC 62541 mechanisms. It identifies the principles for functional
293  safety communications defined in that are relevant for this safety communication
294 layer. This safety communication layer is intended for implementation in safety devices only.

295 NOTE 1 This document targets controller-to-controller communication. However, easy expandability to other use-
296 cases (e.g. OPC UA field level communication) has already been considered in the design of this document.

297 NOTE 2 This document does not cover electrical safety and intrinsic safety aspects. Electrical safety relates to
298 hazards such as electrical shock. Intrinsic safety relates to hazards associated with potentially explosive
299 atmospheres.

300 This document defines mechanisms for the transmission of safety-relevant messages among

301 participants within a network using OPC UA technology in accordance with the requirements of
302 IEC 61508 series and |[EC 61784-3 for functional safety. These mechanisms may be used in

303  various industrial applications such as process control, manufacturing, automation, and
304 machinery.

305 This document provides guidelines for both developers and assessors of compliant devices and
306 systems.

307 NOTE 3 The resulting SIL claim of a system depends on the implementation of this document within the system —
308 implementation of this document in a standard device is not sufficient to qualify it as a safety device.

309 2 Normative references

310 The following documents are referred to in the text in such a way that some or all of their content
311 constitutes requirements of this document. For dated references, only the edition cited applies.
312 For undated references, the latest edition of the referenced document (including any
313 amendments) applies.

314 EC 61000-6-17, Electromagnetic compatibility (EMC) — Part 6-7: Generic standards — Immunity
315 requirements for equipment intended to perform functions in a safety related system (functional
316  safety) in industrial locations

317 IEC 61508 (all parts), Functional safety of electrical/electronic/programmable electronic safety-
318 related systems

319 IEC 61511 (all parts), Functional safety — Safety instrumented systems for the process industry
320 sector

321 IEC 61784-3:2021, Industrial communication networks — Profiles — Part 3: Functional safety
322 fieldbuses — General rules and profile definitions

323 EC 62061, Safety of machinery — Functional safety of safety-related electrical, electronic and
324  programmable electronic control systems

325 IEC 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts

326 IEC 62541-2, OPC Unified Architecture — Part 2: Security

327 , OPC Unified Architecture — Part 3: Address Space Model

328 |EC 62541-4, OPC Unified Architecture — Part 4: Services

329 , OPC Unified Architecture — Part 5: Information Model

330 IEC 62541-6, OPC Unified Architecture — Part 6: Mappings Documents
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331 EC 62541-7, OPC Unified Architecture — Part 7: Profiles
332 IEC 62541-8, OPC Unified Architecture — Part 8: Data Access
333 IEC 62541-14, OPC Unified Architecture — Part 14: PubSub

334 ISO/IEC 9834-8, Information technology — Procedures for the operation of object identifier
335 registration authorities — Part 8: Generation of universally unique identifiers (UUIDs) and their
336 use in object identifiers

337 ISO 13849-1, Safety of machinery — Safety-related parts of control systems — Part 1. General
338  principles for design

339 ISO 13849-2, Safety of machinery — Safety-related parts of control systems — Part 2: Validation
340 3 Terms, definitions and conventions

341 3.1 Terms and definitions

342 For the purposes of this document, the terms and definitions given in IEC 62541-1, |[EC 62541-3,
343 IEC 62541-6, |EC 61784-3 and the following apply.

344 ISO and IEC maintain terminology databases for use in standardization at the following
345  addresses:

346 e |EC Electropedia: available at https://www.electropedia.org/

347 e |ISO Online browsing platform: available at https://www.iso.org/obp

348

349 NOTE This document uses concepts of OPC UA information modeling to describe OPC UA Safety.
350

351 3.1.1 Terms and definitions from

352 3.1.141

353  cyclic redundancy check (CRC)
354 <value> redundant data derived from, and stored or transmitted together with, a block of data
355 in order to detect data corruption

356 <method> procedure used to calculate the redundant data

357 Note 1 to entry: Terms “CRC code” and “CRC signature”, and labels such as CRC1, CRC2, may also be used in
358 this document to refer to the redundant data.

359 [SOURCE: IEC 61784-3:2021, 3.1]

360 3.1.1.2

361 error

362 discrepancy between a computed, observed or measured value or condition and the true,
363 specified or theoretically correct value or condition

364 Note 1 to entry: Errors may be due to design mistakes within hardware/software and/or corrupted information due
365 to electromagnetic interference and/or other effects.
366 Note 2 to entry: Errors do not necessarily result in a failure or a fault.

367 [SOURCE: [EC 61508-4:2010, 3.6.11]

38 3.1.1.3

369  failure

370 termination of the ability of a functional unit to perform a required function or operation of a
371 functional unit in any way other than as required

372 Note 1 to entry: Failure may be due to an error (for example, problem with hardware/software design or message
373 disruption).

374 [SOURCE: |EC 61508-4:2010, 3.6.4, modified — notes and figures deleted]
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375 3.1.1.4

376 fault

377 abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit
378 to perform a required function

379 Note 1 to entry: IEV 191-05-01 defines “fault” as a state characterized by the inability to perform a required function,
380 excluding the inability during preventive maintenance or other planned actions, or due to lack of external resources.

381 [SOURCE: JEC 61508-4:2010, 3.6.1, modified — figure reference deleted]

382 3.1.1.5

383 message

384 <information theory and communication theory> ordered sequence of characters (usually
385  octets) intended to convey information

386 [SOURCE: ISO/IEC 2382:2015, 2123205, modified — insertion of "(usually octets)", deletion of
387 notes and source]

388 3.1.1.6

389 performance level (PL)

390 discrete level used to specify the ability of safety-related parts of control systems to perform a
391 safety function under foreseeable conditions

392 [SOURCE: ISO 13849-1:2015, 3.1.23]

393 3.1.1.7
394 residual error probability
395 probability of an error undetected by the SCL safety measures

396 [SOURCE: IEC 61784-3:2021 3.1]

397 3.1.1.8
398 residual error rate
399  statistical rate at which the SCL safety measures fail to detect errors

400 [SOURCE: IEC 61784-3:2021, 3.1]

401 3.1.1.9

402  safety communication layer (SCL)

403  communication layer above the OPC UA communication stack that includes all necessary
404 additional measures to ensure safe transmission of data in accordance with the requirements
405  of IEC 61508.

406  The SCL provides several services, the most important ones being the SafetyProvider and the
407  SafetyConsumer.

408  [SOURCE: IEC 61784-3:2021, 3.1 modified]

409  3.1.1.10

410  safety function response time

411 worst-case elapsed time of a safety function, following an actuation of a safety sensor
412  connected to a fieldbus, until the corresponding safe state of the safety function’s actuator(s)
413 is achieved, in the presence of errors or failures.

414 Note 1 to entry: This concept is introduced in |EC 61784-3, 5.2.4 and is addressed by the functional safety
415 communication profiles defined in that specification.

416 [SOURCE: IEC 61784-3:2021, 3.1 modified]
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417  3.1.1.1

418  safety integrity level

419  discrete level (one out of a possible four), corresponding to a range of safety integrity values,
420  where safety integrity level 4 has the highest level of safety integrity and safety integrity level
421 1 has the lowest level of safety integrity

422 Note 1 to entry: The target failure measures (see [EC 61508-4:2010, 3.5.17) for the four safety integrity levels are
423 specified in Tables 2 and 3 of JEC 61508-1:2010.

424 Note 2 to entry: Safety integrity levels are used for specifying the safety integrity requirements of the safety
425 functions to be allocated to the E/E/PE safety-related systems.

426 Note 3 to entry: A safety integrity level (SIL) is not a property of a system, subsystem, element or component. The
427 correct interpretation of the phrase “SlLn safety-related system” (where n is 1, 2, 3 or 4) is that the system is
428 potentially capable of supporting safety functions with a safety integrity level up to n.

429  [SOURCE: |EC 61508-4:2010, 3.5.8]

430 3.1.1.12

431 safety measure

432 measure to control possible communication errors that is designed and implemented in
433  compliance with the requirements of IEC 61508

434 Note 1 to entry: In practice, several safety measures are combined to achieve the required safety integrity level.
435 Note 2 to entry: Communication errors and related safety measures are detailed in |JEC 61784-3, 5.3 and 5.4.

436 [SOURCE: IEC 61784-3:2021, 3.1]

437 3.1.1.13
438  safety PDU (SPDU)
439 PDU transferred through the safety communication channel

440 Note 1 to entry: The SPDU may include more than one copy of the safety data using differing coding structures and
441 hash functions together with explicit parts of additional protections such as a key, a sequence count, or a time stamp
442 mechanism.

443 Note 2 to entry: Redundant SCLs may provide two different versions of the SPDU for insertion into separate fields

444 of the OPC UA frame.
445 [SOURCE: IEC 61784-3:2021, 3.1]

446 3.1.2 Additional terms and definitions

447  3.1.21

448  fail-safe

449 ability of a system that, by adequate technical or organizational measures, prevents from
450 hazards either deterministically or by reducing the risk to a tolerable measure

451 Note 1 to entry: Equivalent to functional safety

452 3.1.2.2

453  fail-safe substitute values (FSV)

454  values which are issued or delivered instead of process values when the safety function is set
455  to a fail-safe state

456 Note 1 to entry: In this document, the fail-safe substitute values (FSV) are always set to binary “0”.
457 3.1.2.3
458  flag

459 a one-bit value used to indicate a certain status or control information.

460 3.1.2.4

461 Globally Unique Identifier

462  a globally unique identifier (GUID) is a 128-bit number used to identify information in computer
463  systems. The term universally unique identifier (UUID) is also used. In this document, UUID
464 version 4 is used.
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465  3.1.2.5

466 MonitoringNumber (MNR)

467  a means used to ensure the correct order among transmitted safety PDUs and to monitor the
468  communication delay. The MNR starts at a random value and is incremented with each request.
469 It rolls over to a minimum threshold value that is not zero.

470 Note 1 to entry: Instance of sequence number as described in JEC 61784-3.
471 Note 2 to entry: The transmitted MNR is protected by the transmitted CRC signature of the ResponseSPDU.

472 3.1.2.6

473  Non-safety-

474 a predicate meaning that the respective object is a “standard” object and has not been designed
475  and implemented to fulfill any requirements with respect to functional safety.

476 3.1.2.7

477 OPC UA Mapper

478 non-safety-related part of the implementation of this document which maps the SPDU to the
479  actual IEC 62541 services. Depending on which services are used (e.g. Client/Server or
480 PubSub), different mappers can be specified.

481 3.1.2.8
482 process values
483 input and output data (in a safety PDU) that are required to control an automated process

484  3.1.2.9

485  qualifier

486 Qualifier is an attribute (bit or Boolean), indicating whether the corresponding value is valid or
487 not (e.g. being a fail-safe substitute value).

488  3.1.2.10
489  SafetyConsumer
490 Entity (usually software) that implements the data sink of a unidirectional safety link.

491 3.1.2.11
492  SafetyData
493 application data transmitted across a safety network using a safety protocol

494 Note 1 to entry: The safety communication layer does not ensure the safety of the data itself, but only that the data
495 is transmitted safely.
496 3.1.2.12

497  SafetyProvider
498 Entity (usually software) that implements the data source of a unidirectional safety link.

499  3.1.2.13

500 SafetyBaselD

501 Randomly generated authenticity ID which is used to safely authenticate SafetyProviders
502 having the same SafetyProviderID.

503 Note 1 to entry: Together with the SafetyProviderlD, it is the instance of connection authentication as described in
504 EC 61784-3.
505 3.1.2.14

506  SafetyProviderlD
507 User-assigned, locally unique ID which is used to safely authenticate SafetyProviders within a
508  certain area. All SafetyProviders within this area may share the identical SafetyBaselD.

509 Note 1 to entry: Together with the SafetyBaselD, it is the instance of connection authentication as described in
510 EC 61784-3.
511 3.1.2.15

512 standard transmission system

513  the part of the transmission system (implemented in hardware and software) that is not
514 implemented according to any safety standards. This document is using the services of the
515 standard transmission system to transmit prebuilt safety packets.
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516 3.2 Symbols and abbreviated terms

517 3.2.1 Abbreviated terms from |JEC 61784-3

BSC Binary Symmetric Channel

CRC Cyclic Redundancy Check

PDU Protocol Data Unit [ISO/IEC 7498-1]
PL Performance Level [ISO 13849-1]
PLC Programmable Logic Controller

SCL Safety Communication Layer

SIL Safety Integrity Level [[EC 61508-4]
SPDU Safety PDU, Safety Protocol Data Unit

518 3.2.2 Additional symbols and abbreviated terms
519  3.2.2.1 Abbreviated terms

FSV Fail-safe substitute Values

HMI Human-machine interface

ID Identifier

LSB Least significant bit

MNR MonitoringNumber

MSB Most significant bit

OA Operator Acknowledgment

OPC UA PI OPC UA Platform Interface

Pl Platform Interface

PV Process Values

SAPI Safety Application Program Interface
SFRT Safety Function Response Time

SPI Safety Parameter Interface

STrailer Safety Trailer

UASCTT OPC UA Safety Compliance Test Tool

520 3.2.2.2 Symbols

p Bit error probability

re.cond Conditional residual error probability

521 3.3 Conventions
522 3.3.1 General Conventions
523 Italics are used to denote a defined term or definition that appears in Subclause 3.1.

524 Italics are also used to denote the name of a service input or output parameter or the name of
525 a structure or element of a structure that are usually defined in tables.

526  The italicized terms and names are also often written in camel-case (the practice of writing
527  compound words or phrases in which the elements are joined without spaces, with each
528 element's initial letter capitalized within the compound). For example, the defined term is
529  AddressSpace instead of Address Space. This makes it easier to understand that there is a
530  single definition for AddressSpace, not separate definitions for Address and Space. Terms or
531 names where two capital letters of abbreviations are in sequence or for separation to a suffix
532 are written with underscores in between.

533  The abbreviation “F” is an indication for safety related items, technologies, systems, and units
534  (fail-safe, functional safe).

535 The default data that are used in case of unit failures or errors, are called fail-safwifiijments

536  Values (FSV) and are set to binary “0”.
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537 Reserved bit (“res”) are set to “0” and ignored by the receiver for avoiding problems with future
538 versions of this document.

539  The notation Ox... represents a hexadecimal value.

540 3.3.2 Conventions for Requirements Numbering

541 Requirements in this document are designated as [RQx.yz], where x denotes the chapter
542 number, y is a counter and z is an optional character to link closely related requirements. The
543 following are examples of valid requirements designations: [RQ8.15] (requirement 15 in chapter
544  8); [RQ47.11a], [RQ47.11b] (requirements 11a and 11b in chapter 47, which are closely
545 related).

546 The initial numbering of requirements was chosen such that counters within each chapter are
547 in ascending order. However, the addition of further requirements leads to deviations from this
548 rule since existing requirements shall keep their initial designation.

549 For an informative index of all the requirements in this document, see 10.4.

550 3.3.3 Conventions in state machines
551 Table 1 — Conventions used in state machines

Convention Meaning

= Assignment: value of an item on the left is replaced by value of the item on the right.

< Less than: a logical condition yielding TRUE if and only if an item on the left is less than the item on
the right.
<= Less or equal than: a logical condition yielding TRUE if and only if an item on the left is less or equal

than the item on the right.

> Greater than: a logical condition yielding TRUE if and only if the item on the left is greater than the
item on the right.

>= Greater or equal than: a logical condition yielding TRUE if and only if the item on the left is greater or
equal than the item on the right.

== Equality: a logical condition yielding TRUE if and only if the item on the left is equal to an item on the

right.

<> Inequality: a logical condition yielding TRUE if and only if the item on the left is not equal to an item
on the right.

&& Logical “AND” (Operation on binary values or results)

| Logical “OR” (Operation on binary values or results)

(—E Logical “XOR” (Operation on binary values or digital values)

[..] UML Guard condition, if and only if the guard is TRUE the respective transition is enabled

552

553 4 Overview of OPC UA Safety

554 4.1 General

555  This document specifies a safety communication layer (SCL) allowing safety-related devices to
556 use the services of IEC 62541 for the safe exchange of safety-related data. A safety device that
557 implements OPC UA Safety correctly will be able to exchange safety-related data and hereby
558  fulfill the requirements of the international specifications IEC 61508 and . This
559 document uses a monitoring number, a timeout, a set of IDs and a cyclic redundancy code for
560 the detection of all possible communication errors which may happen in the underlying IEC
561 62541 communication channel. These measures have been quantitatively evaluated and offer
562  a probability of dangerous failure per hour (PFH) and a probability of dangerous failure on
563 demand (PFD) sufficing to build safety related applications with a safety integrity level of up to
564  SlL4.

565 OPC UA Safety itself is an application-independent, general solution. The length and structure
566 of the data sent is defined by the safety application. However, application-dependent
567 companion specifications (addressing for example electro-sensitive protective Bﬂments
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568  electric drives with safety functions, forming presses, robot safety, and automated guided
569 vehicles) are expected to be defined by application-experts in appropriate OPC UA companion
570 specifications.

571 4.2 Implementation aspects

572 [RQ4.1] All technical measures for error detection described in this document shall be
573 implemented within the SCL in devices designed in accordance with IEC 61508 and shall meet
574  the target SIL.

575 4.3 Features

576 e Runs on top of:

577 o |IEC 62541 Client/Server with the Method Service Set.

578 o |IEC 62541 PubSub.

579 e From an architectural point of view: easy extensibility for other ways of communication.
580 e goal: no modification of existing OPC UA framework.

581 e The state machines of this document are independent from the OPC UA Mapper,

582 allowing for a simplified exchange of the mapper.

583 e Ready for wireless transmission channels.

584 e Modest requirements on safety network nodes:

585 o No clock synchronization is needed (no requirements regarding the accuracy
586 between clocks at different nodes).

587 o Within the SafetyConsumer, a safety-related, local timer is required for
588 implementing the SafetyConsumerTimeout. The accuracy of this timer depends
589 on the timing requirements of the safety application.

590 e End-to-End Safety: Functional safety data is transported between two safety endpoint
591 devices across a standard network that is not functionally safety compliant. This
592 includes the lower transport layers such as the IEC 62541 stack, underlying physical
593 media, and non-safety network elements (e.g. routers and switches).

594 e “Dynamic” systems:

595 o Safety communication partners may change during runtime,

596 o and/or increase/decrease in number.

597 e Well-defined text-strings are used for diagnostic purposes.

598 e Safety communication and standard communication are independent. However,
599 standard devices and safety devices may use the same communication channel at the
600 same time.

601 e Functional safety can be achieved without using structurally redundant communication
602 channels i.e. a single channel approach can be used. Redundancy may be used
603 optionally for increased availability.

604 e For diagnostic purposes, the last SPDU sent and received is accessible in the
605 information model of the SafetyProvider.

606 e Length of user data: 1-1500 bytes, structures of basic data types, see 6.2.5.

607

608 4.4 Security policy

609 In the final application, an appropriate security environment is needed to be in place for
610 protecting both the operational environment and the safety-related systems.

611 For this purpose, a threat and risk analysis (TRA) according to IEC 62443 is needed to be
612 carried out on a final application system level.

613 An adequate reduction of risk against malevolent attacks is necessary for a meaningful
614 application of this document. This document does not describe any measures which will lower
615  the risk of malevolent attacks, but addresses the topic “functional safety”, only ocuments
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616 During compliance tests for this document, security aspects are not part of the scope, as it is
617 assumed that the underlying base mechanisms (i.e. methods) already provide adequate
618  security.

619 5 General

620 5.1 External documents providing specifications for the profile

621 In addition to the normative references given in Clause 2, the OPC Test Lab Specification [6]
622 provides information on the testing principles used for Conformance Units referenced in 10.4.
623 5.2 Safety functional requirements

624 The following requirements apply for the development of this document:

625 a) Safety communication suitable for Safety Integrity Level up to SIL4 (see IEC 61508) and PL
626 e (see ISO 13849-1).

627 b) Combination of SIL 1 — 4 devices according to this document as well as non-safety devices
628 on one communication network.

629 c) Implementation of the safety transmission protocol is restricted to the safety layer.

630 d) The safety-relevant time-out monitoring is implemented in the safety layer.

631 e) Safety communication meet the requirements of [EC 61784-3.

632 f) [RQ5.1] This document is intended for implementation in safety devices exclusively.
633  Exceptions (e.g. for debugging, simulation, testing, and commissioning) shall be discussed with
634  a notified body.

635

636 5.3 Safety measures

637 [RQ5.2] For an implementation of this document, the following measures shall be implemented:
638 MonitoringNumber; timeout with receipt in the SafetyConsumer; set of IDs for the
639  SafetyProvider; Data Integrity check.

640 Together, these safety measures address all possible transmission errors as listed in
641 EC 61784-3, 5.5, see Table 2.

642 [RQ5.3] The safety measures shall be processed and monitored within the SCL.
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643 Table 2 — Deployed measures to detect communication errors
Safety measures
MonitoringNumber 2 Timeout with Set of IDs for Data integrity
Communication error receipt b SafetyProvider € check 94
Corruption - - - X
Unintended repetition X X - -
Incorrect sequence X - - -
Loss X X - -
Unacceptable delay - X - -
Insertion X - - -
Masquerade X - X
Addressing - - X -
@ Instance of “sequence number” of .
b Instance of “time expectation” (Timeout) and “feedback message” (Receipt) of .
€ Instance of “connection authentication” of .
d  Instance of “data integrity assurance” of , based on CRC signature.

644  The SafetyConsumer is specified in such a way that for any communication error according to
645 Table 2, a defined fault reaction will occur.

646 In all cases, the faulty SPDU will be discarded, and not forwarded to the safety application.

647 Moreover, if the error rate is too high, the SafetyConsumer is defined in such a way that it will
648 cease to deliver actual process values to the safety application but will deliver fail-safe
649 substitute values instead. In addition, an indication at the Safety Application Program Interface
650 is set which can be queried by the safety application.

651 In case the error rate is still considered acceptable, the state machine repeats the request, see
652  9.4.

653 5.4 Safety communication layer structure

654 This document is based on:

655 e the standard transmission system according to IEC 62541
656 e an additional safety transmission protocol on top of this standard transmission system

657  Safety applications and standard applications are sharing the same standard IEC 62541
658 communication systems at the same time. The safe transmission function incorporates
659 measures to detect faults or hazards that originate in the standard transmission system which
660 have a potential to compromise the safety subsystems. This includes faults such as:

661 e Random errors, for example due to electromagnetic interference on the transmission
662 channel;

663 e Failures / faults of the standard hardware;

664 e Systematic malfunctions of components within the standard hardware and software.

665  This principle delimits the assessment effort to the “safe transmission functions”. The “standard
666  transmission system” does not need any additional functional safety assessment.

667 The basic communication layers of this document are shown in Figure 2.
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669 Figure 2 — Safety layer architecture

670  Summary of the Safety layer architecture:
671 Part: Application layer

672  The safety application is either directly connected to the SafetyProvider / SafetyConsumer, or
673 it is connected via a machine-specific or process-specific interface, which is described in
674  companion specifications (e.g. sectoral).

675  The Safety application layer is expected to be designed and implemented according IEC 61508.
676  The Safety application layer is not within the scope of this document.
677 Part: OPC UA Safety

678  This layer is within the scope of this document. It defines the two services SafetyProvider and
679  SafetyConsumer as basic building blocks. Together, they form the safety communication layer
680 (SCL), implemented in a safety-related way according to IEC 61508.

681 Safety data is transmitted using point-to-point communication (unidirectional). Each
682 unidirectional data flow internally communicates in both directions, using a request/response
683 pattern. This allows for checking the timeliness of messages using a single clock in the
684  SafetyConsumer, thus eliminating the need for synchronized clocks.

685 When SafetyConsumers connect to SafetyProviders, they have prior expectation regarding the
686 pair of SafetyProviderID and SafetyBaselD (e.g. by configuration). If this expectation is not
687  fulfilled by the SafetyProvider, fail-safe substitute values are delivered to the safety application
688 instead of the received process values. In contrast, a SafetyProvider does not need to know
689 the ID of the SafetyConsumer and will provide its process value to any SafetyConsumer
690 requesting it.

691 SafetyProviders are not capable of detecting communication errors. All required error detection
692 is performed by the SafetyConsumer.

693 If a pair of safety applications needs to exchange safety data in both directions, two pairs of
694  SafetyProvider and SafetyConsumer must be established, one pair for each direction.
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695 The OPC UA Mapper implements the parts of the safety layer which are specific for the IEC
696 62541 communication service in use, i.e. “PubSub” or “Client/Server”. Therefore, the remaining
697 parts of the safety layer can be implemented independent of the OPC UA service being used.

698
699 Part: OPC UA layer

700 Client/Server:

701 e The SafetyProvider is implemented using an IEC 62541 server providing a method.

702 e The SafetyConsumer is implemented using an IEC 62541 client calling the method
703 provided by the SafetyProvider.

704 PubSub:

705 e The SafetyProvider publishes the ResponseSPDU and subscribes to the RequestSPDU.
706 e The SafetyConsumer publishes the RequestSPDU and subscribes to the
707 ResponseSPDU.

708 5.5 Requirements for CRC calculation
709 [RQ5.4] Any CRC signature calculation shall start with a preset value of “1”.

710 [RQ5.5] Any CRC signature calculation resulting in a “0” value, shall use the value “1” instead.

711 [RQ5.6] SPDUs with all values (incl. CRC signature) being zero shall be ignored by the receiver
712 (SafetyConsumer and SafetyProvider).

713 6 Safety communication layer services

714 6.1 General

715 Clause 6 describes the integration of this document into the IEC 62541 information models in
716 6.2 and the resulting service interfaces in 6.3. Diagnostic services are described in 6.4.

717 6.2 Information Models

718 6.2.1 General

719 Subclause 6.2 describes the identifiers, types and structure of the objects and methods that are
720 used to implement the OPC UA mappers defined in this document. This implementation serves
721 three purposes:

722 e support of the safe exchange of SPDUs at runtime

723 e online browsing, to identify SafetyConsumers and SafetyProviders, and to check their
724 parameters for diagnostic purposes

725 o offline engineering: the information model of one controller can be exported in a
726 standardized file on its engineering system, be imported in another engineering system,
727 and finally deployed on another controller. This allows for a vendor-independent
728 exchange of the communication interfaces of safety applications, e.g., for establishing
729 connections between devices.

730 NOTE Neither online browsing nor offline engineering currently supports any features to detect errors. Hence, no
731 guarantees with respect to functional safety are made. This means that online browsing can only be used for
732 diagnostic purposes, and not for exchanging safety-relevant data. In the context of offline engineering, the
733 programmer of the safety application is responsible for the verification and validation of the safety application. It
734 must be assumed that errors may occur during the transfer of the information model from one engineering system to

735 another.

736 As a consequence, all type values described in 6.2 are defined as read-only, i.e., they can not
737 be written by general IEC 62541 write commands.
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738  6.2.2 Object and ObjectType Definitions
739 6.2.2.1 SafetyACSet Object

740 [RQ6.1] Each server shall have a singleton folder called SafetyACSet with a fixed Nodeld in the
741 namespace of this document. Because all SafetyProviders and SafetyConsumers on this server
742 contain a hierarchical reference from this object to themselves, it can be used to directly access
743 all SafetyProviders and/or SafetyConsumers. SafetyACSet is intended for safety-related
744 purposes only. It should not reference to non-safety-related items.

745 Table 3 — SafetyACSet definition

Attribute Value

BrowseName SafetyACSet

References NodeClass | BrowseName | Comment

OrganizedBy by the Objects Folder defined in JEC 62541-5.

HasTypeDefinition ObjectType FolderType Entry point for all
SafetyProviders and
SafetyConsumers

Conformance Units

SafetyACSet

746

747 [RQ6.2] In addition, a server shall comprise one IEC 62541 object derived from type
748  SafetyProviderType for each SafetyProvider it implements, and one IEC 62541 object derived
749 from type SafetyConsumerType for each SafetyConsumer it implements. The corresponding
750 information models shown in Figure 3 and Figure 4 shall be used.

751 A description of the graphical notation for the different types of nodes and references (shown
752 in Figure 3, Figure 4, and Figure 6) can be found in JEC 62541-3.

753 Figure 3 describes the SafetyProvider and the SafetyConsumer.

754 NOTE 1 This document assumes (atomic) consistent data exchange between OPC mappers of the two endpoints.

755 [RQ6.3a] For implementations supporting IEC 62431 Client/Server, the Call Service of the
756 Method Service Set (see |[EC 62541-4) shall be used. The Method “ReadSafetyData” has a set
757 of input arguments that make up the RequestSPDU and a set of output arguments that make
758 up the ResponseSPDU. The SafetyConsumer uses the IEC 62541 Client with the IEC 62541
759  Service Call.

760 [RQ6.3b] For implementations supporting PubSub, the IEC 62541 object
761 SafetyPDUs with its properties RequestSPDU and ResponseSPDU shall be used.
762 RequestSPDU is published by the SafetyConsumer and subscribed by the SafetyProvider.
763 ResponseSPDU is published by the SafetyProvider and subscribed by the SafetyConsumer.

764 NOTE 2 The terms “request” and “response” refer to the behavior on the layer of this document. Within the PubSub
765 context, both requests and responses are realized by repeatedly publishing and subscribing datagrams, see Figure
766 14.

767 [RQ6.4] For diagnostic purposes, the SPDUs received and sent shall be accessible by calling
768  the method ReadSafetyDiagnostics.
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OPCUA
BaseObjectType
SafetyObjectsType OPCUA Safety
SafetyConsumerType SafetyProviderType
ReadSafetyDiagnostics
PropertyType
OutputArguments
ReadSafetyData
PropertyType
InputArguments
PropertyType
OutputArguments
SafetyPDUsType } SafetyPDUsType
SafetyPDUs SafetyPDUs
RequestSPDUData Type RequestSPDUData Type
<RequestSPDUName> <RequestSPDUName>
ResponseSPDUDataType ResponseSPDUDataType
<ResponseSPDUName> <Response SPDUName>
SafetyConsumerParametersType | SafetyProviderParametersType
Parameters ‘ Parameters
769
770 Figure 3 — Server Objects for OPC UA Safety

771 NOTE For the input/output arguments of the methods ReadSafetyData and ReadSafetyDiagnostics, see 6.2.2.3 and
772 6.2.2.4. For the parameters of the SafetyProvider and SafetyConsumer, see Figure 6, Table 12, and Table 13. For
773 RequestSPDU and ResponseSPDU, see Table 7, Table 18, Table 20, and 7.2.1.

774 Figure 4 shows the instances of server objects for this document. The ObjectType for the
775  SafetyProviderType contains methods having outputs of the abstract data type ”Structure”.
776 Each instance of a SafetyProvider needs its own copy of the methods which contain the
777 concrete DataTypes for “OutSafetyData” and “OutNonSafetyData”. Documents
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778
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[

Other Consumers +——Organizes—

SafetyConsumerType
MySafetyConsumer

SafetyPDUsType
SafetyPDUs

SafetyConsumerParametersType
Parameters

779

780 Figure 4 — Instances of server objects for this document
781

782  6.2.2.2 Safety ObjectType definitions

783 [RQ6.5] To reduce the number of variations and to alleviate validation testing, the following
784 restrictions apply to instances of SafetyProviderType and SafetyConsumerType (or instances
785  of types derived from SafetyProviderType or SafetyConsumerType):

786 1) The references shown in Figure4 originating at SafetyProviderType or

787 SafetyConsumerType and below shall be of type HasComponent (and shall not be

788 derived from HasComponent) for object references or HasProperty (and shall not be

789 derived from HasProperty) for property references.

790 2) As BrowseNames (i.e. name and namespace) are used to find methods, the names of

791 objects and properties shall be locally unique. Documents
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3) The DataType of both Properties and MethodArguments shall be used as specified, and
no derived DataTypes shall be used (exception: OutSafetyData and OutNonSafetyData).

4) In IEC 62541, the sequence of MethodArguments is relevant.

Table 4 — SafetyObjectsType Definition

Attribute Value

BrowseName SafetyObjectsType

IsAbstract True

References Node BrowseName DataType TypeDefinition Modelling Rule
Class

Subtype of BaseObjectType

Conformance Units

SafetySupport
Table 5 — SafetyProviderType Definition

Attribute Value
BrowseName SafetyProviderType
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling Rule

Class
Subtype of SafetyObjectsType
HasComponent Method | ReadSafetyData Optional
HasComponent Method | ReadSafetyDiagnostics Optional
HasComponent Object SafetyPDUs SafetyPDUsType Optional
HasComponent Object Parameters SafetyProviderParametersType | Mandatory
Conformance Units
SafetyProviderParameters

[RQ6.6] Instances of SafetyProviderType shall use non-abstract DataTypes for the arguments
OutSafetyData and OutNonSafetyData.

Table 6 — SafetyConsumerType Definition

Attribute Value

BrowseName SafetyConsumerType

IsAbstract False

References Node BrowseName DataType TypeDefinition Modelling Rule
Class

Subtype of SafetyObjectsType

HasComponent Object SafetyPDUs SafetyPDUsType Optional

HasComponent Object Parameters SafetyConsumerParametersT | Mandatory

ype
Conformance Units
SafetyConsumerParameters

6.2.2.3 Method ReadSafetyData

This method is mandatory for the profile SafetyProviderServerMapper (see 11.3.2.1). It is used
to read SafetyData from the SafetyProvider. It is in the responsibility of the safety application,
that this method is not concurrently called by multiple SafetyConsumers. Otherwise, the
SafetyConsumer may receive invalid responses resulting in a safe reaction which may lead to
spurious trips and/or system unavailability.

The method argument OutSafetyData has an application-specific type derived from Structure.
This type (including the type identifier) is expected to be the same in both the SafetyProvider
and the SafetyConsumer. Otherwise, the SafetyConsumer will not accept the transferred data

Documents

Document Sharing Hub

Full document details: 23/30479757 DC


http://avadocuments2026.com/doc/23-30479757-dc
http://avadocuments2026.com/doc/23-30479757-dc

—- 26—

IEC CD 62541-15 © IEC 2023

813  and switch to fail-safe values instead (see state S16 in Table 34 — SafetyConsumer states as
814 wellas 7.2.3.2 and 7.2.3.4).

815

816  Signature

817 ReadSafetyData (
818 [in] UInt32 InSafetyConsumerlD,
819 [in] UInt32 InMonitoringNumber,
820 [in] InFlagsType InFlags,
821 [out] Structure OutSafetyData,
822 [out] OutFlagsType OutFlags,
823 [out] UInt32 OutspDU_ID 1,
824 [out] UInt32 OutspDU_ID 2,
825 [out] UInt32 OutspDU_ID 3,
826 [out] UInt32 OutSafetyConsumerID,
827 [out] UInt32 OutMonitoringNumber,
828 [out] UInt32 OutCRC,
829 [out] Structure OutNonSafetyData)
830 ;
831 Table 7 — ReadSafetyData Method Arguments
Argument Description
InSafetyConsumerlD “Safety Consumer Identifier’, see SafetyConsumerlD in Table 23.
InMonitoringNumber “Monitoring Number of the RequestSPDU”, see 7.2.1.3 and MonitoringNumber in Table 23.
InFlags “Byte with non-safety-related flags from SafetyConsumer”, see 6.2.3.1.
OutSafetyData “Safety Data”, see 7.2.1.5.
OutFlags “Byte with safety-related flags from SafetyProvider”, see 6.2.3.2.
OutSPDU_ID_1 “Safety PDU Identifier Part1”, see 7.2.3.2.
OutSPDU_ID_2 “Safety PDU Identifier Part2”, see 7.2.3.2.
OutSPDU_ID_3 “Safety PDU Identifier Part3”, see 7.2.3.2.
OutSafetyConsumerlD “Safety Consumer Identifier”, see SafetyConsumerlD in Table 23 and Table 26.
OutMonitoringNumber Monitoring Number of the ResponseSPDU, see 7.2.1.9, 7.2.3.1, and Figure 11.
OutCRC CRC-checksum over the ResponseSPDU, see 7.2.3.5.
OutNonSafetyData “Non-safe data” see 7.2.1.11.
832
833 Table 8 — ReadSafetyData Method AddressSpace definition
Attribute Value
BrowseName ReadSafetyData
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument]] PropertyType Mandatory
HasProperty Variable OutputArguments Argument][] PropertyType Mandatory
Conformance Units
ReadSafetyData
834
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6.2.2.4

Method ReadSafetyDiagnostics

— 27 —

This method is mandatory for the profile SafetyProviderServerMapper and optional for the
profile SafetyProviderPubSubMapper (see 11.3.2.1). It is provided for each SafetyProvider

serving as a diagnostic interface, see 6.4.3.

Signature
ReadSafetyDiagnostics (
[out] UInt32
[out] UInt32

[out] InFlagsType

[out] Structure
[out] OutFlagsType
[out] UInt32

[out] UInt32

[out] UInt32

[out] UInt32

[out] UInt32

[out] UInt32

[out] Structure

InSafetyConsumerlD,
InMonitoringNumber,
InFlags,
OutSafetyData,
OutFlags,
OutspPDU_ID 1,
OutspDU_ID 2,
OutspDU_ID 3,
OutSafetyConsumerlD,
OutMonitoringNumber,
OutCRC,

OutNonSafetyData)

Table 9 — ReadSafetyDiagnostics Method Arguments

Argument Description
InSafetyConsumerlD see Table 7
InMonitoringNumber see Table 7
InFlags see Table 7
OutSafetyData see Table 7
OutFlags see Table 7
OutSPDU_ID_1 see Table 7
OutSPDU_ID_2 see Table 7
OutSPDU_ID_3 see Table 7
OutSafetyConsumerlD see Table 7
OutMonitoringNumber see Table 7
OutCRC see Table 7
OutNonSafetyData see Table 7

Table 10 — ReadSafetyDiagnostics Method AddressSpace definition

Attribute Value
BrowseName ReadSafetyDiagnostics
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable OutputArguments Argument][] PropertyType Mandatory
Conformance Units
ReadSafetyDiagnostics
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