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Introduction
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approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Please indicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.

Template for comments and secretariat observations Date: xx/xx/20xx Document: ISO/DIS xxxx
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3.1 Definition 1 ed Definition is ambiguous and needs
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6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.
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FOREWORD 209 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 210 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 211 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 212 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical 213 
Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 214 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 215 
can participate in this preparatory work. International, governmental and non-governmental organizations liaising 216 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 217 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 218 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 219 
consensus of opinion on the relevant subjects since each technical committee has representation from all 220 
interested IEC National Committees.  221 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 222 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 223 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 224 
misinterpretation by any end user. 225 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 226 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 227 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 228 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 229 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 230 
services carried out by independent certification bodies. 231 

6) All users should ensure that they have the latest edition of this publication. 232 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 233 
members of its technical committees and IEC National Committees for any personal injury, property damage or 234 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 235 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 236 
Publications.  237 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 238 
indispensable for the correct application of this publication. 239 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication can be the subject of patent 240 
rights. IEC shall not be held responsible for identifying any or all such patent rights. 241 

International Standard IEC XXXXX has been prepared by subcommittee XX: TITLE, of IEC 242 
technical committee XX:XXX. 243 

a) ...; 244 

The text of this International Standard is based on the following documents: 245 

FDIS Report on voting 

XX/XX/FDIS XX/XX/RVD 

 246 

Full information on the voting for the approval of this International Standard can be found in 247 
the report on voting indicated in the above table. 248 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 249 
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The committee has decided that the contents of this document will remain unchanged until the 250 
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to 251 
the specific document. At this date, the document will be  252 

• reconfirmed, 253 

• withdrawn, 254 

• replaced by a revised edition, or 255 

• amended. 256 

 257 

The National Committees are requested to note that for this document the stability date 258 
is 20XX.. 259 

THIS TEXT IS INCLUDED FOR THE INFORMATION OF THE NATIONAL COMMITTEES AND WILL BE DELETED 260 
AT THE PUBLICATION STAGE. 261 

 262 
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INTRODUCTION 263 

This document provides guidance on how to identify and apply appropriate analysis and 264 
assurance techniques for reliability.  265 

Reliability is an inherent characteristic of a design solution and expresses the ability to provide 266 
a required function for a given interval (time, operating cycles, distance etc.) under given 267 
conditions. The requirements for this characteristic are ideally be identified as early in the 268 
design process as possible, when other performance criteria are also being set. If it is not 269 
considered at this stage, it is likely that the item will not deliver the desired balance and 270 
assurance of intended performance, cost, and risk.  271 

When an item fails there is loss of value to the user; this can result from direct costs involved 272 
in restoring the item to a functional state and/or loss of service or increased risk exposure. In 273 
the case of systems with a safety implication, unexpected failure can have far more serious 274 
consequences. The outcome of failures can range from loss of reputation through to direct and 275 
indirect financial penalties and ultimately to legal action.  276 

A reliability program takes into account the life cycle implications by formally assessing and 277 
mitigating design-associated risks and delivery of the reliability requirements. Such risks can 278 
adversely impact the ability of items to deliver value through unacceptable item down time 279 
caused by poor design for reliability. 280 

Guidance in this standard can be used at any time during the lifecycle of an item or project to 281 
guide the planning and implementation of a reliability program with a balance of safety, 282 
performance, cost, and their associated levels of assurance. These capabilities can be explicit 283 
in contractual agreements and statutory obligations or implicit in commitments to all 284 
stakeholders.  285 

The activities described within this standard normally form part of an organization’s asset 286 
management strategy and should therefore be aligned to, and consistent with, the 287 
organizational objectives.  288 

This document is one of a suite of "top level" interrelated IEC dependability standards that 289 
provide managers and technical personnel, with guidance on how to effectively plan and 290 
implement dependability activities. Other documents in the suite are: 291 

• IEC 60300-1 which highlights the importance and benefits of managing dependability. It 292 
gives guidance on dependability activities and how to integrate them into an existing 293 
management system and life cycle processes; 294 

• IEC 60300-3-4 which provides guidance for writing dependability requirements in 295 
specifications, together with a means of assuring the achievement of those requirements; 296 

• IEC 60300-3-10 and IEC 60300-3-14 which provide guidance on how to identify and apply 297 
appropriate analysis and assurance techniques for maintainability (and maintenance) and 298 
supportability (and support) respectively; 299 

• A standard to cover availability, which is planned.  300 

 301 
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 DEPENDABILITY MANAGEMENT – 302 

 303 

Application guide –  304 

Guide on reliability 305 

 306 

 307 

1 Scope 308 

This document gives guidance on managing reliability and reliability activities that are 309 
applicable throughout the life cycle and to any organization. 310 

This part of IEC 60300 provides guidance to managers and technical personnel involved with 311 
the specification, design, development, manufacture, acceptance, use and support of systems, 312 
products and services. 313 

This document describes: 314 

• principles and benefits of reliability; 315 

• the elements of reliability programmes; 316 

•  specifying reliability; 317 

• measurement, analysis and assurance of reliability; 318 

• reliability information and its control. 319 

 The ability to retain the reliability of an item is not only dependent upon the design itself but 320 
also design and management of its associated maintenance (IEC 60300-3-10) and support 321 
(IEC 60300-3-14) programmes. The interaction between reliability, maintainability and 322 
supportability activities is discussed within this document. 323 

2 Normative references 324 

The following documents are referred to in the text such that some or all of their content 325 
constitutes requirements of this document. For dated references, only the edition cited applies. 326 
For undated references, the latest edition of the referenced document (including any 327 
amendments) applies. 328 

There are no normative references. 329 

3 Terms, definitions and abbreviated terms 330 

For the purposes of this document, the following terms and definitions apply. 331 

3.1 Terms and definitions 332 

3.1.1  333 
reliability 334 
ability to perform as required, without failure, for a given interval, under given conditions 335 

Note 1 to entry: The interval can be expressed in units appropriate to the item concerned, e.g. calendar time, 336 
operating cycles, distance run, etc., and the units should always be clearly stated 337 

Note 2 to entry: Given conditions include aspects that affect reliability, such as: mode of operation, stress levels, 338 
environmental conditions, and maintenance. 339 

Note 3 to entry: Reliability can be quantified using measures defined in Section 192-05, Reliability related 340 
concepts: measures 341 

3.1.2  342 
reliability <measure> 343 
probability of performing as required for given interval, under given conditions 344 

Note 1 to entry:  Given conditions include aspects that affect reliability, such as: mode of operation; stress levels; 345 
environmental conditions; and maintenance, where applicable. 346 
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Note 2 to entry: It is usually assumed that the item is in a state to perform as required at the beginning of the time 347 
interval. 348 

3.1.3  349 
obsolescence 350 
transition of an item from available to unavailable from the manufacturer in accordance with 351 
the original specification 352 

Note 1 to entry: Transition of an item from available to unavailable from the manufacturer in accordance with the 353 
original specification 354 

Note 2 to entry: Obsolescence might be because production has ended or because of the lack of availability of 355 
service provision, support of software or processed material. 356 

Note 3 to entry: Obsolescence might be because production has ended or because of the lack of availability of 357 
service provision, support of software or processed material. 358 

[SOURCE: IEC 62402:2019] 359 

3.1.4  360 
availability <of an item> 361 
ability to be in a state to perform as required 362 

Note 1 to entry: Availability depends upon the combined characteristics of the reliability, recoverability, and 363 
maintainability of the item, and in some cases, on the maintenance support performance. 364 

Note 2 to entry: Availability can be quantified using appropriate performance measures. 365 

[SOURCE: IEC 60050-192:2014, definition 192-01-23] 366 

3.1.5  367 
dependability 368 
ability to perform as and when required 369 

Note 1 to entry: Dependability includes availability, reliability, recoverability, maintainability, and maintenance 370 
support performance, and, in some cases, other characteristics such as durability, safety and security. 371 

Note 2 to entry: Dependability is used as a collective term for the time-related quality characteristics of an item. 372 

[SOURCE: IEC 60050-192:2014, definition 192-01-22] 373 

3.1.6  374 
item 375 
subject being considered 376 

Note 1 to entry: The item can be an individual part, component, device, functional unit, equipment, subsystem, or 377 
system. 378 

Note 2 to entry: The item can consist of hardware, software, people or any combination thereof. 379 

Note 3 to entry: The item is often comprised of elements that can each be individually considered. 380 

[SOURCE: IEC 60050-192:2014, definition 192-01-01] 381 

3.1.7  382 
maintainability <of an item> 383 
ability to be retained in, or restored to a state in which it can perform as required, under given 384 
conditions 385 

Note 1 to entry: Given conditions include aspects that affect maintainability, such as: location for maintenance, 386 
accessibility, maintenance procedures and maintenance resources. 387 

Note 2 to entry: Maintainability can be quantified using appropriate performance measures. 388 

[SOURCE: IEC 60050-192:2014, definition 192-01-27] 389 

3.1.8  390 
supportability, <of an item> 391 
ability to be supported to sustain the required availability with a defined operational profile and 392 
given logistic and maintenance resource 393 

Note 1 to entry: Supportability of an item results from the inherent maintainability (192-01-27), combined with 394 
factors external to the item that affect the relative ease of providing the required maintenance and logistic support. 395 
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[SOURCE: IEC 60050-192:2014, definition 192-01-31] 396 

3.1.9  397 
verification 398 
confirmation, through the provision of objective evidence, which specified requirements have 399 
been fulfilled  400 

Note 1 to entry: The term “verified” is used to designate the corresponding status. 401 

Note 2 to entry: The term “verified” is used to designate the corresponding status. 402 

Note 3 to entry: The term “verified” is used to designate the corresponding status. 403 

[SOURCE: IEC 60050-192:2014, definition 192-01-17] 404 

3.1.10  405 
validation 406 
confirmation, through the provision of objective evidence, that the requirements for a specific 407 
intended use or application have been fulfilled 408 

Note 1 to entry: The term “validated” is used to designate the corresponding status. 409 

Note 2 to entry: The use conditions for validation can be real or simulated. 410 

Note 3 to entry:  to entry: In design and development, validation concerns the process of examining a product to 411 
determine conformity with user needs. 412 

Note 4 to entry:  Validation is normally performed on the final product under defined operating conditions, although 413 
it can also be performed in earlier stages.  414 

Note 5 to entry:  Multiple validations can be carried out if there are different intended uses. 415 

[SOURCE: ISO 9000:2005, 3.8.5] 416 

3.2 Abbreviated terms 417 

ADT Abstract data types 
CTL Computational Tree Logic 
DRACAS Data reporting and Corrective Action System 
FDSC Failure definition and scoring criteria 
FMEA Failure Modes and Effects analysis 
FMECA Failure Modes Effects and Criticality analysis 
FRACAS Failure reporting and Corrective Action System 
HAZOP Hazard and Operability Study 
LTL Linear Temporal Logic 
MTTF Mean operating Time to Failure 
NFF No Fault found 
OTS Off-the-Shelf [item] 
PoF Physics of Failure 
RBD Reliability Block Diagram 
SRE Software Reliability Engineering 
SPC Statistical Process Control 

4 Reliability overview 418 

4.1 Description of reliability 419 

Reliability is an inherent characteristic of a design solution and expresses the ability to provide 420 
a required function for a given interval (time, operating cycles, distance etc.) under given 421 
conditions. It is assured through performing a number of activities which can or can not result 422 
in a quantification of the reliability which is expressed as a probability. Reliability, as a 423 
probability, is not an attribute that can be assigned or measured for a single item. It is a 424 
stochastic or probabilistic parameter and therefore it cannot be measured exactly and 425 
repeatedly. However, other reliability characteristics such as failure intensity or Mean operating 426 
Time to Failure (MTTF) can be measured. 427 
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The objective of a reliability programme is to establish the likelihood and provide assurance 428 
that an item will meet stakeholder requirements in this respect. The reliability programme is 429 
used to influence the design, material selection, usage or environment of an item in order to 430 
the achieve desired outcomes and hence should be tailored to stakeholder needs.  431 

EXAMPLE 1: Reliability analysis can indicate that additional measures are required in order to avoid the 432 
unacceptable losses associated with failure. Such measures can include: additional hardware, additional software, 433 
and adjustments based on the environment and human factors, such as a need for more training. 434 

When quantified as a measure, reliability is defined as the probability of operating for a 435 
specified interval without failure. 436 

NOTE the specified interval can be expressed in terms of (mission) time, cycles or other parameter, e.g. mission 437 
reliability. It can also be expressed as an instantaneous reliability i.e. probability of failure ‘on demand’. 438 

When reliability is to be quantified, probability models can be used to support estimation of the 439 
reliability expressed as a probability, as well as relevant alternative measures such as failure 440 
intensity or MTTF. 441 

In order to evaluate reliability, it is necessary to clearly define the item functions and associated 442 
performance levels which are required. Function loss can be total or partial and each function 443 
can have separate reliability requirements. Functions are normally derived from stakeholder 444 
requirements: functions being the actions or behaviours of the item needed to achieve one or 445 
more of such requirements. Such requirements can vary throughout the life of an item. 446 

EXAMPLE 2: An engine can be designed to produce an output torque of 800 Nm. However to perform its function in 447 
a specified application only 750 Nm are required to achieve its required function. It is only considered to have failed, 448 
therefore, when output is below 750 Nm. However, if an output of 500 Nm allows the application to perform in an 449 
acceptable reduced performance state, an output below 750 Nm and above 500 Nm is regarded as a partial failure 450 
and below 500 Nm as a total failure. Partial failure can be acceptable with a higher frequency than total failure. 451 

The analysis of reliability can occur in all stages within the lifecycle of an item, although the 452 
objective and means of analysis can differ between stages. The methods employed and the 453 
timing of their execution will be determined by stakeholder requirements and the scale of the 454 
project undertaken. 455 

EXAMPLE 3: During a concept and design stages reliability can be predicted based upon analysis of data from 456 
similar equipment or testing of prototypes. This can be followed by testing of production versions and ultimately 457 
measurement during operation to demonstrate reliability with a stated confidence. 458 

Measurement of reliability will normally take place in the realization and operational stages 459 
based on monitoring, diagnostic schemes, incidents reporting and data collected during testing 460 
and operation. In design and development reliability can only be estimated based on an 461 
appropriate model and using any samples of data from test and analysis. If data are collected 462 
in operation, the reliability can be estimated directly from the population data without need for 463 
a model.  464 

Reliability growth methods (see IEC 61014) can be applied to assist in improving the reliability 465 
through the whole lifecycle and predict future reliability based on the activities planned. 466 

In applications where formal presentation of reliability activities and results is specified, a 467 
dependability case (IEC 62741) can be used during design and development stages to give 468 
structured arguments and evidence of meeting reliability requirements. 469 

4.2 Principles 470 

Analysis and control of item reliability is founded on a set of principles. These principles should 471 
influence an organization’s intent as well as its approach to design and delivery of reliability of: 472 
hardware, software and processes. Maximum benefit will be obtained from the reliability 473 
activities if all of these principles are applied. 474 

The reliability principles are as follows. 475 

1) The functions of the item and a definition of function loss should be clearly identified. 476 

NOTE 1 It is often the case that some functions are regarded as critical to task success, whereas others 477 
might only be desirable. 478 
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A clear and unambiguous statement of the intended functions of that item and which 479 
functional failures (failure modes) are of interest is required to establish a 480 
representation of reliability. The level of knowledge about the item configuration 481 
(functional and physical) and its context of use will therefore determine the extent to 482 
which reliability can be evaluated. This principle requires that when undertaking 483 
reliability activities: 484 

• the capability of the item and intent is known; 485 

• the boundary conditions are clearly stated; 486 

• the uncertainties in the delivery of the function are understood; 487 

• the uncertainties in identification of failure modes are understood. 488 

In addressing this principle Open or Information Systems present a number of 489 
challenges which require careful management. Item boundaries and requirements 490 
should be given particular attention as their specification might be complex and 491 
potentially change with time. Such changes might also result in alteration of function 492 
definitions. Thus, it is essential that all factors which can affect reliability over time are 493 
clearly documented together with the uncertainties as creation of a complete model of 494 
the item can not be possible. In such systems it can also not be possible to foresee all 495 
factors, so that they can need to be dealt with as they occur. 496 

2) The item configuration, operating characteristics and operating environment should be 497 
defined sufficiently for the specified purpose. 498 

NOTE 2 The specified purpose in this context means the lifecycle stage at which reliability is being 499 
evaluated and the stakeholder requirements for the analysis. 500 

A full understanding of the physical configuration of an item is required together with a 501 
clear specification of operating scenarios (missions) in order to evaluate its reliability. 502 
Operating scenarios are the combinations of item performance (such as: speed, flow 503 
rate) and environmental conditions in which it will operate (such as: temperature, 504 
altitude, water depth). This principle requires that when undertaking reliability activities: 505 

• item configuration is known; 506 

• operating characteristics are known; 507 

• operating environment is clearly defined. 508 

The environmental conditions (temperature, pressure, chemical, dust, etc.) in which an 509 
item is used, stored and transported, as well as how it is operated and maintained, can 510 
have a major influence on its reliability.  511 

NOTE 3 For example, a standard car could not be expected to achieve the same reliability when driven 512 
on desert tracks as it would in European road use; cars intended for such desert use are especially 513 
designed for the conditions.  514 

The period of usage in which an item is expected to function should be determined as 515 
part of the development of requirements. 516 

NOTE 4 For example, the typical flight pattern for an aircraft, a typical day for a transport vehicle, the 517 
period between major shutdowns for an industrial plant, or a 12 month period for an eCommerce system.  518 

Reliability of items might vary with their age (covering calendar time, usage time, 519 
distance travelled, number of cycles or whatever metric is appropriate). Separate 520 
requirements for reliability under different conditions or for different periods of time (for 521 
instance summer or winter use, or periods of continuous use versus intermittent usage) 522 
should be identified and related to the relevant functions. 523 

3) Reliability data for all items should be obtained or derived with justified and sufficient 524 
confidence to achieve requirements. 525 

NOTE 5 This data can be qualitative or quantitative or a combination thereof 526 

Ideally, when designing for, or analysing, reliability quantification of failure 527 
characteristics is required. Such characteristics always have uncertainty associated 528 

Full document details: 23/30483818 DC

http://www.avadocuments.com/doc/23-30483818-dc
http://www.avadocuments.com/doc/23-30483818-dc


IEC CD 60300-3-18 2023  IEC:2023  – 15 –  
with them which can be evaluated. This principle requires that when undertaking 529 
reliability activities: 530 

• the necessary failure and / or survival information is defined; 531 

• collection methods are determined; 532 

• the quality of data is determined. 533 

In the case of open or information systems, where external influences can be difficult 534 
to define or unknown, these principles can be met through an assurance process rather 535 
than explicit quantification. 536 

4) Reliability activities should influence item design. 537 

The analysis of reliability is only of value if it is able to influence the design of the item 538 
itself, the subsequent operation and maintenance of the item and its support 539 
requirements. The activities undertaken and their timing are therefore tailored to the 540 
ability of the organization to obtain value from the results. This principle requires that 541 
when undertaking reliability activities: 542 

• sufficient authority exists to influence the design, maintenance or support of the 543 
item; 544 

• the activities are performed at a time when outcomes can be applied in both a 545 
practical and cost-effective manner; 546 

• the activities are integral to all processes of the organization which affect design and 547 
use of the item. 548 

5) Reliability should be balanced with other relevant factors to achieve stakeholder 549 
objectives. 550 

The reliability required will be determined by its relative importance with respect to other 551 
organizational and dependability objectives in order to deliver value. These objectives, 552 
relating to issues such as life cycle cost, maintainability and supportability, can also 553 
impose constraints on the activities undertaken and implementation of results. This 554 
principle requires that when undertaking reliability activities:  555 

• there is an understanding of other dependability and organizational objectives; 556 

• analyses and studies are tailored to context; 557 

• an understanding exists of the desired balance and how this is to be evaluated. 558 

6) Reliability activities continue during use to assure that the item continues to meet 559 
stakeholder requirements. 560 

During the use of an item the environment, stakeholder requirements and other factors 561 
might change and thus necessitate review of reliability requirements. 562 

When applying these principles to develop a reliability programme, activities should be tailored 563 
taking into account the market conditions, item complexity and stakeholder requirements 564 
together with the size and experience of the organization. 565 

4.3 Benefits 566 

Expected benefits from reliability activities include, but are not limited to: 567 

• providing justified confidence that the reliability of items will be as required, when required; 568 

• understanding and managing the risks of failure or degraded performance in an effective 569 
way to achieve a balance of cost, risk and performance; 570 

• enabling reliability design weaknesses to be identified and improved in line with 571 
performance, risk and through life cost requirements or goals; 572 

• providing information and data that enable continual improvement; 573 
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• providing justification for the cost of reliability activities and demonstrating affordable levels 574 

of reliability performance; 575 

• verification of contract requirements; 576 

• fewer disruptions that make the item unusable and effective; 577 

• increasing the understanding of the reliability performance so that failure can be managed 578 
more effectively; 579 

• affordable levels of performance ensuring sustainability; 580 

• fewer delays in test programmes and product development as a result of failures; 581 

• provision of data for logistics planning 582 

• input to other activities such as supportability or safety. 583 

4.4  Interfaces 584 

4.4.1 Introduction 585 

Reliability is an attribute of dependability (see IEC 60300-1) The other main attributes are 586 
maintainability supportability and availability. The interfaces between these attributes are 587 
explained in more detail below. 588 

4.4.2 Effect of reliability on maintainability and maintenance 589 

Maintenance is intended to manage the consequences of failure either by avoiding the 590 
consequences or mitigating their effect. Although maintenance of an item will not influence its 591 
inherent reliability characteristics, it can influence its operational reliability if not executed as 592 
expected and poor quality maintenance can reduce reliability below its inherent value. 593 
Therefore, when designing for reliability, the maintainability of the item should always be taken 594 
into account (see IEC 60300-3-10). 595 

In performing maintenance, improvements in the design of the item might be identified; this 596 
should be fed back to developers so changes can be made to the design to increase the 597 
reliability. Conversely, any changes proposed in maintenance activities or frequency should be 598 
evaluated for potential negative impact on reliability. 599 

4.4.3 Effect of reliability on supportability and support 600 

Support of an item is the combination of the integrated set of defined resources, such as 601 
personnel, spares, information, training, tools, facilities, communication systems, and transport 602 
logistics that are necessary to deliver desired organizational objectives. Supportability is 603 
concerned with identifying and quantifying the support required for a defined item in a given context of 604 
use, time to provide that support, resourcing, cost and quality of that support and the quality of the 605 
delivered support. 606 

Both support and supportability can affect the reliability of an item through the inability of the 607 
organization to effectively or correctly deliver the required maintenance. Therefore, during the 608 
development stage supportability and support aspects should always be carefully assessed 609 
and suitable provision put in place to achieve the desired reliability. 610 

4.4.4 Effect of reliability on availability 611 

Reliability is a primary determinant of availability: every failure places a demand on 612 
maintenance and support resources and hence the item downtime or potential for downtime. 613 
System configuration will determine if a single failure results directly in lost availability but, 614 
even where redundancy is employed, lower reliability results in loss of availability through 615 
increased probability of multiple failures. 616 

4.4.5 Effect of manufacturing on reliability 617 

The expected reliability of an item can only be achieved if the manufacturing processes are 618 
executed as required. Failure to do so could be a result of poor manufacturability or lack of the 619 
specified materials and components. Processes to combat these issues should include but not 620 
be limited to: 621 
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• ensuring item design processes include evaluation of manufacturability; 622 

• controlling any manufacturing process or material change through a strict design change 623 
approval system, in which the design team reviews the potential impact on reliability. 624 

Often, the early manufacturing processes for components and assemblies need to be “run in” 625 
and be adjusted to ensure correct item quality. This can cause early failures that should be 626 
screened out (see IEC 61163-1 and IEC 61163-2) until the process problems have been solved. 627 
Statistical process control is an important tool to support these activities. Intermediate tests 628 
and inspections can be needed, such as visual inspection (by eye or by picture analysis) or X-629 
ray inspection of solder joints. Intermediate tests and final acceptance testing are also 630 
important (see ISO 9001). 631 

Manufacturing processes can also include a period of operation of every item prior to shipping 632 
in order to reduce the probability of early life failures in service; this is often referred to as 633 
‘burn-in’ or ‘infant mortality’. 634 

4.5 Effect of operation on reliability 635 

The environmental conditions at operation influence the reliability (IEC 61709 and IEC 60721 636 
series). In particular, extreme temperature or humidity levels outside those specified can 637 
adversely affect the achieved reliability.  638 

EXAMPLE 1 High humidity is often associated with high ambient temperature and can reduce reliability while the 639 
product is not operated (e.g. “Off” or “Standby”). 640 

EXAMPLE 2 Low temperature can reduce the reliability of the start of operation due to freezing or increased viscosity 641 
in fluids. 642 

EXAMPLE 3 Electrostatic discharge can influence reliability during low humidity (winter conditions). 643 

The normal operating load can influence the reliability through high constant operating temperature, 644 
temperature or load variation due to frequent or intermittent ‘on-off’ cycling. 645 

The effect of operation on reliability might not only be due to its environment but also on how 646 
it is operated with respect to its performance (i.e. operating at reduced performance can 647 
increase reliability but use beyond its design performance can reduce it). 648 

4.6 Effect of handling and storage on reliability 649 

Before installation or use, an item has often been stored for some time and potentially 650 
transported. These circumstances might reduce the reliability of the item as a result of 651 
environmental conditions outside specified operational conditions; for example: high or low 652 
temperature, humidity, contamination, mechanical shock and vibrations (see the IEC 60721 653 
series). Appropriate specification of packaging, handling, storage and transportation should 654 
form part of the reliability programme, see IEC 60300-3-14. 655 

If an item is to be installed into a larger item it might be damaged during installation; for 656 
example: bearings damage, misalignment or, for electronics, Electrostatic Discharge. Similarly, 657 
damage can occur during disassembly to preform maintenance and reassembly following 658 
maintenance. The conditions at the installation / repair location can also be different from those 659 
specified for item operation. Reliability programmes should therefore include design of correct 660 
procedures to avoid these issues 661 

In some circumstances, ad-hoc modifications are made to items to facilitate installation if 662 
unforeseen problems are encountered. This should be controlled through “as built” drawings 663 
and part lists and reviewed to identify any potential adverse effects on operational reliability. 664 

4.7 Input for Life Cycle Cost analysis 665 

During development, the decisions concerning system configuration, choice of components, 666 
rating/derating and possible redundancy is based on the predicted reliability and informs the 667 
data for Life Cycle Cost (LCC) analysis (see IEC 60300-3-3). Test e.g. accelerated tests (see 668 
IEC 62506 and IEC 61649) give data to update the LCC estimates. During operation, the actual 669 
costs due to failures (e.g. corrective maintenance and reduced availability) can be collected to 670 
give input for future LCC estimates (closing the feed back loop). 671 
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Generally, the LCC is dominated by maintenance and support costs which in turn are driven by 672 
item reliability. In meeting stakeholder requirements, trade-offs might be required to balance 673 
between low reliability items that are expensive and resource intensive to maintain and high 674 
reliability items that are expensive to design or acquire. Thus reliability assessment is an 675 
essential part within any programme that addresses maintenance and support requirements. 676 
The reliability programme should also be tailored to ensure that it is appropriate for the LCC 677 
limitations. 678 

5 Specifying for reliability 679 

5.1 Overview 680 

In order to select the activities which achieve the reliability programme outcomes, the measures 681 
of reliability relevant to the context should be chosen. Quantitative or qualitative measures of 682 
reliability, provide a means of assessing programme success. IEC 60300-3-4 provides detailed 683 
guidance on the principles of writing dependability requirements in specifications, together with 684 
a means of assuring the achievement of those requirements. It also contains a high-level 685 
approach to determine what information is required, the decisions that could be made and what 686 
the output of the decision making process might be. 687 

Reliability is the ability for an item to continue to function without failure and is predicted or 688 
measured with regards to relevant units of usage (operating hours, cycles, miles, demands, 689 
calendar time etc), it can also be predicted or measured at various levels of indenture: 690 

• fleet of items; 691 

• system level; 692 

• sub system level; 693 

• component level; 694 

Failure at a lower level of indenture might  not cause a failure at a higher level, but can still be 695 
important as it can potentially involve: 696 

• costs associated with fixing the fault; 697 

• opportunity costs associated with stopping the operation of the higher-level indenture, even 698 
if it is at a less inconvenient time; 699 

• increased risk as redundancy is reduced or probability of failure at a higher-level indenture 700 
is increased. 701 

Some items, with elements of redundancy, might  have a level of reliability associated with the 702 
ability to start operating, where the item could require redundant elements to be in a working 703 
condition – in the aerospace environment this is known as dispatch reliability.  704 

Reliability can be expressed as a probability of life of similar items or the probability of an 705 
individual item surviving a given usage. 706 

Reliability requirements will have a direct impact on maintainability, supportability and 707 
availability requirements; similarly requirements for these elements of dependability will impact 708 
reliability requirements. All such requirements should therefore be developed together as part 709 
of any design development or modification programme. 710 

The specification of each reliability requirement as a quantitative or qualitative measure should 711 
detail the life cycle stages at which conformity will be assured and the means and procedures 712 
(analytical methods, simulations, tests, etc.) by which this will be carried out. The 713 
interdependence between requirements should be clearly described. 714 

The required confidence in the assessed measure determines the amount of resources (people, 715 
cost, time) which are necessary to demonstrate achievement of programme outcomes. 716 
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5.2 Principal elements of reliability requirements 717 

When defining reliability requirements, the following aspects affecting design should be taken 718 
into account and expressed as part of the requirement: 719 

a) The intended usage cycle: this should identify not only how the user will use the item, but 720 
also which characteristics of usage will impact the reliability of the item. 721 

EXAMPLE 1 The reliability of a traditional filament light bulb is a combination of both operating hours and the 722 
number of on/off cycles. Therefore the usage cycle would have to include expected operating hours but also the 723 
required number of changes of state. 724 

b) Required function: many items have more than one function, when specifying reliability it is 725 
necessary to identify which functions are of importance.  726 

EXAMPLE 2 A mobile phone which is only used for voice communication could be considered to be in working 727 
state even if the 5G capability is lost. 728 

c) Hidden functions: if an item has functions which are not visible to the user then the impact 729 
of failures of these have to be taken into account when specifying the reliability. 730 

Example 3 A user would only realize that a background backup system on a computer had failed when the user 731 
has need of the backed-up data.  732 

5.3 Quantitative measures of reliability 733 

5.3.1 General 734 

Reliability performance requirements should preferably be quantitative and specified before 735 
design of the item begins. As with any statistic, quantitative reliability requirements or measures 736 
should also specify the confidence with which the requirement is to be demonstrated or stated 737 
(see IEC 60605-4). 738 

There are several alternative ways in which reliability may be measured. Some of the more 739 
common measures are shown in Table 1. These can relate to either a probability that an item 740 
will survive a given usage or a probability that greater than x% of items will survive a given 741 
usage. They can also relate to mean values over a given time period. The mathematical 742 
relationship between some of these measures are explained in Table B.1 of IEC 61703. 743 

Clauses 5.3.2 to 5.3.7 give high-level guidance on where each measure might be appropriately 744 
applied, but the user must tailor this to the specific item and context of use. The values used 745 
in the examples are given only to illustrate how they may be stated in a specification: they 746 
should not be used as standardized values. 747 

Reliability performance 
measure 

Symbol/ 
abbreviation 

Example requirement* 

Mean failure rate ),( 21 ttλ  h/1027 6−⋅≤  

Mean time to failure MTTF h37000≥  
Mean failure intensity ),( 21 ttz  h/5.1≤  

Mean time between failures MTBF h6000≥  
Useful life / Remaining Useful 
Life 

RUL 8≥ years  

Reliability 
 

),( 21 ttR  

ht 1001 =  

ht 11002 =  

9.0≥  

  * The requirement states the acceptable value (contract value) which 
should be used to calculate the acceptance criterion for a statistical test. 
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Table 1 – Reliability measures  748 

One early consideration should be the failure mechanisms likely to be experienced by the item, 749 
as this influences which of the reliability measures is appropriate and relevant. For example: 750 
items such as motor vehicle engines show wear-out so that use of the constant failure rate 751 
assumption is not valid. The exact meaning of a unit of time, such as in Table 1, should be 752 
given as it is not necessarily chronological time. 753 

EXAMPLE 1 A motor vehicle engine will fail according to how far it is driven rather than age since new, so that miles 754 
driven would be the appropriate unit.  755 

EXAMPLE 2 Household electric light bulbs primarily fail relative to the number of times they are switched on and 756 
off, and to a lesser extent the number of hours they are lit, so operations or operational hours are the appropriate 757 
units and the item is designed for a defined operational life. 758 

The inclusion, or not, of redundant elements is another factor that affects the choice of the 759 
reliability measure. The specification should state whether reliability refers to loss of individual 760 
redundant elements or loss of the function which they together provide. 761 

For every item, it is necessary to select and define each reliability characteristic that is required 762 
and to specify a quantitative requirement for each characteristic. When specifying quantitative 763 
requirements for an item, it is important to state the following: 764 

• the application and / or use profile of the item; 765 

• the failure criteria or the definition of a failure, i.e. what constitutes a failure in the particular 766 
item in the intended application; 767 

NOTE A failure may be defined in various ways according to the consequences, for example, the loss of a service, 768 
the need for repair (see also 5.4). 769 

• the duration during which the requirements must be fulfilled; 770 

• the operating conditions; 771 

• the environmental conditions; 772 

• the methods intended to be applied for the evidence of compliance with and assurance of 773 
the requirements. 774 

Without such statements, the specification of a reliability performance measure such as R(t), 775 
F(t), MTTF, MTBF, numbers of failures in a time interval, Weibull or Power Law parameters 776 
would be meaningless. 777 

In order to select a realistic and meaningful value of the reliability performance measure to be 778 
specified, the following factors should be taken into account: 779 

• the limits imposed by the technological state of the art and the nature and complexity of the 780 
item; 781 

• the experience of the purchaser in operating and maintaining the particular type of item; 782 

• the feasibility of verifying the specified requirement; 783 

• the reliability level of units, components, etc., from which the item can be manufactured; 784 

• the cost of design, production and verification and validation of the item with a specified 785 
level of reliability. 786 

If, during the development of a project, it becomes evident that the underlying assumptions are 787 
not valid, the reliability performance requirements should be reconsidered and changed where 788 
necessary. If the specification is to be changed, this should only be done with the agreement 789 
of all the parties concerned. 790 

If the reliability performance measure is known to, or is likely to, vary with time, the 791 
dependability should be specified by, for example, Weibull parameters for unrepairable items 792 
(see IEC 61649) or Power Law parameters for repairable items (IEC 61164 and IEC 61710). 793 
Alternatively the mean failure intensity over a stated time period can be specified. 794 
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5.3.2 Application of mean failure rate measure 795 

The mean failure rate measure, specified for a given time period, can be an appropriate 796 
reliability performance measure in cases where it is expected that the failure rate shows a clear 797 
non-constant (typically increasing) variation over time, and it can be argued that the maximum 798 
failure rate is limited. In this case, specifying the maximum failure rate as the measure may be 799 
overly stringent; in particular, if there are several repairable components of a given type and 800 
these are replaced independently (which results in a kind of mixture of failure rates over time). 801 

EXAMPLE bearings in a safety context where the failure rate is essentially a hazard rate. 802 

5.3.3 Application of mean time to failure measure 803 

The mean time to failure measure is typically used for non-repairable items. This measure can 804 
be useful if the specific variation of the failure rate is not so relevant, but rather the number of 805 
failures during a given time period. This, for instance, determines the average number of times 806 
a maintenance crew is demanded, or the number of times a process in an industrial plant is 807 
interrupted (which may every time cause long startup times with significant production losses).  808 

EXAMPLE pumps in an industrial plant. 809 

5.3.4 Application of mean failure intensity measure 810 

The mean failure intensity is similar to the reciprocal of the mean time to failure measure 811 
(section 5.3.3) but is applied to repairable items. Other than this difference, the reasons for 812 
specifying the mean failure intensity as a reliability performance measure are the same as 813 
those given in section 5.3.3. 814 

5.3.5 Application of mean time between failures measure 815 

The mean time between failure measure is similar to the mean time to failure measure from 816 
Section 5.3.3, but is used for repairable items. However, the reasons for specifying the mean 817 
time between failure as a reliability performance measure is the same. 818 

5.3.6 Application of useful life measure 819 

The (remaining) useful life can be a suitable reliability performance measure (sometimes in 820 
combination with other measures), if analyses or requirements are based on assumptions that 821 
are valid only during the useful life. In this case, the items need to be replaced once the useful 822 
life is reached. 823 

EXAMPLE a minimum useful life may be specified for automation devices in an industrial plant because safety 824 
arguments are based on assumed failure rates during the useful life, and the devices need to be replaced afterwards. 825 

5.3.7 Application of reliability measure 826 

The reliability measure is typically an appropriate reliability performance measure for one-shot 827 
systems where uninterrupted operation during a specified mission time is essential, and repair 828 
/ replacement is unfeasible. 829 

EXAMPLE subsea installations, or systems operation in space such as satellites. 830 

5.3.8 Assurance by testing 831 

The quantitative requirements should be clearly specified in a form against which it will be 832 
possible to compare test or in-service performance results subsequently obtained. 833 

Where evidence of conformity to the quantitative requirements is to be provided through testing, 834 
the confidence level required should be specified, or the actual test plan to be used should be 835 
specified. If a test plan is specified, the specification should include the test duration and the 836 
acceptance / rejection criteria. 837 

A number of different types of reliability demonstration test exist and, generally, sequential test 838 
plans (see IEC 61123 and IEC 61124) should be used in preference to test plans terminated at 839 
a fixed time or a fixed number of failures, as the former are more efficient. See IEC 60300-3-5 840 
for information on statistical distributions. 841 
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