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as a British Standard.
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an alternative cannot be supported
as serious problems have been
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1 2 3 4 5 (6) 7
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31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
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6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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106
107
108
109 INTERNATIONAL ELECTROTECHNICAL COMMISSION

110

111
112 Information Technology - Internet of Things - Data format, value and
113 coding

114

115
116 FOREWORD

117 1) TheInternational Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all national
118 electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-operation on all
119 questions concerning standardization in the electrical and electronic fields. To this end and in addition to other activities,
120 IEC publishes International Standards, Technical Specifications, Technical Reports, Publicly Available Specifications (PAS)
121 and Guides (hereafter referred to as “IEC Publication(s)”). Their preparation is entrusted to technical committees; any IEC
122 National Committee interested in the subject dealt with may participate in this preparatory work. International,
123 governmental and non-governmental organizations liaising with the IEC also participate in this preparation. IEC
124 collaborates closely with the International Organization for Standardization (ISO) in accordance with conditions
125 determined by agreement between the two organizations.

126 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international consensus
127 of opinion on the relevant subjects since each technical committee has representation from all interested IEC National
128 Committees.

129 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National Committees in
130 that sense. While all reasonable efforts are made to ensure that the technical content of IEC Publications is accurate, IEC
131 cannot be held responsible for the way in which they are used or for any misinterpretation by any end user.

132 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications transparently
133 to the maximum extent possible in their national and regional publications. Any divergence between any IEC Publication
134 and the corresponding national or regional publication shall be clearly indicated in the latter.

135 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity assessment
136 services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any services carried out by
137 independent certification bodies.

138 6) All users should ensure that they have the latest edition of this publication.

139 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and members of
140 its technical committees and IEC National Committees for any personal injury, property damage or other damage of any
141 nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the
142 publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

143 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
144 indispensable for the correct application of this publication.

145 9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent rights.
146 IEC shall not be held responsible for identifying any or all such patent rights.

147

148
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149

Draft Report on voting

XXIXX/FDIS XX/IXX/RVD

150
151 Full information on the voting for its approval can be found in the report on voting indicated in
152 the above table.

153  The language used for the development of this International Standard, is English

154 This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
155 accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
156  at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
157 described in greater detail at www.iec.ch/standardsdev/publications.

158 The committee has decided that the contents of this document will remain unchanged until the
159  stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
160 the specific document. At this date, the document will be

161 e reconfirmed,

162 e withdrawn,

163 e replaced by a revised edition, or
164 e amended.

165

166  The International Electrotechnical Commission (IEC) draws attention to the fact that it is claimed
167 that compliance with this document may involve the use of a patent. IEC takes no position
168 concerning the evidence, validity, and scope of this patent right.

169  The holder of this patent right has assured IEC that s/he is willing to negotiate licences under
170 reasonable and non-discriminatory terms and conditions with applicants throughout the world.
171 In this respect, the statement of the holder of this patent right is registered with IEC. Information
172 may be obtained from the patent database available at http://patents.iec.ch.

173 Attention is drawn to the possibility that some of the elements of this document may be the
174 subject of patent rights other than those in the patent database. IEC shall not be held
175 responsible for identifying any or all such patent rights.

176
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177 Introduction

178 Digital transformation is an inherently data-driven process. Within the field of 10T, many actors
179 in the forefront of technological development seek to model the physical world with the help of
180  data.

181 Digital twins, city and building information models, process industry, automation, automotive
182 and even healthcare, are all technologies or fields in which data models are developed to
183 accommodate domain-specific needs.

184 Sensors form the backbone of live data generation, and help synchronize the digital world with
185 the real world. Numerous data and information models occur in the IT/OT landscape, at various
186 layers in digital systems. Some are verbose, text-based formats that come with more or less
187 rich metadata, while some are more constrained.

188 The huge variability in how sensory data is represented poses a problem for all parties in the
189  value chain — not least for the data producers themselves. Variability is often regarded as an
190 interoperability problem but is, in essence, an economic problem since it raises the integration
191 thresholds everywhere for the exchange of formatted data. This often puts the economic
192  feasibility of data collection in jeopardy, since low data accessibility for data consumers also
193 means poor return of economic value for the data producer.

194 This has often limited large-scale data collection to domains in which there is a strong need for
195  very specific data collection (such as the automotive industry), and favoured applications where
196 a single data producer has a direct business agreement with the data consumer, and full control
197 over the data model. The design of the data gathering process has often been guided by a
198 single customer’s need, with a single benchmark for data quality.

199 Big Data still remains somewhat elusive for general-purpose data collection.

200  The variability in format and inconsistency in data quality are issues that undermine new
201 stakeholders’ trust in third-party value chains. Where data actually might have been accurate
202  enough, an insufficient amount of consistent data-source documentation dissuaded any
203 potential new data consumers — further limiting the capital value of data.

204 In the end, it has proven difficult for data producers to generate economically viable data —
205 especially about physical environments.

206 This document outlines principles and technical solutions for overcoming this variability, and
207 proposes a fundamental representation of data points for sensors and physical quantities that
208 can be used everywhere in the digital landscape to improve the consistency of how both data
209 and metadata are to be interpreted by application logic. When applied correctly, with an agnostic
210 attitude towards application requirements, these principles also help form a baseline for data
211 quality and accessibility.

212 With the perspective taken in this document, sensory data (after its collection) is regarded as a
213 description of a physical entity. This also includes any other physical measurement, such as
214 the physical parameters of real-world objects and systems. The intention is to allow for sensory
215  data to be possible to integrate seamlessly with other data points in physical models under a
216  shared, homogeneous interpretation.

217

218

Documents

Document Sharing Hub

Full document details: 23/30484362 DC


http://www.avadocuments.com/doc/23-30484362-dc
http://www.avadocuments.com/doc/23-30484362-dc

219

220

221

222
223

224

225
226
227
228

229
230
231

232
233

234
235

236

237

238
239

240
241
242
243

244
245

246
247
248
249

250

251
252

253

254
255

-8- ISO/IEC CD2 30178 © ISO/IEC:2023

INTERNET OF THINGS (loT) - DATA FORMAT, VALUE AND CODING

1 Scope

This document defines common formats, value, and codings for data exchange among systems
in the internet of things (loT).

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO/IEC 20924, Information technology — Internet of Things (loT) - Definition and
vocabulary
ISO/IEC 60559 Floating-point arithmetic

BIPM, The international System of Units (Sl)
https://www.bipm.org/en/publications/si-brochure/

ISO/IEC Guide 99 International vocabulary of metrology - Basic and general conepts and
associated terms (VIM)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 20924, ISO/IEC
Guide 99 and the following apply.

3.1
Sl special names

Special names for the derived Sl units
Example 1: Newton [N] equivalent to kilogram meter per second squared [kg-m/s?]

Example 2: Pascal [Pa] equivalent to newton per meter squared [N/m?] or kilogram per meter times
second squared [kg/m-s?]

Example 3: Joule [J] equivalent to kilogram meter squared per second squared [kg-m?/s?]

Note 1 to entry: See BIPM The international System of Units (SI) 9" edition (2019), 2.3.4 for further information.

3.2

data type

named category of data characterized by a set of values, a syntax for denoting these values, and a set of
operations that interpret and manipulate the values

Note 1 to entry: Standardized representation of data types is essential for cross-platform interoperability.

Example 1: uintl6 — A 16-bit wide, unsigned integer capable of representing the whole-number range 0 to 4294967295.

Example 2: bool — A boolean value with only two states (true and false)

1 Equivalent with the IEEE-754 standard

Documents

Document Sharing Hub

Full document details: 23/30484362 DC


http://www.avadocuments.com/doc/23-30484362-dc
http://www.avadocuments.com/doc/23-30484362-dc

256
257
258
259
260
261
262

263
264

265
266
267

268

269
270
271
272
273

274
275

276
277

278
279
280
281

282
283
284

285

286
287

288
289
290

291
292

293
294

295
296

297
298
299

300

-9- ISO/IEC CD2 30178 © ISO/IEC:2023

Example 3: float — A 32-bit approximation of a real number

Note 2 to entry: The total number of bits determine the maximum number of unique values the data type can encode.

Note 3 to entry: For further information on data types see ISO/IEC 11404.

[SOURCE: 1539-1:2018, 3.147, modified — “data type” made the preferred term and notes to entry and examples added.]

T Under preparation. Stage at the time of publication: ISO/IEC/DIS 11404.3.3type
safety

software design principle that protects against representation-related errors such as unintended

rounding or corruption of data by enforcing the consistent use of a data type (3.2) for some
variable

Note 1 to entry: Type safety allows scalability by decoupling design of separate software components while guaranteeing
correctness within functional interfaces (such as APIs).

Note 2 to entry: Type safety is enforced by some programming languages.

3.4
floating-point format

digital data type (3.2) representing a fixed-precision approximation of a real number with a well-
defined range and precision, composed of an exponential and fractional component, and a sign

Note 1 to entry: Floating-point format is supported by all major programming languages.

Note 2 to entry: Depending on the variant, floating-point format typically features at least 6-7 significant decimal digits for
single precision, or 15 significant decimal digits for double precision.

Note 3 to entry: Definition based on ISO/IEC 60559:2020, 3.6.

3.5

Floating-point representation

An unencoded member of a floating-point format, representing a finite number, a signed infinity, a quiet
NaN, or a signaling NaN

Note 1 to entry: A representation of a finite number has three components: a sign, an exponent, and a significand; its numerical
value is the signed product of its significand; where its numerical value is the signed product of its significand and its radix
raised to the power of its exponent.

3.6
physical quantity

property of some physical entity that can be measured in some physical dimension,
characterized by a number and a unit

3.7
serialization format

format of representing structured data in a serialized sequence of bits that can be exchanged
between two computer systems

Example 1: XML — Extensible Markup Language, a text-based format using tags to encode
nested elements and structures.

Example 2: JSON - JavaScript Object Notation, a format of representing basic values with
named identities and nested structures, in cleartext. JSON is considered a less verbose
alternative to XML.

Note 1 to entry: Serialization format is sometimes based on clear-text for representation, with a syntax to encode structure.
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301 Note 2 to entry: Serialization format is sometimes based on concrete data types for representation.
302
303 3.8

304 sensor

305 <internet of things> digital device that converts a physical measurement into a digital sample
306 carrying a quantity and a unit

307 Note 1 to entry: Usually transmits the sample coded in some serialization format (3.6).
308
309 3.9

310 data point

311 piece of data that carries an individual meaning regardless of representation

312

313 3.10
314 runtime

315 period of time during which an instance of some software or hardware, such as an loT sensor,
316 operates after deployment

317 Note 1 to entry: Runtime is typically separate from, and non-overlapping with, design-time.
318 Note 2 to entry: Runtime constitutes part of that instance’s operational lifecycle.

319

320 3.1

321  design-time

322 period of time during which a piece of software or hardware is designed

323 Note 1 to entry: Design-time precedes, is typically separate from, and non-overlapping with, runtime.
324 Note 2 to entry: After the end of design-time, the design and its dependencies are not possible to modify.

325

326 4 Abbreviated terms

327 ADC Analog-to-Digital Converter

328 Al Artificial Intelligence

329 API Application Programming Interface
330 CpPU Central Processing Unit

331 DTw Digital Twin

332 12C Inter-Integrated Circuit

333  13C Improved Inter-Integrated Circuit
334 IT Information Technology

335 loT Internet of Things

336  JSON JavaScript Object Notation

337  MEMS Micro-electromechanical systems

338 OPC-UA OPC Unified Architecture
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339

340

341

342

343

344

345

346

347
348

OPC
oT
PCB

Sl

SPI
SenML
SiP
XML

-11 -

Open Platform Communications
Operational Technology

Printed Circuit Board

SI-UNIT, Le Systéme International d'Unités
Serial Peripheral Interface

Sensor Measurement Lists
System-in-package

Extensible Markup Language
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349 5 Background

350 5.1 Overview
351 5.1.1 General

352  Today’s increasingly digitized technology is founded on sensory measurement. Among the
353 IT/OT environments underpinning an information-based society, there is a wide flora of data
354 models that characterize the data shared between loT-based systems.

355 While the sensors that operate out in the field measure physical quantities according to well-
356 defined specifications, most often neither their measurements nor their specifications can be
357 guaranteed to be available and complete within their digital context.

358 Sensors operating in the field also have a limited interoperability with most other sensors —
359  either in other domains or other digital ecosystems. Sometimes this limited interoperability is
360 due to an inherent lack of data overlap, or even a lack of data completeness.

361 The range of loT sensors vary in many respects, and a core assumption that can be made is
362 that, at runtime, no one sensor has complete compatibility with every other sensor. This is both
363 due to the actual information content (i.e. meaning) of data, and a lack of consistent
364 interpretation. When loT sensors operate in separate ecosystems as individuals, they very often
365 adhere to different conceptual domains or product families. It is therefore necessary to ensure
366  that a baseline for interoperability can be created, and relied on, when embarking on system-
367  or data integration projects.

368 Reducing the engineering cost revolves to a significant degree around predictability, since being
369 able to plan ahead allows system architects to reduce development and integration costs over
370 long timespans.

371 Many loT-based exchange formats define semantics and data types to cover the most essential
372 primary data, and accompanying metadata to some degree. For sensory data, this often
373 includes some representation of the sensory value (magnitude) itself and its unit of
374 measurement - which can belong to any standard or non-standard choice of scale.

375  Variations in how data is encoded, structured, or serialized, brings with it a need for data to
376 be translated or adapted (through interpretation) before it can be used by a third party. This is
377  sometimes hampered by how data is recorded, which can limit how much useful information it
378  can carry.

379 Common drawbacks of many clear text-based serialization formats include arbitrary rounding
380 or truncation of measurement values (which can permanently strip away numerical precision),
381 and a lack of unambiguous representation of measurement units.

382  Translating data between different formats therefore often requires ad-hoc integrations that
383 perform conversion with or without safeguards for data integrity.

384  Variations to data representation in general can also constitute a challenge, since aggregating
385 a heterogeneous set of data sources requires many separate conversions.

386  Taken together, it is therefore hard for 10T data models, which often are very well defined within
387 their own domain (or scope of application), to make assumptions about what data points that:

388 1. need to be provided to satisfy any future integration with a third-party data model,
389 2. will be available for import from third-party data sets,
390 3. meet the quality requirements for every specific implementation.
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391 Essentially, the lack of universally available data points in an arbitrary sensor’s data output is
392 limiting its potential value to future applications. Consequently, any applications to which its
393 data might be reusable will need to conduct an assessment of the data sources’ suitability —
394 often through human intervention.

395  This is a costly process, and scales in proportion to the number of integrations with that data
396  source. For data with indefinite lifecycles (such as statistical, historic data about environments)
397  that need to be kept for posterity, this is a cost that accumulates over time.

398 Reducing the cost of each integration beforehand is therefore in the interest of every involved
399 party.

400 5.1.2 Sensor-related data

401 While loT data models vary greatly in characteristics and scope depending on domain and
402  application, every sensor with a digital interface that measures a physical quantity constitutes
403 a data source with some universally applicable characteristics:

Sensor characteristic Data analysis impact
Sensors measure a physical quantity, Determines the dimension of
which by definition will include a measurement in which an observed
numerical magnitude and a unit variable can vary
Sensors have an inherent accuracy of Determines the minimum error of a
measurement sample’s value from the actual value
Sensor measurement samples are Determines the smallest possible

recorded with some numerical precision | variation of a sample’s value

Sensor measurements are collected over | Determines the maximum time-

some period of time resolution2 of the sample’s value

Sensors output measurement samples at | Determines the time spacing between

some maximum sample rate measurements

Sensors perform measurements within Determines the range within which a

some maximum measurement range sample’s value can be considered valid
404 Table 1: Data source characteristics of a sensor

405 Each of these characteristics help implementers determine how well a sensor suits a given
406  application and, by extension, also how well its data do. The requirements imposed by the
407  application are carried over to the physical design of the system at ‘design-time’. For one-off
408 implementations, the characteristics of the data are merely determined to be sufficient for its
409 application, and often just implicitly guaranteed by the design of the system itself.

410  This also makes any quality guarantees implicit to the design of the system, and hence requires
411 an analysis of the system design to be possible to extract. Only by specifying it in digitally
412  accessible metadata can it allow for future suitability analysis decoupled from the system’s
413  design.

414 To retain a high interoperability for a sensor and its data long-term, metadata need to be easily
415 accessible for authorized evaluation when needed.

2\When multiple samples are combined into an average value, the time resolution of the average is constructed from the sum of the time
resolution of all the samples. In contrast, when the median value is extracted, it retains the time resolution of its original sample.
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416 5.1.3 Source data collection

417 It is not unusual for loT data to be collected by microcontroller devices — sometimes also with
418 real-time computing requirements.

419 Measurements performed by peripheral circuits of such devices typically implement analog-to-
420  digital conversion with raw measurement values expressed as an integer value, where the least
421 significant bit (LSB) corresponds to the measurement resolution. This creates an upper bound
422 on the level of theoretical precision that is possible.

423 It is therefore important for device manufacturers to take such design constraints into account
424 when determining the essential sensor characteristics.

425 514 Time-resolution and sample rate

426  Sample rate is often limited by the maximum time resolution of measurement — new samples
427 cannot be produced faster than the time it takes to complete a sample.

428 A specification for time-resolution can also be unavailable for a given sensor; in which case it
429 impacts the ability to correctly determine how its value varies over time.

430 Sensors that leverage oversampling and averaging to improve signal-to-noise ratio (and
431 increase effective precision) will acquire a slower sample rate and lower time resolution.

432 5.1.5 Signal-processing implications

433 For sensors with a high amount of noise or interference, signal processing is sometimes
434 required to clean unwanted errors from measurement data. It is therefore important for a
435 consumer of sensor data to know if this is feasible.

436 For data from real-time embedded systems, where sensor samples can be collected at an
437 interval on the order of micro-seconds, software-based noise filtering is sometimes necessary
438 to improve measurement accuracy.

439 A hard limitation on the extent to which a signal can be accurately captured is formulated by
440  the Nyquist sampling theorem3, which puts an emphasis on a sensor’s sample rate and time
441 resolution.

442 5.1.6 Low-power sensors

443 Low-power sensors, such as those utilizing LPWAN (Low Power Wide Area Network)
444 technologies like Sigfox or LoORaWAN, are designed to conserve energy and extend battery life.
445 This is achieved by incorporating a sleep mode in which the sensors remain inactive for
446  extended periods of time.

447 During sleep mode, the sensors consume minimal power, and they wake up at predetermined
448 intervals to take measurements and transmit data. This approach enables these devices to have
449 a long operational life on a single battery charge, making them ideal for remote or hard-to-reach
450 monitoring applications where frequent battery replacement is impractical.

3 Nyquist sampling theorem: Named after the Swedish-American engineer Harry Nyquist. According to the Nyquist sampling theorem, in
order to accurately reconstruct a continuous-time signal from its discrete samples without any loss of information, the signal must be
sampled at a rate that is equal to or greater than the Nyquist rate. In other words, the sampling rate must be at least twice the rate of
the highest frequency component of the signal. If the signal is sampled below this rate, a phenomenon known as aliasing may occur,
which leads to distortion and loss of information in the reconstructed signal. The Nyquist rate is a fundamental concept in signal
processing and sampling theory. It is defined as twice the highest frequency component present in a given continuous-time signal.
https://www.electropedia.org/iev/iev.nsf/display?openform&ievref=723-10-28
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451 The trade-off for this extended battery life is a relatively fine time resolution but a low sample
452 rate. By waking up at longer intervals to create a sample, the sensors collect data less
453 frequently than their high-power counterparts.

454 This is not necessarily a concern for applications where the monitored parameter changes
455 slowly or does not require high-frequency measurements.

456 However, it is essential to consider the sensor's time-resolution and sample rate requirements
457 when selecting low-power sensors for specific applications, as these characteristics can impact
458 the ability to accurately capture and analyze rapidly changing signals or conditions.

459

460 51.7 Measurement data

461 As established in 5.1.1, important factors for the interoperability, reliability and reusability of
462 measurement data can be summarized by avoiding loss of information, and reducing variability
463 in how data is represented.

464  Apart from the obvious need for data to be sufficiently accurate, the top priority when making
465 data as useful as possible is to make it easy to understand throughout its lifecycle. Well-
466  documented data will remain useful indefinitely.

467 5.1.8 Numerical component

468  Sensors, as opposed to detectors (which count occurrences and discrete numbers, and can
469  themselves incorporate sensors as part of their design), measure numerical quantities over a
470 continuous range.

471 Across all domains in which sensors are used, digital measurement samples are represented
472 in a wide variety of formats. As explained in5.1.1, these can come in the form of human-readable
473 text (which is typically presented in decimal notation), or in binary encodings (recognized in
474 digital systems through data types).

475 By definition, binary computing machines require binary data types to be able to perform
476 mathematical operations — this means that any textual representation (decimal or otherwise)
477 first needs to be converted back into a binary data type before it can be processed as a
478 numerical value. As explained in 5.1.1, this conversion can lead to loss of information if not
479 made carefully.

480 51.9 Semantic component

481 Since sensors also vary greatly in their scale of measurement, and in what physical quantity is
482 measured, this necessitates semantic qualifiers to properly characterize the numerical
483 component. These most often map to a unit with an optional prefix.

484  5.1.10 Unit

485 The unit of measurement is the most essential characterization of which physical quantity (or
486 dimension) is being measured. Without a unit of measurement, any numerical sample is
487 meaningless.

488  Historically, units of measurement have been defined according to amounts with practical
489 benefits to particular applications, depending on domain and on cultural heritage. Many with
490  colloquial definitions attached to domain-specific phenomena or objects. A list of examples of
491 historical units is shown in Table 2.

492
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Unit Dimension Description/Origin
Day Time Time interval of a full rotation of the earth around its axis
Foot Length The length of a human foot, with definitions varying
between cultures
Knot Length/Time Number of knots spaced ~14.4m apart passing through the
hands of a sailor over a time period of 28 seconds
Stone Mass Stone weights crafted to multiples of the Roman pound [4]
Horsepower Power Power-output equivalence of steam engines to that of
typical work horses
Table 2: Examples of historical units
5.1.11 Prefix

While range specifies the absolute bounds inside which the numerical component can vary,
scale specifies a relative proportion to the unit of measurement, and is represented by a prefix
(i.e. a symbol prepended to the unit’'s symbol to represent a multiple in the decimal system).

The 20 prefixes used in the metric system range from 1024 to 10-24:

Name Symbol Base 10 Decimal
yotta Y 1024 1000000000000000000000000
zetta Z 102 1000000000000000000000
exa E 108 1000000000000000000
peta P 1015 1000000000000000
tera T 1012 1000000000000
giga G 109 1000000000
mega M 108 1000000
kilo k 108 1000
hecto h 102 100
deca da 10" 10
100 1
deci d 10" 0.1
centi c 10-2 0.01
milli m 103 0.001
micro u 106 0.000001
nano n 10-° 0.000000001
pico p 10-12 0.000000000001
femto f 10-15 0.000000000000001
atto a 10-18 0.000000000000000001
zepto z 1021 0.000000000000000000001
yocto y 1024 0.000000000000000000000001

Table 3: Prefixes of the Metric System

4 https://en.wikipedia.org/wiki/Stone_(unit)
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