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INTERNATIONAL ELECTROTECHNICAL COMMISSION 263 

____________ 264 

 265 

INTELLIGENT DEVICE MANAGEMENT 266 

Part 1: Concepts and terminology  267 

 268 

FOREWORD 269 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 270 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 271 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 272 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical 273 
Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 274 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 275 
may participate in this preparatory work. International, governmental and non-governmental organizations 276 
liaising with the IEC also participate in this preparation. IEC collaborates closely with the International 277 
Organization for Standardization (ISO) in accordance with conditions determined by agreement between the two 278 
organizations. 279 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 280 
consensus of opinion on the relevant subjects since each technical committee has representation from all 281 
interested IEC National Committees.  282 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 283 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 284 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 285 
misinterpretation by any end user. 286 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 287 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 288 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 289 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 290 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 291 
services carried out by independent certification bodies. 292 

6) All users should ensure that they have the latest edition of this publication. 293 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 294 
members of its technical committees and IEC National Committees for any personal injury, property damage or 295 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 296 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 297 
Publications.  298 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 299 
indispensable for the correct application of this publication. 300 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of 301 
patent rights. IEC shall not be held responsible for identifying any or all such patent rights. 302 

IEC 63082-1 has been prepared by subcommittee SC65E WG10: Intelligent Device 303 
Management, of IEC technical committee TC65: Industrial-process measurement, control and 304 
automation. It is an International Standard. 305 

This first edition of IEC 63082-1 constitutes a technical revision to the previous issued technical 306 
report IEC TR 63082-1/2020.  307 

This edition includes the following significant technical changes with respect to the previous 308 
edition: 309 

a) ...; 310 

b)  311 

The text of this International Standard is based on the following documents: 312 

Draft Report on voting 

SC65E/888/NP SC65E/932/RVN 
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 313 
Full information on the voting for its approval can be found in the report on voting indicated in 314 
the above table. 315 

The language used for the development of this International Standard is English. 316 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 317 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 318 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 319 
described in greater detail at www.iec.ch/publications. 320 

The committee has decided that the contents of this document will remain unchanged until the 321 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 322 
specific document. At this date, the document will be  323 

• reconfirmed, 324 

• withdrawn, 325 

• replaced by a revised edition, or 326 

• amended.  327 

 328 
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INTRODUCTION 329 

The purpose of the IEC 63082 series is to define an environment that enables the effective use 330 
of intelligent devices.  The IEC 63082 series defines common concepts, terminology, and 331 
management activities.  332 

Intelligent device management (IDM) represents activities for managing intelligent devices 333 
through the facility life cycle and does not imply a particular asset management tool or set of 334 
those tools. Hardware and software tools are necessary to support work processes and 335 
procedures, but specification of the tools is not a part of the IEC 63082 series. IDM is one of 336 
many enterprise programs. IDM activities optimize the value from intelligent devices and 337 
supports integration of data from the production level with business systems. IDM is consistent 338 
with smart manufacturing initiatives.  339 

Several stakeholders are responsible for delivering successful intelligent device management, 340 
including EPC business providers, system integrators, suppliers, service providers and 341 
consultants. 342 

The IEC 63082 series is not intended to replace or contradict other standards, for example IEC 343 
61511 (all parts) for safety instrumented systems and IEC 62443 (all parts) for cybersecurity. 344 

While the work processes and implementation practices specified in the IEC 63082 series might 345 
be used for non-automation equipment with some diagnostic capability, the IEC 63082 series 346 
does not cover these equipment types.   347 

The IEC 63082 series consists of the following parts: 348 

• IEC 63082-1: Concepts and Terminology 349 

• IEC 63082-2: Normative Requirements and Recommendations 350 

IEC 63082-1 describes intelligent device management concepts and terminology necessary for 351 
in-depth understanding and effective communication. It gives the basic concepts of how 352 
intelligent devices can be managed and an overview of how this device management works 353 
throughout the facility life cycle. IEC 63082-1 provides basic knowledge to understand the 354 
concepts of intelligent device management necessary to implement an IDM program. 355 

IEC 63082-2 provides normative provisions (requirements and recommendations) in the body 356 
of the document. Additional information on why a requirement is given are provided in 357 
informative Annex A. The information provided in IEC 63082-1 is intended to be useful as 358 
background material for better understanding of provisions in IEC63082-2.  359 

Full document details: 24/30459617 DC

http://www.avadocuments.com/doc/24-30459617-dc
http://www.avadocuments.com/doc/24-30459617-dc


IEC CD 63082-1 © IEC 2023-09 – 11 – 

Page 11 of 132  IEC 63082-1 pre-CD 
 

INTELLIGENT DEVICE MANAGEMENT 360 

 361 

Part 1: Concepts and terminology  362 

1 Scope 363 

This part of IEC 63082 defines the concepts and terminology necessary to understand and 364 
communicate effectively about intelligent device management (IDM). This document explains 365 
the relationship between IDM and other existing asset management standards. 366 

Additionally, this document describes principles and defines organizational and functional 367 
structures associated with IDM.  This document also introduces the concept of IDM program 368 
for coordination of multiple stakeholders. 369 

2 Normative references 370 

The following documents are referred to in the text in such a way that some or all of their 371 
content constitutes requirements of this document. For dated references, only the edition cited 372 
applies. For undated references, the latest edition of the referenced document (including any 373 
amendments) applies. 374 

IEC 63082-2 Ed 1 (CD) 375 

3 Terms and definitions 376 

For the purposes of this document, the following terms and definitions apply. 377 

ISO and IEC maintain terminology databases for use in standardization at the following 378 
addresses:  379 

• IEC Electropedia: available at https://www.electropedia.org/ 380 

• ISO Online browsing platform: available at https://www.iso.org/obp 381 

3.1 Terms and definitions 382 

3.1.1  383 
activity 384 
set of actions that consume time and resources and whose performance is necessary to 385 
achieve, or contribute to, the realization of one or more objectives 386 

Note 1 to entry: Includes work processes, procedures, and tasks. 387 

[SOURCE: ISO/IEC TR 24766:2009, 3.1, modified – “outcomes” was replaced with 388 
“objectives”.] 389 

3.1.2  390 
alarm 391 
notification to the operator of an equipment malfunction, process deviation, or abnormal 392 
condition requiring a unique, timely, and documented (predetermined) response from the 393 
operator  394 

[SOURCE: IEC 62682: 2022, 3.1.7, modified – “audible and/or visible means of indicating" was 395 
replaced with “notification”, “unique,” was added, “and documented (predetermined)” was 396 
added, and “from the operator” was added.] 397 
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3.1.3   398 
alarm management  399 
collection of processes and practices for determining, documenting, designing, operating, 400 
monitoring, and maintaining alarm systems  401 

[SOURCE: IEC 62682: 2022, 3.1.17] 402 

3.1.4  403 
alert 404 
notification to responsible person of an abnormal condition that can require action with a time 405 
tolerance much longer than for alarms  406 

Note 1 to entry: “responsible person” can include operators, maintenance personnel, and engineering personnel.  407 

3.1.5  408 
apparatus 409 
device or assembly of devices which can be used as an independent unit for specific functions  410 

EXAMPLE Apparatus includes intelligent measuring and control devices, inspection and testing devices, and host 411 
systems.  412 

[SOURCE: IEC 60050-151-11-22: 2001, modified – Note was deleted, and EXAMPLE was 413 
added.] 414 

3.1.6  415 
asset management 416 
coordinated activities of an organization to ensure the intended capability of assets is available 417 

Note 1 to entry: The capability of an asset is dynamic and asset management will respond to satisfy changing 418 
objectives. 419 

[SOURCE: ISO 55000:2014, 3.3.1, modified – “to realize value from assets” was replaced with 420 
“to ensure the intended capability of assets is available”, Notes to entry were deleted, a new 421 
Note 1 to entry was added.] 422 

3.1.7  423 
calibration 424 
procedure of checking and when necessary adjusting (by comparison with a reference 425 
standard) the accuracy of a measuring instrument  426 

[SOURCE: ISO 15378: 2017, 3.3.2, modified – “process” was replaced with “procedure” and 427 
“or” was replaced with “and when necessary”.] 428 

3.1.8  429 
certification 430 
procedure by which a third party gives documented assurance that a product, process, or 431 
service conforms to specified requirements 432 

[SOURCE: IEC 61400-22:2010,3.4, modified – “written” was replaced with “documented” and 433 
“also known as conformity assessment” was deleted.] 434 

3.1.9  435 
commissioning 436 
procedure prior, or related, to the handing over of a product ready for putting into service, 437 
including final acceptance testing, the handing over of all documentation relevant to the use of 438 
the product and, if necessary, instructing personnel  439 

[SOURCE: IEC 82079-1: 2012, 3.3, modified – “procedures” was replaced with “procedure”.] 440 
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3.1.10  441 
configuration database 442 
structured collection of parameter settings for intelligent devices 443 

3.1.11  444 
corrective action 445 
action to eliminate the cause of a non-fulfilment of a requirement and to prevent recurrence 446 

[SOURCE: ISO 55000: 2014, 3.4.1, modified – “nonconformity” was replaced with “non-447 
fulfilment of a requirement”, Note 1 to entry was deleted.] 448 

3.1.12  449 
covert fault 450 
fault in relation to hardware and software, undetected by the diagnostics, proof tests, operator 451 
intervention (for example physical inspection and manual tests), or through normal operation 452 

Note 1 to entry: These are sometimes called latent faults or unknown faults. 453 

[SOURCE: IEC 61508-4: 2010, 3.8.9 covert, modified – “fault” and “and software” were added, 454 
“diagnostic test” was replaced with “diagnostics”, EXAMPLE was deleted, Note 1 to entry was 455 
added.] 456 

3.1.13  457 
criticality  458 
degree of risk represented by specified set of levels  459 

3.1.14  460 
decommissioning 461 
act of taking an engineered system or component out of service, render it inoperative, dismantle 462 
and decontaminate it 463 

[SOURCE: ISO 27914:2017, 3.13, modified – “decommission” was replaced with 464 
“decommissioning”, change “take” was replaced with “act of taking”.] 465 

3.1.15  466 
device 467 
independent physical entity capable of performing one or more specified functions in a 468 
particular context and delimited by its interfaces 469 

[SOURCE: IEC 61499-1: 2012, 3.29, modified – Note 1 to entry was deleted.] 470 

3.1.16  471 
device configuration 472 
procedure that loads parameters into an intelligent device to define its function 473 

3.1.17  474 
device life cycle 475 
period of time over which a device with a specific model code is developed, brought to market 476 
and eventually removed from the market 477 

3.1.18  478 
device monitoring  479 
monitor that tracks behaviour of a device, providing notifications of events for the device and 480 
for all calls associated with the device 481 

[SOURCE: ISO/IEC TR 18053:2000, 3.141, modified – term “Device-Type Monitor” was 482 
replaced with “device monitoring”, “A” was removed.] 483 
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3.1.19  484 
device template 485 
set of predefined parameters which characterize a specific device release for a particular type 486 
of application 487 

Note 1 to entry: Device templates are normally prepared by the device supplier. 488 

3.1.20  489 
diagnostics 490 
automated function which detects faults, malfunctions, deviations, and/or variations of 491 
hardware or software 492 

Note 1 to entry: Diagnostics can be initiated manually for off-line diagnostics.  493 

Note 2 to entry: “Diagnostic” is used for an adjective and as a generic word. 494 

3.1.21  495 
enterprise 496 
group of organizations sharing a set of goals and objectives to offer products or services or 497 
both 498 

[SOURCE: ISO 14258: 1998, 2.1.1, modified –“a” was deleted.] 499 

3.1.22  500 
equipment 501 
single apparatus or set of devices or apparatuses, or the set of main devices of an installation, 502 
or all devices necessary to perform a specific task 503 

EXAMPLE Intelligent measuring and control devices, inspection and testing devices, and host systems. 504 

[SOURCE: IEC 60050-151-11-25: 2001, modified – Note was deleted, and EXAMPLE was 505 
added.] 506 

3.1.23  507 
facility 508 
physical entity that is built, constructed, installed or established to perform some particular 509 
function or to serve or facilitate some particular end 510 

EXAMPLE A plant, factory, mill, and site. 511 

[SOURCE: IEC/TR 62066:2002, 3.6, modified – parentheses are removed, EXAMPLE is 512 
added.] 513 

3.1.24  514 
facility implementation project 515 
set of activities to put into practice before the facility starts or continues its intended service 516 

3.1.25  517 
failure 518 
loss of the ability to perform as required 519 

Note 1 to entry: A failure of an item is an event that results in a fault of that item.  520 

Note 2 to entry: Qualifiers, such as catastrophic, critical, major, minor, marginal and insignificant, can be used to 521 
categorise failures according to the severity of consequences, the choice and definitions of severity criteria 522 
depending upon the field of application. 523 

Note 3 to entry: Failure could lead to loss of a single function of an item (e.g. secondary function such as diagnostics) 524 
not impacting the primary function of the item. 525 

Note 4 to entry: In this definition “an item” refers to “a device”.  526 
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[SOURCE: IEC 60050-192-03-01:2015, modified – <of an item> was deleted, Note 3 to entry 527 
was modified, Note 4 to entry was added.]  528 

3.1.26  529 
fault 530 
inability to perform as required, due to an internal state 531 

Note 1 to entry: A fault of an item results from a failure, either of the item itself, or from a deficiency in an earlier 532 
stage of the life cycle, such as specification, design, manufacture or maintenance.  533 

Note 2 to entry: Qualifiers, such as specification, design, manufacture, maintenance, or misuse, can be used to 534 
indicate the cause of the fault.  535 

Note 3 to entry: In this definition “an item” refers to “a device”.  536 

[SOURCE: IEC 60050-192-04-01:2015, modified – “of an item” was deleted, Note 2 to entry 537 
was modified, Note 3 to entry was modified, Note 4 to entry was deleted.]   538 

3.1.27  539 
foundational requirement 540 
requirement that serves as a basis for derivation of detailed requirements 541 

EXAMPLE Management of risk, management of functionality and performance, management of change 542 

Note 1 to entry: Foundational requirements might not be directly actionable, but their derived requirements can be 543 
a basis for action.  544 

3.1.28  545 
host system 546 
functions or tools that digitally communicate with intelligent devices 547 

Note 1 to entry: It includes automated fault handling, management of notifications, and configuration management 548 
of intelligent devices. 549 

Note 2 to entry: Functions and tools can be provided on one or more platforms. 550 

3.1.29  551 
incipient fault 552 
imperfection in the state or condition of a device so that a degraded performance or critical 553 
failure might eventually be the expected result if corrective action(s) is (are) not taken 554 

[SOURCE: ISO 14224: 2016, 3.40, modified – term “incipient failure” was replaced with 555 
“incipient fault”, “an item" was replaced with "a device", "or critical failure might (or might not)" 556 
was replaced with "performance or critical failure might", and “actions are” was replaced with 557 
“action(s) is (are)”.] 558 

3.1.30  559 
industrial automation control system 560 
IACS 561 
collection of personnel, hardware, software, procedures and policies involved in the operation 562 
of the industrial process and that can affect or influence its safe, secure and reliable operation 563 

Note 1 to entry: These systems include but are not limited to: a) industrial control systems, including distributed 564 
control systems (DCSs), programmable logic controllers (PLCs), remote terminal units (RTUs), intelligent electronic 565 
devices, supervisory control and data acquisition (SCADA), networked electronic sensing and control, and 566 
monitoring and diagnostic systems. (In this context, process control systems include basic process control system 567 
and safety-instrumented system (SIS) functions, whether they are physically separate or integrated.); b) associated 568 
information systems such as advanced or multivariable control, online optimizers, dedicated equipment monitors, 569 
graphical interfaces, process historians, manufacturing execution systems, and plant information management 570 
systems; c) associated internal, human, network, or machine interfaces used to provide control, safety, and 571 
manufacturing operations functionality to continuous, batch, discrete, and other processes. 572 

Note 2 to entry: The IACS may include components that are not installed at the asset owner’s site. 573 
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Note 3 to entry: The definition of IACS was taken from ISA-62443-3-3 and is illustrated in Figure 2. Examples of 574 
IACSs include Distributed Control Systems (DCS) and Supervisory Control and Data Acquisition (SCADA) systems. 575 
ISA-62443-2-4 also defines the proper noun “Solution” to mean the specific instance of the control system product 576 
and possibly additional components that are designed into the IACS. The Automation Solution, therefore, differs 577 
from the control system since it represents a specific implementation (design and configuration) of the control system 578 
hardware and software components for a specific asset owner. 579 

[SOURCE: ISA-62443-3-3] 580 

3.1.31  581 
Intelligent Device Management System 582 
IDMS 583 
type of host system that facilitates a seamless exchange and retrieval of information about 584 
intelligent devices between multiple functional departments and across an organization’s 585 
facilities, while also allowing live access to device information and configuration  586 

Note 1 to entry: An IDMS is not based on a specific technology nor a predetermined/rigid architecture. 587 

3.1.32  588 
infrastructure 589 
basic physical and organizational structures needed for the operation of an enterprise 590 

3.1.33  591 
inspection 592 
action comprising careful scrutiny of a device and its immediate environment in order to arrive 593 
at a reliable conclusion as to the condition of a device  594 

[SOURCE: IEC 60050-426:2008, modified – “an item" was replaced with "a device" and "carried 595 
out either without dismantling, or with the addition of partial dismantling as required, 596 
supplemented by means such as measurement," was replaced with "and its immediate 597 
environment".] 598 

3.1.34  599 
installation 600 
one apparatus or a set of devices and/or apparatuses associated in a given location to fulfil 601 
specified purposes, including all means for their satisfactory operation   602 

[SOURCE: IEC 60050-151-11-26: 2001] 603 

3.1.35  604 
intelligent device 605 
configurable device having digital communication with supplemental functions such as 606 
diagnostics in addition to its basic purpose  607 

EXAMPLE 1 Process connected devices, which are in level 1 of the IEC62264 functional hierarchy, such as smart 608 
instruments, valves and actuators, analysers, custody transfer meters, electrical breakers, and transformers. 609 

EXAMPLE 2 Control devices, which are in level 2 of the IEC62264 functional hierarchy, such as PLCs, data 610 
acquisition subsystems, and dedicated HMI devices. 611 

EXAMPLE 3 Other devices such as RTUs, managed industrial network routers, converters and gateways. 612 

3.1.36  613 
intelligent device management 614 
IDM 615 
formal coordinated business objectives, organizations, work processes, and resources to 616 
realize value from intelligent devices  617 

Note 1 to entry: IDM program is used to achieve setup (provisioning, engineering, configuration and calibration), 618 
optimization, diagnostics, maintenance and disposal of intelligent devices over the facility life cycle based on asset 619 
management. 620 
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Note 2 to entry: IDM can be applied to multiple facilities of an enterprise or a facility of an enterprise.   621 

[SOURCE: definition of “asset management” by ISO 55000:2014, 3.3.1, modified – “assets” 622 
was replaced with “intelligent devices” and Notes to entry were added.] 623 

3.1.37  624 
intelligent device management program 625 
IDM program 626 
set of coordinated policies, strategies, activities, resources, and organization to achieve IDM 627 
objectives  628 

Note 1 to entry: IDM program is a type of enterprise program. 629 

3.1.38  630 
life cycle  631 
finite set of generic phases and steps which a system will go through over its entire life history 632 

EXAMPLE A typical system lifecycle consists of: concept and definition; design and development; construction, 633 
installation and commissioning; operation and maintenance; mid-life upgrading, or life extension; and 634 
decommissioning and disposal 635 

[SOURCE: IEC 60050 192-01-09, modified – “may” was replaced with “will” and EXAMPLE 636 
added.] 637 

3.1.39  638 
loop 639 
all the hardware and software necessary to work together for the measurement, communication, and/or control of 640 
a process variable 641 

Note1 to entry: The loop consists of all associated components and functions including sensor, logic, control, 642 
actuator, and HMI.  643 

Note 2 to entry: Loop checking is described in IEC 62382. 644 

3.1.40  645 
maintenance  646 

activity including supervisory actions, intended to retain an item in, or restore it to, a state in 647 
which it can perform a required function[SOURCE: IEC 60050 192-06-01, modified – 648 
“combination of all technical and management actions” was replaced with “activity including 649 
supervisory actions,”, “as required” with “a required function”, and Note 1 was removed.] 650 

3.1.41  651 
management of change 652 
process of controlling and documenting any change in a system to maintain the proper 653 
operation of the equipment under control  654 

[SOURCE: IEC 62443-2-1:2010, 3.1.8, modified – “change management” was replaced with 655 
"management of change".] 656 

3.1.42  657 
management program 658 
activity that manages a group of related projects and/or work processes in a way that provides 659 
benefits and control not available by managing each activity individually and independently  660 

3.1.43  661 
normal operation 662 
operation of apparatus conforming electrically and mechanically within design specification and 663 
used within the limits specified by the apparatus manufacturer 664 
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[SOURCE: IEC 60050-426-04-10: 2020, modified – <explosive atmospheres> was deleted, 665 
“equipment” was replaced with “apparatus”, “with its” was replaced with “within”, and Notes 666 
were removed.] 667 

3.1.44  668 
notification  669 
means of communicating a value, state, condition, or symptom to an intended recipient 670 

3.1.45  671 
off-line diagnostics 672 
diagnostics which is performed while device is out-of-service 673 

3.1.46  674 
operator  675 
person who monitors and makes changes to the production process of the facility  676 

[SOURCE: IEC 62682: 2022, 3.1.64, modified – “the process” was replaced with “the process 677 
of the facility”.] 678 

3.1.47  679 
organisation 680 
body that is based on the membership of other bodies or individuals and has an established 681 
constitution and its own administration 682 

[SOURCE: ISO/IEC Guide 2:2004, 4.2] 683 

3.1.48  684 
overt fault  685 
fault in relation to hardware and software, detected by the diagnostics, proof tests, operator 686 
intervention (for example physical inspection and manual tests), or through normal operation 687 

[SOURCE: IEC 61508-4: 2010, 3.8.8 overt, modified – “fault” and “and software” were added, 688 
“diagnostic test” was replaced with “diagnostics”, EXAMPLE and NOTE were removed.] 689 

3.1.49  690 
owner operator 691 
enterprise or agency responsible for the day-to-day operation of a facility 692 

Note 1 to entry: Owner operator can contractually delegate some or all these responsibilities. 693 

3.1.50  694 
preventive maintenance  695 
maintenance carried out at predetermined intervals or according to prescribed criteria and 696 
intended to reduce the probability of failure or the degradation of the functioning of an item 697 

[SOURCE: IEC60050-192-06-05, modified – “to mitigate degradation and” was replaced with 698 
“at predetermined intervals or according to prescribed criteria and intended to”, “or the 699 
degradation of the functioning of an item” was removed, and Note 1 was removed.] 700 

3.1.51  701 
proactive maintenance  702 
preventive maintenance (3.1.50) which is carried out based on alerts from the devices 703 

3.1.52  704 
procedure  705 
sequence of tasks with a defined beginning and end that is intended to accomplish a specific 706 
objective 707 
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3.1.53  708 
prompt 709 
notification that requires the responsible person to take an action that is part of normal 710 
operation 711 

3.1.54  712 
provisioning 713 
process of pre-configuring some static information that includes network identifier, security 714 
level, join key, and shared key for the intelligent devices  715 

[SOURCE: IEC 62948:2017, modified – “WIA-FA” was removed.]  716 

3.1.55  717 
quality management system 718 
organisation framework whose structure provides the policies, processes, procedures, and 719 
resources required to implement the quality management plan 720 

Note 1 to entry: The typical project quality management plan ought to be compatible to the organisation's quality 721 
management system. 722 

[SOURCE: ISO/IEC 30105-4: 2016, 3.41, modified – “the” was deleted and “should” was 723 
changed to “ought to” in Note 1.] 724 

3.1.56  725 
requirement 726 
expression, in the content of a document, that conveys objectively verifiable criteria to be 727 
fulfilled and from which no deviation is permitted if conformance with the document is to be 728 
claimed 729 

Note 1 to entry: Requirements can describe an essential service, capability, feature or activity. 730 

[SOURCE: ISO/IEC Directives Part 2, Edition 9, 3.3.3] 731 

3.1.57  732 
resources 733 
people, procedures, software, information, equipment, consumables, infrastructure, capital and 734 
operating funds, and time 735 

[SOURCE: ISO/IEC 38500:2015, 2.21] 736 

3.1.58  737 
risk 738 
combination of the probability of occurrence of harm and the severity of that harm 739 

[SOURCE: ISO/IEC Guide 51: 2014, 3.9, modified – “Note 1 to entry” was removed.] 740 

3.1.59  741 
risk analysis 742 
systematic use of available information to identify hazards and to estimate the risk  743 

[SOURCE: ISO/IEC Guide 51: 2014, 3.10] 744 

3.1.60  745 
risk assessment 746 
overall process comprising a risk analysis and a risk evaluation 747 

[SOURCE: ISO/IEC Guide 51: 2014, 3.11] 748 
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3.1.61  749 
risk evaluation 750 
procedure based on the risk analysis to determine whether tolerable risk has been exceeded 751 

[SOURCE: ISO/IEC Guide 51: 2014, 3.12] 752 

3.1.62  753 
risk management 754 
process of identifying and applying countermeasures commensurate with the value of the 755 
assets protected, based on a risk analysis  756 

[SOURCE: IEC 62443-1-1: 2009, 3.3.89, modified – “assessment” was replaced with 757 
“analysis”.]  758 

3.1.63  759 
status 760 
state 761 
distinct condition of an object 762 

Note 1 to entry: The object can be a system, a process unit, a machine, etc. Conditions can be operation modes 763 
— either normal (e.g. “on”, “closed”, “standby”) or abnormal (e.g. “disturbed”). They can be determined by checking 764 
values of variables against limits (e.g. “too high” or “high alarm”). 765 

[SOURCE: ISO 11064-5:2008 3.26, modified – “may” was replaced with “can”.] 766 

3.1.64  767 
status notification  768 
notification that helps provide the responsible person situational awareness, is part of normal 769 
operation and does not require operator action 770 

3.1.65  771 
supplier 772 
party that produces, provides, or furnishes an item, system, or service 773 

[SOURCE: ISO 28219:2017, 3.11, modified – “system” was added.] 774 

3.1.66  775 
task  776 
single piece of work that needs to be done and does not have interacting elements requiring 777 
management 778 

[SOURCE: IEC 62304: 2006, 3.31, modified – “a” was deleted, “and does not have interacting 779 
elements requiring management” was added.] 780 

3.1.67  781 
testing 782 
determination of one or more characteristics of an object of conformity assessment, according 783 
to a procedure 784 

Note 1 to entry: “Testing” typically applies to materials, products or processes. 785 

[SOURCE: IEC 60050-902-03-02: 2013] 786 

3.1.68  787 
tool 788 
software or hardware element intended for a defined task which has been specifically designed 789 
or adapted, tested and maintained for aiding offline or live working 790 

Full document details: 24/30459617 DC

https://www.electropedia.org/iev/iev.nsf/display?openform&ievref=651-21-01
http://www.avadocuments.com/doc/24-30459617-dc
http://www.avadocuments.com/doc/24-30459617-dc


IEC CD 63082-1 © IEC 2023-09 – 21 – 

Page 21 of 132  IEC 63082-1 pre-CD 
 

Note 1 to entry: “Tools” is also used as a general term to indicate any tool, device or equipment for offline or live 791 
working. Live working can be on process or in a workshop. 792 

Note 2 to entry: tools can be an executable software program which interacts with the user to perform some function 793 
(e.g., Link scheduling software (LSS).) 794 

[SOURCE: IEC 60050-651-21-14: 2014, modified – “material” was replaced with ”software or 795 
hardware”, ”aiding offline or“ was added, and Note 1 to entry was modified to include “offline” 796 
as well as that “Live working can be on process or in workshop”.  Note 2 entry was added.  797 
EXAMPLE was removed.] 798 

3.1.69  799 
toolkit  800 
set of documents and tools that defines and supports work processes, project management, 801 
and typical configuration 802 

Note 1 to entry: Tools can be hardware and/or software. 803 

[SOURCE: IEC 60050 651-21-14] 804 

3.1.70  805 
typical configuration data set 806 
device template for a particular facility prepared by the personnel performing the host system 807 
configuration  808 

3.1.71  809 
turnaround 810 
scheduled activity wherein a facility is taken off-line for maintenance  811 

EXAMPLE Planned shutdown. 812 

3.1.72  813 
user 814 
hardware, software or human entity that is the initiator and/or target of content consumption 815 

[SOURCE: ISO/IEC 14496-13:2004, 3.18, modified – “A” is removed.] 816 

3.1.73  817 
work process 818 
set of interrelated or interacting procedure(s) which transforms inputs into outputs 819 

[SOURCE: ISO 9000, ISO 55000, modified – “activities” was replaced with “procedures”.] 820 

3.2 Abbreviations 821 

A/D Analogue to Digital 822 

CMMS  Computerized Maintenance Management System 823 

D/A Digital to Analogue  824 

EDDL Electronic Device Description Language 825 

EPC  Engineering Procurement Construction 826 

FAT  Factory Acceptance Test 827 

FDI Field Device Integration 828 

FDT Field Device Tool 829 

HMI  Human Machine Interface 830 

IACS Industrial Automation Control System 831 
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IDM  Intelligent Device Management 832 

IDMS Intelligent Device Management System 833 

KPI  Key Performance Indicator 834 

MOC Management of Change 835 

MTBF Mean Time Between Failures 836 

OT Operational Technology 837 

PAM  Plant Asset Management 838 

PLC  Programmable Logic Controller 839 

PSSR Pre-Startup Safety Review 840 

PV  Process Value 841 

QMS Quality Management System 842 

R&D  Research and Development 843 

RAM  Risk Assessment Matrix 844 

RTU  Remote Terminal Unit 845 

SAT  Site Acceptance Test 846 

SIS  Safety Instrumented System 847 

SIT  Site Integration Test 848 

USB  Universal Serial Bus 849 

UML  Unified Modelling Language 850 

WDT  Watch Dog Timer 851 

3.3 Conventions 852 

Cross-reference hyperlinks are used within this document to support the reader’s 853 
understanding of the relationships between inputs (predecessor requirements) and outputs 854 
(results) of the different clauses and project life cycle phases.  855 

These cross-references are in addition to the links to Tables and Figures. 856 

4 Foundational requirements for IDM 857 

4.1 Objective 858 

Foundational requirements apply to all life cycles to advance and sustain IDM. 859 

The foundation requirements described in Clause 4 apply to all activities, technologies, 860 
products, and services related to IDM, including but not limited to intelligent devices, IACS 861 
hardware and software, and its management by providing the basis for detailed or derived 862 
requirements on which IDM is based. 863 

4.2 General 864 

Clause 4 introduces concepts that include: 865 

• basic management functions necessary for any technology that form a vital part of IDM; 866 

• organization of activities into formally and informally managed parts; 867 

• MOC; and  868 

• risk management. 869 
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These four foundational concepts form the basis for IDM. 870 

4.3 Management functions 871 

IDM (like any other program) cannot exist without active support from and accountability of 872 
enterprise management.  IDM requires support from management and must in turn provide 873 
support to management for effective implementation.  The types of support include but are not 874 
limited to: 875 

• budget and personnel resources; 876 

• coordination with other programs and with all stakeholders; 877 

• adapting to organizational changes and technology changes; 878 

• setting expectations for risk management; 879 

• accountability through tracking and reporting of program performance; 880 

• support for continuous improvement. 881 

All parts of IDM include technical and management functions. The overall set of technical and 882 
management functions comprise a program. The IDM program’s main job or goal is to make 883 
the technical and management functions work together. This is a complex endeavour with many 884 
overlapping activities and roles. A common understanding of the functions and roles is 885 
necessary to make IDM a success. 886 

4.4 Formal and informal work processes and procedures 887 

One of the primary responsibilities of IDM is support for management of work processes and 888 
procedures. This management includes a decision process for deciding which processes and 889 
procedures need to be formally managed and which can be informal. (Annex E applies  for an 890 
explanation of the relationships between programs, work processes, procedures and tasks). 891 
Programs, work processes, and many procedures are complex enough to justify formal 892 
documentation and training. Some tasks can be supported with informal training without 893 
extensive documentation and formal processes. 894 

Example criteria for creating a formal work process or procedure include: 895 

• high complexity; 896 

• number of people or organisations involved; 897 

• transitions in ownership or multiple owners during the life cycle; 898 

• high risk levels; 899 

• frequency of use; and 900 

• need for stability, reproducibility, and accuracy over long time periods. 901 

Example contents of formal work processes and procedures include: 902 

• defined starting conditions or inputs; 903 

• defined internal processes including defined roles and responsibilities; 904 

• defined criteria for changing the approved instrumentation list; 905 

• defined toolkits and infrastructure; 906 

• defined staff resources (numbers, identity, and competency); 907 

• defined external interfaces; 908 

• defined completion and output; 909 

• defined financial support, measures of success, and management accountability; and 910 
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• formal documentation and training. 911 

 912 

Work processes also typically include swim lane diagrams in addition to the above items. 913 

Formal organization to activities helps to minimize two types of error: 914 

• errors of omission where needed actions are not performed in a timely manner; 915 

• errors of commission where actions are performed incorrectly. 916 

Formal organization of activities can result in a significant reduction in risk. This organization 917 
is often the most cost-effective option for complex activities. 918 

4.5 Management of change 919 

4.5.1 General 920 

Management of change (MOC) is a necessary function of operating a facility. Change is 921 
imposed on users by internal and external factors including the need to modernize or optimize 922 
facility operations, and changes in the supply of products used by the facility.  923 

MOC is necessary to assure safety and operability of facilities. It is also a legal requirement in 924 
many jurisdictions (such as USA). Both civil and criminal liabilities have been enforced for lack 925 
of MOC. 926 

4.5.2 Impact assessment 927 

Some changes are trivial, and some are quite complex and can have significant impact. When 928 
any change is made, the impact is to be assessed before the change is made so that proper 929 
change management can be performed. MOC can include anything from a change in facility 930 
scope and risk management measures to a simple pre-approved modification.  8.3 applies for 931 
more on this topic. 932 

4.5.3 Planning 933 

MOC often occurs at times when there is some urgency for completion of a change (example: 934 
to complete a repair). The urgency can be accompanied by a lack of engineering resources to 935 
cover the impact assessment. 936 

The most impactful type of planning is the preplanned and preapproved change. IDM can 937 
support this through backward compatibility of device revisions. Backward compatibility occurs 938 
when the: 939 

• new revision is guaranteed to perform the functionality of the older revision with the 940 
same performance; 941 

• new revision can use the same configuration used by the older revision. 942 

Suppliers can provide this capability for users. It is a valuable service. 943 

When this service is provided by the suppliers, it is worthwhile to have a process in place to 944 
test the compatibility between the different revisions and document the impact. 945 

Planning is more extensive when the change causes a change in functionality, engineering 946 
records, or in procedures. 947 

Planning is to be complete before changes are implemented. 948 
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4.5.4 Training 949 

Training is necessary so that facility personnel can recognize when MOC has been preplanned 950 
and preapproved, and what is the proper course of action if the change is not preapproved. 951 
Training is also necessary to make personnel aware that changes cannot be made without 952 
impact assessment and planning. Training is necessary to inform people of documentation 953 
requirements for changes. Training also might be required when the change causes a need for 954 
new procedures. 955 

4.5.5 Documentation 956 

Documentation consists of records of impact assessment, planning, and training. 957 

4.5.6 Retention of data and documents 958 

Documents are retained to capture conditions before the change, the contents of the change, 959 
and conditions after the change. 960 

4.6 Risk management 961 

Risk management is a foundational requirement for IDM. IDM provides and optimized 962 
methodology for managing risk by managing complexity to provide efficient work processes 963 
that lower risk while managing costs, 964 

Risk management includes activities that assure the technology employed in IDM is appropriate 965 
for the functional, performance, and risk requirements of a facility. 966 

Risk management is a complex activity affecting all parts of an enterprise.  Informal processes 967 
are not adequate for the scope and complexity of risk management. 968 

5 Risk management 969 

5.1 Objective  970 

Clause 5 identifies complementary work processes an enterprise requires to eliminate, 971 
minimize, or control any potential risks associated with IDM.  Clause 5 also describes the need 972 
for a comprehensive risk management plan in IDM. 973 

5.2 General 974 

The IDM risk management process includes the identification of any potential threats that can 975 
occur during implementation of any IDM phase.   976 

5.3 IDM program requirements 977 

IDM programs provide the organisational and management support required to make IDM risk 978 
management successful.  The IDM program provides continuous support for risk management 979 
activities within an enterprise. 980 

5.4 Program coordination 981 

IDM risk management cannot be isolated from other enterprise programs.  Coordination is 982 
required to ensure all programs within an enterprise are synchronized and work together.   983 
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5.5 Facility life cycle 984 

There are many activities involved in the IDM life cycle.  Effective life cycle risk management 985 
ensures the coordination of simultaneous and sequential activities from initiation to ending. 986 

Thorough risk identification including all types of event triggers and their cascading effects 987 
ensures the effectiveness of the facility risk reduction process throughout the life cycle. 988 

Any changes will be properly reviewed and managed.  A change not properly managed will lead 989 
to financial, production, schedule delays, resource constraints and other impacts. 990 

Auditing, continuous oversight and monitoring of the IDM risk management process will 991 
maintain the integrity of the program throughout the life cycle.   992 

5.6 Supplier risk management 993 

A facility needs a consistent reliable supply of products and services throughout the life cycle.  994 
It is necessary to manage all supplier changes and associated risks.  Managing these risks 995 
requires coordination between suppliers, facilities and programs. 996 

5.7 Information management risks 997 

Information management brings order and coordination to accessing the information needed 998 
for an effective risk management program. Risk management decisions made with inadequate 999 
information can lead to improper decisions resulting in higher risk and potential for chaos. 1000 

5.8 Cybersecurity 1001 

Management of cybersecurity is an integral part of IDM. Because devices live at the lowest 1002 
level in the industrial network (level 0), cybersecurity is necessary to protect the integrity of 1003 
every network level and not only the device functions. Many cybersecurity measures apply to 1004 
system functions and others apply to devices. Both system level and device level cybersecurity 1005 
measures need to work together to protect overall functional integrity. 1006 

Cybersecurity measures include technical capabilities and procedures used to implement those 1007 
technical capabilities. Guidance for technical capabilities and procedures are given in the IEC 1008 
62443 series of documents. 1009 

Cybersecurity in IDM is hypercritical because intelligent devices can have their functionality 1010 
altered electronically either locally or remotely. 1011 

When local support is not available, intelligent devices through their digital connections present 1012 
an opportunity for agencies external to the facility to provide remote support. Digital networks 1013 
with appropriate cybersecurity measures in place make it possible to access the information 1014 
needed to troubleshoot a problem remotely without the cost and time of bringing the expertise 1015 
to the facility. As a result, of this level of potential connectivity, cybersecurity is an enabling 1016 
technology as well as a potential cyber-security 1017 

The analysis and classification processes in IEC 62443 provide guidance on managing this 1018 
cyber-risk and therefore apply to all intelligent devices.  1019 

NOTE Rules appropriate for applicable security levels are found in IEC 62443-3-3. 1020 
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6 Enterprise level management for IDM 1021 

6.1 Objective  1022 

This clause introduces the organizational structures and activities necessary for IDM.  This 1023 
document only introduces concepts and terminology.   1024 

NOTE The details of the work processes and the roles of personnel performing these activities are not covered in 1025 
this document.  1026 

The objective of enterprise level management is to provide a means for development, 1027 
maintenance, and improvement of the overall systems that drive the performance of intelligent 1028 
devices for the enterprise.  1029 

Enterprise level IDM includes but is not limited to: 1030 

a) a program or policy including management activities, standards or a basis for enterprise 1031 
infrastructure including host systems; 1032 

b) resource definition and planning including competencies and budget; and 1033 

c) planning and coordination of a comprehensive set of life cycles including work processes 1034 
and coordination between facilities. 1035 

6.2 General 1036 

The objective of IDM is to achieve required functions, expected performance, and availability 1037 
of intelligent devices with acceptable risk at minimum cost by utilizing features of intelligent 1038 
devices. Unfortunately, most intelligent devices are only used to perform their primary function 1039 
of providing the process variable. Digital communication and auxiliary functions can maximize 1040 
the value of the device but can also complicate replacement in a later stage when similar 1041 
devices are no longer available. 1042 

Note: A summary of IDM objectives and associated work processes are described in Annex C.  1043 

The primary challenge of IDM is its perceived complexity. To meet the challenges and capture 1044 
the benefits of IDM, suppliers, engineering firms, enterprises, and service providers all need to 1045 
understand their role in proper implementation and use of the tools and support systems for 1046 
intelligent devices. 1047 

IDM consists of several interactive and interdependent activities. To accomplish IDM goals, the 1048 
management of these activities requires formal structure, and the structure needs to be clearly 1049 
documented.   1050 

The IDM structure described through this set of documents and related standards can be 1051 
implemented for both existing facilities and new facilities. 1052 

The lack of standardized work processes and available skills at a site are a challenge for 1053 
dealing effectively with the potential complexity of IDM.  1054 

6.3 Organization and resources 1055 

6.3.1 Relationship to asset management 1056 

IDM is based on asset management concepts that are outlined in ISO 55000 and specified by 1057 
ISO 55001. Therefore, IDM aligns with the basic requirements specified by ISO 55001. 1058 

As ISO 55000 mentions, the nature and purpose of an organization and its operating 1059 
environment all have a strong influence on the type of assets that the organization needs to 1060 
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achieve its objectives. An organization's and its stakeholders' intents are translated into design 1061 
criteria for asset management.   1062 

Figure 1 shows the relationship between intelligent device management and intelligent devices 1063 
in the context of asset management. (An overview and conventions of UML class diagrams are 1064 
described in Annex A.) Figures 1 through to figure 8, less figure 2, are duplicated as an 1065 
equivalent UML class diagram in Annex B.  1066 

 1067 

Figure 1 – IDM and intelligent device in the context of asset management  1068 

Asset management of the enterprise manages its assets. An intelligent device is one form of 1069 
asset that is managed by IDM following the principles of asset management, as illustrated in 1070 
Figure 1. 1071 

6.3.2 Positioning of IDM programs  1072 

6.3.2 describes an organizational structure to support IDM activities. 1073 
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Note: 
IDM coordinates business, engineering, operation, and maintenance

Enterprise management mandate 
and commitment

Intelligent Device Management 
(IDM) program management and 

design

Enterprise level program operation

History and needed 
changes

Technology and 
resources

KPI’s Objectives and 
resources

Key: 
Arrows represent information flow
Dashed and rounded boxes indicate typical information being transferred.

 1074 

Figure 2 – Positioning of IDM program  1075 

Figure 2 shows the positioning of IDM in the context of enterprise business management and 1076 
IDM work processes. An IDM program translates objectives provided by higher levels of the 1077 
organization such as business management processes into requirements of technology and 1078 
resources then passes them to IDM work processes. Similarly, the IDM program translates 1079 
performance history recorded by work processes into KPIs and passes them to higher or other 1080 
levels of the organization. 1081 

Implementation methods for enterprise business management are non-technical and a function 1082 
of each enterprise’s operating practices. Many enterprise business management stakeholders 1083 
can have an impact on the success of IDM.  Most enterprise business management processes 1084 
are created for larger purposes and are not structured to directly manage IDM. A technical and 1085 
business focus for IDM and a mid-level management structure that can focus on IDM can 1086 
provide valuable coordination between the IDM work processes and higher-level management.  1087 

IDM programs are implemented and supported via IDM work processes.  The IDM program 1088 
requires a well-defined functional structure, but the structure can be tailored to the enterprise’s 1089 
needs.  1090 

6.3.3 Structure of IDM activities 1091 

IDM programs contain multiple work processes that contain or utilize procedures and tasks.  1092 
This structure is illustrated in Figure 3 below. 1093 
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 1094 

Figure 3 – Structure of IDM activities  1095 

6.4 Developing and maintaining IDM program 1096 

6.4.1 Overview 1097 

Some of the attributes of an IDM program are:  1098 

• the scope and boundary limits of an IDM program can change at any time; 1099 

• the process that creates an IDM program and the IDM program itself never ends; 1100 

• continuous development is normal for an enterprise program; and 1101 

• an enterprise program can create or utilize projects, but a project cannot create an IDM 1102 
program. 1103 

An IDM program is one type of enterprise program. An IDM program consists of intangible 1104 
assets such as ideas, concepts, and intellectual property. 1105 

Enterprise programs are management tools. Enterprise programs can allow sufficient 1106 
management and technical focus to coordinate multiple organizations and activities inside an 1107 
enterprise and external to the enterprise. The participating organizations can have competing 1108 
goals in addition to common goals. An enterprise program can provide means to resolve these 1109 
competing goals and coordinate common goals for maximum effectiveness. 1110 

An IDM program provides a convenient name and model for the enterprise and facility level 1111 
structures that can make IDM work as planned. However, IDM programs can be very different 1112 
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from one enterprise to the next. IDM can be a separate identified management activity in one 1113 
enterprise, and part of a more diverse program in another enterprise. The structure will work 1114 
most effectively if it is customized to fit the management style and resource deployment in an 1115 
enterprise. 1116 

6.4.2 IDM program structure 1117 

The result of IDM program development is a clearly documented management mandate and 1118 
commitment. The mandate and commitment provide the basis for the management and 1119 
technical focus necessary for efficient and effective management of intelligent devices. 1120 

The planning identifies an organizational structure and a functional structure as a basis of IDM 1121 
program implementation which is compared against the mandate, revised as necessary, then 1122 
input to improve the IDM program design.  1123 

A functional IDM program structure is illustrated in Figure 4.  1124 

FacilitiesIDM Program

Enterprise management mandate and 
commitment

Program Management and Design

Enterprise level program operation

Program 
technology and 

market 
relationship 

management

Program support  
and monitoring 

for facilities

Device 
Market

See Figure 12

Program 
performance 
feedback to 

management

Program design 
and  performance 

improvement

Other 
enterprise 
programs

Design and
engineering

Construction and
commissioning

Operation &
maintenance

Scope 
development

Decommissioning

Turnaround

KPI’s Objectives and 
resources

IDM history and 
needed changes

Technology and 
resources

Support for IDM 
implementation 

to new 
facility/devices

Support for IDM 
implementation to 

existing facility

Support IDM for 
operation and 
maintenance

Facility level 
program activities

 1125 

Figure 4 – IDM program functional structure  1126 

The IDM program functional structure is shown for reference only and represents functions, 1127 
information exchange, and relationships that are a part of the formal processes for IDM. 1128 

The results of IDM development become a part of the permanent enterprise management 1129 
mandate and commitment that will be kept current through the IDM program life cycle. IDM 1130 
program development does not have to be complete before commencing implementation. 1131 

6.4.3 IDM program life cycle  1132 

6.4.3.1 IDM program phases 1133 

Programs can be developed to meet an anticipated need or to address an existing need. IDM 1134 
programs mostly fall into the existing need category. 1135 
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IDM activities are in use by an enterprise from the time that the first intelligent device is 1136 
evaluated for use, until the time that the last intelligent device is removed from service. 1137 
Removing the last intelligent device from service is not anticipated in the normal course of 1138 
events. 1139 

When intelligent devices are first used, the devices are normally evaluated and supported by 1140 
highly qualified personnel familiar with new technology. Only a few devices are in use, and ad-1141 
hoc work processes and procedures are often used. 1142 

When the technology has matured, many different types of devices can be in use in many 1143 
diverse applications. Critical skills for support can be in short supply, and the aging devices 1144 
will eventually require updating or replacement with newer technology. The processes for the 1145 
initial use of new technology will become inefficient and ineffective for support of mature 1146 
technology. Formal processes that can serve an enterprise wide need can save money, lower 1147 
risk, and simultaneously improve performance. An IDM program is a natural outcome of efforts 1148 
to make use of formal processes to manage intelligent devices. 1149 

When developing an IDM program, some up-front work can identify enterprise goals and needs. 1150 
This will evolve into an operation phase as the IDM program develops. In the operation phase, 1151 
some implementation work will be necessary at the enterprise level and at the facility level. 1152 
The exact nature of the starting point, end point, and evolution will depend on the enterprise.  1153 

There is no set formula for IDM program development. However, some general principles will 1154 
identify common steps in the process.  The development steps presented below are logical 1155 
steps. These steps can overlap in time, and the development is often iterative. 1156 

A simplified model for an IDM program is shown in Figure 5 below. This model is accurate for 1157 
cases where an IDM program is established to meet an anticipated need or when the IDM 1158 
program is established after a need is revealed through issues with an installed base. 1159 
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 1160 

Figure 5 – IDM program life cycle phases 1161 

Figure 5 shows the continuous improvement “Plan-Do-Check-Act” process that is crucial to IDM 1162 
program success. Continuous improvement is necessary to manage change inherent to the 1163 
underlying technology and the long timespan for facility installations. 1164 

6.4.3.2 Goals scope and objectives 1165 

When an enterprise decides to move to formal IDM work processes and procedures, the first 1166 
step is documenting the goals, scope, and objectives: 1167 

• goals give guidance on future direction and provide motivation; 1168 

• scope identifies boundary conditions and can be used to develop external interfaces; 1169 
and 1170 

• objectives provide measurable targets that can be used to measure success and 1171 
identify unmet needs. 1172 

The goals, scope, and objectives will need to be periodically reviewed and updated as 1173 
conditions change. 1174 

6.4.3.3 Gaps, opportunities, and priorities 1175 

With a clear mandate, a first step in IDM program development is often assessment and gap 1176 
analysis. Assessment can include: 1177 

• technology installed base;  1178 

• tools for managing the technology;  1179 
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• skill resources; and 1180 

• other enterprise programs, technical, or management focus areas that impact IDM. 1181 

The outcome following assessment and gap analysis is identification of opportunities and a 1182 
prioritization process to design the IDM program. The prioritization is generally based on 1183 
opportunities for cost saving and risk reduction. 1184 

Enterprises are rarely homogeneous. Some parts of the enterprise can have more extensive 1185 
gaps than others, and for the impact of those gaps can be different across the enterprise. 1186 

The gap analysis forms the basis for IDM program development, planning, and implementation. 1187 
Strategic and tactical decisions are needed before the IDM program can start. 1188 

6.4.3.4 Plans, resources, and organization 1189 

During the planning step in IDM program formation, some temporary technical and 1190 
management staffing can be required. This could involve research and development for 1191 
identified technical gaps or tool development and establishment of external supply relationships 1192 
to meet the long term needs for technology and personnel. 1193 

As plans, technology, and work processes become available, field trials can be useful in testing 1194 
IDM program operation before more widespread roll out. The field trial phase can identify areas 1195 
for further development as well as benefits of formal IDM processes. 1196 

Strategic decisions are needed for IDM program support and tools to serve the needs of 1197 
facilities. These strategic decisions are not easy to change as they drive long term support 1198 
optimization and set fixed cost budgets. These decisions also affect enterprise and facility 1199 
organization structure.  1200 

Common support options include: 1201 

• support within a facility; 1202 

• support within a group of facilities with a common location or business group; 1203 

• support at an enterprise level; and 1204 

• combinations of the above. 1205 

The above support options can utilize a combination of: 1206 

• in-house permanent staff; 1207 

• contracted or temporary assistance; and 1208 

• support provided by device suppliers. 1209 

Decisions about support do not need to be the same for every location or group of facilities in 1210 
an enterprise. They are often tailored to the type of facility and local conditions. An enterprise 1211 
program can incorporate a variety of support strategies and still offer all benefits expected of 1212 
the IDM program. 1213 

A long term support strategy needs to be defined during scope development. A major decision 1214 
for IDM planning is the amount and type of dedicated resources that are deployed at the facility.  1215 
Many facilities cannot support full time local resources for every skill or function necessary for 1216 
long term support of the facility.  1217 

Remote monitoring centers have been established for monitoring of assets to assist local 1218 
resources.  IDM can support remote monitoring since diagnostics can be collected and 1219 
analysed remotely.  Use of remote support needs a cooperative local and remote support 1220 
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structure with clear roles and responsibilities for each.  This structure also requires significant 1221 
infrastructure and personnel resources to be able to monitor devices securely from a remote 1222 
location. Decisions about local and remote support will have an impact on how the IDM program 1223 
is designed as well as the work processes to support IDM. 1224 

6.4.3.5 IDM program operation 1225 

After the project has been completed and turned over to operations, the IDM program enters 1226 
the longest life cycle phase associated with ongoing operations. Unfortunately, the 1227 
technologies associated with IDM do not remain stagnant and therefore continuous monitoring 1228 
of the effectiveness of the IDM program is critical to success.  1229 

Important components of IDM program operations and monitoring include: 1230 

• support staff training; 1231 

• metrics; and 1232 

• ongoing communication with all stakeholders (user, supplier, enterprise experts, etc.). 1233 

Effective implementation of the above provide the information necessary for the IDM program’s 1234 
continuous improvement. 1235 

Using the information gathered from KPI’s and related metrics obtained from the IDM 1236 
monitoring program lays the groundwork on which continuous program improvements can be 1237 
made.  1238 

Sharing information between and across facilities as well as the enterprise leads to 1239 
development of best practices that can be implemented in the next IDM program renewal cycle. 1240 

6.5 Supplier management 1241 

6.5.1 Coordination with suppliers 1242 

Changes in device technology and device model revisions can be disruptive to IDM in a facility 1243 
and to implementation in projects. Management of these changes requires cooperative efforts 1244 
between users and suppliers. This effort is a significant part of an IDM program. 1245 

6.5.2 Intelligent device life cycle management 1246 

IDM is an integral part of multiple life cycles of an enterprise. This clause describes four life 1247 
cycles and the relationship of IDM to these life cycles. The four life cycles are overlapping and 1248 
interdependent. This is typical of enterprise life cycles that are incorporated into an enterprise 1249 
program. Four life cycles are: 1250 

• IDM program life cycle; 1251 

• Facility life cycle; 1252 

• Device life cycle; and 1253 

• Device technology life cycle. 1254 

The IDM program life cycle can cover the life cycles of multiple facilities as shown in Figure 6  1255 
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Device life cycles

Device life cycles
Refer to Figure 7

Time

Facility life cycle

Facility life cycles 
Refer to Figure 9

Enterprise
IDM program life cycle

Device technology life cycle

Device technology life cycle

 1256 

Figure 6 – Timing relationship between life cycles 1257 

In practice, the IDM program can be initiated after a facility is already in the operation phase 1258 
of its life cycle. Implementation of IDM can be introduced in operating facilities to synchronize 1259 
existing work processes and establish needed structures. Establishing IDM in an operating 1260 
facility is challenging and is often beyond the capability of a facility’s engineering and 1261 
maintenance personnel. 1262 

While this document illustrates an efficient and mostly linear process for new facilities, most 1263 
enterprises can modify this to meet the needs of their existing facilities. The end result is very 1264 
similar, but the implementation can be modified to match the starting point for each facility. For 1265 
instance, most existing facilities have intelligent devices installed, but they might not have 1266 
these devices connected to monitoring systems. Small facility implementation projects can 1267 
rectify gaps in installed monitoring systems so that work processes can be put in place and an 1268 
IDM program can be established. For these facilities, an audit of installed base capability and 1269 
deficiency starts as a basis for scope development. 1270 

Another structural modification can be done by enterprises that operate a single facility. For 1271 
these enterprises, the IDM program life cycle and facility life cycle can be the same. 1272 

An IDM program requires investment in infrastructure regardless of whether it is installed in a 1273 
single facility or across the enterprise. IDM infrastructure can be shared and integrated with 1274 
other enterprise programs.  1275 

The shortest of the IDM life cycles is typically the device life cycle.  Normally, device life cycles 1276 
come in releases or model changes that allow migration from one model to the next.  However, 1277 
the entire series of models is typically shorter than the life of a facility. 1278 
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A device life cycle consists of phases as listed below and shown in Figure 7: 1279 

• device development phase; 1280 

• device sales phase; 1281 

• after-sales support phase; and 1282 

• obsolete phase. 1283 

NOTE The detail of the life cycle of a device type model is specified by IEC 62890. 1284 

Intelligent Device “A”R1 
Development R1 Sales R1 After sales 

support

R2 
Development R2 Sales R2 After Sales 

support

Intelligent Device “B”R1 
Development R1 Sales R1 After sales 

support

R2 
Development R2 Sales R2 After sales 

support

Obsolete

R3 
Development R3 Sales

Time

 

Figure 7 – Timing relationship between IDM device life cycles  1285 

Intelligent devices are built with a wide variety of features and options in addition to their basic 1286 
function.  While the additional features provide value, they also add complexity and preclude 1287 
interchangeability. These devices generally do conform to some standards and have some level 1288 
of interoperability, but the added features require additional management requirements. Each 1289 
intelligent device requires the use of software and/or metadata components and therefore 1290 
revision management is an example of an additional management. 1291 

As intelligent devices go through model revisions, new features tend to be added and 1292 
complexity tends to increase.  When intelligent devices are compared between different 1293 
manufacturers, they support similar functions and features, but their configuration or 1294 
programming can be incompatible.  Enterprises and suppliers have significant incentives to 1295 
manage device diversity and device evolution to make configuration management and 1296 
maintenance as simple as practical.  Some of the benefits of IDM related to device life cycle 1297 
are shown in Table 2 below. 1298 
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Device changes cannot be synchronized with major revisions of the facility.  Suppliers and 1299 
users of intelligent devices need to cooperate in making these changes manageable. Device 1300 
revisions can require minor or significant IACS upgrades to accommodate the revision and 1301 
maintain functionality and performance. For some of the simple changes, the migration can be 1302 
automated by IACS tools. For more complex upgrades, advanced planning can eliminate the 1303 
negative effects that can result from unplanned device migration while assuring clearer work 1304 
processes with simpler MOC in facilities.  1305 

6.5.3 Device technology life cycle 1306 

Each successive generation of device technologies (and the IACS they are integrated with) 1307 
need different skills and processes for maintenance along with the major differences in design.  1308 
MOC is needed with each revision.  History suggests that this pattern will continue with new 1309 
generations of device types based on new technologies.   1310 

Device technology changes can be disruptive to facilities. Technology changes provide 1311 
opportunities for new functions and improved performance providing incentive for change. 1312 
Technology change also causes obsolescence of devices forcing changes that can be 1313 
inconvenient because of timing and cost. The device technology life cycles start and end at 1314 
different times than facility life cycles and the different timing can be a problem for IDM. For 1315 
instance: 1316 

• a refinery unit was built in the 1940’s with float and liquid mercury pressure sensing 1317 
devices; 1318 

• the facility was rebuilt in the early 1960’s with force balance pneumatic devices; 1319 

• the facility was rebuilt again in the 1980’s with analogue electronic devices; and 1320 

• the facility was rebuilt again in the early 2000’s with intelligent devices. 1321 

IDM manages technology selection for new facilities and determines when updates are needed 1322 
for existing facilities. In addition, multiple technologies and families of devices are normally 1323 
used concurrently within a facility. Technology management is an ever changing and complex 1324 
challenge. 1325 

Major changes in device technology are disruptive but relatively infrequent. An IDM program 1326 
tracks technology and plans for the timing and rate of new technology adoption. The temporal 1327 
relationship between device and technology life cycles is shown in Figure 7. 1328 

Disruptive technology changes also affect the device supplier market. IDM programs need to 1329 
have a robust set of suppliers for devices and long-term relationships with suppliers to 1330 
maximize device benefits and minimize support cost. Changing device technology or suppliers 1331 
is disruptive and costly. However, given the right conditions strategic changes are vital to the 1332 
ongoing health of the organization. 1333 

Intelligent devices do not operate as isolated entities. They are assembled into systems with 1334 
devices from multiple manufacturers. Interoperability is a requirement for these multi-supplier 1335 
systems.  IDM plays a vital role in assuring long term interoperability. 1336 

There are many small changes that are a routine part of the normal device life cycle. New 1337 
hardware and software are a routine and normal occurrence for device manufacturers. These 1338 
small changes can create significant MOC issues for facilities, but an IDM program can make 1339 
these changes simple and easy to manage. 1340 

Device manufacturers face a difficult logistical burden trying to keep facilities informed of 1341 
changes, and device changes often show up in facilities without the tools and support 1342 
necessary to make a smooth transition involving minor configuration changes. To address the 1343 
support problem: 1344 
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• device manufacturers issue new configuration metadata files for the new device; 1345 

• device manufacturers can also issue new configuration templates for new features; 1346 

• suppliers or manufacturers can provide automated tools for configuration migration for 1347 
a new device revision; 1348 

• tests can be done to assure that system integration issues are not generated by the 1349 
changes; 1350 

• an IDM program can deliver a package of support tools to facilities in advance of or as 1351 
a prerequisite for new or revised device delivery;  1352 

• support tools can make pre-packaged and tested engineering migration available for 1353 
device replacement; and 1354 

• suppliers or manufacturers can provide revised or additional training on the new 1355 
capabilities. 1356 

 1357 

6.6 Developing and maintaining IDM work process templates 1358 

Templates are a useful means of ensuring completeness and consistency of work process and 1359 
procedure documentation. Completeness ensures that necessary content is covered. 1360 
Consistent style and content organization makes implementation of work processes and 1361 
procedures easier and ensures consistent understanding. This further promotes the use of 1362 
templates and the likelihood of templates being completed properly. Accuracy and execution 1363 
of the process or procedure for the associated template is also improved. 1364 

Templates can take several forms a: 1365 

• generic form that has instructions for filling out the form but no example content; 1366 

NOTE 1 These templates identify minimum requirements for content. 1367 

• general form that has been modified for a particular purpose but has only minimum 1368 
generic content; and 1369 

• completed form that serves as an example.  1370 

NOTE 2 The example can be used for a particular application with minimum modification and with simpler instructions 1371 
(mostly identifying modification requirements). 1372 

As templates become more complete, they can reduce the cost of implementation as well as 1373 
improve the quality of the result. 1374 

Because intelligent devices and their capabilities continually change, work process templates 1375 
also need to be maintained and continuously improved. 1376 

IDM programs can add value and reduce cost by maintaining a library of templates for use by 1377 
multiple facilities. 1378 

NOTE 3 Part 2 details the content requirements for templates for work processes. 1379 

6.7 IDM program management and design  1380 

6.7.1 Resource management 1381 

IDM program management and design improvements are activities that support proper 1382 
utilization of budget and staff resources, and proper introduction of technology changes and 1383 
support tools. The responsibility and authority needed to make IDM effective and efficient 1384 
resides within this function.  1385 
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