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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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85 Foreword

86  ISO(the International Organization for Standardization) is a worldwide federation of national standards
87  bodies (ISO member bodies). The work of preparing International Standards is normally carried out
88  through ISO technical committees. Each member body interested in a subject for which a technical
89  committee has been established has the right to be represented on that committee. International
90 organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. ISO
91  collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
92  electrotechnical standardization.

93  The procedures used to develop this document and those intended for its further maintenance are
94  described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
95  different types of ISO documents should be noted. This document was drafted in accordance with the
96  editorial rules ofthe ISO/IEC Directives, Part 2 (see www.iso.org/directives).

97  Attention is drawn to the possibility that some of the elements of this document may be the subject of

98  patentrights.ISOshall notbe held responsible for identifying any or all such patent rights. Details of any

99  patentrights identified during the development of the document will be in the Introduction and/or on
100  thelSOlist of patentdeclarationsreceived (see www.iso.org/patents).

101  Anytrade name used in this document is information given for the convenience of users and does not
102  constitute an endorsement.

103  For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
104  expressionsrelatedtoconformity assessment, as well as information aboutISO's adherence tothe World
105  Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
106  www.iso.org/iso/foreword.html.

107  This document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,
108  Subcommittee SC42, Artificial intelligence.

109  Anyfeedbackor questionsonthis document should be directed to the user’s national standards body. A
110  completelisting ofthese bodies can be found at www.iso.org/members.html.
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111  Introduction

112  Thegrowing ubiquity of systems, products,services and components of such thatincorporate some form
113  ofartificial intelligence (Al) hasled toa growing concern about how Al systems can potentially impact all
114  levelsofsociety. Al brings with it the promise of great benefits: automation of difficult or dangerous jobs,
115 faster and more accurate analysis of large sets of data, advances in healthcare etc. However, there are
116  concerns about potential negative effects of Al systems, including unwanted bias, environmental harm
117  andunwanted reductions in workforce.

118  The development and use of seemingly minor Al systems has the potential to significantly impact (both
119  positively and negatively) individuals, groups of individuals and the society as a whole. To foster
120  transparency and trustworthiness of systems using Al technologies, an organization developing and
121  using these technologies can take actions to assure affected interested parties that these impacts have
122  been appropriately considered. No single activity can provide this assurance, but Al system impact
123  assessments play an important role in the broader ecosystem of governance, risk and conformity
124  assessmentactivities whichtogether can create a system of trust and accountability.

125  ISO/IEC 38507, 1SO/IEC 23894 and ISO/IEC 420011 all form important pieces of this ecosystem, for
126  governance, risk and conformity assessment (via a management system) respectively. Each of these
127  highlights the need for consideration of impacts to individuals and societies. A governing body can
128  understand these impacts to ensure that use of Al systems align to company values and goals. An
129  organization performing risk managementactivities can understand potentialimpacts to individuals and
130  societies to appropriately calculate and estimate their overall organizational risk. And an organization
131  developingor using Al systems can incorporate understanding and documentation about these impacts
132 into their management system to ensure that the Al systems in question meet expectations of relevant
133  interested parties aswell asinternal and external requirements.

134  The act of performing Al system impactassessments and utilizing their documented outcomes of them
135 are integral to activities at all organizational levels to produce Al systems that are trustworthy and
136  transparent. Tothis end, this document provides guidance for an organization on how toboth implement
137  a process for completing such assessments and promote a common understanding of the components
138  necessarytoproduce an effective assessment.

1Under preparation. Stage at the time of publication: ISO/IEC FDIS42001:2023. Docu ments
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139 Information technology — Artificial intelligence — Al system
140 impact assessment

141 1 Scope

142  This document provides guidance for organizations performing Al system impact assessments for
143  individualsand societies thatcan be affected by an Al system and its foreseeable applications. [t includes
144  considerations for how and when to perform such assessments and at what stages of the Al system life
145  cycle,as well as guidance for Al system impact assessmentdocumentation.

146  Additionally, this guidance includes how this Al systemimpact assessmentprocess can be integrated into
147  anorganization’s Al riskmanagementand Al management system.

148  This document is intended for use by organizations developing, providing, or using Al systems. This
149  documentisapplicable toany organization, regardless of size, type and nature.

150 2 Normativereferences

151  The following documents are referred to in the text in such a way that some or all of their content
152  constitutes requirements of this document. For dated references, only the edition cited applies. For
153  undated references,the latest edition of the referenced document (including any amendments) applies.

154  ISO/IEC22989:2022, Information technology — Artificial intelligence — Concepts and terminology
155  ISO/IEC23053:2022, Framework for Artificial Intelligence (Al) Systems Using Machine Learning (ML)

156 3 Termsand definitions

157  For the purposes of this document, the terms and definitions given in ISO/IEC 22989:2022,1SO/IEC
158  23053:2022and the following apply.

159  ISOandIECmaintain terminological databases for use in standardization at the following addresses:

160 — ISOOnline browsing platform: available at https://www.iso.org/obp
161 — IECElectropedia: available at http: //www.electropedia.org/
162 3.1

163 Al system impact assessment

164  formal, documented process by which the impacts toindividuals, groups ofindividuals and societies are
165  considered by an organization developing, providing, or using products or services utilizing artificial
166  intelligence

167 3.2
168  intended use
169  thepurposes for which an Al system is designed, trained, and tested

170 3.3
171  intended users
172  groupsof people or information systems for whom an Al system is designed

173 [SOURCE: IS0 20282-1:2006, 3.12, modified to change “people” to “people or information systems”, and
174  “aproduct”to “an Al system”]

175 3.4

176  interested party (preferred term)

177  stakeholder (admitted term)

178  person or organization that can affect, be affected by, or perceive itself to be affected by a decision or

179  activity Documents
Document Sharing Hub
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180  [SOURCE: ISO/IEC 42001:—, 3.2, modified to remove cross references to other definitions in ISO/IEC
181  42001]

182 3.5

183  reasonably foreseeable misuse

184  use of an Al system in a way not intended by the Al system developer or provider, but which can result
185  from readily predictable behaviour ofintended users

186  Note1to entry: Readily predictable human behaviourincludes the behaviourofall types of users, e.g. the
187 elderly, children and persons with disabilities.For more information, see ISO 10377.

188  Note 2 to entry: In the context of consumer safety, the term “reasonably foreseeable use” is increasingly
189  usedas asynonym for both “intended use” and “reasonably foreseeable misuse.”

190  Note 3 to entry: The specific definitions can vary somewhat, depending on the specific application area
191  ofthestandard or regulation.

192 [SOURCE: ISO/IEC Guide 51:2014, 3.7, modified to change “a prod uct or system” to “an Al system”, and
193  “supplier”to“Al system developer or provider”]

194 3.6

195 intentional abuse

196  willful unauthorized use of an Al system in a way not intended by the Al system developer or provider,
197  thatnegatively affects the objectives of the Al system provider or user

198  Note 1 to entry: The specific definitions can vary somewhat, depending on the specific application area
199  ofthestandard or regulation.

200  [SOURCE: ISO/IEC 2382:2015, 2126318, modified to change “willful or negligent” to “willful”, “activity”
201  to “use of an Al system in a way not intended by the Al system developer or provider”, “computer
202  security”to “information security”, and “a data processing system” to “an Al system”]

203 3.7

204  unintended use

205  use or application of the Al system in a way not intended by the Al developer or Al provider, including
206 beneficial, negative or neutral impacts

207 3.8

208  potentially beneficial use

209  use or application of the Al system in a way not intended by the Al system developer or provider that
210  resultsinidentifiable benefits or opportunities

211 3.9
212 restricted use
213 useof an Al system thatis constrained by laws, organizational policies or contractual agreements

214  3.10

215  sensitive use

216  use of an Al system that can have a significant adverse impact on individuals, group of individuals or
217  societies

218 4 Implementing an Al systemimpact assessment process
219 4.1 General

220  Organizations should have a structured, consistent approach for performing and documenting Al system
221  impact assessments. The process used can vary depending on the context, including the organization’s
222  business, strategy, culture, legal requirements and riskappetite. Clause4 details possible elements of an
223  Alsystemimpactassessmentprocessthat organizationscan considerwhenimplementing such a process.

Documents

Document Sharing Hub
© ISO/IEC 2024~ All rights reserved 2
Full document details: 24/30461268 DC


http://www.avadocuments.com/doc/24-30461268-dc
http://www.avadocuments.com/doc/24-30461268-dc

ISO/IEC DIS 42005:2024(E)

224 4.2 Documenting the process

225  Theprocess for completing Al system impact assessments in an organization should be documented, and
226  that documentation should be kept up to date and made available to relevant interested parties.
227  Documentation of the process should include information on atleast the topicsin Clause 4. The outcome
228  of the process documentation can vary depending on the organization’s needs and the type of the Al
229 system, and can include, for example:

230 — documented procedural guidance;
231 — Al system impact assessment templates (refer to Annex E for an example template);
232 — completed Al system impact assessments and other artefacts from the assessment process.

233  Documentation should be maintained throughout the Al system impact assessment process within the
234  dataretention policies of the organization and its legal obligations related to data retention, i.e. at the
235  stagesof design, redesign, deployment and evaluation.

236 4.3 Integration with other organizational management processes

237  The organization should document how the Al system impact assessment is integrated with other
238  organizational processes. This can include how it fitsintoan Al managementsystem (ISO/IEC42001) or
239  otherorganizational managementor governance structure, and can include considerations such as:

240 — how the organization integrates the Al system impact assessment with organizational risk
241 assessment;

242 — how the organization integrates the Al system impact assessment with other types of impact
243 assessments;

244 — organizational governance, risk and compliance processes that are in place or planned for the
245 treatment of potential impacts.

246  NOTE Annexes A, Band D provide additional information.
247 4.4 Timing of Al system impact assessment

248  Aspartofestablishingthe Al systemimpact assessment process, the organization should determine and
249  define when such assessments should be performed and to what level, or when a previous risk
250  assessment can be reused, repurposed or revised, and to what extent. Determining the timing of the Al
251  systemimpactassessments can beimpacted by factors such as, but notlimited to:

252 — applicable legal requirements;

253 — risklevel of the Al system (theorganization can consider ISO/IEC 23894:2023, 6.3.4 for additional
254 guidance);

255 — expectations of relevant interested parties;

256 — internal Al system life cycle processes.

257  Triggersfor areassessment caninclude:

258 — changeinuse of the Al system;
259 — changein sensitivity of data;
260 — change in complexity or type of Al system.

261  NOTE Risklevels can be predetermined by external requirements. Risk or impactlevels can be pre-
262  determined by external requirements (e.g. Al in automobiles can be high impactdue to safety concerns)

263  Timing considerations caninclude:

264 — how often Al system impact assessments are performed;
265 — atwhatstage of the Al system life cycle they are performed;
266 — how frequently they are updated;
267 — whattriggersthe need for anew Al system impact assessment or an update.
Documents
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268  The organization should consider whether they use tools for triaging when an Al system impact
269  assessmentisrequired. For example, if the organization determines that Al system impact assessments
270  are only to be done on “high-risk” Al systems, they should document as part of the process what
271  constitutes a “high-risk” Al system and what triggers the need for an impact assessment (e.g. certain
272  system features, purpose, consequence, context, affected interested parties, model type, data type, level
273  ofautomation or type of output). A triaging process can require a briefer version of the Al system impact
274  assessmenttodetermine ifthe Al system ishigh-riskand requires a full Al system impact assessment.

275 4.5 Guidance for determining the scope of the Al system impact assessment

276  The organization should define and document the scope of Al system impactassessments by document
277  thescope of an Al system by providing clear guidance for the Al systemimpact assessments based on the
278  needsof the organization in question and the potential impacts on relevant interested parties. The scope
279 of an Al system impactassessmentcaninclude, butis notlimited to:

280 a) theentire system or acomponent of the system that provides functionalities explicitly useable by
281 users (e.g. when a change is made to one or more components of the system);

282 b) a description of the role of the organization within the Al ecosystem (e.g. data provider, model
283 provider, service provider or product provider).

284  NOTE Changestoasystem component can have implications tothe overall systemimpact on various
285  interested parties.

286 4.6 Allocatingresponsibilities

287  There can be several responsibilities for an organization to allocate. These depend on the nature of the
288 Al system impact assessment,itslength and other factors, and can include responsibilities for:

289 — documentation of the Al system impact assessment;

290 — relevant interested parties who contribute to the completion of the assessment and those
291 responsible for coordinating their involvement (e.g. research and development, marketing and
292 sales, security and operations, legal, labour representatives and other relevant interested
293 parties);

294 — communication of the results;

295 — approvals;

296 — escalations.

297 Al system impact assessment responsibilities should be allocated commensurate with relevant
298  experience, competency, role and access toinformation .

299  Multi-disciplinarity is recommended to ensure that impacts are reasonably foreseen and addressed
300  throughoutthe Al system’slife cycle.

301 NOTE Diverse expertise can be relevant to an effective assessment process. Disciplines can include
302  peoplewith trainingin humanrights and social sciences suchas anthropology, sociology and psychology.
303 4.7 Establishing thresholds for sensitive uses, restricted uses and impact scales

304  Acritical partof Al system impactassessments is ensuring that defined thresholds, particularly around
305 Al system use, are documented. Prior to this, the organization should define and document those
306  thresholds, based onthe contextin which they operate. This can include considerations such as:

307 — applicable legal requirements;

308 — expectations of relevantinterested parties;

309 — state of theart;

310 — Dbenefits of the Al system;

311 — cultural,labour and societal norms;

312 — applicable Al ethical frameworks.
Documents
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313  Dependingon the typesandamounts of thresholds, the organization can implementadditional processes,
314  includingreviewsand approvals. For example, the organization can decide that certainuses or potential
315  misuses are sensitive or prohibited by organizational policy. Legal or other external requirements can
316  further determine the sensitivity of uses or misuses of an Al system. If an Al system impact assessment
317  indicatesthatits planned use fallsunder a “sensitive” or a “restricted” category, the organization should
318  documentwhatthe next steps are as part ofthe overall process.

319 EXAMPLE1 An example of a sensitive use case can be an Al system designed to automate lending
320  decisions.

321 EXAMPLE2 Asteptotakeifasensitive or restricted use isidentified can be escalation to management
322  (includingapprovals). Consideran Al system which heavily impacts rights, particularly those of children,
323  and with adverse impacts that cannot be mitigated by technical improvements. Such issues can be
324  escalated todecide whethertoreview the development of this system due toadverse impact.

325  The organization should also consider how overall impact scales are determined and potential impacts
326  are calculated. The results of an Al system impact assessment can indicate, for example, that intended
327  uses for an Al system are not sensitive but can affect a large population of users, and that should factor
328  into the impact scale and next procedural steps the organization determines in the Al system impact
329  assessmentprocess.

330  Theorganization should consider the magnitude of potentialimpacts when defining thevarious pieces of
331  theAlsystemimpactassessment. The organization should have criteriafor the types of potential impacts
332  thatcan be an outcome of the Al system. For example, toassess the magnitude of potential impacts, the
333  Alsystemimpactassessment caninclude criteria for rating impacts as severe or catastrophicifthey can
334  leadtohighadverse consequences for the organization, for groups of individuals or to societies. See, for
335  example, Section 3.2 of [16].

336 4.8 Performing the Al system impact assessment

337  For each intended use and reasonably foreseeable misuse of an Al system, the organization should
338  consider,asappropriate:

339 a) identification of reasonably foreseeable Al system impacts toall identified individuals, groups of
340 individuals and to societies, as outlined in 5.7 and in other resources as appropriate. Both
341 beneficial impacts and harmful impactsshould be considered;

342 b) multiple types or dimensions of Al system impacts to groups of individuals, organizations and to
343 societies, e.g. as outlined in Section 3.2 of [16], including but not limited to:

344 1) identify reasonably foreseeable potential impacts to individuals, groups, organizations
345 and societies. It is important to consider how such impacts also translate into
346 organizational risks. 5.8 provides further guidance on the types of potential benefits and
347 harms that should be considered for each identified interested party;

348 2) frequency of assessing and reassessing risks and impacts;

349 c) impacts to fundamental rights, as part of identifying impacts to individuals or groups of
350 individuals as outlined in [16] and in Section 3.3 of [16], including but notlimited to:

351 1) identify impacts to human rights periodically or as appropriate, e.g. as early as possible
352 and at identified stages of the Al system life cycle. Non-exhaustive examples of rights to
353 be considered are non-discrimination, right to life and personal security, privacy and
354 freedom of expression;

355 2) determine howimpactstofundamental and human rights will be addressed;

356 d) assessmentofthe magnitude and likelihood of identified impacts.

357 4.9 Analysing the results of the Al system impact assessment

358  The results of the Al system impact assessment can play a crucial role in the responsible use and
359  developmentof Al systems. The assessment should beanalysed and incorporatedinto both technical and
360 managementdecisions.
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361  On atechnical level, analysis can be used, for instance, toimprove product or service quality, building-in
362  safeguardsagainst unintended use or misuse, improve safety and robustness of Al systems etc. [tcan also
363  include determiningthe types of measurestoaddress benefitsand harm as detailed in 5.8.2. Additionally,
364  the results of the assessment should be compared to the thresholds established in 4.7 and if the
365 thresholds are not met, identify an action plan toremediate.

366  Onamanagementlevel,analysis can be used toinform the organizational risk managementprocesses on
367  foreseeable impacts of Al systems. This can include consideration of individual system impact
368  assessments, but also analysing several assessments holistically to determine how trends can affect
369  organizational risks and objectives atabroad level.

370  4.10 Recordingand reporting

371  The organization should define and document expectations for how the Al system impact assessment is
372  toberecorded, as well as expectations for reporting the results ofthe Al system impact assessment. The
373  formatofthe assessment can depend on theneeds of the organization, and can be captured in a document
374  template, asystem, or through any other method that the enables recording and reporting.

375  Theorganization can have both internal and external reporting needs. Internal reporting considerations
376  canincludereportingto:

377 — upper management;

378 — worker’srepresentatives;
379 — system developers;

380 — system owners.

381  Externalreporting considerations can includereportingto:

382 — regulatory authorities;
383 — customers;
384 — individuals affected by the Al system.

385 Reporting of Al system impact assessment torelevant interested parties can include:

386 — actual or potential impact information related to the intended Al system use cases,as wellas other
387 potentially beneficial uses, reasonably foreseeable misuses and intentional abuses (at least at a
388 broad level);

389 — as many dimensions of identified impacts as appropriate, including as many of the types of
390 impacts outlined in 5.8 asreasonably possible.

391  Whenreporting information on misuses or abuses, the organization may omit details that can be useful
392  toattackers.

393 NOTE For resources on what details can provide attackers with inappropriate information, see [22].

394  Reports should be structured and worded such that they can provide the information needed by a
395 relevantinterested parties toassess wherenecessary the Al system'’s compliance with legal requirements
396 related toimpactassessments. Theyshould alsobe structured and worded in a way that, where certain
397  portionsare unavailable for intellectual property protection, they remain comprehensible.

398 4.11 Approval process

399  The organization should document any approvals required as part of the Al system impact assessment
400  process. This can include approvals related to exceeding established thresholds (see 4.7) or a final
401  approval of the overall Al system impact assessment. Considerations can include:

402 — whenapprovalsarerequired (e.g. when a threshold is exceeded, after the Al system impact
403 — assessmentis completed);
404 — who hasthe responsibility for approval (this can vary depending on the type of app@gaNENnts
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