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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of
information technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details of any
patent rights identified during the development of the document will be in the Introduction and/or on the
ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity assessment,
as well as information about ISO's adherence to the World Trade Organization (WTO) principles in the
Technical Barriers to Trade (TBT) see the following URL www.iso.org/iso/foreword.html.

The committee responsible for this document is ISO/IEC JTC 1, Information technology, SC 27

This second edition replaces the first edition published in 2009, the structure of which has been technically
revised in harmonization with other security evaluation documents. Accordingly, the title is replaced from

"Security evaluation of biometrics" considering the relation with ISO/IEC 19989 series that are based on
SO/IEC 15408 series and ISO/IEC 18045.
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Introduction

This document does not aim to define any concrete methodology for the security evaluation of biometric
systems but instead focuses on the principal requirements. As such, the requirements in this document are
independent of any evaluation or certification scheme and will need to be incorporated into and adapted
before being used in the context of a concrete scheme.

This document defines various areas that are important to be considered during a security evaluation of a
biometric system. These areas are represented by the following clauses:

Clauses 5 explains the outline of security evaluation of biometric systems,

Clause 6 overviews the threats and vulnerabilities to biometric systems that should be considered for the
evaluation,

Clause 7 describes the evaluation of biometric specific vulnerabilities related to recognition performance,

Clause 8 deals with the evaluation of biometric specific vulnerabilities related to presentation attack
detection, and

Clause 9 overviews the evaluation of privacy.

This document is relevant to both evaluator and developer communities. It provides guidance on performing
a security evaluation of a biometric system. It serves to inform developers of the requirements for biometric
security evaluations to help them prepare for security evaluations.

Although this document is independent of any specific evaluation scheme, it serves as a framework for the
development of concrete evaluation and testing methodologies to integrate the requirements for biometric
evaluations into existing evaluation and certification schemes.

This document refers to and utilizes other biometric standards, notably those for biometric performance
testing and reporting and evaluation of presentation attack detection from ISO/JTC1 SC 37. These standards
have been adapted as necessary for the specific requirements of biometric security evaluation.

Any organizations who want to purchase or use secure biometric systems can also refer this document to
set proposer security requirements for biometric systems or devices.

ISO/IEC 19989 series, named Criteria and methodology for security evaluation of biometric systems, for
security evaluation of biometric products based on ISO/IEC 15048 series have already been published.
As in the title, ISO/IEC 19989 series are based on series. This document can be seen as an
introductory document to them. In addition, this document is also a general guidance to design and execute
security evaluation methodologies of biometric systems that do not aimed for [SO/IEC 15408 conformance.
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Information security, cybersecurity and privacy protection —
General principles of security evaluation of biometric systems

1 Scope
This document specifies the subjects to be addressed during a security evaluation of a biometric system.

This document provides an overview of the main biometric-specific aspects, i.e., recognition performance,
presentation attack detection, and privacy, and specifies principles to be considered for the security
evaluation of a biometric system.

This document does not address the non-biometric aspects which can form part of the overall security
evaluation of a system using biometric technology (e.g. requirements on databases or communication
channels).

This document does not aim to define any concrete methodology for the security evaluation of biometric
systems but instead focuses on the principal requirements. As such, the requirements in this document are
independent of any evaluation or certification scheme and will need to be incorporated into and adapted
before being used in the context of a concrete scheme.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 19795-1:2021, Information technology — Biometric performance testing and reporting — Part 1:
Principles and framework

[SO/IEC 24745:2022, Information security, cybersecurity and privacy protection — Biometric information
protection

ISO/IEC 30107-3, Information technology — Biometric presentation attack detection — Part 3: Testing and
reporting

ISO/IEC 30136:2018, Information technology — Performance testing of biometric template protection schemes

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at https://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

3.1 General

3.1.1
assurance
grounds for confidence that a target of evaluation meets the security functional requirements

[SOURCE: FDIS ISO/IEC 15408-1, 3.6]
Documents
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3.1.2
attacker
person seeking to exploit potential vulnerabilities of a biometric system

3.1.3
authentication
provision of assurance that a claimed characteristic of an entity is correct

[SOURCE: ISO/IEC 27000:2018, 3.5]

3.14
biometric
of or having to do with biometrics

Note 1 to entry: The use of biometric as a noun, to mean for example, biometric characteristic (37.01.02), is deprecated.

EXAMPLE1 Incorrect usage #1: ICAO resolved that face is the biometric most suited to the practicalities of travel
documents.

EXAMPLE 2  Correct usage #1: ICAO resolved that face recognition is the biometric mode (37.02.05) most suited to
the practicalities of travel documents.

EXAMPLE 3  Incorrectusage #2: The biometric recorded in my passport is a facial image.
EXAMPLE 4  Correctusage #2: The biometric characteristic recorded in my passport is a facial image.

Note 2 to entry: Since the late 19th century the terms biometrics and biometry have been used with the general
meaning of counting, measuring and statistical analysis of any kind of data in the biological sciences including the
relevant medical sciences.

[SOURCE: ISO/IEC 2382-37:2022, 37.01.01]

3.1.5

biometric recognition

biometrics

automated recognition of individuals based on their biological and behavioural characteristics

Note 1 to entry: In the field of biometrics (as defined in this document), “Individual” is restricted in scope to refer only
to humans.

Note 2 to entry: The general meaning of biometrics encompasses counting, measuring and statistical analysis of any
kind of data in the biological sciences including the relevant medical sciences.

Note 3 to entry: Biometric recognition encompasses biometric verification (37.08.03) and biometric identification.

Note 4 to entry: Automated recognition implies that a machine-based system is used for the recognition either for the
full process or assisted by a human being.

Note 5 to entry: Behavioural and biological characteristics cannot be completely separated which is why the definition
uses ‘and’ instead of ‘and/or’. For example, a fingerprint image results from the biological characteristics of the finger
ridge patterns and the behavioural act of presenting the finger.

Note 6 to entry: Use of 'authentication' as a synonym for "biometric verification or biometric identification" is
deprecated; the term biometric recognition is preferred.

[SOURCE: ISO/IEC 2382-37:2022, 37.01.03]

3.1.6
developer
organization responsible for the development of the target of evaluation

[SOURCE: ISO/IEC 15408-1:2022, 3.33]

Note 1 to entry: Target of evaluation is defined as follows in ISO/IEC 15408-1:2022:
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