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Introduction
This draft standard is based on national and international discussions. Your comments on this draft are invited and will assist in
the preparation of the consequent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Please indicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.

Template for comments and secretariat observations Date: xx/xx/20xx Document: ISO/DIS xxxx

1 2 (3) 4 5 (6) 7

MB Clause No./ Subclause
No./Annex (e.g. 3.1)

Paragraph/
Figure/Table/Note

Type of
comment

Commend (justification
for change) by the MB

Proposed change by the MB Secretariat observations on
each comment submitted

3.1 Definition 1 ed Definition is ambiguous and needs
clarifying.

Amend to read '...so that the mains
connector to which no connection...'

6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.

Delete reference to UV photometer.
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are 
members of ISO or IEC participate in the development of International Standards through technical 
committees established by the respective organization to deal with particular fields of technical activity. 
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations, 
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described 
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types 
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
IEC Directives, Part 2 (see www.iso.org/directives or www.iec.ch/members_experts/refdocs).

ISO and IEC draw attention to the possibility that the implementation of this document may involve the 
use of (a) patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any 
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC had not 
received notice of (a) patent(s) which may be required to implement this document. However, implementers 
are cautioned that this may not represent the latest information, which may be obtained from the patent 
database available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not be held 
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not 
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions 
related to conformity assessment, as well as information about ISO's adherence to the World Trade 
Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/foreword.html. 
In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Technical Committee ISO/TC 171, Document management applications, 
Subcommittee SC 1, Quality, preservation and integrity of information.

This fourth edition cancels and replaces the third edition (ISO/TR 15801:2017), which has been technically 
revised.

Any feedback or questions on this document should be directed to the user’s national standards 
body. A complete listing of these bodies can be found at www.iso.org/members.html and 
www.iec.ch/national-committees.
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Introduction

Information is an organizational asset that needs to be appropriately managed throughout its lifecycle. 
Ensuring that the organization is able to demonstrate the trustworthiness and reliability of electronically 
stored information (ESI) is a key consideration. Failure to do so could result in non-compliance, loss of 
evidential value for information used in business, dispute resolution or legal proceedings.

This document specifies how ESI is to be managed by an organization in an information management 
system, to enable the organization to demonstrate the trustworthiness and reliability of the ESI throughout 
its lifecycle.

This document is for use in business, compliance, legal or other dispute resolution purposes, where the 
retained ESI needs to be relied upon to be exactly what it purports to be. This document will be useful 
for managers and professionals involved in management and governance of data, information, records, 
knowledge, digital preservation or e-discovery; and for the designers, vendors and operators of the 
information management systems that create, receive, store, transmit, preserve and dispose of ESI. It would 
also benefit the academic community and general public.

Where an organization conforms to this document, it is anticipated that the weight of evidence of ESI 
managed by the system will be maximized by ensuring its trustworthiness and reliability. This is likely to 
reduce the effort and cost involved in dispute resolution as the focus of the resolution process will be less 
concerned with the trustworthiness or reliability of disclosed ESI.

It is also anticipated that conformity with this document will minimize the risks involved with the credibility 
of ESI retained for the long term.

ESI originates from many sources. This document covers ESI in any form, from traditional scanned images, 
word processed documents and spreadsheets to the more “modern” forms which include e-mail, web content, 
instant messages, CAD drawing files, blogs, wikis, audio files, pictures and video. Also included is ESI stored 
in databases, Internet of Things (IoT) systems, distributed ledger technology (including blockchain systems) 
and other data storage systems (including the use of cloud storage).

When ESI preservation is considered, the requirements of ISO 14641 can be used in conjunction with this 
document. Readers are advised to use this document in conjunction with relevant authoritative sources 
in their respective jurisdictions, specifically for the purposes of compliance with applicable laws and 
regulations.

vi
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DRAFT International Standard ISO/DIS 15801:2024(en)

Document management — Electronically stored information 
— Requirements for trustworthiness and reliability

1	 Scope

This document specifies the implementation and operation of information management systems that store 
and make available for use electronically stored information (ESI) in a trustworthy and reliable manner. 
Such ESI can be of any type, including “page based” information, information in databases and audio/video 
information.

This document is for use by any organization that uses information management systems to store trustworthy 
ESI over time. Such systems incorporate policies, procedures, technology and audit requirements that ensure 
that trustworthiness of the ESI is maintained.

This document does not cover processes used to evaluate whether ESI can be considered to be trustworthy 
prior to it being stored or imported into the system. However, it can be used to demonstrate that, once the 
electronic information is stored, output from the system will be a true and accurate reproduction of the ESI.

2	 Normative references

The following referenced documents are indispensable for the application of this document. For dated 
references, only the edition cited applies. For undated references, the latest edition of the referenced 
document (including any amendments) applies.

ISO 12651 (all parts), Electronic document management — Vocabulary

3	 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

—	 ISO Online browsing platform: available at https://​www​.iso​.org/​obp

—	 IEC Electropedia: available at https://​www​.electropedia​.org/​

3.1
electronically stored information
(ESI)
information of any kind and from any source, whose temporal existence is evidenced by being stored in or 
on any electronic medium

Note  1  to entry:  ESI includes traditional e-mail, memos, letters, spreadsheets, databases, office documents, 
presentations and other electronic formats commonly found on a computer. ESI also includes system, application and 
file-associated metadata such as timestamps, revision history, file type, etc.

Note 2 to entry: Electronic medium can take the form of, but is not limited to, storage devices and storage elements.

[SOURCE: ISO/IEC 27040:2015, 3.16]

1
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3.2
information type
groups of related information

Note 1 to entry: In specific applications, “groups” can be identified as “sets”, “files”, “collections” or other similar terms.

EXAMPLE	 Invoices, financial documents, data sheets, correspondence.

3.3
trustworthiness
ability to demonstrate authenticity, integrity and availability of ESI over time

4	 Scope of the ESI system

4.1	 General

The organization shall also determine the scope and requirements for the ESI system with respect to 
trustworthiness and reliability.

In order to ensure that ESI is well managed, and to meet its business needs, the organization should define 
and implement good management practices. ESI, like any other asset, should be classified, structured, 
validated, valued, secured, monitored, measured, managed and disposed of, when appropriate, efficiently 
and effectively.

All ESI used by an organization that is within the scope of the ESI system should be classified into 
“information types”. This classification should be used in the creation of policy statement(s).

NOTE	 For further information on classification, see ISO 4669 series

Increasingly, ESI is being sent from one electronic system to another, either within an organization or 
between organizations. The manner in which this movement of ESI occurs can determine the success or 
failure of the organization; thus, transfer systems should be secure, structured and auditable.

4.2	 Risk management

A risk management process shall be used to identify the scope and requirements that are relevant to the 
trustworthiness and reliability of ESI.

NOTE 1	 Typical scope and requirements that might be relevant include:

a)	 the size and complexity of the organization;

b)	 the level of business risk attached to being unable to demonstrate trustworthiness and reliability of ESI;

c)	 drivers for business efficiency improvements;

d)	 specific stakeholder requirements; and

e)	 the existing technology and infrastructure systems.

NOTE 2	 The risk management processes defined in ISO 31000 might be appropriate.

4.3	 Requirements

When determining ESI management requirements, legal and regulatory requirements, duty of care, 
contractual obligations, business requirements and ESI stewardship throughout the ESI lifecycle shall be 
included. This should include:

a)	 stakeholders that are relevant to the trustworthiness and reliability of ESI;

b)	 the requirements of these stakeholders relevant to that ESI; and

2
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c)	 the requirements for information stewardship within the organization.

The requirements of each stakeholder should be taken into consideration when producing policy statements 
(see 5.2).

Information stewardship should be managed by the identification of Information Asset Owners (IAOs) who 
are typically those responsible for the processes that manage the ESI asset in question.

4.4	 Boundaries and applicability

When determining the scope of the information management system, the scope and requirements of the 
ESI system shall be taken into account. Where only part of the ESI held by the organization is included (for 
example, a single department or a single process could be defined as the scope of the system), the scope of 
the system shall be documented as part of the policy statement (see 5.2.2 and 5.2.3).

When determining this scope, the organization should consider:

a)	 the scope and requirements referred to in 4.1;

b)	 the requirements referred to in 4.3; and

c)	 interfaces and dependencies between activities performed by the organization, and those that are 
performed by other organizations.

The scope should be available as part of the policy statement(s).

In many organizations, the trustworthiness and reliability of ESI could only be of importance to part of the 
overall ESI asset. Individual ESI assets should be identified and a decision should be taken as to whether 
each is to be included within the scope of the related policy.

5	 Policies and procedures

5.1	 Policy requirements

The organization shall set a clear policy direction and demonstrate support for, and commitment to, the 
management of ESI that is within the scope of the system (see 4.1) through the issue and maintenance of a 
policy covering the management of ESI.

The policy shall address the whole lifecycle of the referenced ESI and shall identify the role of the information 
steward(s) responsible for the referenced ESI at each stage of the lifecycle.

NOTE 1	 The information stewardship may be transferred between individuals at different stages in the lifecycle 
of an ESI asset. This continuity of stewardship is important to demonstrate an unbroken chain of management and 
accountability throughout the life of the ESI.

The policy shall cover:

a)	 the storage of electronic information (see 5.2.2); and

b)	 the transfer of ESI between systems (see 5.2.3).

The policy shall be linked to or combined with the information security policy of the organization (see 5.2.4).

NOTE 2	 In some organizations this is called an information risk management policy.

The policy shall be published and communicated to all appropriate workers.

The policy shall have a custodian, responsible for its maintenance and review in accordance with the 
approved review procedure of the organization.

The policy shall be integrated into the processes of the organization.

3
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Sufficient resource shall be available to implement the policy and to ensure the relevant outcomes are 
achieved and, where appropriate, improved.

The policy shall be documented in one or more policy statements.

5.2	 Policy statements

5.2.1	 General

A procedure shall be established to ensure that the policies covering the management of ESI are reviewed 
at regular intervals, and when any significant changes occur to the appropriate business, legal and/or 
regulatory environment.

NOTE 1	 The review period is typically the same as the normal procedural audit cycle within the organization, for 
example, annual or in the event of major changes to the system.

The policy statements should set out guidelines for the appropriate application of an electronic identity 
for each document type. These statements should include the organizational requirements for identity, 
authority and copyright protection.

NOTE 2	 The underlying issue with these items is the requirement to understand the significance of an electronic 
identity attached to a document. If it is always someone within the same organization, it is significantly less complex 
than between organizations because the organization can set its own rules. For all inter-organizational documents 
controlled with electronic signatures or copyright protection, it is imperative that the recipient organization is capable 
of understanding the significance of what is communicated to it, recognizing, implementing and utilizing the relevant 
controls.

This document also specifies the contents of an information security policy within which the information 
storage policy operates. The information security policy statement should document the level and rigour of 
protection required, detailing the requirements for each document type.

Where there is a requirement, the policy statements should describe the degree of security required, for 
example, some documents are not as significant as others and proof of the identity of the signatories is of 
less importance – for instance, an internal memo as opposed to a contractual commitment.

Approved policy statements should be retained in compliance with the retention schedule (see 9.19.1).

5.2.2	 Information storage policy statement

5.2.2.1	 Structure

The information storage policy statement shall state the management commitment to, and approach for, the 
use of electronic systems in the storage of ESI over time in a controlled manner, taking account of the need to 
preserve the trustworthiness and reliability of the ESI.

Availability of this documentation should, when combined with appropriate proof of compliance, 
demonstrate (e.g. to a court of law) that responsible information storage is part of the normal business 
practice of the organization.

The information storage policy statement should be approved by the organization, and should be reviewed 
for relevance and content at regular intervals. The frequency for review should be appropriate to the 
application.

The policy statement shall, as a minimum, include the following elements or, where applicable, reference 
separate documentation on:

a)	 the scope of the policy;

b)	 the application of any applicable security classification to ESI (see 5.2.5);
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c)	 the implementation of various international and national standards and industry‑related requirements 
and guidelines;

d)	 the compliance with the policy of the organization for capture and retention of information;

e)	 the definition and allocation of roles and responsibilities (see 6);

f)	 any consultations that the organization needs to undertake (see 7);

g)	 the use of the appropriate ESI storage technology (see 9.14.1);

h)	 the use of the appropriate ESI file formats (see 9.14.3);

i)	 the use of compression technology (see 9.14.5);

j)	 the management of the linking of electronic identity to ESI (see 9.18);

k)	 the capture, retention and disposal of ESI, including the management of temporary halts to the 
destruction of specific ESI (see 9.19);

l)	 the use of encryption technology (see 9.20.3);

m)	 the auditing of the information management system (see 10.2).

NOTE	 Other elements may be included.

5.2.2.2	 Scope

The policy statements described in 5.2.2.1 might not cover all the different types of ESI that the organization 
uses. The ESI to be included in its scope should be identified and grouped into types, with the policy for all 
ESI within a type being consistent. Where a retention schedule and disposal procedures (see 5.2.2.3.3) exist, 
it might be appropriate to use the same ESI type groups.

Where formal records management procedures are implemented, ESI types will generally be used in 
classification schemes (file plans) and/or taxonomies. Where this is the case, the same file grouping and 
naming conventions should be used.

NOTE	 ESI types can be specified by reference to application (e.g. “financial projections”, “invoices” or “customer 
address list”) or by reference to generic group (e.g. “accounting data”, “customer documents” or “manufacturing 
documents”).

All applicable ESI types should be included in the policy statements.

An alternative to this approach of including only identified ESI types in the policy scope can be adopted, 
since there is a risk that the organization might need to produce absolutely any of its ESI assets in the event 
of a dispute. The organization should consider whether it needs to have any ESI that is totally unmanaged, 
even the ESI that is regarded as of very low value to the organization.

In this case, it is worth considering whether the policy scope should include a “default” ESI type (with 
associated policy and policy implementation and compliance requirements) as well as the explicitly 
identified ESI types. ESI outside the scope of the explicitly identified types should be managed according to 
the default.

5.2.2.3	 Standards related to ESI management

Frequently, business benefits can be achieved by complying with relevant national or international 
standards, codes of practice or other guides. The policy statements should state whether all or specific parts 
of any such publication(s) are to be complied with.

NOTE 1	 The ISO/IEC 27000 series of international standards are the reference documents for information security 
management.
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Where the organization operates a quality management system (such as one in accordance with ISO 9001), 
whose scope includes part or all of the information management system within the scope of compliance, 
then all documentation that this document requires should be included in the quality management system.

Where information classification systems are used within the system, reference to ISO 4669-1 which 
includes requirements for the subsequent marking and handling of the classified information is advised.

5.2.3	 ESI transfer policy statement

There are many forms of technologies and procedures that can be used for ESI transfers. The ESI transfer 
policy statement should give guidelines on the type of transfer technology to use in particular circumstances, 
on the content and layout of unstructured transfers and on the identification of the appropriate systems to 
be used for all corporate ESI transfers. In particular, the use of structured and unstructured forms of ESI 
transfers should be included.

Where unstructured or structured ESI transfers are involved, corporate guidelines on message structures 
should be included within the ESI transfer policy statement, or referenced by it.

The ESI transfer policy statement shall state the management commitment to, and approach for, the use of 
electronic systems for the transfer of ESI in a controlled manner, taking account of the need to preserve the 
trustworthiness and reliability of the ESI.

The ESI transfer policy statement shall include, as a minimum, the following elements or, where applicable, 
reference separate documentation on:

a)	 the scope of the ESI transfer policy [which might be different from that for information storage (see 
5.2.2)];

b)	 the definition and allocation of roles and responsibilities for ESI transfer (see 5.2.3);

c)	 the transfer of specific types of ESI (see 9.15);

d)	 the use of data compression (see 9.14.5);

e)	 the use of particular systems for the transfer of ESI (see 9.15);

f)	 the receiving of transferred electronic ESI (see 9.15);

g)	 the management of the linking of electronic identity to ESI (see 9.18);

h)	 the use of encryption (see 9.20.3);

i)	 the auditing of the ESI communication system (see 10.2).

NOTE	 Other elements may be included.

The critical procedural issues are related to the delivery of and the receipt of ESI transfers, thus the ESI 
transfer policy statement should give guidelines on how these procedures are to be developed, and to 
what standards, including where ESI transfers are sent and/or received. These procedures (which may be 
different for send and receipt) should include:

a)	 the avoidance of messages with illegal content;

b)	 the avoidance of copyright issues;

c)	 protection against malicious software;

d)	 appropriate security procedures;

e)	 the application of the organization’s retention and disposal policies;

f)	 the avoidance of spam and other inappropriate messages (incoming and outgoing); and

g)	 the capture of audit trail evidence of transfer send and receipt.
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