Draft for Public Comment

bsi.

BSI Group Headquarters Date: 17 December 2024
389 Chiswick High Road London W4 4AL Origin: European

Tel: +44 (0)20 8996 9000
Fax: +44 (0)20 8996 7400
www.bsigroup.com

Form 36

DPC: 24/30482292 DC

L atest date for receipt of comments: 09 February 2025 Project No. 2023/02592
Responsible committee: 1ST/33/5 Identity Management and Privacy Technologies

Interested committees:

Title: Draft BSEN I SO/IEC 29151 . Information security, cybersecurity and privacy protection. Controlsand guidancefor personally|
identifiable information protection.

Please notify the secretary if you are aware of any keywords that might assist in classifying or identifying the standard or if the
content of this standard

i) has any issues related to 3rd party IPR, patent or copyright

ii)  affects other national standard(s)

iii)  requires additional national guidance or information

WARNING: THISISA DRAFT AND MUST NOT BE REGARDED ORUSED ASA BRITISH STANDARD. THISDRAFT
ISNOT CURRENT BEYOND 09 February 2025

This draft is issued to allow comments from interested parties; all comments will be given consideration prior to publication. No
acknowledgement will normally be sent. See overleaf for information on the submission of comments.

No copying is allowed, in any form, without prior written permission from BS| except as permitted under the Copyright, Designs
and Patent Act 1988 or for circulation within a nominating organization for briefing purposes. Electronic circulation is limited to
dissemination by e-mail within such an organization by committee members.

Further copies of this draft may be purchased from BSI Shop http://shop.bsigroup.com or from BS| Customer Services, Tel:
+44(0) 20 8996 9001 or email cservices@bsigroup.com. British, International and foreign standards are also available from BSI
Customer Services.

Information on the co-operating organizations represented on the committees referenced above may be obtained from https://
standardsdevel opment.bsigroup.cony.

Responsible Committee Secretary: Ms Joy Tan (BSI) ]
Direct tel: Document Sharing Hub

E-mail: joy.tan@bsigroup.com
Full document details: 24/30482292 DC


http://www.avadocuments.com/doc/24-30482292-dc
http://www.avadocuments.com/doc/24-30482292-dc

Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.

Full document details: 24/30482292 DC

Documents

Document Sharing Hub


http://www.avadocuments.com/doc/24-30482292-dc
http://www.avadocuments.com/doc/24-30482292-dc

DRAFT
International
Standard

ISO/IEC DIS 29151

ISO/IEC JTC 1/SC 27

Information security, cybersecurity

and privacy protection - Controls Secretariat: DIN
and guidance for personally Voting begins on:
L] L ol - - - 2024_12_17
identifiable information protection

Voting terminates on:
ICS: 35.030 2025-03-11

THIS DOCUMENT IS A DRAFT CIRCULATED
FOR COMMENTS AND APPROVAL. IT

IS THEREFORE SUBJECT TO CHANGE

AND MAY NOT BE REFERRED TO AS AN
INTERNATIONAL STANDARD UNTIL

This document is circulated as received from the committee secretariat. PUBLISHED AS SUCH.

IN ADDITION TO THEIR EVALUATION AS
BEING ACCEPTABLE FOR INDUSTRIAL,

TECHNOLOGICAL, COMMERCIAL AND

USER PURPOSES, DRAFT INTERNATIONAL
ISO/CEN PARALLEL PROCESSING STADIDS AT O OEEATON 1AV o

POTENTIAL TO BECOME STANDARDS TO

WHICH REFERENCE MAY BE MADE IN
NATIONAL REGULATIONS.

RECIPIENTS OF THIS DRAFT ARE INVITED

TO SUBMIT, WITH THEIR COMMENTS,
NOTIFICATION OF ANY RELEVANT PATENT
RIGHTS OF WHICH THEY ARE AWARE AND TO
PROVIDE SUPPORTING DOCUMENTATION.

ocuments

Document Sharing Hub

Reference number © ISO/IEC 2.0 4
ISO/IEC DIS 29151:2024(en)

Full document details: 24/30482292 DC


http://www.avadocuments.com/doc/24-30482292-dc
http://www.avadocuments.com/doc/24-30482292-dc

ISO/IEC DIS 29151:2024(en)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2024

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 o Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

Documents
© ISO/IEC 2024 - All rights reserved Document Sharing Hub
ii
Full document details: 24/30482292 DC


https://www.iso.org
http://www.avadocuments.com/doc/24-30482292-dc
http://www.avadocuments.com/doc/24-30482292-dc

Contents

ISO/IEC DIS 29151:2024(en)

Page
00T 00 X6 L0t (o) ¢ OO vi
1 SCOPI@ ...t 1
2 NOTINATIVE FEECIEINCES ...t 1
3 Terms and Definitions and abbreviated t@IMIS ... 1
3.1 I DLZY 810116 10) 0 KT
3.2 Abbreviated terms
4 [0 822 a4 1= OO0 3
4.1 Objective for the Protection Of PIL.. ... 3
4.2 Requirement for the protection Of PIL........iss s 3
4.3 Controls

4.4  Selecting controls
4.5 Developing organization Specific GUIAELINES. ... 4
4.6 Life cycle considerations ...
4.7 Structure of this document
5 OrganizZational COMEIOLS ... 8
51 Policies for information SECUITEY . ... oo 8
5.2 Information security roles and responSibilities ... 8
5.3  Segregation of duties...........ocsen
54  Management responsibilities ...............
55 Contact with authorities..........ccnnn
5.6 Contact with special interest groups
5.7 Threat intelligence ...
5.8  Information security in project ManagemMent . ...
59 Inventory of information and other associated aSSELS ...
5.10 Acceptable use of information and other associated assets
S5.0T  REEUTITE Of @SSEES oot
5.12  Classification Of INFOIMIATION. ...
5.13 Labelling of information
5.14 Information transfer
515 ACCESS COMTIOL.oo e
516 1dentity MANAZEIMEIIT ...
5.17 Authentication information
5.18 ACCESS TGS o
5.19 Information security in supplier relationShips ...
5.20 Addressing information security within supplier agreements ... 12
5.21 Managing information security in the ICT supply chain ... 13
5.22 Monitoring, review and change management of Supplier SEerviCes..........ns 13
5.23 Information security for use of cloud SEIrVICES ... 13
5.24 Information security incident management planning and preparation ...
5.25 Assessment and decision on information SECUrity @VENTS ...
5.26 Response to information SeCUrity iNCIAENES. ...
5.27 Learning from information security incidents. ...
5.28  Collection of @VIAeNCe. ...
5.29 Information security during diSruption ...
5.30 ICT readiness for business cONtinUIty ...
5.31 Legal, statutory, regulatory and contractual requirements
5.32  Intellectual Property FIGIES ...
5.33  PrOtECION Of FECOTAS ..ot
5.34 Privacy and protection of PII
5.35 Independent review of information SECUTTLY ...
5.36 Conformance with policies, rules and standards for information security................ 16
5.37 Documented OPerating PrOCEAUIES ... oo 16
6 P@OPIE COMETOLS ... 16
Documents
© ISO/IEC 2024 - All rights reserved Document Sharing Hub

111

Full document details: 24/30482292 DC


http://www.avadocuments.com/doc/24-30482292-dc
http://www.avadocuments.com/doc/24-30482292-dc

ISO/IEC DIS 29151:2024(en)

6.1 SCT@EIUIIIEG ..o

6.2 Terms and conditions of €MPIOYIMENT. ...

6.3  Information security awareness, education and training

6.4 DISCIPIINATY PIOCESS ..

6.5 Responsibilities after termination or change of employment. ..., 17

6.6 Confidentiality or non-disclosure agreements

6.7 Remote WOTKING ...

6.8 Information SeCUTity €VENt FEPOTTIIIG ..o
7 PRYSICAL COMETOLS ...

7.1 PhySiCal SECUITEY POITIIETEIS ..ot

7.2 Physical entry ...

7.3 Securing offices, rooms and facilities

7.4 Physical security Monitoring. ...

7.5 Protecting against physical and environmental threats

7.6 WOTKING IN SECUTE @TEAS ..o

7.7 Clear deSK and ClEAT SCIEEM. ...t

7.8 Equipment Siting and Prot@CTION ...

79 Security of assets off-premises

710 SEOTAZE TUEAIA e

701 SUPPOTEING UETITEIES e

7.12  Cabling security.........c.....

713 Equipment maintenance

7.14  Secure disposal or re-use of @QUIPIMENT ...
8 TeChNOLOZICAL COMETOLS ...

8.1 USET ENAPOINE QEVICES ..ot

8.2 Privileged access rights........cco

8.3 Information access restriction

8.4 Access to source code.....

8.5 Secure authentication
8.6 Capacity management

8.7 Protection agaiNSt MAIWATE .. ...
8.8  Management of technical VUINerabilities. ... 20
8.9 Configuration management

8.10  INfOrmMAtioN AEIETION ..ot

811 DAt@ MIASKIIIZ oot
8.12 Data leakage prevention...
8.13 Information backup
8.14 Redundancy of information processing facilities. ... 20
S 00 ST 110 o 4 | =

8.16 Monitoring activities

8.17  ClOCK SYNCRIONIZATION ..o
8.18  Use of privileged Uity PrOZIamS. .o
8.19 Installation of software on operational systems.
8.20  Networks SECUTItY ...
8.21 Security of network services..........co.....
8.22 Segregation of networks
8.23  Web filtering........ccccccu.
8.24  USE Of CTYPLOBTAPNY ..o
8.25  Secure developmEnt Life CYCL ...
8.26  Application Security reqUIremMents . ...
8.27 Secure system architecture and engineering principles
8.28  Secure COAING. ...
8.29 Security testing in development and acceptance
8.30 Outsourced deVelOPMENT ...
8.31 Separation of development, test and production enVironments. ... 22
8.32  Chane MANAZEIMENT ...t
8.33  TeStINfOrmMation ...
8.34 Protection of information systems during audit testing
Documents
© ISO/IEC 2024 - All rights reserved Document Sharing Hub

1v
Full document details: 24/30482292 DC


http://www.avadocuments.com/doc/24-30482292-dc
http://www.avadocuments.com/doc/24-30482292-dc

ISO/IEC DIS 29151:2024(en)

Annex A (normative) Extended control set for PII protection (This annex forms an integral part
of this Recommendation | International Standard.). ... 23

Annex B (informative) Correspondence of ISO/IEC 29151:202X (this document) with ISO/IEC
29151:2017 (This annex forms a non-integral part of this Recommendation | International

SEATIAATA.) e 43
BIDLEOZIAPIY ... 46
Documents
© ISO/IEC 2024 - All rights reserved Document Sharing Hub
v

Full document details: 24/30482292 DC


http://www.avadocuments.com/doc/24-30482292-dc
http://www.avadocuments.com/doc/24-30482292-dc

ISO/IEC DIS 29151:2024(en)

Introduction

The number of organizations processing personally identifiable information (PII) is increasing, as is the
amount of PII that these organizations deal with. At the same time, societal expectations for the protection of
PII and the security of data relating to individuals are also increasing. A number of countries are augmenting
their laws to address the increased number of high profile data breaches.

As the number of PII breaches increases, organizations collecting or processing PII will increasingly need
guidance on how they should protect PII in order to reduce the risk of privacy breaches occurring, and to
reduce the impact of breaches on the organization and on the individuals concerned. This document provides
such guidance.

This document offers guidance for PII controllers on a broad range of information security and PII
protection controls that are commonly applied in many different organizations that deal with protection of
PII. Other ISO/IEC standards that provide guidance or requirements on other aspects of the overall process
of protecting PII are as follows:

— [SO/IEC 27001 specifies an information security management system, which is a suitable foundation for
protecting any information, including PII.

— [SO/IEC 27002 provides guidelines for organizational, people-related, physical and technological
information security controls that can be used for the protection of all kinds of information, including PII.

— ISO/IEC 27005 provides guidance to assist organizations to address information security risks and
perform information security risk management activities, specifically information security risk
assessment and treatment.

— ISO/IEC 27018 offers guidance to organizations acting as PII processors when offering processing
capabilities as cloud services.

— ISO/IEC27701 specifiesrequirements and provides guidance for establishing, implementing, maintaining
and continually improving a Privacy Information Management System (PIMS).

— ISO/IEC 29100 provides a privacy framework which: specifies a common privacy terminology, defines
the actors and their roles in processing personally identifiable information (PII), describes privacy
safeguarding considerations, providesreferences to known privacy principles for information technology.

— ISO/IEC29134 provides guidelines for assessing the potential impacts on privacy of a process, information
system, programme, software module, device or other initiative which processes personally identifiable

information (PII), while [SO/IEC 27001 together with ISO/IEC 27005 provides guidance to perform
information security risk management activities.

Controls are chosen based on the risks identified as a result of a risk analysis to develop a comprehensive,
consistent system of controls. Controls are adapted to the context of the particular processing of PII.

This document contains two parts: 1) the main body consisting of clauses 1 to 8, and 2) a normative annex A
(Extended control set for PII protection) and informative Annex B (Correspondence of ISO/IEC 29151:202X

(this document) with ISO/IEC 29151:2017). This structure reflects normal practice for the development of
PlI-specific extensions to [SO/IEC 27002 for the main body.

The structure of the main body of this document, including the clause titles, reflects the main body of
ISO/IEC 27002:2022. The introduction and clauses 1 to 4 provide background on the use of this document.
Headings for subclauses in clauses 5 to 8 mirror those of ISO/IEC 27002:2022, reflecting the fact that this
document builds on the guidance in ISO/IEC 27002:2022, adding new controls specific to the protection
of PII. Many of the controls in ISO/IEC 27002:2022 need no amplification in the context of PII controllers.
However, in some cases, additional implementation guidance is needed, and this is given under the
appropriate heading (and clause number) from ISO/IEC 27002:2022.
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The normative annex contains an extended set of PII protection-specific controls. These new PII protection
controls, with their associated guidance, are divided into twelve categories, corresponding to the privacy

policy and the eleven privacy principles of ISO/IEC 29100:
— consent and choice;

— purpose, legitimacy and specification;
— collection limitation;

— data minimization;

— use, retention and disclosure limitation;
— accuracy and quality;

— openness, transparency and notice;

— individual participation and access;

— accountability;

— information security; and

— privacy compliance.

Figure 1 describes the relationship between this document and other ISO/IEC standards.

| Management system/framework |

ISO/IEC 27001: Information security management
ISO/IEC 27701: Privacy information management
ISO/IEC 29100: Privacy framework

Risk management Controls

ISO/IEC 27005 : Information security ISO/IEC 27002 : Information security controls
risk management

ISO/IEC 27018: Code of practice for protection

ISO/IEC 29134 : Privacy impact of personally identifiable information (PII) in
assessment public clouds acting as PII processors

ITU-T X.1058 | ISO/IEC 29151 : Code of
practice for personally identifiable information
protection

Figure 1 — The relationship of this document and other ISO/IEC standards

This document includes guidelines based on [SO/IEC 27002, and adapts these as necessary to address the

privacy needs that arise from the processing of PII:
a) Indifferent processing domains such as:
— public cloud services,
— social networking applications,
— internet-connected devices in the home,
— search, analysis,

— targeting of PII for advertising and similar purposes,

© ISO/IEC 2024 - All rights reserved
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— big data analytics programmes,
— employment processing,

— business management in sales and service (enterprise resource planning, customer relationship
management);

b) In different locations such as:

— on a personal processing platform provided to an individual (e.g., smart cards, smart phones and
their apps, smart meters, wearable devices),

— within data transportation and collection networks (e.g., where mobile phone location data is
created operationally by network processing, which may be considered PII in some jurisdictions),

— within an organization's own processing infrastructure,
— on a third party's processing platform;

c) For the collection characteristic such as:
— one-time data collection (e.g., on registering for a service),

— ongoingdata collection (e.g., frequent health parameter monitoring by sensors on orin an individual's
body, multiple data collections using contactless payment cards for payment, smart meter data
collection systems, and so on).

NOTE Ongoing data collection can contain or yield behavioural, locational and other types of PII. In such
cases, the use of PII protection controls that allow access and collection to be managed based on consent
and that allow the PII principal to exercise appropriate control over such access and collection, need to be
considered.
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Information security, cybersecurity and privacy protection -
Controls and guidance for personally identifiable information
protection

1 Scope

This Recommendation | International Standard establishes controls, purpose, and guidance for implementing
controls, to meet the requirements identified by a risk and impact assessment related to the protection of
personally identifiable information (PII).

In particular, this Recommendation | International Standard specifies guidance based on [So/1EC 27002,
taking into consideration the controls for processing PII that may be applicable within the context of an
organization's privacy risk environment(s).

This Recommendation | International Standard is applicable to all types and sizes of organizations acting as
PII controllers (as defined in ISO/IEC 29100), including public and private companies, government entities
and not-for-profit organizations that process PII, in particular, organizations that do not establish or operate
a privacy information management system.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in
this text, constitute provisions of this Recommendation | International Standard. At the time of publication,
the editions indicated were valid. All Recommendations and Standards are subject to revision, and parties
to agreements based on this Recommendation | International Standard are encouraged to investigate the
possibility of applying the most recent edition of the Recommendations and Standards listed below. Members
of IEC and ISO maintain registers of currently valid International Standards. The Telecommunication
Standardization Bureau of the ITU maintains a list of currently valid ITU-T Recommendations.

ISO/IEC 27002:2022, Information security, cybersecurity and privacy protection — Information security
controls

[SO/IEC 29100:2024, Information technology — Security techniques — Privacy framework

3 Terms and Definitions and abbreviated terms

3.1 Definitions

For the purposes of this Recommendation | International Standard, the terms and definitions that are given
in ISO/IEC 27000:2018, ISO/IEC 27002:2022, ISO/IEC 29100 and the following apply.

The ISO Online browsing platform, 1EC Electropedia and ITU Terms and definitions are terminological
databases for use in standardization.

3.1.1

chief privacy officer (CPO):

Senior management individual who is accountable for the protection of personally identifiable information
(PII) in an organization.

Documents
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3.1.2

de-identification process:

Process of removing the association between a set of identifying data and the data principal, using de-
identification techniques.

3.1.3

organization:

person or group of people that has its own functions with responsibilities, authorities and relationships to
achieve its objectives.

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation, firm,
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or not,
public or private.

314

personally identifiable information (PII):

information that (a) can be used to establish a link between the information and the natural person to whom
such information relates, or (b) is or might be directly or indirectly linked to a natural person

Note 1 to entry: The “natural person” in the definition is the PII principal (3.1.3). To determine whether a PII principal
is identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder
holding the data, or by any other party, to establish the link between the set of PIl and the natural person.

[SOURCE: ISO/IEC 29100:2024, 3.7]

3.1.5

PII controller:

privacy stakeholder (or privacy stakeholders) that determines the purposes and means for
processing personally identifiable information (PII) (3.1.4) other than natural persons who use data for
personal purposes

Note 1 to entry: A PII controller sometimes instructs others [e.g. PII processors (3.1.7)] to process PII on its behalf
while the responsibility for the processing remains with the PII controller.

[SOURCE: ISO/IEC 29100:2024, 3.8]

3.1.6
PII principal, data subject:
natural person to whom the personally identifiable information (PII) (3.1.4) relates

[SOURCE: ISO/IEC 29100:2024, 3.9]

3.1.7

PII processor:

privacy stakeholder that processes personally identifiable information (PIl) (3.1.4) on behalf of and in
accordance with the instructions of a PII controller (3.1.5)

[SOURCE: ISO/IEC 29100:2024, 3.10]

3.2 Abbreviated terms

For the purposes of this document, the following abbreviations apply.

CPO Chief Privacy Officer
PIA Privacy Impact Assessment

PII Personally Identifiable Information

Documents
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4 Overview

4.1 Objective for the protection of PII

This document provides a set of controls for PII protection. The objective of the protection of PII is to enable
organizations to put in place a set of controls as part of their overall PII protection programme. They can be
used in a framework for demonstrating compliance with privacy-related laws and regulations, managing
privacy risks and meeting the expectations of PII principals, regulators or clients, in accordance with the
privacy principles described in ISO/IEC 29100.

4.2 Requirement for the protection of PII

An organization should identify its PII protection requirements. The privacy principles in ISO/IEC 29100
apply to the identification of requirements. There are three main sources of PII protection requirements:

— legal, statutory, regulatory and contractual requirements related to protection of PII including, for
example, PIl requirements that an organization, its trading partners, contractors and service providers
have to comply with;

— assessment of risks (i.e., security risks and privacy risks) to the organization and the PII principal, taking
into account the organization’s overall business strategy and objectives, through a risk assessment;

— corporate policies: an organization may also choose voluntarily to go beyond the criteria that are derived
from previous requirements.

Organizations should also adhere to the principles (i.e., privacy principles defined in ISO/IEC 29100),
objectives and business requirements for processing PII that have been developed to support their
operations.

PII protection controls (including security controls) should be selected on the basis of a risk assessment.
The results of a privacy impact assessment (PIA), e.g., as specified in ISO/IEC 29134, will help to guide and
determine the appropriate treatment action and priorities for managing risks to the protection of PII and for
implementing controls selected to protect against these risks.

A PIA document such as that in ISO/IEC 29134 may provide PIA guidance, including advice on risk
assessment, risk treatment plan, risk acceptance and risk review.

4.3 Controls

A privacy risk assessment can assist organizations in identifying the specific risks of privacy breaches
resulting from unlawful processing or of infringements of the rights and freedom of the PII principal
involved in an envisaged PII processing or from inadequate or not effective information security or privacy
controls. Organizations should identify and implement controls to treat the risks identified by the risk
impact process. The controls and treatments should then be documented, ideally in a separate risk register.
Certain types of PII processing can warrant specific controls for which the need only becomes apparent once
an envisaged operation has been carefully analysed.

4.4 Selecting controls

Controls can be selected from this document (which includes by reference the controls from [SO/IEC 27002,
creating a combined reference control set). If required, controls can also be selected from other control sets
or new controls can be designed to meet specific needs, as appropriate.

The selection of controls is dependent upon organizational decisions based on the criteria for risk treatment
options and the general risk management approach, applied to the organization and, through contractual
agreements, to its customers and suppliers, and should also be subject to all applicable national and
international legislation and regulations.

The selection and implementation of controls is also dependent upon the organization's role in the provision
of infrastructure or services. Many different organizations may be involved in providing infrastructure
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or services. In some circumstances, selected controls may be unique to a particular organization. In other
instances, there may be shared roles in implementing controls. Contractual agreements should clearly
specify the PII protection responsibilities of all organizations involved in providing or using the services.

The controls in this document can be used as reference for organizations that process PII, and are intended
to be applicable for all organizations acting as PII controllers. Organizations acting as PII processors should
do so, in accordance with the instructions of the PII controller. PII controllers should ensure that their PII
processors are able to implement all the necessary controls included in their PII processing agreement, in
accordance with the purpose of PII processing. PII controllers using cloud services as PII processors may
review ISO/IEC 27018 to identify relevant controls to implement.

The controls in this document are explained in more detail in clauses 5 to 8, along with implementation
guidance. Implementation may be made simpler if requirements for the protection of PII have been
considered in the design of the organization's information systems, services and operations. Such
consideration is an element of the concept that is often called privacy by design (PBD). More information
about selecting controls and other risk treatment options can be found in ISO/IEC 29134. Other relevant
references are listed in the bibliography.

4.5 Developing organization specific guidelines

This document can be regarded as a starting point for developing organization specific guidelines. Not all of
the controls and guidance in this document are applicable to all organizations.

Furthermore, additional controls and guidelines not included in this document may be required. When
documents are developed containing additional guidelines or controls, it may be useful to include cross-
references to clauses in this document, where applicable, to facilitate compliance checking by auditors and
business partners.

4.6 Life cycle considerations

PII has a natural life cycle, from creation or origination, collection, through storage, use and transfer to its
eventual disposal (e.g., secure destruction). The value of, and risks to, PIl may vary during its life cycle, but
protection of PIl remains important at all stages and in all contexts of its life cycle.

Information systems also have life cycles within which they are conceived, specified, designed, developed,
tested, implemented, used, maintained, and eventually retired from service and disposed of. PII protection
should also be taken into account at each of these stages. New system developments and changes to existing
systems present opportunities for organizations to update and improve security controls as well as controls
for the protection of PII, taking actual incidents, and current and projected information security and privacy
risks into account.

4.7 Structure of this document

Control descriptions in ISO/IEC 27002:2022 are structured as follows. Each control has the following
elements:

a) Control title: Short name of the control;

b) Attribute table: A table shows the value(s) of each attribute for the given control;
¢) Control: What the control is;

d) Purpose: Why the control should be implemented;

e) Guidance: How the control should be implemented;

f) Other information: Explanatory text or references to other related documents.

Subheadings are used in the guidance text for some controls to aid readability where guidance is lengthy
and addresses multiple topics. Such headings are not necessarily used in all guidance text. Subheadings are
underlined.

Documents

© ISO/IEC 2024 - All rights reserved Document Sharing Hub
4

Full document details: 24/30482292 DC


http://www.avadocuments.com/doc/24-30482292-dc
http://www.avadocuments.com/doc/24-30482292-dc

ISO/IEC DIS 29151:2024(en)

Guidance for the protection of PII

Text under this heading provides more detailed information to support the implementation of the control
and meeting the control objectives. The guidance provided in this Specification may not be entirely suitable
or sufficient in all situations and may not fulfil the organization's specific control requirements. Alternative
or additional controls, or other forms of risk treatment (avoiding or transferring risks), may therefore be
appropriate.

Other information for the protection of PII

Text under this heading provides further information that may need to be considered, such as legal
considerations and references to other standards

The first part of this document, made up of clauses 5 to 8, contains additional guidance and other information
for certain relevant existing controls described in [SO/IEC 27002. The format for this part uses the relevant
clause headings and numbering from [SO/IEC 27002 to allow cross-reference to that International Standard.

Specifically, the following rules have been used in mirroring the controls in ISO/IEC 27002:2022 in this
document. In cases where the various elements of the control layout (described in clause 4.2) for a control
are identical, only a reference is provided to the corresponding control in ISO/IEC 27002:2022. For those
controls that require additional guidance & related information in the context of PII protection, additional
guidance is provided under the headings “Guidance for the protection of PII” and “Other information for
the protection of PII” respectively. This type of guidance is also referred to using the term “PII protection-
specific implementation guidance”. Finally, the clause numbers in this document are aligned with the
corresponding clause numbers in ISO/IEC 27002:2022.

The second part contains a specific control set for PII protection specified in Annex A. It uses the same format
as , which specifies its control followed by its purpose and guidance and other information
that can be relevant. Control descriptions are structured as follows.

Control title

Short name of the control

Control

What the control is.

Purpose

Why the control should be implemented

Guidance for the protection of PII

Text under this heading provides more detailed information to support the implementation of the control.
The guidance provided in this document may not be entirely suitable or sufficient in all situations and may
not fulfil the organization's specific control requirements. Alternative or additional controls, or other forms
of risk treatment (avoiding or transferring risks), may therefore be appropriate.

Other information for the protection of PII

Text under this heading provides further information that may need to be considered, such as legal
considerations and references to other standards.

Table 1 provides the location of PII protection specific guidance and other information for implementing
controls in ISO/IEC 27002:2022.

NOTE The 11 controls that are new in ISO/IEC 27002:2022 are marked with * in Table 1.
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Table 1 — Location of PII protection specific guidance and other information for implementing
controls in ISO/IEC 27002:2022

ISO/IEC ISO/IEC 27002:2022 Control name Remarks
27002:2022
Control
identifier
Clause 5 - Organizational controls
5.1 Policies for information security Guidance for the protection of PIl is provided.
5.2 Information security roles and responsibilities Guidance for the protection of PIl is provided.
53 Segregation of duties Guidance for the protection of PII is provided.
5.4 Management responsibilities No guidance or other information is provided.
55 Contact with authorities Guidance for the protection of PIl is provided.
5.6 Contact with special interest groups No guidance or other information is provided.
5.7* Threat intelligence No guidance or other information is provided.
58 Information security in project management No guidance or other information is provided.
59 Inventory of information and other associated assets |Guidance for the protection of PII is provided.
5.10 Acceptable use of information and other associated Guidance for the protection of PIl is provided.
assets
511 Return of assets No guidance or other information is provided.
512 Classification of information Guidance for the protection of PIl is provided.
513 Labelling of information Guidance for the protection of PIl is provided.
5.14 Information transfer Guidance for the protection of PII is provided.
5.15 Access control No guidance or other information is provided.
5.16 Identity management Guidance for the protection of PII is provided.
5.17 Authentication information No guidance or other information is provided.
5.18 Access rights Guidance for the protection of PIl is provided.
5.19 Information security in supplier relationships Guidance for the protection of PII is provided.
5.20 Addressing information security within supplier Guidance for the protection of PII is provided.
agreements
5.21 Managing information security in the ICT supply chain |No guidance or other information is provided.
5.22 Monitoring, review and change management of suppli- |No guidance or other information is provided.
er services
5.23* |Information security for use of cloud services No guidance or other information is provided.
5.24 Information security incident management planning |Guidance for the protection of PIl is provided.
and preparation
5.25 Assessment and decision on information security Guidance for the protection of PIl is provided.
events
5.26 Response to information security incidents Guidance for the protection of PIl is provided.
5.27 Learning from information security incidents No additional sector-specific implementation guidance or other
information is provided.
5.28 Collection of evidence No guidance or other information is provided.
5.29 Information security during disruption No guidance or other information is provided.
5.30* |ICT readiness for business continuity No guidance or other information is provided.
5.31 Legal, statutory, regulatory and contractual require- |Guidance and other information for the protection of PIl is pro-
ments vided.
5.32 Intellectual property rights No guidance or other information is provided.
5.33 Protection of records No guidance or other information is provided.
5.34 Privacy and protection of PII Guidance for the protection of PIl is provided.
5.35 Independent review of information security Guidance and other information for the protection of PIl are
provided.
5.36 Compliance with policies, rules and standards for No guidance or other information is provided.
information security
5.37 Documented operating procedures No guidance or other information is provided.
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Table 1 (continued)

ISO/IEC
27002:2022
Control
identifier

ISO/IEC 27002:2022 Control name

Remarks

Clause 6 - People controls

6.1 Screening No guidance or other information is provided.
6.2 Terms and conditions of employment No guidance or other information is provided.
6.3 Information security awareness, education and train- |Guidance for the protection of PII is provided.
ing
6.4 Disciplinary process Guidance for the protection of PIl is provided.
6.5 Responsibilities after termination or change of em- No guidance or other information is provided.
ployment
6.6 Confidentiality or non-disclosure agreements Guidance for the protection of PII is provided.
6.7 Remote working Guidance for the protection of PIl is provided.
6.8 Information security event reporting Guidance for the protection of PIl is provided.
Clause 7 - Physical controls
71 Physical security perimeters No guidance or other information is provided.
7.2 Physical entry No guidance or other information is provided.
7.3 Securing offices, rooms and facilities No guidance or other information is provided.
74* Physical security monitoring No guidance or other information is provided.
7.5 Protecting against physical and environmental threats | No guidance or other information is provided.
7.6 Working in secure areas No guidance or other information is provided.
7.7 Clear desk and clear screen No guidance or other information is provided.
7.8 Equipment siting and protection No guidance or other information is provided.
79 Security of assets off-premises No guidance or other information is provided.
710 Storage media Guidance for the protection of PIl is provided.
711 Supporting utilities No guidance or other information is provided.
712 Cabling security No guidance or other information is provided.
713 Equipment maintenance No guidance or other information is provided.
7.14 Secure disposal or re-use of equipment Guidance for the protection of PIl is provided.

Clause 8 - Technological controls

8.1 User endpoint devices Guidance for the protection of PII is provided.
8.2 Privileged access rights No guidance or other information is provided.
8.3 Information access restriction Guidance for the protection of PIl is provided.
8.4 Access to source code No guidance or other information is provided.
8.5 Secure authentication No guidance or other information is provided.
8.6 Capacity management No guidance or other information is provided.
8.7 Protection against malware No guidance or other information is provided.
8.8 Management of technical vulnerabilities No guidance or other information is provided.
89* Configuration management No guidance or other information is provided.
8.10* |Information deletion No guidance or other information is provided.
8.11* |Datamasking No guidance or other information is provided.
8.12* |Dataleakage prevention No guidance or other information is provided.
8.13 Information backup Guidance for the protection of PII is provided.
8.14 Redundancy of information processing facilities No guidance or other information is provided.
8.15 Logging Guidance for the protection of PII is provided.
8.16* |Monitoring activities Guidance for the protection of PIl is provided.
8.17 Clock synchronization No guidance or other information is provided..
8.18 Use of privileged utility programs No guidance or other information is provided.
8.19 Installation of software on operational systems No guidance or other information is provided.
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