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INTERNATIONAL ELECTROTECHNICAL COMMISSION 388 

____________ 389 

 390 

OPC UNIFIED ARCHITECTURE –  391 

 392 

Part 9: Alarms and Conditions 393 

 394 

FOREWORD 395 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all 396 
national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-397 
operation on all questions concerning standardization in the electrical and electronic fields. To this end and in addition to 398 
other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, Publicly Available 399 
Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their preparation is entrusted to technical 400 
committees; any IEC National Committee interested in the subject dealt with may participate in this preparatory work. 401 
International, governmental and non-governmental organizations liaising with the IEC also participate in this preparation. 402 
IEC collaborates closely with the International Organization for Standardization (ISO) in accordance with conditions 403 
determined by agreement between the two organizations. 404 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international consensus 405 
of opinion on the relevant subjects since each technical committee has representation from all interested IEC National 406 
Committees.  407 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National Committees 408 
in that sense. While all reasonable efforts are made to ensure that the technical content of IEC Publications is accurate, 409 
IEC cannot be held responsible for the way in which they are used or for any misinterpretation by any end user. 410 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications transparently 411 
to the maximum extent possible in their national and regional publications. Any divergence between any IEC Publication 412 
and the corresponding national or regional publication shall be clearly indicated in the latter. 413 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity assessment 414 
services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any services carried out by 415 
independent certification bodies. 416 

6) All users should ensure that they have the latest edition of this publication. 417 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and members 418 
of its technical committees and IEC National Committees for any personal injury, property damage or other damage of 419 
any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the 420 
publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.  421 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is indispensable 422 
for the correct application of this publication. 423 

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent rights. 424 
IEC shall not be held responsible for identifying any or all such patent rights. 425 

International Standard IEC 62541-9 has been prepared by subcommittee 65E: Devices and integration 426 
in enterprise systems, of IEC technical committee 65: Industrial-process measurement, control and 427 
automation. 428 

This fourth edition cancels and replaces the third edition published in 2020. This edition constitutes a 429 
technical revision. 430 

This edition includes the following significant technical changes with respect to the previous edition: 431 

a) Added "Comment" parameter to Alarm shelving methods. 432 

b) Added method that allows a client to get the members of a group, since the AddressSpace might 433 
not expose instances of alarms. 434 

c) Added Deadband properties for all limits in the limit AlarmType (from which all other types 435 
described in this issue are derived). 436 

d) Added text explaining the disabling of alarms is no longer supported in ISA 18.2 and that it is 437 
maintained in this specification for backward compatibility, but that it is recommended that Alarm 438 
not be disabled. 439 

e) Added optional severities for limit alarms. 440 
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f) Added new AlarmState variable type that can be used to collect alarm information for displays on 441 
graphics. 442 

g) Added SupportsFilterRetain property to improve Client filtering. 443 

h) Removed ConditionSubClassId and ConditionSubClassNames from the conditiontype definition 444 
since they are now defined in BaseEventType. 445 

i)  446 

 447 

The text of this International Standard is based on the following documents: 448 

CDV Report on voting 

65E/XX/CDV 65E/XX/RVC 

 449 
Full information on the voting for the approval of this International Standard can be found in the report 450 
on voting indicated in the above table. 451 

This document has been drafted in accordance with the ISO/IEC Directives, Part 2. 452 

Throughout this document and the other parts of the IEC 62541 series, certain document conventions 453 
are used: 454 

Italics are used to denote a defined term or definition that appears in the "Terms and definition" clause 455 
in one of the parts of the IEC 62541 series. 456 

Italics are also used to denote the name of a service input or output parameter or the name of a 457 
structure or element of a structure that are usually defined in tables. 458 

The italicized terms and names are, with a few exceptions, written in camel-case (the practice of writing 459 
compound words or phrases in which the elements are joined without spaces, with each element's 460 
initial letter capitalized within the compound). For example, the defined term is AddressSpace instead 461 
of Address Space. This makes it easier to understand that there is a single definition for AddressSpace, 462 
not separate definitions for Address and Space. 463 

A list of all parts of the IEC 62541 series, published under the general title OPC Unified Architecture, 464 
can be found on the IEC website. 465 

The committee has decided that the contents of this document will remain unchanged until the stability 466 
date indicated on the IEC website under "http://webstore.iec.ch" in the data related to the specific 467 
document. At this date, the document will be  468 

• reconfirmed, 469 

• withdrawn, 470 

• replaced by a revised edition, or 471 

• amended. 472 

 473 

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates 
that it contains colours which are considered to be useful for the correct understanding 
of its contents. Users should therefore print this document using a colour printer. 

 474 
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OPC Unified Architecture Specification 475 

 476 

Part 9: Alarms & Conditions 477 

 478 

 479 

1 Scope 480 

This document specifies the representation of Alarms and Conditions in the OPC Unified 481 
Architecture. Included is the Information Model representation of Alarms and Conditions in the 482 
OPC UA address space. Other aspects of alarm systems like alarm philosophy, life cycle, alarm 483 
response times, alarm types and many other details are captured in standards such as IEC 484 
62682 and ISA 18.2. The Alarms and Conditions Information Model in this specification, is 485 
designed in accordance with IEC 62682 and ISA 18.2. Annex C specifies how the model 486 
described in this document maps to EEMUA. Annex D specifies a recommended mapping 487 
between OPC Classic Alarm & Events (A&E) servers to the model described in this document. 488 

2 Normative references 489 

The following documents, in whole or in part, are normatively referenced in this document and 490 
are indispensable for its application. 491 

IEC 62541-1: OPC UA Specification: Part 1 – Concepts 492 

IEC 62541-3: OPC UA Specification: Part 3 – Address Space Model 493 

IEC 62541-4: OPC UA Specification: Part 4 – Services 494 

IEC 62541-5: OPC UA Specification: Part 5 – Information Model 495 

IEC 62541-6: OPC UA Specification: Part 6 – Mappings 496 

IEC 62541-7: OPC UA Specification: Part 7 – Profiles 497 

IEC 62541-8: OPC UA Specification: Part 8 – Data Access 498 

IEC 62541-11: OPC UA Specification: Part 11 – Historical Access 499 

IEC 62541-16: OPC UA Specification: Part 16 – State Machines 500 

EEMUA: 2nd Edition EEMUA 191 – Alarm System – A guide to design, management and 501 
procurement (Appendixes 6, 7, 8, 9) 502 

https://www.eemua.org/Products/Publications/Print/EEMUA-Publication-191.aspx 503 

IEC 62682: Management of alarm systems for the process industries (Edition 1.0 2014-10) 504 

https://webstore.iec.ch/publication/7363 505 

ISA 18.2: Management of Alarm Systems for the Process Industries  506 

https://webstore.ansi.org/Standards/ISA/ansiisa182016 507 

IETF RFC 2045: Multipurpose Internet Mail Extensions (MIME) Part One  508 

https://www.ietf.org/rfc/rfc2045.txt  509 

IETF RFC 2046: Multipurpose Internet Mail Extensions (MIME) Part Two  510 

https://www.ietf.org/rfc/rfc2046.txt  511 

IETF RFC2047: Multipurpose Internet Mail Extensions (MIME) Part Three  512 

https://www.ietf.org/rfc/rfc2047.txt  513 
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 514 

3 Terms, definitions, and abbreviations 515 

3.1 Terms and definitions 516 

For the purposes of this document, the terms and definitions given in IEC 62541-1, IEC 62541-517 
3, IEC 62541-4, and IEC 62541-5 as well as the following apply. 518 

3.1.1  519 
Acknowledge 520 
Operator action that indicates recognition of an Alarm 521 

Note 1 to entry: This definition is copied from EEMUA. The term “Accept” is another common term used to describe 522 
Acknowledge. They can be used interchangeably. This document will use Acknowledge. 523 

3.1.2  524 
Active 525 
state for an Alarm that indicates that the situation the Alarm is representing currently exists 526 

Note 1 to entry: Other common terms defined by EEMUA are “Standing” for an Active Alarm and “Cleared” when 527 
the Condition has returned to normal and is no longer Active. 528 

3.1.3  529 
AdaptiveAlarm 530 
Alarm for which the set point or limits are changed by an algorithm. 531 

Note 1 to entry:  AdaptiveAlarms are alarms that are adjusted automatically by algorithms. These algorithms might 532 
detect conditions in a plant and change setpoints or limits to keep alarms from occurring. These changes occur, in 533 
many cases, without Operator interactions. 534 

3.1.4  535 
AlarmFlood 536 
condition during which the alarm rate is greater than the Operator can effectively manage 537 

Note 1 to entry:  OPC UA does not define the conditions that would be considered alarm flooding, these conditions 538 
are defined in other specification such as IEC 62682 or ISA 18.2 539 

3.1.5  540 
AlarmManager 541 
application that manages alarms in a system 542 

Note 1 An AlarmManager usually includes higher level functionality like intelligent alarm suppression or dynamic 543 
adjustment of limits or other alarm management functionality. It will still act on the alarm model associated with the 544 
actual alarm source. 545 

3.1.6  546 
AlarmSuppressionGroup 547 
group of Alarms that is used to suppress other Alarms. 548 

Note 1 to entry:  An AlarmSuppressionGroup is an instance of an AlarmGroupType that is used to suppress other 549 
Alarms. If any Alarm in the group is active, then the AlarmSuppressionGroup is active. If all Alarms in the 550 
AlarmSuppressionGroup are inactive then the AlarmSuppressionGroup is inactive. 551 

Note 2 to entry: The Alarm to be affected references AlarmSuppressionGroups with a HasAlarmSuppressionGroup 552 
ReferenceType.  553 

3.1.7  554 
ConditionClass 555 
Condition grouping that indicates in which domain or for what purpose a certain Condition is 556 
used 557 

Note 1 to entry: Some top-level ConditionClasses are defined in this specification. Vendors or organisations may 558 
derive more concrete classes or define different top-level classes. 559 

3.1.8  560 
ConditionBranch 561 
specific state of a Condition 562 

Note 1 to entry: The Server can maintain ConditionBranches for the current state as well as for previous states. 563 
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3.1.9  564 
ConditionSource 565 
element which a specific Condition is based upon or related to 566 

Note 1 to entry: Typically, it will be a Variable representing a process tag (e.g. FIC101) or an Object representing 567 
a device or subsystem. 568 

In Events generated for Conditions, the SourceNode Property (inherited from the BaseEventType) will contain the 569 
NodeId of the ConditionSource. 570 

3.1.10  571 
Confirm 572 
Operator action informing the Server that a corrective action has been taken to address the 573 
cause of the Alarm 574 

3.1.11  575 
Disable 576 
system is configured such that the Alarm will not be generated even though the base Alarm 577 
Condition is present 578 

Note 1 to entry:  This definition is copied from EEMUA and is further defined in EEMUA. 579 

In IEC 62682 disable has been replaced with “Out of Service”.  580 

3.1.12  581 
LatchingAlarm 582 
alarm that remains in alarm state after the process condition has returned to normal and requires an 583 
Operator reset before the alarm returns to normal 584 

Note 1 to entry: Latching alarms are typically discrepancy alarms, where an action does not occur within a specific 585 
time. Once the action occurs the alarm stays active until it is reset. 586 

3.1.13  587 
Operator 588 
special user who is assigned to monitor and control a portion of a process 589 

Note 1 to entry: “A Member of the operations team who is assigned to monitor and control a portion of the process 590 
and is working at the control system’s Console” as defined in EEMUA. In this standard an Operator is a special user. 591 
All descriptions that apply to general users also apply to Operators. 592 

3.1.14  593 
Refresh 594 
act of providing an update to an Event Subscription that provides all Alarms which are 595 
considered to be Retained 596 

Note 1 to entry: This concept is further defined in EEMUA. 597 

3.1.15  598 
Retain 599 
Alarm in a state that is interesting for a Client wishing to synchronize its state of Conditions with 600 
the Server’s state 601 

3.1.16  602 
Shelving 603 
facility where the Operator is able to temporarily prevent an Alarm from being displayed to the 604 
Operator when it is causing the Operator a nuisance 605 

Note 1 to entry ”A Shelved Alarm will be removed from the list and will not re-annunciate until un-shelved.” as 606 
defined in EEMUA. 607 

3.1.17  608 
Suppress 609 
act of determining whether an Alarm should not occur 610 

Note 1 to entry: “An Alarm is suppressed when logical criteria are applied to determine that the Alarm should not 611 
occur, even though the base Alarm Condition (e.g. Alarm setting exceeded) is present” as defined in EEMUA. In IEC 612 
62682 Suppressed Alarms are also described as being “Suppressed by Design”, in that the system is designed with 613 
logic to Suppress an Alarm when certain criteria exist. For example, if a process unit is taken off line then low level 614 
alarms are Suppressed for all equipment in the off-line unit. 615 
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3.2 Abbreviations and symbols 616 

A&E Alarm & Event (as used for OPC COM) 617 

COM (Microsoft Windows) Component Object Model 618 

DA Data Access 619 

MIME Multipurpose Internet Mail Extensions 620 

UA  Unified Architecture 621 

3.3 Used data types 622 

The following tables describe the data types that are used throughout this document. These 623 
types are separated into two tables. Base data types defined in IEC 62541-3 are given in Table 624 
1. The base types and data types defined in IEC 62541-4 are given in Table 2. 625 

Table 1 – Parameter types defined in IEC 62541-3 626 

Parameter Type  
Argument 
BaseDataType 
NodeId 
LocalizedText 
Boolean 
ByteString 
Double 
Duration 
String 
UInt16 
Int32 
UtcTime 

 627 

Table 2 – Parameter types defined in IEC 62541-4 628 

Parameter Type  
IntegerId 
StatusCode 

 629 

4 Concepts 630 

4.1 General 631 

This standard defines an Information Model for Conditions, Dialog Conditions, and Alarms 632 
including acknowledgement capabilities. It is built upon and extends base Event handling which 633 
is defined in IEC 62541-3, IEC 62541-4 and IEC 62541-5. This Information Model can also be 634 
extended to support the additional needs of specific domains. The details of what aspects of 635 
the Information Model are supported are defined via Profiles (see IEC 62541-7 for Profile 636 
definitions). Some systems may expose historical Events and Conditions via the standard 637 
Historical Access framework (see IEC 62541-11 for Historical Event definitions). 638 

4.2 Conditions 639 

Conditions are used to represent the state of a system or one of its components. Some common 640 
examples are: 641 

• a temperature exceeding a configured limit 642 

• a device needing maintenance 643 

• a batch process that requires a user to confirm some step in the process before 644 
proceeding 645 

Each Condition instance is of a specific ConditionType. The ConditionType and derived types 646 
are sub-types of the BaseEventType (see IEC 62541-3 and IEC 62541-5). This part defines 647 
types that are common across many industries. It is expected that vendors or other 648 
standardisation groups will define additional ConditionTypes deriving from the common base 649 
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types defined in this part. The ConditionTypes supported by a Server are exposed in the 650 
AddressSpace of the Server. 651 

Condition instances are specific implementations of a ConditionType. It is up to the Server 652 
whether such instances are also exposed in the Server’s AddressSpace. Clause 4.10 provides 653 
additional background about Condition instances. Condition instances shall have a unique 654 
identifier to differentiate them from other instances. This is independent of whether they are 655 
exposed in the AddressSpace. 656 

As mentioned above, Conditions represent the state of a system or one of its components. In 657 
certain cases, however, previous states that still need attention also have to be maintained. 658 
ConditionBranches are introduced to deal with this requirement and distinguish current state 659 
and previous states. Each ConditionBranch has a BranchId that differentiates it from other 660 
branches of the same Condition instance. The ConditionBranch which represents the current 661 
state of the Condition (the trunk) has a NULL BranchId. Servers can generate separate Event 662 
Notifications for each branch. When the state represented by a ConditionBranch does not need 663 
further attention, a final Event Notification for this branch will have the Retain Property set to 664 
False. Clause 5.5 provides more information and use cases. Maintaining previous states and 665 
therefore the support of multiple branches is optional for Servers. 666 

Conceptually, the lifetime of the Condition instance is independent of its state. However, 667 
Servers may provide access to Condition instances only while ConditionBranches exist. 668 

The base Condition state model is illustrated in Figure 1. It is extended by the various Condition 669 
subtypes defined in this standard and may be further extended by vendors or other 670 
standardisation groups. The primary states of a Condition are disabled and enabled. The 671 
Disabled state is intended to allow Conditions to be turned off at the Server or below the Server 672 
(in a device or some underlying system). The Enabled state is normally extended with the 673 
addition of sub-states.  674 

Enabled

Disabled

 675 

Figure 1 – Base Condition state model 676 

A transition into the Disabled state results in a Condition Event however no subsequent Event 677 
Notifications are generated until the Condition returns to the Enabled state. 678 

ISA 18.2 and IEC 62682, which are the basis for this information model, no longer support 679 
enabling and disabling of alarms. As a result, even though this feature is still supported for 680 
backward compatibility it is recommended that alarms never be disabled. 681 

When a Condition enters the Enabled state, that transition and all subsequent transitions result 682 
in Condition Events being generated by the Server. 683 

If Auditing is supported by a Server, the following Auditing related action shall be performed. 684 
The Server will generate AuditEvents for Enable and Disable operations (either through a 685 
Method call or some Server / vendor – specific means), rather than generating an AuditEvent 686 
Notification for each Condition instance being enabled or disabled. For more information, see 687 
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the definition of AuditConditionEnableEventType in 5.10.2. AuditEvents are also generated for 688 
any other Operator action that results in changes to the Conditions. 689 

4.3 Acknowledgeable Conditions 690 

AcknowledgeableConditions are sub-types of the base ConditionType. 691 
AcknowledgeableConditions expose states to indicate whether a Condition has to be 692 
acknowledged or confirmed. 693 

An AckedState and a ConfirmedState extend the EnabledState defined by the Condition. The 694 
state model is illustrated in Figure 2. The enabled state is extended by adding the AckedState 695 
and (optionally) the ConfirmedState. 696 

Enabled

Disabled

AckedState=True AckedState=False

ConfirmedState=
True

ConfirmedState=
False

 697 

Figure 2 – AcknowledgeableConditions state model 698 

Acknowledgment of the transition may come from the Client or may be due to some logic internal 699 
to the Server. For example, acknowledgment of a related Condition may result in this Condition 700 
becoming acknowledged, or the Condition may be set up to automatically Acknowledge itself 701 
when the acknowledgeable situation disappears. 702 

Two Acknowledge state models are supported by this standard. Either of these state models 703 
can be extended to support more complex acknowledgement situations. 704 

The basic Acknowledge state model is illustrated in Figure 3. This model defines an AckedState. 705 
The specific state changes that result in a change to the state depend on a Server’s 706 
implementation. For example, in typical Alarm models the change is limited to a transition to 707 
the Active state or transitions within the Active state. More complex models however can also 708 
allow for changes to the AckedState when the Condition transitions to an inactive state. 709 

Full document details: 24/30484424 DC

http://www.avadocuments.com/doc/24-30484424-dc
http://www.avadocuments.com/doc/24-30484424-dc


IEC CDV 62541-9 © IEC 2023 7  
 

AckedState = FALSE

AckedState = TRUE

Acknowledge
Method

Acked by
Server

 710 

Figure 3 - Acknowledge State Model 711 

A more complex state model which adds a confirmation to the basic Acknowledge is illustrated 712 
in Figure 4. The Confirmed Acknowledge model is typically used to differentiate between 713 
acknowledging the presence of a Condition and having done something to address the 714 
Condition. For example, an Operator receiving a motor high temperature Notification calls the 715 
Acknowledge Method to inform the Server that the high temperature has been observed. The 716 
Operator then takes some action such as lowering the load on the motor in order to reduce the 717 
temperature. The Operator then calls the Confirm Method to inform the Server that a corrective 718 
action has been taken. 719 

Acknowledged Unacknowledged

Unconfirmed Confirmed

Acknowledged by Server

Confirmed by Server

Confirmed by Method

Acknowledged by Method

Server restricts to 
Unconfirmed until 

Acknowledged

 720 
Figure 4 - Confirm acknowledge State model 721 

The AcknowledgeableConditions model can also be used for a simple Condition that requires a 722 
confirmation. For example, a motor start event might need to be acknowledged by an operator, 723 
this event is not an alarm, just an action that needs to be acknowledged by the operator. It could 724 
also be an event that is generated for an operator change of a process input (grade of paper 725 
being made) that needs to be acknowledged. It is not something that requires an anwser like a 726 
question, for this there are DialogCondition. It is just an acknowledge that the operator observed 727 
the change. 728 
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4.4 Previous states of Conditions 729 

Some systems require that previous states of a Condition are preserved for some time. A 730 
common use case is the acknowledgement process. In certain environments, it is required to 731 
acknowledge both the transition into Active state and the transition into an inactive state. 732 
Systems with strict safety rules sometimes require that every transition into Active state has to 733 
be acknowledged. In situations where state changes occur in short succession there can be 734 
multiple unacknowledged states and the Server maintains ConditionBranches for all previous 735 
unacknowledged states. These branches will be deleted after they have been acknowledged or 736 
if they reached their final state. 737 

Multiple ConditionBranches can also be used for other use cases where snapshots of previous 738 
states of a Condition require additional actions. 739 

4.5 Condition state synchronization 740 

When a Client subscribes for Events, the Notification of transitions will begin at the time of the 741 
Subscription. The currently existing state will not be reported. This means for example that 742 
Clients are not informed of currently Active Alarms until a new state change occurs. 743 

Clients can obtain the current state of all Condition instances that are in an interesting state, by 744 
requesting a Refresh for a Subscription. It should be noted that Refresh is not a general replay 745 
capability since the Server is not required to maintain an Event history. 746 

Clients request a Refresh by calling the ConditionRefresh Method. The Server will respond with 747 
a RefreshStartEventType Event. This Event is followed by the Retained Conditions. The Server 748 
may also send new Event Notifications interspersed with the Refresh related Event 749 
Notifications. After the Server is done with the Refresh, a RefreshEndEvent is issued marking 750 
the completion of the Refresh. Clients shall check for multiple Event Notifications for a 751 
ConditionBranch to avoid overwriting a new state delivered together with an older state from 752 
the Refresh process. If a ConditionBranch exists, then the current Condition shall be reported. 753 
This is True even if the only interesting item regarding the Condition is that ConditionBranches 754 
exist. This allows a Client to accurately represent the current Condition state. 755 

A Client that wishes to display the current status of Alarms and Conditions (known as a “current 756 
Alarm display”) would use the following logic to process Refresh Event Notifications. The Client 757 
flags all Retained Conditions as suspect on reception of the Event of the 758 
RefreshStartEventType. The Client adds any new Events that are received during the Refresh 759 
without flagging them as suspect. The Client also removes the suspect flag from any Retained 760 
Conditions that are returned as part of the Refresh. When the Client receives a 761 
RefreshEndEvent, the Client removes any remaining suspect Events, since they no longer 762 
apply. 763 

The following items should be noted with regard to ConditionRefresh: 764 

• As described in 4.4 some systems require that previous states of a Condition are 765 
preserved for some time. Some Servers – in particular if they require acknowledgement 766 
of previous states – will maintain separate ConditionBranches for prior states that still 767 
need attention. 768 

ConditionRefresh shall issue Event Notifications for all interesting states (current and 769 
previous) of a Condition instance and Clients can therefore receive more than one Event 770 
for a Condition instance with different BranchIds. 771 

• Under some circumstances a Server may not be capable of ensuring the Client is fully 772 
in sync with the current state of Condition instances. For example, if the underlying 773 
system represented by the Server is reset or communications are lost for some period 774 
of time the Server may need to resynchronize itself with the underlying system. In these 775 
cases, the Server shall send an Event of the RefreshRequiredEventType to advise the 776 
Client that a Refresh may be necessary. A Client receiving this special Event should 777 
initiate a ConditionRefresh as noted in this clause. 778 

• To ensure a Client is always informed, the three special EventTypes 779 
(RefreshEndEventType, RefreshStartEventType and RefreshRequiredEventType) 780 
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ignore the Event content filtering associated with a Subscription and will always be 781 
delivered to the Client. 782 

• ConditionRefresh applies to a Subscription. If multiple Event Notifiers are included in 783 
the same Subscription, all Event Notifiers are refreshed. 784 

4.6 Severity, quality, and comment 785 

Comment, severity and quality are important elements of Conditions and any change to them 786 
will cause Event Notifications. 787 

The Severity of a Condition is inherited from the base Event model defined in IEC 62541-5. It 788 
indicates the urgency of the Condition and is also commonly called ‘priority’, especially in 789 
relation to Alarms in the ProcessConditionClassType. 790 

A Comment is a user generated string that is to be associated with a certain state of a Condition. 791 

Quality refers to the quality of the data value(s) upon which this Condition is based. Since a 792 
Condition is usually based on one or more Variables, the Condition inherits the quality of these 793 
Variables. E.g., if the process value is “Uncertain”, the “Level Alarm” Condition is also 794 
questionable. If more than one variable is represented by a given condition or if the condition 795 
is from an underlining system and no direct mapping to a variable is available, it is up to the 796 
application to determine what quality is displayed as part of the condition. 797 

4.7 Dialogs 798 

Dialogs are ConditionTypes used by a Server to request user input. They are typically used 799 
when a Server has entered some state that requires intervention by a Client. For example, a 800 
Server monitoring a paper machine indicates that a roll of paper has been wound and is ready 801 
for inspection. The Server would activate a Dialog Condition indicating to the user that an 802 
inspection is required. Once the inspection has taken place the user responds by informing the 803 
Server of an accepted or unaccepted inspection allowing the process to continue. 804 

4.8 Alarms 805 

Alarms are specializations of AcknowledgeableConditions that add the concepts of an Active 806 
state and other states like Shelving state and Suppressed state to a Condition. The state model 807 
is illustrated in Figure 5. The complete model with all states is defined in 5.8. 808 
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Enabled

Disabled

Active = True Active = False

Suppressed = TRUE Suppressed = FALSE

Shelved Unshelved

OutOfService = True OutOfService = False

AckedState = True AckedState = False

ConfirmedState = True ConfirmedState = False

SilenceState = True SilenceState = False

LatchedState = True LatchedState = False

 809 

Figure 5 – Alarm state machine model 810 

An Alarm in the Active state indicates that the situation the Condition is representing currently 811 
exists. When an Alarm is an inactive state it is representing a situation that has returned to a 812 
normal state. 813 

Some Alarm subtypes introduce sub-states of the Active state. For example, an Alarm 814 
representing a temperature may provide a high level state as well as a critically high state (see 815 
following Clause). 816 

The shelving state can be set by an Operator via OPC UA Methods. The suppressed state is 817 
set internally by the Server due to system specific reasons. Alarm systems typically implement 818 
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the suppress, out of service and shelve features to help keep Operators from being 819 
overwhelmed during Alarm “storms” by limiting the number of Alarms an Operator sees on a 820 
current Alarm display. This is accomplished by setting the SuppressedOrShelved flag on second 821 
order dependent Alarms and/or Alarms of less severity, leading the Operator to concentrate on 822 
the most critical issues. 823 

The LatchedState is a state that is added to any alarm that requires additional processing, once 824 
it goes active it does not clear until it is explicitly reset, even if the value that triggered the alarm 825 
returns to normal. This might be an alarm that requires a physical inspection once it has 826 
occurred to ensure it is no longer in alarm, or a series of tests that might be required to ensure 827 
the alarm is no longer active or some other actions. Any AlarmType can become a latched alarm 828 
by the addition of this optional sub-state. 829 

The shelved, out of service and suppressed states differ from the Disabled state in that Alarms 830 
are still fully functional and can be included in Subscription Notifications to a Client. A disabled 831 
Alarm is not processed in any manner, and is not supported as part of the active Alarm model 832 
defined in ISA 18.2. 833 

Alarms follow a typical timeline that is illustrated in Figure 6. They have a number of delay times 834 
associated with them and a number of states that they might occupy. The goal of an alarming 835 
system is to inform Operators about conditions in a timely manner and allow the Operator to 836 
take some action before some consequences occur. The consequences may be economic 837 
(product is not usable and must be discard), may be physical (tank overflows), may safety (fire 838 
or explosion could occur) or any of a number of other possibilities. Typically, if no action is taken 839 
related to an alarm for some period of time the process will cross some threshold at which point 840 
consequences will start to occur. The OPC UA Alarm model describes these states, delays and 841 
actions. 842 
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Alarm Limit
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Process
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Acknowledged Alarm

Process 
Responds to 

action
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OffDelay
 843 

Figure 6 – Typical Alarm Timeline example 844 

 845 

4.9 Multiple active states 846 

In some cases, it is desirable to further define the Active state of an Alarm by providing a sub-847 
state machine for the Active State. For example, a multi-state level Alarm when in the Active 848 
state may be in one of the following sub-states: LowLow, Low, High or HighHigh. The state 849 
model is illustrated in Figure 7. 850 
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Active = TRUE

Active = FALSE

Low High

LowLow HighHigh

 851 

Figure 7 – Multiple active states example 852 

With the multi-state Alarm model, state transitions among the sub-states of Active are allowed 853 
without causing a transition out of the Active state. 854 

To accommodate different use cases both a (mutually) exclusive and a non-exclusive model 855 
are supported. 856 

Exclusive means that the Alarm can only be in one sub-state at a time. If for example a 857 
temperature exceeds the HighHigh limit the associated exclusive level Alarm will be in the 858 
HighHigh sub-state and not in the High sub-state. 859 

Some Alarm systems, however, allow multiple sub-states to exist in parallel. This is called non-860 
exclusive. In the previous example where the temperature exceeds the HighHigh limit a non-861 
exclusive level Alarm will be both in the High and the HighHigh sub-state. 862 

4.10 Condition instances in the AddressSpace 863 

Because Conditions always have a state (Enabled or Disabled) and possibly many sub-states 864 
it makes sense to have instances of Conditions present in the AddressSpace. If the Server 865 
exposes Condition instances they usually will appear in the AddressSpace as components of 866 
the Objects that “own” them. For example, a temperature transmitter that has a built-in high 867 
temperature Alarm would appear in the AddressSpace as an instance of some temperature 868 
transmitter Object with a HasComponent Reference to an instance of a LimitAlarmType. 869 

The availability of instances allows Data Access Clients to monitor the current Condition state 870 
by subscribing to the Attribute values of Variable Nodes. The values of the nodes may not 871 
always correspond with the value that appear in Events, they may be more recent than what 872 
was in the Event.  873 

While exposing Condition instances in the AddressSpace is not always possible, doing so allows 874 
for direct interaction (read, write and Method invocation) with a specific Condition instance. For 875 
example, if a Condition instance is not exposed, there is no way to invoke the Enable or Disable 876 
Method for the specific Condition instance. 877 
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4.11 Alarm and Condition auditing 878 

The OPC UA Standards include provisions for auditing. Auditing is an important security and 879 
tracking concept. Audit records provide the “Who”, “When” and “What” information regarding 880 
user interactions with a system. These audit records are especially important when Alarm 881 
management is considered. Alarms are the typical instrument for providing information to a user 882 
that something needs the user’s attention. A record of how the user reacts to this information is 883 
required in many cases. Audit records are generated for all Method calls that affect the state of 884 
the system, for example, an Acknowledge Method call would generate an 885 
AuditConditionAcknowledgeEventType Event. 886 

The standard AuditEventTypes defined in IEC 62541-5 already include the fields required for 887 
Condition related audit records. To allow for filtering and grouping, this standard defines a 888 
number of sub-types of the AuditEventTypes but without adding new fields to them. 889 

This standard describes the AuditEventType that each Method shall generate if Audit Events 890 
are supported by the Server. For example, the Disable Method has an AlwaysGeneratesEvent 891 
Reference to an AuditConditionEnableEventType. An Event of this type shall be generated for 892 
every invocation of the Method if audit events are supported. The audit Event describes the 893 
user interaction with the system, in some cases this interaction may affect more than one 894 
Condition or be related to more than one state. 895 

4.12 Alarms in a system 896 

In a system, alarms might be managed at different levels and by different applications. An alarm 897 
might be detected in an instrument, but the full alarm model for that alarm instance might be 898 
maintained in a higher level Server. This can cause issues in cases where the instrument is 899 
restarted or the UA Server that is acting as an alarm server is restarted. It is desirable that the 900 
state of alarms is maintained and that after any restart of either application all alarms recover 901 
their same state as before the restart. But it is acceptable if an alarm might require some 902 
management actions again following a restart. It is not acceptable that a device that is in alarm 903 
is no longer reported as being in alarm. For example, if the AlarmManager is restarted when it 904 
recovers it is able to detect that the device has an alarm, but it might not be able to recover that 905 
the alarm has a comment that had been entered as part of an alarm acknowledgement or even 906 
that is was acknowledged. The details of what states are expected to be recovered are provided 907 
in the individual object models. 908 

5 Model 909 

5.1 General 910 

The Alarm and Condition model extends the OPC UA base Event model by defining various 911 
Event Types based on the BaseEventType. All of the Event Types defined in this standard can 912 
be further extended to form domain or Server specific Alarm and Condition Types. 913 

Instances of Alarm and Condition Types may be optionally exposed in the AddressSpace in 914 
order to allow direct access to the state of an Alarm or Condition. Instances not exposed in the 915 
AddressSpace still have a ConditionId (NodeId). This NodeId can be the target of references in 916 
the AddressSpace even though the target node does not exist in the AddressSpace. For 917 
example, an AlarmGroup might reference a number of Conditions that do not exist in the 918 
AddressSpace. 919 

The following sub clauses define the OPC UA Alarm and Condition Types. Figure 8 informally 920 
describes the hierarchy of these Types. Subtypes of the LimitAlarmType and the 921 
DiscreteAlarmType are not shown.  922 
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 923 

Figure 8 – ConditionType hierarchy 924 

5.2 Two-state state machines 925 

Most states defined in this standard are simple – i.e. they are either True or False. The 926 
TwoStateVariableType is introduced specifically for this use case. More complex states are 927 
modelled by using a StateMachineType defined in IEC 62541-16. 928 

The TwoStateVariableType is derived from the StateVariableType defined in IEC 62541-16. and 929 
formally defined in Table 3. 930 

Table 3 – TwoStateVariableType definition 931 

Attribute Value 
BrowseName TwoStateVariableType 
DataType LocalizedText 
ValueRank -1 (-1 = Scalar) 
IsAbstract False 
References NodeClass BrowseName  DataType TypeDefinition Modelling 

Rule 
Subtype of the StateVariableType defined in IEC 62541-16.  
Note that a Reference to this subtype is not shown in the definition of the StateVariableType 
HasProperty Variable Id Boolean PropertyType Mandatory 
HasProperty Variable TransitionTime UtcTime PropertyType Optional 
HasProperty Variable EffectiveTransitionTime UtcTime PropertyType Optional 
HasProperty Variable TrueState LocalizedText PropertyType Optional 
HasProperty Variable FalseState LocalizedText PropertyType Optional 
     
ConformanceUnits 
A & C Basic 

 932 
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The Value Attribute of an instance of TwoStateVariableType contains the current state as a 933 
human readable name. The EnabledState for example, might contain the name “Enabled” when 934 
True and “Disabled” when False. 935 

Id is inherited from the StateVariableType and overridden to reflect the required DataType 936 
(Boolean). The value shall be the current state, i.e. either True or False. 937 

TransitionTime specifies the time when the current state was entered. 938 

EffectiveTransitionTime specifies the time when the current state or one of its sub states was 939 
entered. If, for example, a LevelAlarm is active and – while active – switches several times 940 
between High and HighHigh, then the TransitionTime stays at the point in time where the Alarm 941 
became active whereas the EffectiveTransitionTime changes with each shift of a sub state. 942 

The optional Property EffectiveDisplayName from the StateVariableType is used if a state has 943 
sub states. It contains a human readable name for the current state after taking the state of any 944 
SubStateMachines in account. As an example, the EffectiveDisplayName of the EnabledState 945 
could contain “Active/HighHigh” to specify that the Condition is active and has exceeded the 946 
HighHigh limit. 947 

Other optional Properties of the StateVariableType have no defined meaning for 948 
TwoStateVariableType. 949 

TrueState and FalseState contain the localized string for the TwoStateVariableType value when 950 
its Id Property has the value True or False, respectively. Since the two Properties provide meta-951 
data for the Type, Servers shall not allow these Properties to be selected in the Event filter for 952 
a MonitoredItem. The TrueState Property and FalseState Property shall only exist on 953 
InstanceDeclarations. See Figure 9 for an illustration. Clients can use the Read Service to get 954 
the values of the TrueState and FalseState Property. 955 

A HasTrueSubState Reference is used to indicate that the True state has sub states. 956 

A HasFalseSubState Reference is used to indicate that the False state has sub states. 957 
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 958 

Figure 9 - TwoStateVariable Illustration 959 
 960 

5.3 ConditionVariable 961 

Various information elements of a Condition are not considered to be states. However, a change 962 
in their value is considered important and supposed to trigger an Event Notification. These 963 
information elements are called ConditionVariable. 964 

ConditionVariables are represented by a ConditionVariableType, formally defined in Table 4. 965 

Table 4 – ConditionVariableType definition 966 

Attribute Value 
BrowseName ConditionVariableType 
DataType BaseDataType 
ValueRank -2 (-2 = Any) 
IsAbstract False 
References NodeClass BrowseName  DataType TypeDefinition Modelling 

Rule 
Subtype of the BaseDataVariableType defined in IEC 62541-5.  
HasProperty Variable SourceTimestamp UtcTime PropertyType Mandatory 
ConformanceUnits 
A & C Basic 

 967 

SourceTimestamp indicates the time of the last change of the Value of this ConditionVariable. 968 
It shall be the same time that would be returned from the Read Service inside the DataValue 969 
structure for the ConditionVariable Value Attribute. 970 
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5.4 ReferenceTypes 971 

5.4.1 General 972 

This Clause defines ReferenceTypes that are needed beyond those already specified as part 973 
of IEC 62541-3 and IEC 62541-5. This includes extending TwoStateVariableType state 974 
machines with sub states and the addition of Alarm grouping.  975 

The TwoStateVariableType References will only exist when sub states are available. For 976 
example, if a TwoStateVariableType machine is in a False State, then any sub states referenced 977 
from the True state will not be available. If an Event is generated while in the False state and 978 
information from the True state sub state is part of the data that is to be reported than this data 979 
would be reported as a NULL. With this approach, TwoStateVariableTypes can be extended 980 
with subordinate state machines in a similar fashion to the StateMachineType defined in IEC 981 
62541-16. 982 

5.4.2 HasTrueSubState ReferenceType 983 

The HasTrueSubState ReferenceType is a concrete ReferenceType that can be used directly. 984 
It is a subtype of the NonHierarchicalReferences ReferenceType. 985 

The semantics indicate that the sub state (the target Node) is a subordinate state of the True 986 
super state. If more than one state within a Condition is a sub state of the same super state 987 
(i.e. several HasTrueSubState References exist for the same super state) they are all treated 988 
as independent sub states. The representation in the AddressSpace is specified in Table 5. 989 

The SourceNode of the Reference shall be an instance of a TwoStateVariableType and the 990 
TargetNode shall be either an instance of a TwoStateVariableType or an instance of a subtype 991 
of a StateMachineType. 992 

It is not required to provide the HasTrueSubState Reference from super state to sub state, but 993 
it is required that the sub state provides the inverse Reference (IsTrueSubStateOf) to its super 994 
state. 995 

Table 5 – HasTrueSubState ReferenceType  996 

Attributes Value 
BrowseName HasTrueSubState 
InverseName IsTrueSubStateOf  
Symmetric False 
IsAbstract False 
References NodeClass BrowseName  Comment 
    
ConformanceUnits 
A & C Basic 

 997 

5.4.3 HasFalseSubState ReferenceType 998 

The HasFalseSubState ReferenceType is a concrete ReferenceType that can be used directly. 999 
It is a subtype of the NonHierarchicalReferences ReferenceType. 1000 

The semantics indicate that the sub state (the target Node) is a subordinate state of the False 1001 
super state. If more than one state within a Condition is a sub state of the same super state 1002 
(i.e. several HasFalseSubState References exist for the same super state) they are all treated 1003 
as independent sub states. The representation in the AddressSpace is specified in Table 6. 1004 

The SourceNode of the Reference shall be an instance of a TwoStateVariableType and the 1005 
TargetNode shall be either an instance of a TwoStateVariableType or an instance of a subtype 1006 
of a StateMachineType. 1007 

It is not required to provide the HasFalseSubState Reference from super state to sub state, but 1008 
it is required that the sub state provides the inverse Reference (IsFalseSubStateOf) to its super 1009 
state. 1010 
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Table 6 – HasFalseSubState ReferenceType  1011 

Attributes Value 
BrowseName HasFalseSubState 
InverseName IsFalseSubStateOf 
Symmetric False 
IsAbstract False 
References NodeClass BrowseName  Comment 
    
ConformanceUnits 
A & C Basic 

 1012 

5.4.4 HasAlarmSuppressionGroup ReferenceType 1013 

The HasAlarmSuppressionGroup ReferenceType is a concrete ReferenceType that can be used 1014 
directly. It is a subtype of the HasComponent ReferenceType. The representation in the 1015 
AddressSpace is specified in Table 7 1016 

This ReferenceType binds an AlarmSuppressionGroup to an Alarm. 1017 

The SourceNode of the Reference shall be an instance of an AlarmConditionType or sub type. 1018 
The TargetNode shall be an instance of an AlarmGroupType. 1019 

Table 7 – HasAlarmSuppressionGroup ReferenceType  1020 

Attributes Value 
BrowseName HasAlarmSuppressionGroup 
InverseName IsAlarmSuppressionGroupOf  
Symmetric False 
IsAbstract False 
References NodeClass BrowseName  Comment 
    
ConformanceUnits 
A & C Suppression Group 

 1021 

5.4.5 AlarmGroupMember ReferenceType 1022 

The AlarmGroupMember ReferenceType is a concrete ReferenceType that can be used directly. 1023 
It is a subtype of the Organizes Reference Type. 1024 

This ReferenceType is used to indicate the Alarm instances that are part of an Alarm Group. 1025 
The representation in the AddressSpace is specified in Table 8 1026 

The SourceNode of the Reference shall be an instance of an AlarmGroupType or sub type of it. 1027 
The TargetNode shall be an instance of an AlarmConditionType or a subtype of it. 1028 

Table 8 – AlarmGroupMember ReferenceType  1029 

Attributes Value 
BrowseName AlarmGroupMember 
InverseName MemberOfAlarmGroup  
Symmetric False 
IsAbstract False 
References NodeClass BrowseName  Comment 
    
ConformanceUnits 
A & C Suppression Group 
 

A & C First in Group Alarm 
 1030 

5.4.6 AlarmSuppressionGroupMember ReferenceType 1031 

The AlarmSuppressionGroupMember ReferenceType is a concrete ReferenceType that can be 1032 
used directly. It is a subtype of the AlarmGroupMember ReferenceType. 1033 
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This ReferenceType is used to indicate the Alarm instances or Boolean Variables that are part 1034 
of an Alarm Group. The representation in the AddressSpace is specified in Table 9 1035 

The SourceNode of the Reference shall be an instance of an AlarmGroupType or sub type of it. 1036 
The TargetNode shall be an instance of an AlarmConditionType or a subtype of it, or an instance 1037 
of BaseDataVariableType that has a DataType of Boolean. 1038 

Table 9 – AlarmSuppressionGroupMember ReferenceType  1039 

Attributes Value 
BrowseName AlarmSuppressionGroupMember 
InverseName MemberOfAlarmSuppressionGroup  
Symmetric False 
IsAbstract False 
References NodeClass BrowseName  Comment 
    
ConformanceUnits 
A & C Suppression Group 
 

 
 1040 

5.5 Condition Model 1041 

5.5.1 General 1042 

The Condition model extends the Event model by defining the ConditionType. The 1043 
ConditionType introduces the concept of states differentiating it from the base Event model. 1044 
Unlike the BaseEventType, Conditions are not transient. The ConditionType is further extended 1045 
into Dialog and AcknowledgeableConditionType, each of which has their own sub-types. 1046 

The Condition model is illustrated in Figure 10 and formally defined in the subsequent tables. It 1047 
is worth noting that this figure, like all figures in this document, is not intended to be complete. 1048 
Rather, the figures only illustrate information provided by the formal definitions. 1049 
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 1050 

Figure 10 – Condition model 1051 

5.5.2 ConditionType 1052 

The ConditionType defines all general characteristics of a Condition. All other ConditionTypes 1053 
derive from it. It is formally defined in Table 10 and Table 11. The False state of the 1054 
EnabledState shall not be extended with a sub state machine. 1055 
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Table 10 – ConditionType definition  1056 

Attribute Value 
BrowseName ConditionType 
IsAbstract True 
References NodeClass BrowseName  DataType TypeDefinition Modelling

Rule 
Subtype of the BaseEventType defined in IEC 62541-5 
HasSubtype ObjectType DialogConditionType Defined in Clause 5.6.2 
HasSubtype ObjectType AcknowledgeableConditionType Defined in Clause 5.7.2 
      
HasProperty Variable ConditionClassId NodeId PropertyType Mandatory 
HasProperty Variable ConditionClassName LocalizedText PropertyType Mandatory 
HasProperty Variable ConditionName String PropertyType Mandatory 
HasProperty Variable BranchId NodeId PropertyType Mandatory 
HasProperty Variable Retain Boolean PropertyType Mandatory 
HasProperty Variable SupportsFilteredRetain Boolean PropertyType  
HasComponent Variable EnabledState LocalizedText TwoStateVariableType Mandatory 
HasComponent Variable Quality StatusCode ConditionVariableType Mandatory 
HasComponent Variable LastSeverity UInt16 ConditionVariableType Mandatory 
HasComponent Variable Comment LocalizedText ConditionVariableType Mandatory 
HasProperty Variable ClientUserId String PropertyType Mandatory 
      
HasComponent Method Disable Defined in Clause 5.5.4 Mandatory 
HasComponent Method Enable Defined in Clause 5.5.5 Mandatory 
HasComponent Method AddComment Defined in Clause 5.5.6 Mandatory 
HasComponent Method ConditionRefresh Defined in Clause 5.5.7  
HasComponent Method ConditionRefresh2 Defined in Clause 5.5.8  
ConformanceUnits 
A & C Basic 
 1057 

Table 11 – ConditionType Additional Subcomponents 1058 

BrowsePath References NodeClass BrowseName DataType TypeDefinition Others 
EnabledState HasProperty Variable TrueState LocalizedText PropertyType 

 

EnabledState HasProperty Variable FalseState LocalizedText PropertyType  
 1059 

The empty “Others” column indicates that no ModellingRule applies. 1060 

The ConditionType inherits all Properties of the BaseEventType. Their semantic is defined in 1061 
IEC 62541-5. SourceNode Property identifies the ConditionSource. See 5.12 for more details. 1062 
If the ConditionSource is not a Node in the AddressSpace, the NodeId is set to NULL. The 1063 
SourceNode Property is the Node, which the Condition is associated with, it may be the same 1064 
as the InputNode for an Alarm, but it may be a separate node. For example, a motor, which is 1065 
a Variable with a Value that is an RPM, may be the ConditionSource for Conditions that are 1066 
related to the motor as well as a temperature sensor associated with the motor. In the former 1067 
the InputNode for the High RPM Alarm is the value of the Motor RPM, while in the later the 1068 
InputNode of the High Alarm would be the value of the temperature sensor that is associated 1069 
with the motor. 1070 

ConditionClassId, ConditionClassName, ConditionSubClassId and ConditionSubClassName 1071 
originally defined in ConditionType are now defined in the BaseEventType (from which this type 1072 
is derived). They are optional in the BaseEventType, but ConditionClassId, and 1073 
ConditionClassName are Mandatory in ConditionType and thus listed (to update the modelling 1074 
rule).  1075 

ConditionName identifies the Condition instance that the Event originated from. It can be used 1076 
together with the SourceName in a user display to distinguish between different Condition 1077 
instances. If a ConditionSource has only one instance of a ConditionType, and the Server has 1078 
no instance name, the Server shall supply the name element of the BrowseName of the 1079 
ConditionType. 1080 

BranchId is NULL for all Event Notifications that relate to the current state of the Condition 1081 
instance. If BranchId is not NULL, it identifies a previous state of this Condition instance that 1082 
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still needs attention by an Operator. If the current ConditionBranch is transformed into a 1083 
previous ConditionBranch then the Server needs to assign a non-NULL BranchId. An initial 1084 
Event for the branch will generated with the values of the ConditionBranch and the new 1085 
BranchId. The ConditionBranch can be updated many times before it is no longer needed. When 1086 
the ConditionBranch no longer requires Operator input the final Event will have Retain set to 1087 
False. The retain bit on the current Event is True, as long as any ConditionBranches require 1088 
Operator input. See 4.2 for more information about the need for creating and maintaining 1089 
previous ConditionBranches and Clause B.1 for an example using branches. The BranchId 1090 
DataType is NodeId although the Server is not required to have ConditionBranches in the 1091 
AddressSpace. The use of a NodeId allows the Server to use simple numeric identifiers, strings 1092 
or arrays of bytes. 1093 

Retain when True describes a Condition (or ConditionBranch) as being in a state that is 1094 
interesting for a Client wishing to synchronize its state with the Server’s state. The logic to 1095 
determine how this flag is set is Server specific. Typically, all Active Alarms would have the 1096 
Retain flag set; however, it is also possible for inactive Alarms to have their Retain flag set to 1097 
True. 1098 

In normal processing when a Client receives an Event with the Retain flag set to False, the 1099 
Client should consider this as a ConditionBranch that is no longer of interest, in the case of a 1100 
“current Alarm display” the ConditionBranch would be removed from the display. 1101 

SupportsFilteredRetain Property is only provided on the ConditionType. When this Property is 1102 
set to True on the Type, then the Server provides a Client specific Retain flag value taking into 1103 
account any Client provided filter. When the property is False on the ConditionType then the 1104 
Server does not provide a Client specific the value of the Retain flag. For example, if a Client 1105 
applies a filter to exclude Alarms that are shelved, and the SupportsFilteredRetain is set to 1106 
True, the Client receives an Alarm (it is not shelved, Retain is true). The Client (or another 1107 
Client) shelves the Alarm. At this point the Alarm no longer passes the filter, but since the 1108 
previous event was sent, this event is transmitted with Retain = False. For an example see 1109 
B.1.4 1110 

New State
 Pass Filter? Send Event

Send Event with 
Retain=False

Previous
 State

 Pass Filter?

ConditionState 
Change

Don’t Send Event

No

No

Yes

Yes

 1111 

Figure 11 - SupportsFilteredRetain process 1112 

Figure 11 provides an illustration of the processing a Server shall follow for processing Retain 1113 
flag when SupportsFilteredRetain flag is set to True. 1114 

EnabledState indicates whether the Condition is enabled. EnabledState/Id is True if enabled, 1115 
False otherwise. EnabledState/TransitionTime defines when the EnabledState last changed. 1116 
Recommended state names are described in A.1. 1117 

A Condition’s EnabledState effects the generation of Event Notifications and as such results in 1118 
the following specific behaviour: 1119 
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• When the Condition instance enters the Disabled state, the Retain Property of this 1120 
Condition shall be set to False by the Server to indicate to the Client that the Condition 1121 
instance is currently not of interest to Clients. This includes all ConditionBranches if any 1122 
branches exist. 1123 

• When the Condition instance enters the enabled state, the Condition shall be evaluated 1124 
and all of its Properties updated to reflect the current values. If this evaluation causes 1125 
the Retain Property to transition to True for any ConditionBranch, then an Event 1126 
Notification shall be generated for that ConditionBranch. 1127 

• The Server may choose to continue to test for a Condition instance while it is Disabled. 1128 
However, no Event Notifications will be generated while the Condition instance is 1129 
disabled. 1130 

• For any Condition that exists in the AddressSpace the Attributes and the following 1131 
Variables will continue to have valid values even in the Disabled state; EventId, Event 1132 
Type, Source Node, Source Name, Time, and EnabledState. Other Properties may no 1133 
longer provide current valid values. All Variables that are no longer provided shall return 1134 
a status of Bad_ConditionDisabled. The Event that reports the Disabled state should 1135 
report the Properties as NULL or with a status of Bad_ConditionDisabled. 1136 

When enabled, changes to the following Variables shall cause a ConditionType Event 1137 
Notification: 1138 

• Quality 1139 

• Severity (inherited from BaseEventType) 1140 

• Comment 1141 

This may not be the complete list. Subtypes of ConditionType may define additional Variables 1142 
that trigger Event Notifications. In general, changes to Variables of the types 1143 
TwoStateVariableType, ConditionVariableType, StateMachineType or any of their subtypes 1144 
trigger Event Notifications and are not explicitly described in subtypes. 1145 

In the event of a restart of an AlarmManager, the AlarmManager shall recover the 1146 
Enabled/Disabled states of all current conditions. If the system can not determine if the 1147 
Condition is Enabled or Disabled, it shall be Enabled. 1148 

Quality reveals the status of process values or other resources that this Condition instance is 1149 
based upon. If, for example, a process value is “Uncertain”, the associated “LevelAlarm” 1150 
Condition is also questionable. Values for the Quality can be any of the OPC StatusCodes 1151 
defined in IEC 62541-8 as well as Good, Uncertain and Bad as defined in IEC 62541-4. These 1152 
StatusCodes are similar to but slightly more generic than the description of data quality in the 1153 
various field bus specifications. It is the responsibility of the Server to map internal status 1154 
information to these codes. A Server that supports no quality information shall return Good. 1155 
This quality can also reflect the communication status associated with the system that this value 1156 
or resource is based on and from which this Alarm was received. For communication errors to 1157 
the underlying system, especially those that result in some unavailable Event fields, the quality 1158 
shall be Bad_NoCommunication error. 1159 

Events are only generated for Conditions that have their Retain field set to True and for the 1160 
initial transition of the Retain field from True to False. 1161 

LastSeverity provides the previous severity of the ConditionBranch. Initially this Variable 1162 
contains a zero value; it will return a value only after a severity change. The new severity is 1163 
supplied via the Severity Property, which is inherited from the BaseEventType. 1164 

Comment contains the last comment provided for a certain state (ConditionBranch) of a 1165 
Condition. It may have been provided by an AddComment Method, some other Method or in 1166 
some other manner. Any change in this field, shall trigger a new event to be generated. The 1167 
initial value of this Variable is NULL, unless it is provided in some other manner. 1168 

ClientUserId is related to the Comment field and contains the identity of the user who inserted 1169 
the most recent Comment. The logic to obtain the ClientUserId is defined in IEC 62541-5. 1170 
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The NodeId of the Condition instance is used as ConditionId. It is not explicitly modelled as a 1171 
component of the ConditionType. However, it can be requested with the following 1172 
SimpleAttributeOperand (see Table 12) in the SelectClause of the EventFilter: See IEC 62541-1173 
4 for a detailed definition of the SelectClause in an Event Subscription. 1174 

Table 12 – ConditionId SimpleAttributeOperand Illustration 1175 

Name Type Description 
SimpleAttributeOperand   
 typeId NodeId NodeId of the ConditionType Node 
 browsePath[] QualifiedName empty  
 attributeId IntegerId Id of the NodeId Attribute 

 1176 

5.5.3 Condition and branch instances 1177 

Conditions are Objects which have a state which changes over time. Each Condition instance 1178 
has a ConditionId as an identifier which uniquely identifies it within the Server. This Condition 1179 
(and it representative ConditionId) follows the same rules associated with Nodes (and their 1180 
representative NodeIds) in the AddressSpace (see IEC 62541-3). Therefore, once a Condition 1181 
is created in a system that does not expose instances, any time that Condition is active it shall 1182 
always have the same ConditionId. This allows higher level alarm management systems to 1183 
operate on Conditions and to perform analysis of them. 1184 

A Condition instance may be an Object that appears in the Server Address Space. If this is the 1185 
case the ConditionId shall be the NodeId for the Object. 1186 

The state of a Condition instance at any given time is the set values for the Variables that belong 1187 
to the Condition instance. If one or more Variable values change the Server generates an Event 1188 
with a unique EventId. 1189 

If a Client calls Refresh the Server will report the current state of a Condition instance by re-1190 
sending the last Event (i.e. the same EventId and Time is sent). 1191 

A ConditionBranch is a copy of the Condition instance state that can change independently of 1192 
the current Condition instance state. Each Branch has an identifier called a BranchId which is 1193 
unique among all active Branches for a Condition instance. Branches are typically not visible in 1194 
the Address Space and this standard does not define a standard way to make them visible. 1195 

5.5.4 Disable Method 1196 

The Disable Method is used to change a Condition instance to the Disabled state. Normally, the 1197 
NodeId of the object instance as the ObjectId is passed to the Call Service. However, some 1198 
Servers do not expose Condition instances in the AddressSpace. Therefore, all Servers shall 1199 
allow Clients to call the Disable Method by specifying ConditionId as the ObjectId. The Method 1200 
cannot be called with an ObjectId of the ConditionType Node. Since Condition instances may 1201 
not be defined in the AddressSpace, the MethodId that is passed in the Call Service shall be 1202 
the NodeId of the Disable Method on the ConditionType. 1203 

Signature 1204 

Disable(); 1205 
 1206 

Method Result Codes in Table 13 (defined in Call Service) 1207 

Table 13 – Disable result codes 1208 

Result Code Description 
Bad_ConditionAlreadyDisabled See Table 137 for the description of this result code. 

 1209 

Table 14 specifies the AddressSpace representation for the Disable Method. 1210 
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Table 14 – Disable Method AddressSpace definition 1211 

Attribute Value 
BrowseName Disable 
References NodeClass BrowseName  DataType TypeDefinition Modelling

Rule 
AlwaysGeneratesEvent ObjectType AuditConditionEnable

EventType 
Defined in 5.10.2 

ConformanceUnits 
A & C Enable 

 1212 

If Auditing is supported, this Method shall generate an Event of AuditConditionEnableEventType 1213 
for all invocations of the Method.  1214 

5.5.5 Enable Method 1215 

The Enable Method is used to change a Condition instance to the enabled state. Normally, the 1216 
NodeId of the object instance as the ObjectId is passed to the Call Service. However, some 1217 
Servers do not expose Condition instances in the AddressSpace. Therefore, all Servers shall 1218 
allow Clients to call the Enable Method by specifying ConditionId as the ObjectId. The Method 1219 
cannot be called with an ObjectId of the ConditionType Node. If the Condition instance is not 1220 
exposed, then it may be difficult for a Client to determine the ConditionId for a disabled 1221 
Condition. Since Condition instances may not be defined in the AddressSpace, the MethodId 1222 
that is passed in the Call Service shall be the NodeId of the Enable Method on the 1223 
ConditionType. 1224 

Signature 1225 

Enable(); 1226 
 1227 

Method result codes in Table 15 (defined in Call Service) 1228 

Table 15 – Enable result codes 1229 

Result Code Description 
Bad_ConditionAlreadyEnabled See Table 137 for the description of this result code. 

 1230 

Table 16 specifies the AddressSpace representation for the Enable Method. 1231 

Table 16 – Enable Method AddressSpace definition 1232 

Attribute Value 
BrowseName Enable 
References NodeClass BrowseName  DataType TypeDefinition Modelling

Rule 
AlwaysGeneratesEvent ObjectType AuditConditionEnableEventType Defined in 5.10.2 
ConformanceUnits 
A & C Enable 

 1233 

If Auditing is supported, this Method shall generate an Event of AuditConditionEnableEventType 1234 
for all invocations of the Method.  1235 

5.5.6 AddComment Method 1236 

The AddComment Method is used to apply a comment to a specific state of a Condition instance. 1237 
Normally, the NodeId of the Object instance is passed as the ObjectId to the Call Service. 1238 
However, some Servers do not expose Condition instances in the AddressSpace. Therefore, all 1239 
Servers shall also allow Clients to call the AddComment Method by specifying ConditionId as 1240 
the ObjectId. The Method cannot be called with an ObjectId of the ConditionType Node. 1241 

Signature 1242 

AddComment( 1243 
 [in] ByteString EventId 1244 
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 [in] LocalizedText Comment 1245 
 ); 1246 

 1247 

The parameters are defined in Table 17 1248 

Table 17 – AddComment arguments 1249 

Argument Description 
EventId EventId identifying a particular Event Notification where a state was reported for a 

Condition.  
Comment A localized text to be applied to the Condition. 

 1250 

Method result codes in Table 18 (defined in Call Service) 1251 

Table 18 – AddComment result codes 1252 

Result Code Description 
Bad_MethodInvalid The MethodId provided does not correspond to the ObjectId provided. See IEC 62541-4 

for the general description of this result code. 
Bad_EventIdUnknown See Table 137 for the description of this result code. 
Bad_NodeIdInvalid Used to indicate that the specified ObjectId is not valid or that the Method was called on 

the ConditionType Node. 
See IEC 62541-4 for the general description of this result code. 

 1253 

Comments 1254 

Comments are added to Event occurrences identified via an EventId. EventIds where the related 1255 
EventType is not a ConditionType (or subtype of it) and thus does not support Comments are 1256 
rejected. 1257 

A ConditionEvent – where the Comment Variable contains this text – will be sent for the 1258 
identified state. If a comment is added to a previous state (i.e. a state for which the Server has 1259 
created a branch), the BranchId and all Condition values of this branch will be reported. If the 1260 
comment field is NULL (both locale and text are empty) it will be ignored and any existing 1261 
comments will remain unchanged. If the comment is to be reset, an empty text with a locale 1262 
shall be provided. 1263 

Table 19 specifies the AddressSpace representation for the AddComment Method.  1264 

Table 19 – AddComment Method AddressSpace definition 1265 

Attribute Value 
BrowseName AddComment 
References NodeClass BrowseName  DataType TypeDefinition ModellingRule 
HasProperty Variable InputArguments Argument[]  PropertyType Mandatory 
AlwaysGeneratesEvent ObjectType AuditConditionComment

EventType 
Defined in 5.10.4 

ConformanceUnits 
A & C Comment 

 1266 

If Auditing is supported, this Method shall generate an Event of 1267 
AuditConditionCommentEventType for all invocations of the Method.  1268 

5.5.7 ConditionRefresh Method 1269 

ConditionRefresh allows a Client to request a Refresh of all Condition instances that currently 1270 
are in an interesting state (they have the Retain flag set). This includes previous states of a 1271 
Condition instance for which the Server maintains Branches. A Client would typically invoke this 1272 
Method when it initially connects to a Server and following any situations, such as 1273 
communication disruptions, in which it would require resynchronization with the Server. This 1274 
Method is only available on the ConditionType. To invoke this Method, the call shall pass the 1275 
well-known MethodId of the Method on the ConditionType and the ObjectId shall be the well-1276 
known NodeId of the ConditionType ObjectType. 1277 
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Signature 1278 

ConditionRefresh( 1279 
 [in] IntegerId SubscriptionId 1280 
 ); 1281 

 1282 

The parameters are defined in Table 20 1283 

Table 20 – ConditionRefresh parameters 1284 

Argument Description 
SubscriptionId A valid Subscription Id of the Subscription to be refreshed. The Server shall verify that 

the SubscriptionId provided is part of the Session that is invoking the Method. 
 1285 

Method result codes in Table 21 (defined in Call Service) 1286 

Table 21 – ConditionRefresh result codes 1287 

Result Code Description 
Bad_SubscriptionIdInvalid See IEC 62541-4 for the description of this result code 
Bad_NothingToDo The ConditionRefresh Method was called on a SubscriptionId that has no event 

MonitoredItems. 
Bad_RefreshInProgress See Table 137 for the description of this result code 
Bad_UserAccessDenied The Method was not called in the context of the Session that owns the Subscription 

See IEC 62541-4 for the general description of this result code. 
 1288 

Comments 1289 

Sub clause 4.5 describes the concept, use cases and information flow in more detail. 1290 

The input argument provides a Subscription identifier indicating which Client Subscription shall 1291 
be refreshed. If the Subscription is accepted the Server will react as follows: 1292 

1) The Server issues an event of RefreshStartEventType (defined in 5.11.2) marking the 1293 
start of Refresh. A copy of the instance of RefreshStartEventType is queued into the 1294 
Event stream for every Notifier MonitoredItem in the Subscription. Each of the Event 1295 
copies shall contain the same EventId. 1296 

2) The Server issues Event Notifications of any Retained Conditions and Retained 1297 
Branches of Conditions that meet the Subscriptions content filter criteria. Note that the 1298 
EventId for such a refreshed Notification shall be identical to the one for the original 1299 
Notification, the values of the other Properties are Server specific, in that some Servers 1300 
may be able to replay the exact Events with all Properties/Variables maintaining the 1301 
same values as originally sent, but other Servers might only be able to regenerate the 1302 
Event. The regenerated Event might contain some updated Property/Variable values. 1303 
For example, if the Alarm limits associated with a Variable were changed after the 1304 
generation of the Event without generating a change in the Alarm state, the new limit 1305 
might be reported. In another example, if the HighLimit was 100 and the Variable is 120. 1306 
If the limit were changed to 90 no new Event would be generated since no change to the 1307 
StateMachine, but the limit on a Refresh would indicate 90, when the original Event had 1308 
indicated 100. 1309 

3) The Server may intersperse new Event Notifications that have not been previously 1310 
issued to the Notifier along with those being sent as part of the Refresh request. Clients 1311 
shall check for multiple Event Notifications for a ConditionBranch to avoid overwriting a 1312 
new state delivered together with an older state from the Refresh process. 1313 

4) The Server issues an instance of RefreshEndEventType (defined in 5.11.3) to signal the 1314 
end of the Refresh. A copy of the instance of RefreshEndEventType is queued into the 1315 
Event stream for every Notifier MonitoredItem in the Subscription. Each of the Events 1316 
copies shall contain the same EventId. 1317 

It is important to note that if multiple Event Notifiers are in a Subscription all Event Notifiers are 1318 
processed. If a Client does not want all MonitoredItems refreshed, then the Client should place 1319 
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each MonitoredItem in a separate Subscription or call ConditionRefresh2 if the Server supports 1320 
it. 1321 

If more than one Subscription is to be refreshed, then the standard call Service array processing 1322 
can be used. 1323 

As mentioned above, ConditionRefresh shall also issue Event Notifications for prior states if 1324 
they still need attention. In particular, this is True for Condition instances where previous states 1325 
still need acknowledgement or confirmation. 1326 

Table 22 specifies the AddressSpace representation for the ConditionRefresh Method. 1327 

Table 22 – ConditionRefresh Method AddressSpace definition 1328 

Attribute Value 
BrowseName ConditionRefresh 
References NodeClass BrowseName  DataType TypeDefinition ModellingRule 
HasProperty Variable InputArguments Argument[]  PropertyType Mandatory 
AlwaysGeneratesEvent ObjectType RefreshStartEventType Defined in 5.11.2 
AlwaysGeneratesEvent ObjectType RefreshEndEventType Defined in 5.11.3 
ConformanceUnits 
A & C Refresh 

 1329 

5.5.8 ConditionRefresh2 Method 1330 

ConditionRefresh2 allows a Client to request a Refresh of all Condition instances that currently 1331 
are in an interesting state (they have the Retain flag set) that are associated with the given 1332 
Monitored item. In all other respects it functions as ConditionRefresh. A Client would typically 1333 
invoke this Method when it initially connects to a Server and following any situations, such as 1334 
communication disruptions where only a single MonitoredItem is to be resynchronized with the 1335 
Server. This Method is only available on the ConditionType. To invoke this Method, the call 1336 
shall pass the well-known MethodId of the Method on the ConditionType and the ObjectId shall 1337 
be the well-known NodeId of the ConditionType ObjectType. 1338 

This Method is optional and as such Clients must be prepared to handle Servers which do not 1339 
provide the Method. If the Method returns Bad_MethodInvalid, the Client shall revert to 1340 
ConditionRefresh. 1341 

Signature 1342 

ConditionRefresh2( 1343 
 [in] IntegerId SubscriptionId 1344 
 [in] IntegerId MonitoredItemId 1345 
 ); 1346 
 1347 

The parameters are defined in Table 23 1348 

Table 23 – ConditionRefresh2 parameters 1349 

Argument Description 
SubscriptionId The identifier of the Subscription containing the MonitoredItem to be refreshed. The 

Server shall verify that the SubscriptionId provided is part of the Session that is invoking 
the Method. 

MonitoredItemId The identifier of the MonitoredItem to be refreshed. The MonitoredItemId shall be in the 
provided Subscription. 

 1350 

Method result codes in Table 24(defined in Call Service) 1351 
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Table 24 – ConditionRefresh2 result codes 1352 

Result Code Description 
Bad_SubscriptionIdInvalid See IEC 62541-4 for the description of this result code 
Bad_MonitoredItemIdInvalid See IEC 62541-4 for the description of this result code 
Bad_RefreshInProgress See Table 137 for the description of this result code 
Bad_UserAccessDenied The Method was not called in the context of the Session that owns the Subscription 

See IEC 62541-4 for the general description of this result code. 
Bad_MethodInvalid See IEC 62541-4 for the description of this result code 

 1353 

Comments 1354 

Sub clause 4.5 describes the concept, use cases and information flow in more detail. 1355 

The input argument provides a Subscription identifier and MonitoredItem identifier indicating 1356 
which MonitoredItem in the selected Client Subscription shall be refreshed. If the Subscription 1357 
and MonitoredItem is accepted the Server will react as follows: 1358 

1) The Server issues a RefreshStartEvent (defined in 5.11.2) marking the start of Refresh. 1359 
The RefreshStartEvent is queued into the Event stream for the Notifier MonitoredItem in 1360 
the Subscription. 1361 

2) The Server issues Event Notifications of any Retained Conditions and Retained 1362 
Branches of Conditions that meet the Subscriptions content filter criteria. Note that the 1363 
EventId for such a refreshed Notification shall be identical to the one for the original 1364 
Notification, the values of the other Properties are Server specific, in that some Servers 1365 
may be able to replay the exact Events with all Properties/Variables maintaining the 1366 
same values as originally sent, but other Servers might only be able to regenerate the 1367 
Event. The regenerated Event might contain some updated Property/Variable values. 1368 
For example, if the Alarm limits associated with a Variable were changed after the 1369 
generation of the Event without generating a change in the Alarm state, the new limit 1370 
might be reported. In another example, if the HighLimit was 100 and the Variable is 120. 1371 
If the limit were changed to 90 no new Event would be generated since no change to the 1372 
StateMachine, but the limit on a Refresh would indicate 90, when the original Event had 1373 
indicated 100. 1374 

3) The Server may intersperse new Event Notifications that have not been previously 1375 
issued to the notifier along with those being sent as part of the Refresh request. Clients 1376 
shall check for multiple Event Notifications for a ConditionBranch to avoid overwriting a 1377 
new state delivered together with an older state from the Refresh process. 1378 

4) The Server issues a RefreshEndEvent (defined in 5.11.3) to signal the end of the 1379 
Refresh. The RefreshEndEvent is queued into the Event stream for the Notifier 1380 
MonitoredItem in the Subscription. 1381 

If more than one MonitoredItem or Subscription is to be refreshed, then the standard call Service 1382 
array processing can be used. 1383 

As mentioned above, ConditionRefresh2 shall also issue Event Notifications for prior states if 1384 
those states still need attention. In particular, this is True for Condition instances where previous 1385 
states still need acknowledgement or confirmation. 1386 

Table 25 specifies the AddressSpace representation for the ConditionRefresh2 Method. 1387 

Table 25 – ConditionRefresh2 Method AddressSpace definition 1388 

Attribute Value 
BrowseName ConditionRefresh2 
References NodeClass BrowseName  DataType TypeDefinition ModellingRule 
HasProperty Variable InputArguments Argument[]  PropertyType Mandatory 
AlwaysGeneratesEvent ObjectType RefreshStartEventType Defined in 5.11.2 
AlwaysGeneratesEvent ObjectType RefreshEndEventType Defined in 5.11.3 
ConformanceUnits 
A & C Refresh2 
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