Draft for Public Comment

bsi.

BSI Group Headquarters

Form 36

DPC: 24/ 30484432 DC

Date: 29 January 2024
389 Chiswick High Road London W4 4AL Origin: International
Tel: +44 (0)20 8996 9000

Fax: +44 (0)20 8996 7400
www.bsigroup.com

L atest datefor receipt of comments. 20 March 2024 Project No. 2023/02975
Responsible committee: GEL/65/5 Devices and integration in enterprise systems

Interested committees:

Title: BS EN IEC 62541-11 OPC Unified Architecture

Part 11: Historical access

Please notify the secretary if you are aware of any keywords that might assist in classifying or identifying the standard or if the
content of this standard

i) hasany issuesrelated to 3rd party IPR, patent or copyright

ii) affectsother national standard(s)

iii) requires additional national guidance or information

WARNING: THISISA DRAFT AND MUST NOT BE REGARDED OR USED ASA BRITISH STANDARD.
THISDRAFT ISNOT CURRENT BEYOND 20 March 2024

This draft isissued to allow comments from interested parties; all comments will be given consideration prior to publication. No
acknowledgement will normally be sent. See overleaf for information on the submission of comments.

No copying is allowed, in any form, without prior written permission from BSI except as permitted under the Copyright, Designs
and Patent Act 1988 or for circulation within a nominating organization for briefing purposes. Electronic circulation islimited to
dissemination by e-mail within such an organization by committee members.

Further copies of this draft may be purchased from BSI Shop http://shop.bsigroup.com
or from BSI Customer Services, Tel: +44(0) 20 8996 9001 or email cservices@bsigroup.com.
British, International and foreign standards are also available from BSI Customer Services.

Information on the co-operating organizations represented on the committees referenced above may be obtained from
http://standar dsdevelopment.bsigroup.com

Responsible Committee Secretary: Ms Charmaine Mukherjee (BSI) DOCU ments
Direct tel: Document Sharing Hub
E-mail: charmaine.mukherjee@bsigroup.com

Full document details: 24/30484432 DC


https://doi.org/10.3403/30365382U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/24-30484432-dc
http://www.avadocuments.com/doc/24-30484432-dc

Introduction
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approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 11: Historical Access

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
operation on all questions concerning standardization in the electrical and electronic fields. To this end and in addition to
other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, Publicly Available
Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their preparation is entrusted to technical
committees; any IEC National Committee interested in the subject dealt with may participate in this preparatory work.
International, governmental and non-governmental organizations liaising with the IEC also participate in this preparation.
IEC collaborates closely with the International Organization for Standardization (ISO) in accordance with conditions
determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all interested IEC
National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National Committees
in that sense. While all reasonable efforts are made to ensure that the technical content of IEC Publications is accurate,
IEC cannot be held responsible for the way in which they are used or for any misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications transparently
to the maximum extent possible in their national and regional publications. Any divergence between any IEC Publication
and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity assessment
services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any services carried out by
independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and members
of its technical committees and IEC National Committees for any personal injury, property damage or other damage of
any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the
publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is indispensable
for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent rights.
IEC shall not be held responsible for identifying any or all such patent rights.

International Standard |EC 62541-11 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process measurement,
control and automation.

This fourth edition cancels and replaces the third edition published in 2020. This edition constitutes a
technical revision.

This edition includes the following significant technical changes with respect to the previous edition:

a) Added functionality to support retrieving of modified events.

b) Added Event to indicate when a backfill occurred.

c) Defined a new ReferenceType that can be used to indicate an external node.

d) Improved text to better explain the concept of annotation and remove conflicting explanations.
e) Defined a default historian configuration (and where to find it).

f) Added HistoricalEventConfigurationType, which provides general configuration information about
the historical Event storage.

g) Updated text and added optional fields to HA configuration object to allow configuration to be
defined for periodic data collection, not just for exception-based collection.
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232 h) Provided ObjectType that can be used for external event collection and also provided example
233 how histoians can be configured.

234

235  The text of this International Standard is based on the following documents:

CDV Report on voting
65E/XX/CDV 65E/XX/RVC

236
237 Full information on the voting for the approval of this International Standard can be found in the report
238 on voting indicated in the above table.

239 This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

240 Throughout this document and the other parts of the IEC 62541 series, certain document conventions
241 are used:

242 Italics are used to denote a defined term or definition that appears in the "Terms and definition" clause
243 in one of the parts of the IEC 62541 series.

244 Italics are also used to denote the name of a service input or output parameter or the name of a
245 structure or element of a structure that are usually defined in tables.

246 The italicized terms and names are, with a few exceptions, written in camel-case (the practice of
247 writing compound words or phrases in which the elements are joined without spaces, with each
248 element's initial letter capitalized within the compound). For example, the defined term is
249  AddressSpace instead of Address Space. This makes it easier to understand that there is a single
250 definition for AddressSpace, not separate definitions for Address and Space.

251 A list of all parts of the IEC 62541 series, published under the general titte OPC Unified Architecture,
252 can be found on the IEC website.

253 The committee has decided that the contents of this document will remain unchanged until the stability
254  date indicated on the IEC website under "http://webstore.iec.ch" in the data related to the specific
255 document. At this date, the document will be

256 e reconfirmed,

257 e withdrawn,

258 e replaced by a revised edition, or

259 e amended.

260
IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.

261
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262 OPC Unified Architecture
263
264 Part 11: Historical Access
265
266
267
268

269 1 Scope

270  This document is part of the OPC Unified Architecture standard series and defines the
271 Information Model associated with Historical Access (HA). It particularly includes additional and
272 complementary descriptions of the NodeClasses and Attributes needed for Historical Access,
273 additional standard Properties, and other information and behaviour.

274  The complete AddressSpace Model including all NodeClasses and Attributes is specified in
275 62541-3. The predefined Information Model is defined in |[EC 62541-5. The Services to detect
276 and access historical data and events, and description of the ExtensibleParameter types are

277 specified in [EC 62541-4.

278 This standard includes functionality to compute and return Aggregates like minimum, maximum,
279 average etc. The Information Model and the concrete working of Aggregates are defined in
280 52541-13.

281 2 Normative references

282 The following documents, in whole or in part, are normatively referenced in this document and
283 are indispensable for its application. For dated references, only the edition cited applies. For
284 undated references, the latest edition of the referenced document (including any amendments
285 and errata) applies.

286 IEC 62541-1, OPC Unified Architecture - Part 1: Overview and Concepts

287 EC 62541-3, OPC Unified Architecture - Part 3: Address Space Model

288 EC 62541-4, OPC Unified Architecture - Part 4: Services

289 EC 62541-5, OPC Unified Architecture - Part 5: Information Model

290 EC 62541-7, OPC Unified Architecture - Part 7: Profiles

291 IEC 62541-8, OPC Unified Architecture - Part 8: Data Access

292 EC 62541-13, OPC Unified Architecture - Part 13: Aggregates
293 3 Terms, definitions, and abbreviations

294 3.1 Terms and definitions
295 For the purposes of this document, the terms and definitions given in IEC 62541-1, IEC 62541-

296 3, |[EC 62541-4, |EC 62541-13 and the following apply.

297 3.1.1
298 Annotation

299 metadata associated with an item at a given instance in time

300 Note 1 to entry: An Annotation is metadata that is associated with an item at a given instance in time.

301 3.1.2
302 BoundingValues
303 values associated with the starting and ending time

304 Note 1 to entry: BoundingValues are the values that are associated with the starting and ending time of a

305 Processinglinterval specified when reading from the historian. BoundingValues may be required by Clients to

306 determine the starting and ending values when requesting RawData over a time range. If a RawData value exists at

307 the start or end point, it is considered the bounding value even though it is part of the data request. If no RawData
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308 value exists at the start or end point, then the Server will determine the boundary value, which may require data from
309 a data point outside of the requested range. See 4.6 for details on using BoundingValues.
310 3.1.3

311 Historian
312 application storing time series data and/or time series events

313 3.1.4

314 HistoricalNode

315 Object, Variable, Property or View in the AddressSpace where a Client can access historical
316 data or Events

317 Note 1 to entry: A HistoricalNode is a term used in this document to represent any Object, Variable, Property or
318 View in the AddressSpace for which a Client may read and/or update historical data or Events. The terms
319 “HistoricalNodes’s history” or “history of a HistoricalNodes” will refer to the time series data or Events stored for this
320 HistoricalNode. The term HistoricalNode refers to both HistoricalDataNodes and HistoricalEventNodes.

321 3.1.5

322 HistoricalDataNode
323 Variable or Property in the AddressSpace where a Client can access historical data

324 Note 1 to entry: A HistoricalDataNode represents any Variable or Property in the AddressSpace for which a Client

325 may read and/or update historical data. “HistoricalDataNode history” or “history of a HistoricalDataNode” refers to
326 the time series data stored for this HistoricalNode. Examples of such data are:

327 e device data (like temperature sensors)

328 e calculated data

329 e status information (open/closed, moving)

330 e dynamically changing system data (like stock quotes)

331 e diagnostic data

332 The term HistoricalDataNodes is used when referencing aspects of the standard that apply to accessing historical
333 data only.

334 3.1.6

335 HistoricalEventNode
336  Object or View in the AddressSpace for which a Client can access historical Events

337 Note 1 to entry: “HistoricalEventNode’s history” or “history of a HistoricalEventNode” refers to the time series
338 Events stored in some historical system. Examples of such data are:

339 e Notifications

340 e system Alarms

341 e operator action Events

342 e system triggers (such as new orders to be processed)

343 The term HistoricalEventNode is used when referencing aspects of the standard that apply to accessing historical
344 Events only.

345 3.1.7

346 ModifiedValues
347 HistoricalDataNode’s value that has been changed (or manually inserted or deleted) after it was
348 stored in the historian

349 Note 1 to entry: For some Servers, a lab data entry value is not a modified value, but if a user corrects a lab value,
350 the original value would be considered a modified value, and would be returned during a request for ModifiedValues.
351 Also manually inserting a value that was missed by a standard collection system may be considered a modified value.
352 Unless specified otherwise, all historical Services operate on the current, or most recent, value for the specified
353 HistoricalDataNode at the specified timestamp. Requests for ModifiedValues are used to access values that have
354 been superseded, deleted or inserted. It is up to a system to determine what is considered a modified value.
355 Whenever a Server has modified data available for an entry in the historical collection it shall set the ExtraData bit
356 in the StatusCode.

357 3.1.8

358 RawData
359 data that is stored within the historian for a HistoricalDataNode

360 Note 1 to entry: The data may be all data collected for the DataValue or it may be some subset of the data depending
361 on the historian and the storage rules invoked when the item’s values were saved.
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32 3.1.9
363 StartTime/EndTime
364 bounds of a history request which define the time domain

365 Note 1 to entry: For all requests, a value falling at the end time of the time domain is not included in the domain,
366 so that requests made for successive, contiguous time domains will include every value in the historical collection
367 exactly once.

368 3.1.10

369 TimeDomain
370 interval of time covered by a particular request, or response

371 Note 1 to entry: In general, if the start time is earlier than or the same as the end time, the time domain is considered
372 to begin at the start time and end just before the end time; if the end time is earlier than the start time, the time
373 domain still begins at the start time and ends just before the end time, with time "running backward" for the particular
374 request and response. In both cases, any value which falls exactly at the end time of the TimeDomain is not included
375 in the TimeDomain. See the examples in 4.6. BoundingValues effect the time domain as described in 4.6.

376 All timestamps which can legally be represented in a UtcTime DataType are valid timestamps, and the Server may
377 not return an invalid argument result code due to the timestamp being outside of the range for which the Server has
378 data. See for a description of the range and granularity of this DataType. Servers are expected to handle
379 out-of-bounds timestamps gracefully, and return the proper StatusCodes to the Client.

380 3.1.11

381 StructuredHistoryData
382  structured data stored in a history collection where parts of the structure are used to uniquely
383  identify the data within the data collection

384 Note 1 to entry: Most historical data applications assume only one current value per timestamp. Therefore, the
385 timestamp of the data is considered the unique identifier for that value. Some data or meta data such as Annotations
386 may permit multiple values to exist at a single timestamp. In such cases the Server would use one or more parameters
387 of the StructuredHistoryData entry to uniquely identify each element within the history collection. Annotations are
388 examples of StructuredHistoryData.

389 3.2 Abbreviated terms

390 DA Data Access

391 HA Historical Access

392 HDA Historical Data Access
393 UA Unified Architecture

394 4 Concepts

395 4.1 General

396  This document defines the handling of historical time series data and historical Event data in
397  the OPC Unified Architecture (in a Historian). Included is the specification of the representation
398 of historical data and Events in the AddressSpace.

399 4.2 Data architecture

400 A Server supporting Historical Access provides Clients with transparent access to different
401 historical data and/or historical Event sources (e.g., process Historians, event Historians, etc.).

402  The historical data or Events may be in a proprietary data collection, database or a short-term
403 buffer within memory. A Server supporting Historical Access will provide historical data and
404 Events for all or a subset of the available Variables, Objects, Properties or Views within the
405 Server AddressSpace.

406 Figure 1 illustrates how the AddressSpace of a UA Server might consist of a broad range of
407  different historical data and/or historical Event sources.
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409 Figure 1 — Possible OPC UA Server supporting Historical Access

410

411 The Historian may be implemented as a standalone OPC UA Server that collects data from
412 another OPC UA Server or another data source. The Historian may also just aggregate historical
413  data from underlying Historians. The Client that references the OPC UA Server supporting
414 Historical Access for historical data may be simple trending packages that desire values over a
415  given time frame or they may be complex reports that require data in multiple formats.

416 There are general requirements for Historians, but Historians can vary in functionality. A
417 consistent requirement for all Historians is that they store Historical data including a timestamp.
418  All historical data should include status information for each value, but a Historian may
419  compress this to only storing status information that indicates a problem (Bad status) and/or
420  status change, instead of storing a status for every time series data item. The status of historical
421 data can be complex. What is required is that the values returned as part of the timeseries raw
422 data match the data that would have been observed if the Value was subscribed to at that point
423 in time.

424 Historical Events are more complicated. In a stream of Events each Event can have a different
425 list of fields. EventTypes are defined in a hierarchical manner, where each EventType inherits
426  fields from its parent type and can add additional fields. Some of these additional fields may be
427 mandatory and are required to understand or process the given EventType. A Historian that
428 stores Events, shall be configurable to store all mandatory fields for any EventTypes that it
429 historizes. If it receives for storage an EventType that it does not support all mandatory fields
430  for, it may store it as one of its supertype EventTypes (one that it does support all mandatory
431 fields for), but then it shall not claim that it supports historizing of that EventType (see 5.4.3).
432 The Historian shall also provide information about the fields that are currently being historized
433  (see 5.4.3).

434 4.3 Historians and interruption of data collection

435  When an Historian is collecting and storing data, the data collection may be interrupted. The
436 interruption may have been for collecting the current values of data or for an event stream. The
437 interruption may have been due to an interruption in the source of a value or an interruption of
438  the forwarding of historical data from an underlying Historian. The interruption might also have
439 been due to an action that stopped the collection of HistoricalData or historical Events. Some
440 of these interruptions may recover with no loss of data, others may result in data gaps. The
441 Historian shall report any gaps when a client is accessing the stored historical data with an
442 error code of Bad Datal ost.
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443 For example, if a subscription for data breaks, and the historian recovers the subscription after
444 several minutes, it can check the SourceTimestamp of the initial values in the subscription. If
445  the initial value SourceTimestamp matches the last stored value SourceTimestamp, then no
446  data was lost and nothing needs to be stored indicating the given HistoricalDataNode's data
447 collection was interrupted. But if the SourceTimestamp of the initial value is later than the
448 SourceTimestamp of the last stored value, then the historian has no way of knowing if any data
449 was lost and it shall record a bad status for the value with the timestamp of when the connection
450  was broken.

451 For Event collection, in addition to what is described for a data collection the following also has
452  to be addressed. If a Subscription for Event is interrupted for long enough that the Subscription
453 buffer reports an overflow (instance of EventQueueOverflowEventType), then the Event storage
454  shall report this error. This can be accomplished by storing the instance of
455  EventQueueOverflowEventType event or by recording a Bad_Datalost. If the lost data is
456 indicated by EventQueueOverflowEventType, this event shall always be returned for any filter,
457  just as itis in an Event Subscription.

458 4.4 Modification of Historical Data/Events

459 A Historian collects values (data or Events) and provides long term storage of these values.
460  Occasionally data that is collected is incorrect. It may be incorrect for many reasons, such as a
461 failed sensor, or failed communication or even an out of calibration sensor. Sometimes the
462 correct values are obtained from another source and the historical value will need to be updated.
463 In many Historians, the act of updating a historical value needs to be tracked. This specification
464 provides two aspects for tracking:

465 e Recording the original value and information related to who made the change (see
466 section 6.9 for HistoryUpdateDetails).
467 e Generating an audit event describing the history edit action (see section 5.8).

468  Some Historians obtain data from other sources (for example not an OPC UA Subscription).
469  This data may be from lab data analysis package or other off-line activities. This data is typically
470 provided in bulk and with SourceTimestamps that are in the past. For this type of data, even
471 though it may be inserted using an HistoryUpdateDetails service call, the Historian does not
472 have to create a modification record for the initial insertion.

473 Modification of Events is different than modification of data, in that in a single event stream
474 there may be many Events with the same Timestamp. Events need to be identified by their
475 Eventld. The Eventld is generated as part of normal Event processing in a Server and is used
476 to correlate actions related to the Event. For example, when an Alarm (which is represented by
477 an Event) is acknowledged, the acknowledgement is related to the specific Event/d that
478 represent that event is time. A Historian that historizes Events shall store the Eventld that it
479 receives; Modification of Events shall not allow modification to Eventlds.

480 4.5 Timestamps

481 The nature of OPC UA Historical Access requires that a single timestamp reference be used to
482 relate the multiple data points, and the Client may request which timestamp will be used as the
483 reference. See for details on the TimestampsToReturn enumeration. An OPC UA
484 Server supporting Historical Access will treat the various timestamp settings as described
485 below. A HistoryRead with invalid settings will be rejected with

486 Bad_TimestampsToReturninvalid (see |EC 62541-4).

487 For HistoricalDataNodes, the SourceTimestamp is used to determine which historical data
488 values are to be returned.

489 The request is in terms of SourceTimestamp but the reply could be in SourceTimestamp,
490 ServerTimestamp or both timestamps. If the reply has the Server timestamp the timestamps
491 could fall outside of the range of the requested time.

492 SOURCE Return the SourceTimestamp.
493 SERVER Return the ServerTimestamp.
494 BOTH Return both the SourceTimestamp and ServerTimestamp.Documents
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495 NEITHER This is not a valid setting for any HistoryRead accessing
496 HistoricalDataNodes.

497  Any reference to timestamps in this context throughout this standard will represent either
498 ServerTimestamp or SourceTimestamp as dictated by the type requested in the HistoryRead
499 Service. Some Servers may not support historizing both SourceTimestamp and

500 ServerTimestamp, but it is expected that all Servers will support historizing SourceTimestamp
501 (see |[EC 62541-7 for details on Server Profiles).

502 If a request is made requesting both ServerTimestamp and SourceTimestamp and the Server
503 is only collecting the SourceTimestamp, the Server shall return Bad_TimestampNotSupported.
504  Some Historians may aggregate data from underlying Historians. These Servers might have a
505 mix of data, some with ServerTimestamp some without. The Historian may not know if a
506 HistoricalDataNode supports ServerTimestamps. As a result of this uncertainty, the
507 Bad_TimestampNotSupported may be returned on the service level or at the operation level.

508 For HistoricalEventNodes this parameter does not apply. This parameter is ignored since the
509  entries returned are dictated by the Event Filter. See |EC 62541-4 for details.

510 4.6 Bounding Values and time domain

511 When accessing HistoricalDataNodes via the HistoryRead Service, requests can set a flag,
512 returnBounds, indicating that BoundingValues are requested. For a complete description of the
513 Extensible Parameter HistoryReadDetails that include StartTime, EndTime and
514 NumValuesPerNode, see 6.5. The concept of Bounding Values and how they affect the time
515 domain that is requested as part of the HistoryRead request is further explained in 4.4. 4.4 also
516 provides examples of TimeDomains to further illustrate the expected behaviour.

517 When making a request for historical data using the HistoryRead Service, the required
518 parameters include at least two of these three parameters: startTime, endTime and
519 numValuesPerNode. What is returned when BoundingValues are requested varies according to
520  which of these parameters are provided. For a Historian that has values stored at 5:00, 5:02,
521 5:03, 5:05 and 5:06, the data returned when using the Read Raw functionality is given by Table
522 1. In the table, FIRST stands for a tuple with a value of null, a timestamp of the specified
523 StartTime, and a StatusCode of Bad_BoundNotFound. LAST stands for a tuple with a value of
524 null, a timestamp of the specified EndTime, and a StatusCode of Bad_BoundNotFound.

525 In some cases, attempting to locate bounds, particularly FIRST or LAST points, may be
526 resource intensive for Servers. Therefore, how far back or forward to look in history for Bounding
527  Values is Server dependent, and the Server search limits may be reached before a bounding
528 value can be found. There are also cases, such as reading Annotations or Attribute data where
529 Bounding Values may not be appropriate. For such use cases it is permissible for the Server to
530 return a StatusCode of Bad_BoundNotSupported.

531 Table 1 — Bounding Value examples
Start Time End Time numValuesPerNode Bounds Data Returned
5:00 5:05 0 Yes 5:00, 5:02, 5:03, 5:05
5:00 5:05 0 No 5:00, 5:02, 5:03
5:01 5:04 0 Yes 5:00, 5:02, 5:03, 5:05
5:01 5:04 0 No 5:02, 5:03
5:05 5:00 0 Yes 5:05, 5:03, 5:02, 5:00
5:05 5:00 0 No 5:05, 5:03, 5:02
5:04 5:01 0 Yes 5:05, 5:03, 5:02, 5:00
5:04 5:01 0 No 5:03, 5:02
4:59 5:05 0 Yes FIRST, 5:00, 5:02, 5:03, 5:05
4:59 5:05 0 No 5:00, 5:02, 5:03
5:01 5:07 0 Yes 5:00, 5:02, 5:03, 5:05, 5:06, LAST
5:01 5:07 0 No 5:02, 5:03, 5:05, 5:06
5:00 5:05 3 Yes 5:00, 5:02, 5:03 —
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Start Time End Time numValuesPerNode Bounds Data Returned

5:00 5:05 3 No 5:00, 5:02, 5:03

5:01 5:04 3 Yes 5:00, 5:02, 5:03

5:01 5:04 3 No 5:02, 5:03

5:05 5:00 3 Yes 5:05, 5:03, 5:02

5:05 5:00 3 No 5:05, 5:03, 5:02

5:04 5:01 3 Yes 5:05, 5:03, 5:02

5:04 5:01 3 No 5:03, 5:02

4:59 5:05 3 Yes FIRST, 5:00, 5:02

4:59 5:05 3 No 5:00, 5:02, 5:03

5:01 5:07 3 Yes 5:00, 5:02, 5:03

5:01 5:07 3 No 5:02, 5:03, 5:05

5:00 UNSPECIFIED 3 Yes 5:00, 5:02, 5:03

5:00 UNSPECIFIED 3 No 5:00, 5:02, 5:03

5:00 UNSPECIFIED 6 Yes 5:00, 5:02, 5:03, 5:05, 5:06, LAST®

5:00 UNSPECIFIED 6 No 5:00, 5:02, 5:03, 5:05, 5:06

5:07 UNSPECIFIED 6 Yes 5:06, LAST

5:07 UNSPECIFIED 6 No NODATA

UNSPECIFIED 5:06 3 Yes 5:06,5:05,5:03

UNSPECIFIED 5:06 3 No 5:06,5:05,5:03

UNSPECIFIED 5:06 6 Yes 5:06,5:05,5:03,5:02,5:00, FIRSTP

UNSPECIFIED 5:06 6 No 5:06, 5:05, 5:03, 5:02, 5:00

UNSPECIFIED 4:48 6 Yes 5:00, FIRST

UNSPECIFIED 4:48 6 No NODATA

4:48 4:48 0 Yes FIRST,5:00

4:48 4:48 0 No NODATA

4:48 4:48 1 Yes FIRST

4:48 4:48 1 No NODATA

4:48 4:48 2 Yes FIRST,5:00

5:00 5:00 0 Yes 5:00,5:02¢

5:00 5:00 0 No 5:00

5:00 5:00 1 Yes 5:00

5:00 5:00 1 No 5:00

5:01 5:01 0 Yes 5:00, 5:02

5:01 5:01 0 No NODATA

5:01 5:01 1 Yes 5:00

5:01 5:01 1 No NODATA

a The timestamp of LAST cannot be the specified End Time because there is no specified End Time. In this
situation the timestamp for LAST will be equal to the previous timestamp returned plus one second.

b The timestamp of FIRST cannot be the specified End Time because there is no specified Start Time. In this
situation the timestamp for FIRST will be equal to the previous timestamp returned minus one second.

¢ When the Start Time = End Time (there is data at that time), and Bounds is set to True, the start bounds will
equal the Start Time and the next data point will be used for the end bounds.

4.7 Changes in AddressSpace over time

Clients use the browse Services of the View Service Set to navigate through the AddressSpace
to discover the HistoricalNodes and their characteristics. These Services provide the most
current information about the AddressSpace. It is possible and probable that the AddressSpace
of a Server will change over time (i.e. TypeDefinitions may change; Nodelds may be modified,
added or deleted).

Server developers and administrators need to be aware that modifying the AddressSpace may
impact a Client’s ability to access historical information. If the history for a Historical %aNodes
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541 is still required, but the HistoricalDataNodes is no longer historized, then the Object should be

542 maintained in the AddressSpace, with the appropriate AccessLevel Attribute and Historizing
543  Attribute settings (see |[EC 62541-3 for details on access levels).

544 If the HistoricalConfiguration of a HistoricalDataNode in the AddressSpace is changed and audit
545  events are supported, an audit Event of AuditHistoryConfigurationChangeEventType shall be
546 generated.

547 A Historian shall expose the Historizing attribute on any nodes that are currently collecting
548 historical data. They shall also set the AccessLevel HistoryRead and optionally the HistoryWrite
549  bits for HistoricalNodes (those with Historical data).

550 If a HistoricalConfiguration Object is added to or deleted from a Server or a Reference to a
551 HistoricalConfiguration  Object is added to or deleted from a Node, a
552 GeneralModelChangeEvent shall be generated. If an Annotation Property is added to or deleted
553  from a Node, a GeneralModelChangeEvent shall be generated.

554 5 Historical Information Model

555 5.1 HistoricalNodes

556 5.1.1 General

557 The Historical Access model defines additional Properties that are applicable for both
558 HistoricalDataNodes and HistoricalEventNodes.

559 5.1.2 Annotations Property

560  The DataVariable or Object that has Annotation data will add the Annotations Property as shown
561 in Table 2.

562 Table 2 — Annotations Property
Name Use Data Type Description
Annotations (0] Annotation The Annotations Property is used to indicate that the history

collection exposed by a HistoricalDataNode supports Annotation
data. Annotation DataType is defined in 6.6.6.

ConformanceUnits

Historical Access Annotations

563

564 Since it is not allowed for Properties to have Properties, the Annotations Property is only
565  available for DataVariables or Objects.

566  The Annotations Property shall be present on every HistoricalDataNode that supports
567 modifications, deletions, or additions of Annotations whether or not Annotations currently exist.
568  Annotation data is accessed using the standard HistoryRead functions. Annotations are
569 modified, inserted or deleted using the standard HistoryUpdate functions and the
570 UpdateStructuredDataDetails structure. The presence of the Annotations Property does not
571 indicate the presence of Annotations on the HistoricalDataNode.

572 A Server shall add the Annotations Property to a HistoricalDataNode only if it will also support
573  Annotations on that HistoricalDataNode. See for adding Properties to Nodes. A
574 Server shall remove all Annotation data if it removes the Annotations Property from an existing
575 HistoricalDataNode.

576  An Annotation can be accessed in two manners. It can be accessed via
577 ReadAnnotationDataDetails or ReadRawModifiedDetails structure in the HistoryRead service.

578 The ReadAnnotationDataDetails is described in section 6.5.6. The ReadAnnotationDataDetails
579 contains an element reqTimes that is a list of Timestamps. These Timestamps can be obtained
580 from an invocation of the HistoryRead service call with a ReadRawModifiedDetails parameter
581 for the HistoricalDataNode of the Annotations Property. In the returned dataValues array, values
582  with the ExtraData flag set provide the SourceTimestamp.
g setp P Documents
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583  The ReadRawModifiedDetails structure is described in 6.5.3. For the ReadRawModifiedDetails,
584  Annotation is returned by passing an instance of the Annotation Property Nodeld as the Nodeld
585 in the NodesToRead parameter.
586  Annotation data does not have a separate HistoricalDataConfigurationType object instance.
587  The historical configuration defined on the parent node applies to the Annotations Property.
588  As with all HistoricalNodes, modifications, deletions or additions of Annotations will raise the
589  appropriate historical audit Event with the corresponding Nodeld.
500 5.2 HistoricalDataNodes
591 5.2.1 General
592  The Historical Data model defines additional ObjectTypes and Objects. These descriptions also
593 include required use cases for HistoricalDataNodes.
504  5.2.2 HistoricalDataConfigurationType
595 The Historical Access Data model extends the standard type model by defining the
506  HistoricalDataConfigurationType. This Object defines the general characteristics of a Node that
597  defines the historical configuration of any HistoricalDataNode that is defined to contain history.
598 It is formally defined in Table 3.
599  Instances of the HistoricalDataConfigurationType use the standard BrowseName as defined in
600 5.2.4.
601 Table 3 — HistoricalDataConfigurationType definition
Attribute Value
BrowseName HistoricalDataConfigurationType
IsAbstract False
References NodeClass | BrowseName DataType TypeDefinition Modelling
Rule
HasComponent | Object AggregateConfiguration - AggregateConfigurationType Mandatory
HasComponent | Object AggregateFunctions - FolderType Optional
HasProperty Variable Stepped Boolean PropertyType Mandatory
HasProperty Variable Definition String PropertyType Optional
HasProperty Variable MaxTimelnterval Duration PropertyType Optional
HasProperty Variable MinTimelnterval Duration PropertyType Optional
HasProperty Variable ExceptionDeviation Double PropertyType Optional
HasProperty Variable ExceptionDeviationFormat Exception PropertyType Optional
DeviationF
ormat
HasProperty Variable StartOfArchive UtcTime PropertyType Optional
HasProperty Variable StartOfOnlineArchive UtcTime PropertyType Optional
HasProperty Variable ServerTimestampSupported | Boolean PropertyType Optional
HasProperty Variable MaxTimeStoredValues Duration PropertyType Optional
HasProperty Variable MaxCountStoredValues UInt32 PropertyType Optional
ConformanceUnits
Historical Access Exception Storage
Historical Access Periodic Storage
Historical Access Default HistoricalData Configuration
Historical Access Archive Period
602
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603  AggregateConfiguration Object represents the browse entry point for information on how the
604 Server treats Aggregate specific functionality such as handling Uncertain data. This Object is

605 required to be present even if it contains no Aggregate configuration Objects. Aggregates are
606  defined in |JEC 62541-13.

607  AggregateFunctions is an entry point to browse to all Aggregate capabilities supported by the

608 Server for Historical Access. All HistoryAggregates supported by the Server should be able to
609 be browsed starting from this Object. Aggregates are defined in |EC 62541-13.

610  The Stepped Variable specifies whether the historical data was collected in such a manner that
611 it should be displayed as Slopedinterpolation (sloped line between points) or as
612 Steppedinterpolation (vertically-connected horizontal lines between points) when RawData is
613 examined. This Property also effects how some Aggregates are calculated. A value of True
614 indicates the stepped interpolation mode. A value of False indicates Slopedinterpolation mode.
615  The default value is False.

616  The Definition Variable is a vendor-specific, human readable string that specifies how the value
617 of this HistoricalDataNode is calculated. Definition is non-localized and will often contain an
618  equation that can be parsed by certain Clients.

619 Example: Definition::= “(TempA — 25) + TempB”

620 The MaxTimelnterval Variable specifies the maximum interval between data points in the history
621 repository regardless of their value change (see |[EC 62541-3 for definition of Duration).

622 The MinTimelnterval Variable specifies the minimum interval between data points in the history
623 repository regardless of their value change (see |[EC 62541-3 for definition of Duration).

624  If MaxTimelnterval=MinTimelnterval and they do not equal 0 then data is collected based on a
625 periodic sampling rate at the defined interval.

626 The ExceptionDeviation Variable specifies the minimum amount that the data for the
627 HistoricalDataNodes shall change in order for the change to be reported to the history database.

628 The ExceptionDeviationFormat Variable specifies how the ExceptionDeviation is determined.
629 Its values are defined in Table 4.

630 The StartOfArchive Variable specifies the date before which there is no data in the archive
631 either online or offline.

632 The StartOfOnlineArchive Variable specifies the date of the earliest data in the online archive.

633 The presence of the optional Variable ServerTimestampSupported indicates the Server
634  supports the storage of ServerTimestamps. A value of True indicates the Server (and this
635  configuration) stores ServerTimestamps in addition to SourceTimestamp. The default is False.

636 The MaxTimeStoredValues is the maximum time period that is available for historical data. This
637 is set if the historian is a circular buffer based on time (e.g. it stores the last 6 hours of data).

638 The MaxCountStoredValues is the maximum number of values that can be stored for a single
639 point assigned to this configuration.

640  Typically, either MaxTimeStoredValues or MaxCountStoredValues is provided, if both are
641 provided the smaller of the two applies. E.g. if 3 hours are specified and 10,000 values, then
642  for a slowly changing point the 3 hour would be the cut off, but for a point that change more
643  than once a second the 10,000 values would be encountered first.

644 Table 4 — ExceptionDeviationFormat Items
Name Value Description
ABSOLUTE_VALUE 0 ExceptionDeviation is an absolute Value.
PERCENT_OF_VALUE 1 ExceptionDeviation is a percentage of Value. [ PP
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PERCENT_OF_RANGE 2 ExceptionDeviation is a percentage of InstrumentRange (see IEC 62541-8).
PERCENT_OF_EU_RANGE | 3 ExceptionDeviation is a percentage of EURange (see IEC 62541-8).
UNKNOWN 4 ExceptionDeviation type is Unknown or not specified.

Its representation in the AddressSpace is defined in Table 52.

Table 5 — ExceptionDeviationFormat definition

Attribute Value

BrowseName ExceptionDeviationFormat

IsAbstract False

References | NodeClass | BrowseName | DataType | TypeDefinition | Other
Subtype of the 0:Enumeration type defined in JEC 62541-5

0:HasProperty | Variable | 0:EnumStrings | O:LocalizedText [] | 0:PropertyType |
Conformance Units

Historical Access Exception Storage

5.2.3 Attributes
Subclause 5.2.6 lists the Attributes of Variables that have particular importance for historical

data. They are specified in detail in [EC 62541-3.

e AccesslLevel
e Historizing

5.2.4 Historical Data Configuration Object

This Object is used as the browse entry point for information about HistoricalDataNode
configuration. The content of this Object is already defined by its type definition in Table 3. It is
formally defined in Table 6. If a HistoricalDataNode has configuration defined then one instance
shall have a BrowseName of ‘HA Configuration’. Additional configurations may be defined with
different BrowseNames. It is highly recommended that display names for historical configuration
historical configuration are chosen that clearly describe the historical configuration e.g. “1
Second Collection”, “Long Term Configuration” etc. All historical configuration Objects shall be

referenced using the HasHistoricalConfiguration ReferenceType.
Table 6 — Historical Access configuration definition
Attribute Value
BrowseName HA Configuration
References Node BrowseName DataType TypeDefinition ModellingRule
Class

HasTypeDefinition | Object HistoricalDataConfigurationType Defined in Table 3
Type

5.3 References
5.3.1 Overview

Figure 2 illustrate the references defined by this specification (outlined in red). Each reference
type is describe in there own sections.
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