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Introduction
This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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396 INTERNATIONAL ELECTROTECHNICAL COMMISSION

397

398

399 LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR AND THEIR

400 ASSEMBLIES -

401 SECURITY ASPECTS

402

403 FOREWORD

404 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
405 all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
406 co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
407 in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
408 Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
409 preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
410 may participate in this preparatory work. International, governmental and non-governmental organizations liaising
411 with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
412 Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.
413 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
414 consensus of opinion on the relevant subjects since each technical committee has representation from all
415 interested IEC National Committees.

416 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
417 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
418 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
419 misinterpretation by any end user.

420 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
421 transparently to the maximum extent possible in their national and regional publications. Any divergence between
422 any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.
423 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
424 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
425 services carried out by independent certification bodies.

426 6) All users should ensure that they have the latest edition of this publication.

427 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
428 members of its technical committees and IEC National Committees for any personal injury, property damage or
429 other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
430 expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
431 Publications.

432 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
433 indispensable for the correct application of this publication.

434 9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
435 rights. IEC shall not be held responsible for identifying any or all such patent rights.

436 International Standard IEC 63208 has been prepared by IEC technical committee 121:
437 Switchgear and controlgear and their assemblies for low voltage.

438  This edition cancels and replaces the edition IEC/TS 63208 published in 2020. This edition
439  constitutes a technical revision.

440  This edition includes the following significant technical changes with respect to the previous
441 edition:

442 a) Risk assessment: Attack levels, Impact assessment, relationship with safety

443 b) Risk objectives: Determination of the equipment security level

444  c) Countermeasures referring to IEC 62443-4-2

445 d) Conformance verification and testing

446  e) Security protection profiles

447  The text of this International Standard is based on the following documents:

| FDIS | Report on voting | Documents
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[ XX/XX/FDIS | XX/XX/RVD |

448

449 Full information on the voting for the approval of this International Standard can be found in the
450 report on voting indicated in the above table.

451 This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

452  The committee has decided that the contents of this document will remain unchanged until the
453  stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
454 the specific document. At this date, the document will be

455 e reconfirmed,

456 e withdrawn,

457 e replaced by a revised edition, or

458 e amended.

459

460 The National Committees are requested to note that for this document the stability date is ....
461 THIS TEXT IS INCLUDED FOR THE INFORMATION OF THE NATIONAL COMMITTEES AND WILL BE DELETED
462 AT THE PUBLICATION STAGE.

463
IMPORTANT — The 'colour inside' logo on the cover page of this publication indicates that it
contains colours which are considered to be useful for the correct understanding of its contents.
Users should therefore print this document using a colour printer.

464

465

466
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467 INTRODUCTION

468  The growing use of data communication capabilities by switchgear and controlgear and their
469  assemblies (called “equipment” in this document) automatically increases cybersecurity risks.
470 In addition, information technology is more often interconnected to and even integrated into
471 industrial systems which therefore, increase this risk.

472 Very often, switchgear, such as circuit-breakers, or controlgear, such as overload relays or
473 proximity switches, are equipped with data communication interface. They can be connected to
474 alogic controller or remote display, with local and remote connectivity for giving access to data
475  such as actual power supply values, monitoring data, data logging and remote upgrade.

476  For these typical applications of electrical distribution and machinery, minimum cybersecurity
477 requirements are needed for maintaining an acceptable level of safety integrity of the protection
478 functions for equipment, with or without data communication capability. These requirements are
479 intended to limit the vulnerability of the data communication interfaces. To keep the largest
480 freedom of innovation, the relevant requirements for a defined application are determined
481 preferably by a systematic risk assessment approach.

482 The intention of this document is to:

483 1) provide minimum sets of cybersecurity requirements called security protection profiles for
484 equipment to mitigate the likelihood of unintended operation and loss of protective functions
485 in the context of electrical distribution installations and control systems of machinery;

486 2) provide the test methods for verifying the implementation of the cybersecurity
487 countermeasure within the equipment;

488  3) provide guidance to avoid impairing the functionality of equipment, in all operating modes,
489 as a consequence of the implementation of security countermeasures.

490 This document gives guidance on countermeasures applicable to the design of the equipment
491 (hardware, firmware, network interface, access control, system) and on additional
492  countermeasures to be considered for the implementation and instruction for use.

493
Technical
IEC 62351
IEC 62443
Operation Product
.
ISO/IEC 27402
1SO 27001/2
Policv

494 Figure 1 — Standard landscape
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495 Figure 1 positions the standard landscape of the standards considered in this document with
496 respects to governance and policy aspects, cybersecurity operation aspects, technical details
497  and product requirements. JSO/IEC 27001 and its family of standards are used in many
498  organisations for managing the cybersecurity of information systems and general business. The
499  cybersecurity of industrial control systems is more focussed on maintaining the integrity and
500 the availability of its main functionalities. IEC 62443 is currently specialised on the generic
501 requirements for process automation system at activity levels 2 and 3 . This
502 document considers the use of the equipment in the activity level 1 of with the
503  cybersecurity of electrical distribution boards and machinery with secured power control and
504  control switching end components. As an example, the principle of systematic and uniformed
505  security level requirements SL-1 to SL-4 of IEC 62443-4-2 for the automation components of a
506  control system in a process zone is not relevant for switchgear and controlgear because of their
507  associated cybersecurity risks mainly depending on their limited levels of functionality and their
508 wide possible levels of exposure. Consequently, this document provides minimum cybersecurity
509 requirements depending on these conditions.

510  This document uses relevant references to the base security publication |SO/IEC 27001 for
511 general aspects and for consistency with the cybersecurity management system of IT systems,
512  to the sector specific standard IEC 62443 for managing aspects related to OT systems, to
513 ISO/IEC 27402 for loT functionalities and to the applicable security technics from IEC 62351
514  (all parts).

515 Product specific requirement are given in the form of security protection profiles (6.7.6) by
516  category of equipment. Their structure is following Annex B of ISO/IEC 15408-1:2022 and their
517 content can include additional requirements to IEC 62443 standards.

518 NOTE These product security protection profiles are not equivalent to IEC 62443 security profile defined by IEC
519 TS/62443-1-5 which are limited to the existing content of IEC 62443 standards.

520  The content of this document is intended to be referenced by product standards.

521
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522 LOW-VOLTAGE SWITCHGEAR AND CONTROLGEAR AND THEIR
523 ASSEMBLIES -

524 SECURITY ASPECTS

525

526

527

52 1 Scope

529  This document applies to the security related main functions of switchgear and controlgear and
530 their assemblies, called equipment, in the context of operational technology and during the
531 whole lifecycle of the equipment. It is applicable to equipment with wired or wireless data
532 communication means and their physical accessibility, within their limits of environmental
533  conditions.

534  This document provides requirements on the appropriate:

535 — security risk assessment to be developed including the attack levels, the typical threats, the
536 impact assessment and the relationship with safety;

537 — levels of exposure of the communication interface and the determination of the equipment
538 security level;

539 — countermeasures for the physical access and the environment derived from
540 ISO/IEC 27001:2013;

541 — countermeasures referring to IEC 62443-4-2 with their criteria of applicability;

542  — user instructions for installation, operation and maintenance;

543  — conformance verification and testing, and

544  — security protection profiles by family of equipment (Annex E to Annex H).

545 In particular, it focuses on potential vulnerabilities to threats resulting in:

546 — unintended operation of the switching device or the control device, which can lead to
547 hazardous situations;

548 — unavailability of the protective functions (overcurrent, earth leakage, etc.);

549  — other degradation of safety related function.

550 It also provides guidance on the cybersecurity management with the:

551 — roles and responsibilities (Table 4);

552  — typical architectures (Annex A)

553  — use cases (Annex B)

554  — development methods (Annex C)

555 — recommendations to be provided to users and for integration into an assembly (Annex D)
556 — bridging references to cybersecurity management systems (Annex J)

557  This document does not cover security requirement for

558  — information technology (IT),

559  — industrial automation and control systems (IACS), engineering workstations and their
560 software applications,

561 — critical infrastructure or energy management systems,

562 — network device (communication network switch or virtual private network terminator), or
563 — data confidentiality other than for critical security parameters.

564  This document, as a product security publication, follows IEC Guide 120.
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565 2 Normative references

566  The following documents are referred to in the text in such a way that some or all of their content
567  constitutes requirements of this document. For dated references, only the edition cited applies.
568 For undated references, the latest edition of the referenced document (including any
569 amendments) applies.

570 IEC 60364-7-729, Low-voltage electrical installations — Part 7-729: Requirements for special
571 installations or locations — Operating or maintenance gangways

572 IEC 60947-1:2020, Low-voltage switchgear and controlgear — General rules

573  |EC 62443-3-2, Security for industrial automation and control systems — Part 3-2: Security risk
574  assessment and system design

575 IEC 62443-4-1:2018, Security for industrial automation and control systems — Part 4-1: Secure
576  product development lifecycle requirements

577  IEC 62443-4-2:2019, Security for industrial automation and control systems — Part 4-2:
578 Technical security requirements for IACS components

579  |EC TS 62443-6-2:2024", Security evaluation methodology for IEC 62443 - Part 4-2: Technical
580  security requirements for IACS components

581 ISO/IEC 27001:2013, Information technology — Security techniques — Information security
582  management systems — Requirements

583 ISO/IEC 27005, Information security, cybersecurity and privacy protection — Guidance on
584  managing information security risks

585 ISO/IEC 27402:20232, Cybersecurity — loT security and privacy — Device baseline requirements

586 3 Terms, definitions and abbreviated terms

587 3.1 Terms and definitions

588 For the purposes of this document, the following terms and definitions given in
589  IEC 60947-1:2020 and the following apply.

500 ISO and IEC maintain terminological databases for use in standardization at the following
591 addresses:

592 e |EC Electropedia: available at http://www.electropedia.org/

593 e SO Online browsing platform: available at http://www.iso.org/obp

504  3.1.1

595  audit log

596  event storing

597  telemetry

598 logs collecting the evidence of selected user activities, exceptions, and information security
599 events

600 Note 1 to entry: These logs are kept for an agreed period of time to assist in future investigations.

1 Currently under development at the stage IEC CD TS 62443-6-2

2 Currently under development at the stage ISO/IEC FDIS 27402:2023 Documents
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601 Note 2 to entry: Audit logs can be used to comply with legal requirements.

602 [SOURCE: ISO/IEC 24775-2:2014, 3.1.7 modified with additional synonymous names]

603  3.1.2

604  attack

605  attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make
606 unauthorized use of an asset

607 [SOURCE: ISO/IEC 27000:2018, 3.2]

608 313
609  attack surface
610  set of attack points that an attacker can use in order to trigger an attack

611 [SOURCE: ISO/TS 12812-2:2017, 3.4, modified — "enter or capture data in an information
612  system" replaced by "trigger an attack".]

613 3.1.4
614  attack vector
615  path or means by which an attacker can gain access to a device in order to generate an attack

616 [SOURCE: ISO/IEC 27032:2012, 4.10, modified — "computer or network server" replaced by
617 "device" and "deliver a malicious outcome" by "generate an attack".]

618 3.1.5
619  authentication
620  security measure designed to establish the validity of a transmission, message, or originator

621 [SOURCE: IEC TS 62443-1-1:2009, 3.2.13, modified — Last part of the definition deleted.]

622 3.1.6
623 authenticator
624 means used to confirm the identity of an entity

625 EXAMPLE A password or token may be used as an authenticator

626 3.1.7
627  authenticity
628 property that an entity is what it claims to be

629 [SOURCE: ISO/IEC 27000:2018, 3.6]

630 3.1.8

631 authorization

632 right or permission that is granted to a system entity or an individual to access a system
633 resource

634 [SOURCE: IEC TS 62443-1-1:2009, 3.2.14, modified — Addition of "or an individual".]

635 3.1.9
636  ordinary person
637 person who is neither a skilled person nor an instructed person

638 [SOURCE: IEC 60050-826:2004, 826-18-03]

639  3.1.10
640 authorized person
641 skilled or instructed person who is empowered to execute defined work Documents
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[SOURCE: IEC 61439-1:2020, 3.7.17]

3.1.11
availability
property of being accessible and usable upon demand by an authorized entity

[SOURCE: ISO/IEC 27000:2018, 3.7]

3.1.12

confidentiality

property that information is not made available or disclosed to unauthorized individuals, entities
or processes

[SOURCE: ISO/IEC 24767-1:2008, 2.1.2]

3.1.13

countermeasure

action, device, procedure, or technique that reduces a threat, a vulnerability, or an attack by
eliminating or preventing it, by minimizing the harm it can cause, or by discovering and reporting
it so that corrective action can be taken

[SOURCE: IEC TS 62443-1-1:2009, 3.2.33, modified — Note deleted.]

3.1.14

critical security parameter

CSP

security related information whose disclosure or modification can compromise the security of a
cryptographic module

EXAMPLE: Secret and private cryptographic keys, authentication data such as passwords, PINs, certificates or other
trust anchors.

Note 1 to entry: A CSP can be plaintext or encrypted.

[SOURCE:ISO/IEC 19790:2012, definition 3.18]

3.1.15
cybersecurity
preservation of confidentiality, integrity and availability of information in the cyberspace

Note 1 to entry: The objective is to reduce the risk of causing personal injury or endangering public health, losing
public or consumer confidence, disclosing sensitive assets, failing to protect business assets or failing to comply
with regulations. These concepts are applied to any system in the production process and include both stand-alone
and networked components. Communications between systems may be either through internal messaging or by any
human or machine interfaces that authenticate, operate, control, or exchange data with any of these control systems.
Cybersecurity includes the concepts of identification, authentication, accountability, authorization, availability, and
privacy.

[SOURCE: ISO/IEC 27032:2012, 4.20, modified — Notes replaced with the Note to entry.]
3.1.16
data integrity

property that data has not been changed, destroyed, or lost in an unauthorized or accidental
manner

Note 1 to entry: This term deals with constancy of and confidence in data values, not with the information that the
values represent or the trustworthiness of the source of the values.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.38]
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3.1.17

defence in depth

provision of multiple security protections, especially in layers, with the intent to delay if not
prevent an attack

Note 1 to entry: Defence in depth implies layers of security and detection, even on single systems, and provides
the following features:

— attackers are faced with breaking through or bypassing each layer without being detected;
— a flaw in one layer can be mitigated by capabilities in other layers;
— a system security becomes a set of layers within the overall network security.

[SOURCE: IEC TS 62443-1-1:2009, 3.2.40]

3.1.18

system integrity

property that a system performs its intended function in an unimpaired manner, free from
deliberate or accidental unauthorized manipulation

[SOURCE: ISO/TR 11633-2:2009, 2.14, modified — "of the system" deleted.]

3.1.19
denial of service
prevention of authorized access to resources or the delaying of time-critical operations

[SOURCE: ISO 7498-2:1989, 3.3.25]

3.1.20

hazardous situation

circumstance in which people, property or the environment is/are exposed to one or more
hazards

[SOURCE: ISO/IEC Guide 51:2014, 3.4]

3.1.21

security audit

independent review and examination of a system's records and activities to determine the
adequacy of system controls, ensure compliance with established security policy and
procedures, detect breaches in security services, and recommend any changes that are
indicated for countermeasures

[SOURCE: IEC TS 62443-1-1:2009, 3.2.101]

3.1.22

security related main function

essential function

<of switchgear and controlgear and their assemblies>

function of switchgear or controlgear or their assemblies whose failure can result in its unwanted
operation which can lead to hazardous situations, in the loss or the corruption of its protective
function, or in the loss or the corruption of an extended functionality defined by the manufacturer

Note 1 to entry: When an additonal function such as energy monitoring of a circuit-breaker can be subject to attack
leading to the corruption of the security related main function, such as the short-circuit protection, this additional
function is considered as a secuity related main function.

Note 2 to entry: Main functions include, but are not limited to, the protection function, the control function and the

ability of the operator to view and manipulate the equipment. The loss of main functions is commonly termed loss of
protection, loss of control and loss of view respectively.

[SOURCE: |[EC 62443-3-3:2013, derived from 3.1.22]
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3.1.23

complementary function

<of switchgear and controlgear and their assemblies> function of switchgear or controlgear or
their assemblies not identified as security related main function

3.1.24

threat

potential for violation of security, which exists when there is a circumstance, capability, action,
or event that could breach security and cause harm

[SOURCE: IEC TS 62443-1-1:2009, 3.2.125]

3.1.25

security policy

set of rules that specify or regulate how a system or organization provides security services to
protect its assets

[SOURCE: IEC TS 62443-1-1:2009, 3.2.112]

3.1.26

security vulnerability

weakness in an information system, system security procedures, internal controls, or
implementation that could be exploited or triggered by a threat

[SOURCE: ISO/IEC TR 24772:2013, 3.1.5.3]

3.1.27

security risk assessment

process that systematically identifies potential vulnerabilities to valuable system resources and
threats to those resources, quantifies loss exposures and consequences based on probability
of occurrence, and (optionally) recommends how to allocate resources to countermeasures to
minimize the exposure

[SOURCE: IEC TS 62443-1-1:2009, 3.2.88, modified — "total exposure" replaced by "the
exposure" and notes deleted.]

3.1.28

protection profile

PP

implementation-independent statement of security needs for a target of evaluation type

[SOURCE: ISO/IEC 15408-1:2009, 3.1.52]

3.1.29

mobile software program

mobile code

software program or parts of programs transferred from remote system through communication
link that can be executed automatically

EXAMPLE JavaScript, Java applets or ActiveX controls often downloaded from the internet into HTML web pages
to be executed locally.

3.1.30

operational technology

oT

hardware and software that detects or causes a change through the direct monitoring and/or
control of physical devices and systems, processes and events in the organization

[SOURCE: ISO/IEC TR 23188:2020, 3.2.7]
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775 3.1.31
776  safety related function
777 function of the equipment whose failure can result in an immediate increase of risk

778 Note 1 to entry: Typical immediate increase of risk can be the:

779 - unintended operation of the switching device or the control device, which can lead to hazardous situations;
780 - unavailability of the protective functions (overcurrent, earth leakage, etc.);

781 — other degradation.

782 3.1.32

783  smart manufacturing

784 domain of integrated products, processes and resources (cyber, physical, human) to create and
785  deliver products and services, which also collaborates with other domains within an enterprise's
786 value chains and continuously improves its performance aspects

787 Note 1 to entry: Performance aspects include agility, efficiency, safety, security, sustainability or any other
788 performance indicators identified by the enterprise.

789 Note 2 to entry: In addition to manufacturing, other enterprise domains can include engineering, logistics,
790 marketing, procurement, sales or any other domains identified by the enterprise.

791 3.1.33

792 user interface
793  component of an interactive system (software or hardware) that provides the information and
794 controls necessary for the user to accomplish specific tasks with the interactive system

795 Note 1 to entry: Dip switch, control switch, operating means or manual setting are not considered as user interface.

796  [SOURCE: ISO 1503:2008, 3.17]

797 3.2 Abbreviated terms

798  APN access point name

799 AR additional recommendation(s)

800 BMS building management systems

801 BT Bluetooth® 3

802 CCTV closed circuit television

803 CF communication functionalities

804 CVSS common vulnerability scoring system
805 CR component requirement

806 CRL certificate revocation list

807 DNP distributed network protocol

808 DMz demilitarized zone

809 DoS denial of service

810 DDoS distributed denial of service

811 EMC electromagnetic compatibility

812 ERP enterprise resource planning

813 FR foundational requirement

814 HMI human machine interface

815 HVAC heating, ventilation, and air conditioning
816 ICS industrial control system

3 Bluetooth® trademark is an example of a suitable communication protocol available commercially. This
information is given for the convenience of users of this document and does not constitute an enggr.
IEC of this communication protocol. D&Eﬂments
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817 IDS intrusion detection system
818 IPS intrusion prevention system
819 IP internet protocol

820 IT information technology

821 loT Internet of things

822 MLP multiprotocol label switching
823 NFC near field communication
824  OT operational technology

825 PLC programmable logic controller
826 P2P peer to peer connection

827 RBAC role-based access control

828  RS485 recommended standard 485 (according to TIA 485-A)
829 SCADA supervisory control and data acquisition
830 SD card secure digital card

831 SSL secure socket layer
832 ULP universal logic plug
833 USB universal serial bus
834 VPN virtual private network

835 4 General

836  The integrity or the availability of the main functions of switchgear and controlgear and their
837 assemblies can depend on physical security and cybersecurity aspects. The existing
838 procedures for physically accessing equipment shall be considered as part of the security
839  countermeasures together with the cybersecurity countermeasures.

840 5 Security objectives

841 In the context of electrical distribution with switchgear and machine control with controlgear
842 (see Annex A), the overall security objectives are to ensure they operate as designed and
843  configured and specially to avoid unintended operation and to protect their security related main
844 functions.

845  The main security aspects to be considered are: data integrity, authenticity and availability.

846  The availability and the integrity of the safety related functions of the equipment listed in 7.3.1.1
847  shall be identified as precondition to the security objectives by referring to each product
848 standard and the safety risk assessment performed by the manufacturer of the equipment.

849 6 Security lifecycle management

850 6.1 General

851 The protections against security attacks are determined based on the results of a security risk
852  assessment in order to identify the potential threats and vulnerabilities, and to define the
853 countermeasures in a document called security requirements specification. As described in IEC
854  62443-4-1 and , it covers each phase of the life cycle of the equipment and the
855 relevant stakeholders, and it takes into account its physical access and the limits of its
856  environmental conditions (see Figure 2 as an example).
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857  To determine the necessary security assurance measures and their parameters, it is necessary
858 to define the expected threat agent, characterized with a specific strength, also called potential
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859  attack levels. The levels given in Table 1 are assumed in this document.

860 Table 1 — Potential attack levels
Level Potential attack Method of evaluation
Basic Known basic risks of cyber Review of the technical documentation @
incidents and cyberattacks
Substantial Known cybersecurity risks, and Review of the absence of publicly known
the risk of incidents and vulnerabilities and testing of the correctly
cyberattacks carried out by implemented necessary security functionalities ©
actors with limited skills and
resources
High Complex cyberattacks using Review of the absence of publicly known
state-of-the-art technics carried vulnerabilities, testing of the correctly
out by actors with significant implemented necessary security functionalities and
skills and resources assessment of their resistance to skilled attackers
(threat actor), using penetration testing °©
@ Correspond to SL 1 of Annex A of IEC 62443-3-2:2020
b Correspond to SL 2 of Annex A of IEC 62443-3-2:2020
C Correspond to SL 3 of Annex A of IEC 62443-3-2:2020
861
862  Typical threats and their associated countermeasures are given in the use cases described in
863  Annex B, as listed below in Table 2. Specific threats related to particular security protection
864  profiles are given in Annex E to Annex G.
865 Table 2 — Typical threats
BSI @ Top 10 threats Use case Level of attack
Number Name
Infiltration of malware via removable media
and external hardware
Malware infection via internet and intranet
Human error and sabotage UC2 Use case 2 — Protection against basic
B3 unauthorized modification of sensing
(B.3) device
Compromising of extranet and cloud
components
Social engineering and phishing
ucC1 Use case 1 — Protection against Substantial
(D)Dos attacks (B.2) Denial of Service (DoS) attack
uc4 Use case 4 — Protection against Substantial
Control components connected to the internet (B.5) threat actor remotely taking control of
' a “Managing” intelligent assembly
ucs Use case 3 — Protection against Substantial
Intrusion via remote access (B.4) unauthorized modification of wireless
’ equipment
Technical malfunctions and force majeure
Compromising of smartphones in the
production environment
@ German Federal Office for Information Security
866
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867 The risk associated with corrupting certain security related main functions in some industries
868  can be so severe that efforts associated with risk mitigation may outweigh the benefit of utilizing
869 programmable digital products and highly integrated systems. In such cases, a risk analysis
870  detailing the benefits and drawbacks of utilizing such products and systems is recommended.

( )

?
ot Embedded
human machine
interface (local
Wired control panel...)
communication
interfaces

Physical ports:

USB port, SD
card...
. Y,
IEC
871 Figure 2 — Example of physical interfaces of an embedded device
872 in an equipment which can be subject to an attack

873 6.2  Security risk assessment
874  6.2.1 General

875 In general, a security risk assessment includes an equipment/system in its environment on
876  which threats and known vulnerabilities are taken into account. After being performed, this
877  assessment will allow defining relevant countermeasures to fulfil the overall security objectives.

878  All relevant threats and known equipment/system vulnerabilities possibly affecting the main
879  functions of the equipment shall be considered and documented as part of the security risk
880 assessment.

881 The following aspects shall be considered in the risk assessment in combination with the
882 potential attack level of Table 1:

883 — defined context using the relevant protection profile such as defined in Annex E to Annex G;

884 — correct flow of categorized information throughout the intended system architecture defined

885 in 6.7;

886 — trust boundaries;

887 — main functions;

888 — data stores;

889 — intended interaction with other equipment;

890 — communication protocols implemented in the equipment; Documents
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891 — user accessible physical ports;

892 — potential attack vectors including attacks on the hardware if applicable;

893 — potential threats according to Table 2, their likelihood, and their severity and consequences
894 as defined in 6.2.3;

895 — relation to safety as given in 6.2.2;

896 — mitigations and/or dispositions for each threat;

897 — security-related issues identified;

898 — external dependencies in the form of drivers or third-party applications (code that is not
899 developed by the supplier) that are linked into the application.

900 NOTE This list is derived from IEC 62443-4-1:2018.

901 A vulnerability assessment shall be carried out to identify vulnerabilities, to which identified
902 threats are exploitable, of the equipment within its intended use and the potential influence
903 related to its security related main functions.

904  6.2.2 Relationship between safety and security

905 The safety risk assessment of the equipment shall include the possible interaction between the
906  safety related functions and the security functions. In case of interaction, further actions shall
907 be taken to ensure there is no impact on the safety related functions.

908 Figure 3 shows an example of an attack using a vulnerability of an interface of the equipment
909 leading to a direct impact on general functionalities (e.g., loss of service) and a subsequent
910 impact to safety related functions of the equipment. This subsequent impact can be triggered
911 because of specific vulnerabilities on safety related functions. In this example, the
912 implementation of the countermeasures should be established at the appropriate level
913 (equipment or individual safety related function) taking into consideration possible impact of the
914  security countermeasures on safety related functions.

Equipment \
. Safety related functions
subsequent impact

Safety
related
function 1

Vulnerability

Safety

related
function 2

915

916 Figure 3 — Example of relation between security and safety

917  For the common application of functional safety according to IEC 61508 series and
918  cybersecurity according to IEC 62443 series, see IEC TS 630694.

4 Currently under development at the stage IEC CD TS 63069. Documents
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6.2.3 Impact assessment

The assessment of the potential impacts of an attack shall be performed following a
standardised method according to

e |SO/IEC 27005 for general purpose applications or
e |EC 62443-3-2 for industrial control systems .

The impacts should be evaluated according to the levels defined in Table 3 in the context of the
intended system including impacts on the end user.

NOTE Regional standards such as NIST SP 800-30 can also be used.

Table 3 — Impact evaluation

Level Safety 2 Operation Reputation
Critical Death or Durably Durable loss of
irreversible inoperable trust
injuries
Moderate Significant Temporally Unsatisfied
injuries failover customer
Minor Benign injuries No main Small incident
function
affected
@ Safety risks are covered by the requirements of the relevant product
standard completed by the safety risk assessment performed by the
equipment manufacturer. Safety risk assessment shall be taking in
consideration in the security risk assessment without change.

Note: The levels are adapted from Table E.1 b) of ISO/IEC 27005:2011 and the most relevant impacts from E.2.1 of
the ISO/IEC 27005:2011. For example, legal, financial or contractual impacts are more relevant for asset owner of
buildings or production systems than switchgear, controlgear and assembly suppliers.

6.2.4 Security risk assessment result

The risk assessment shall result in the description of:

— the intended system covered by a security risk assessment (e.g. mobile control panel,
optional communication interface);

— the architecture(s) into which the equipment is intended for according to 6.7;

— the various phases such as design, implementation, commissioning, operation, and
maintenance of the equipment and the intended system;

— the identified vulnerabilities that could be exploited by threats and result in security risks
(including intentional attacks on the hardware, embedded software and parameterization
software, as well as unintended events resulting from human error);

— the potential consequences resulting from the security risks, by considering the possibility
under which condition these can occur;

— for each phase, the requirements for additional countermeasures;
— the information on the countermeasures taken to reduce or remove the threats.

6.3 Response to security risk
Responses to security risks include the following:
— mitigate intolerable security risks by:
a) designing the security risk out (avoid); or
b) limiting the security risk; or

c) transferring or sharing the security risk (by implementing compensating coun
in another entity); Doeaiients
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— accept the security risk if tolerable.
6.4 Security requirement specification

Based on the results of the security risk assessment including the vulnerabilities of the

equipment, a security requirements specification shall be generated with at least the following:

— the description of the security related main function of the equipment;

— vulnerabilities that can have an impact on this function and assumed threats, if applicable;

— consequences on the security related main function;

— description of proposed security countermeasure(s) based on the security requirements
given in Clause 6.7.5.

6.5 Roles and responsibilities

Switchgear and controlgear of electrical installation and machinery are managed slightly
differently but generally, the different actors apply the instructions given by the manufacturer of
the equipment. The responsibilities related to cybersecurity illustrated in Table 4 confirm this
principle.

Table 4 — Roles related to security responsibilities

Roles Security responsibilities Example of mapping to system roles
Electrical Electrical supply, Automation
installation sensor, control control system
of machinery (IEC 62443-1-1)
a
Equipment Define products, systems Original Component Product supplier
manufacturer ® or services security manufacturer supplier
objectives, intended use &
instructions
Contractor/integrator | Apply manufacturer Electrical Integrator (OEM) Integration

contractor and
large panel builder

system design & service
instructions

service provider

Maintenance and Apply manufacturer’s Electrical installer Maintenance Maintenance

repair commissioning & update and small panel (OEM or MRO or service provider
instructions builder end-user)
End-user Apply manufacturer’s Facility manager Operator Asset owner

operating instructions

a Not covered by this document (for mapping only).

b Includes manufacturer of component, combination of components and assemblies.

NOTE In building electrical installation, the asset owner of the installation or equipment is not operating, maintaining,
and upgrading it. These responsibilities are managed generally by the end user following the terms of a facility
contract.

6.6 Important data

Special care should be taken to protect the important data. The important data for the integrity
and the availability of the main functions of the equipment are the following:

— operating data related to hazardous operation (electrical interlocking, motor starting,
reclosing, etc);

— equipment configuration data, including:
e circuit-breaker overcurrent protection settings (equipment ratings, number of poles, etc);
e proximity switch settings (sensing range, normally open or normally close output
position, etc).

Other data related to the security related main functions of the equipment may also be identified.
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981 6.7 Control system architecture
982  6.7.1 Control system

983  Typically, low voltage switchgear and controlgear are installed within assemblies. When
984 needed, communication interfaces are implemented (e.g. gateway) to give remote access for
985 monitoring and control. This can be called a control system.

986  The attack surface of an attack to a control system is largely a function of its architecture. To
987  assess the architecture-related risks, its level of functionality and its external connectivity
988  should be evaluated.

989 6.7.2 Levels of communication functionalities

990  The level of communication functionalities (CF) or the range of communication capabilities of
991 the control system can be classified into three levels:

992 — CF1: minimal systems including switchgear & controlgear devices, programmable logics,
993 HMIs and actuators excluding software programming consoles. Point to point
994 communication links may be considered as "CF1-" with limited functionality such as serial
995 communication line and limited zone such as within a machine or within switchgear and
996 controlgear assembly;

997 — CF2: complex systems with supervisory control and data acquisition (SCADA) or building
998 management systems (BMS), including databases but excluding programming consoles and
999 engineering workstations;

1000 EXAMPLE: A protection equipment associated with an edge communication interface providing monitoring
1001 information accessible by a SCADA is CF2.

1002 — CF3: very complex system with permanently-connected programming consoles or
1003 engineering workstations and other enterprise systems with distant remote control
1004 automation systems.

1005 Distributed control systems with or without process engineering console are considered as CF3.

1006 NOTE Special attention is on programming consoles and engineering stations, which provide significant additional
1007 tools to an attacker (threat actor). Their permanent presence in the control system is sufficient to justify a maximum
1008 level. This classification is derived from ANSSI Classification method and key measures, the French Network and

1009 Security Agency.
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1010 Figure 4 illustrate these levels of functionality in a control system architecture.
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1011 Figure 4 — Control system architecture with switchgear and controlgear
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6.7.3 Levels of connectivity
The connectivity (Cx) of a control system can be classified by the following categories:

— C1: isolated. The whole control system network is completely closed.

— C2: connected to the information system of the enterprise but without permitting operations
from outside this information system. The information system can be connected to a public
network such as the Internet or even distributed across multiple sites.

C3: connectivity C2 using wireless communication as depicted in

4 N
Information system

4 )

Control system

Wireless

\ J

— Figure 5. The wireless access gives more vulnerabilities to attacks.

Information system

4 )

Control system

Wireless

\ J

Figure 5 — Control system connectivity level C3

— C4: distributed control system permitting operations from outside as depicted in Figure 6.
Different sites communicate with each other via a private infrastructure. This may be
completely private or leased from a telecommunications operator. This category also
includes control systems that permit operations from outside the site or from a management
network (e.g. remote maintenance, remote management).
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Remote
maintenance

Remote SCADA

Information system /

Private infrastructure

|

Control Control

system 1

system 2

1028 Figure 6 — Control system connectivity level C4
1029 — Cb&: distributed control system with public infrastructure (Internet) as depicted in Figure 7.
1030 An attacker (threat actor) can easily reach various access points of the control system.
1031 Therefore, additional countermeasures are required. Moreover, no resources are dedicated
1032 to the control system, which can become a "collateral victim" of abnormally high network
1033 utilization.

Remote

maintenance
Remote SCADA

Corporate network

Public infrastructure,
Internet

1034 Figure 7 — Control system connectivity level C5

1035 Infrastructure such as private access point name (APN) or virtual private network (VPN) of type
1036 multiprotocol label switching (MLP) falls into this category.

1037 In this category, new potential vulnerabilities related to the presence of an infrastructure are
1038 very difficult — or even impossible — to monitor and control in their entirety, in particular from
1039 the perspective of physical access. All vulnerabilities related to remote maintenance are also

1040  present. Documents
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NOTE This classification is derived from ANSSI Classification method and key measures.

6.7.4 Exposure levels of equipment

The exposure of equipment included in the control system is a combination of its levels of
communication functionality and connectivity. Table 5 gives a level of exposure from E1 (least
exposed) to E5 (most exposed). This indicates the amount of risk that can be introduced into
the control system. A higher risk will require a more extensive risk assessment.

Table 5 — Level of exposure of an equipment

Functionality/Connectivity | C1 | C2 | C3 | C4 | C5
CF3 E3 | E3 | E4 | E4
CF2 E2 | E2 | E3 | E4
CF1 -E2 E3 | E4

E1 least exposed

E5 most exposed

NOTE This classification is derived from ANSSI Classification method and key measures.

The levels of functionality and connectivity do not vary independently. Therefore, some cells
may not correspond to any real system. Other factors can influence the levels, including the
number of devices involved, and the heterogeneity of the devices used. Those factors should
be considered in the risk assessment.

Non-communicating devices illustrated in green in Figure 4 are not considered in the levels of
exposure; but shall be covered in the whole risk assessment when they include embedded
software.

The level of exposure is used for evaluating the severity of the exposure of the equipment to
attacks in order to select the appropriate countermeasure. See Annex B.

6.7.5 Equipment security levels

The technical function of the building or of the machinery in which the equipment is included
should have a target security level defined by the system integrator, the machine builder, or the
facility manager of a building. The equipment used as a part or as the complete technical
function shall provide the capability to meet the target level. The equipment security level does
not include any additional compensating countermeasure.

NOTE: IEC TS 62443-1-1 defines the target, achieved and capability security levels and |JEC 62443-2-1 provides
additional information.

The equipment security level in Table 6 can be determined by combining the level of impact
and the level of exposure resulting in the level of potential attack defined in Table 1.

Table 6 — Equipment security level

Exposure ®
Impact ?
E1 E2 E3 E4 E5
Critical Basic Substantial | Substantial High High
Moderate Basic Basic Substantial | Substantial High
minor Basic Basic Basic Substantial | Substantial
a See Table 3
b See Table 5
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1070 6.7.6 Security protection profile

1071 A security protection profile provides a generic set of assurance security requirements
1072 applicable to an equipment category while considering the context of the operational
1073  environment and the risk factors.

1074 It is a step towards an effective way of dealing with security risk analysis and security targets.
1075 It helps to scale security controls and security-related process activities in accordance to the
1076 identified risks, i.e. to spend most effort where the highest risks are.

1077 Ultimately, it defines a harmonised conformity assessment methodology for the evaluating of
1078 the security of an equipment.

1079  The structure of the security profile given in Figure 8 is following Annex B of |[SO/IEC 15408
1080  1:2022.

Protection profile

Target of evaluation (ToE) overview
General mission objectives

— Introduction Features

Product usage

Users

— Assumptions

— Conformance

- Critical assets of the environment
| Security problem ToE critical assets

definition Threat model

— Security objectives

Security Security functional requirements
" | requirements Security assurance requirements
1081
1082 Figure 8 — Structure of a security protection profile

1083  Security protection profiles for switchgear and controlgear are given in Annex E to Annex H and
1084  can be given in annex to the product standard.

1085 7 Security requirements

1086 71 General

1087  The following requirements are based on the typical use cases of Annex B.

1088 Following the approach of Clause 6, the manufacturer shall implement the relevant security
1089  countermeasures given in the following subclauses. Cybersecurity protection profiles specifying
1090 generic security evaluation criteria for several equipment categories are provided in Annex E
1091 to Annex H.

1092 7.2 Physical access and environment
1093 7.2 PA - Physical access and environment requirement

1094 PA-1 — Operating, functional setting and resetting means of the main functions shall be easily
1095 accessible. Specific accessibility requirements are defined by the relevant product %@uments
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1096 PA-2 — Appropriate user instructions shall be given for addressing the following requirements:

1097 - Installation rules: According to IEC 60364-7-729, restricted access areas with
1098 switchgear and controlgear assemblies shall not provide access to unauthorized
1099 persons. In addition, door(s) provided for closed restricted access areas shall allow easy
1100 evacuation to the outside by opening without the use of a key, tool or any other device
1101 not part of the opening mechanism.

1102 - Electrical circuits and equipment for critical operations power systems shall be
1103 accessible to qualified personnel only.

1104  7.2.2 Physical access and environment rational

1105 Physical security measures are generally defined at the building facility level for managing its
1106  access and to reduce the risk of accidental or deliberate damage or loss of the building assets
1107 and intellectual property. These measures are often associated with other risks such as safety,
1108 environmental, regulatory, etc. The main operations of an equipment are defined by their
1109 relevant product standard. They are generally readily accessible to an authorised person, i.e.
1110  without additional access logging operation on the equipment.

1111 Providing physical security for the electrical room of a building or the control panel of a machine
1112 is essential to reduce the potential of many threats. These locations often contain essential
1113 electrical power control of the building and safety related control system of machinery. It is
1114  essential that access to these areas be limited to authorized users only.

1115 Table°7 provides references from the relevant security standards corresponding to the
1116 requirements of subclause 7.2.1.

1117 Table®7 — Physical access related requirement references
Requirement ID Source Source requirement reference
PA-1 IEC 62443-4-2:2019 CCSC 1 — Support of essential functions

1118  Table°8 provides references to possible security enhancements from the relevant security
1119  standards corresponding to the recommendations of subclause 7.2.3.

1120 Table°8 — Physical access enhancement related requirement references
Requirement ID Source Source requirement reference
PA-e1.1PA-e1.2 ISO/IEC 27001:2013 A.11 — Physical and environmental security (adapted) See Table
PA-e1.4, PA-e2.1, J.2

PA-e2.2 and PA-
e2.3

1121

1122 7.2.3 PA-e — Physical access and environment enhancement

1123 According to A.11 of ISO/IEC 27001:2013, several requirements are derived to premises where
1124  low voltage switchgear and controlgear assemblies are installed. Appropriate user instructions
1125  should be given for addressing the following requirements in a) and b). ).

1126  a) PA-e1 — For secured areas in order to prevent unauthorized physical access, damage and

1127 interference to the security related main functions of the equipment:

1128 1) PA-e1.1 — Physical security perimeters should be defined and used to protect areas that

1129 contain equipment supporting security related main functions.

1130 2) PA-e1.2 — Physical entry controls: access control should be defined and implemented to

1131 authorized persons for entering premises where the equipment is accessible such as

1132 electrical restricted access areas. Documents
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