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Introduction
This draft standard is based on national and international discussions. Your comments on this draft are invited and will assist in
the preparation of the consequent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Please indicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.

Template for comments and secretariat observations Date: xx/xx/20xx Document: ISO/DIS xxxx

1 2 (3) 4 5 (6) 7

MB Clause No./ Subclause
No./Annex (e.g. 3.1)

Paragraph/Figure/
Table/Note

Type of
comment

Commend (justification
for change) by the MB

Proposed change by the MB Secretariat observations on
each comment submitted

3.1 Definition 1 ed Definition is ambiguous and needs
clarifying.

Amend to read '...so that the mains
connector to which no connection...'

6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.

Delete reference to UV photometer.
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VIDEO SURVEILLANCE SYSTEMS FOR USE IN SECURITY APPLICATIONS –  1 

 2 

Part 4: Application guidelines 3 

 4 

 5 

 6 

1 Scope 7 

This part of IEC 62676 gives recommendations and requirements for the design, planning 8 
installation, commissioning, maintaining and testing of Video Surveillance Systems – VSS 9 
comprising of image capture device(s), interconnection(s) and image handling device(s), for 10 
use in security applications. 11 

The objectives of this part of IEC 62676 are to: 12 

a) provide a framework to assist all interested parties in establishing their requirements, 13 

b) assist specifiers and users in determining the appropriate equipment required for a given 14 
application, 15 

c) provide means of evaluating objectively the performance of the VSS. 16 

2 Normative references 17 

The following documents, in whole or in part, are normatively referenced in this document and 18 
are indispensable for its application. For dated references, only the edition cited applies. For 19 
undated references, the latest edition of the referenced document (including any amendments) 20 
applies. 21 

IEC 31010, Risk management - Risk assessment techniques 22 

IEC 62305 (series), Protection against lightning 23 

IEC 62305-3, Protection against lightning – Part 3: Physical damage to structures and life 24 
hazard 25 

IEC 62305-4, Protection against lightning – Part 4: Electrical and electronic systems within 26 
structures 27 

IEC 62676-1-1: Video surveillance systems for use in security applications – Part 1-1: System 28 
Requirements  29 
 30 
IEC 62676-1-2: Video surveillance systems for use in security applications – Part 1-2: General Video 31 
Transmission Requirements  32 
 33 
IEC 62676-2-1: Alarm systems – Video surveillance systems for use in security applications – Part 2-34 
1: Video Transmission Protocols – General Requirements  35 
 36 
IEC 62676-2-2: Alarm systems – Video surveillance systems for use in security applications – Part 2-37 
2: Video Transmission Protocols – IP interoperability implementation based on HTTP 38 
and REST services  39 
 40 
IEC 62676-2-3: Alarm systems – Video surveillance systems for use in security applications – Part 2-41 
3: Video Transmission Protocols – IP interoperability implementation based on web 42 
Services  43 
 44 
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IEC 62676-3:Video surveillance systems for use in security applications– Part 3: Analog and digital 45 
video interfaces  46 
 47 
IEC 62676-5 - Data Specifications and Image Quality Performance for Camera devices 48 
 49 

ISO 31000, Risk management - Guidelines 50 

ISO/IEC 11801 (series), Information technology - Generic cabling for customer premises 51 

ISO/IEC 13818-1, Information technology — Generic coding of moving pictures and associated 52 
audio information — Part 1: Systems 53 

ISO/IEC 14496-2, Information technology — Coding of audio-visual objects — Part 2: Visual 54 

ISO/IEC 14496-10, Information technology — Coding of audio-visual objects — Part 10: 55 
Advanced video coding 56 

ISO/IEC 15444-1, Information technology — JPEG 2000 image coding system — Part 1: Core 57 
coding system 58 

ISO/IEC 19794-5, Information technology — Biometric data interchange formats — Part 5: Face 59 
image data 60 

ITU-T Rec. T.81 / ISO/IEC 10918-1, Information technology — Digital compression and coding 61 
of continuous-tone still images: Requirements and guidelines — Part 1: Requirements and 62 
guidelines 63 

ITU-T Rec. H.263, Video coding for low bit rate communication 64 

ITU-T Rec. H.264, Advanced video coding for generic audiovisual services 65 

ITU-T Rec. H.265, High efficiency video coding 66 

ITU-R BT601, Standard to define how digital interlaced video signals to be coded (also formerly 67 
known as CCIR 601) 68 

 69 

3 Terms, definitions and abbreviations 70 

3.1 Terms and definitions 71 

For the purposes of this document, the following terms and definitions apply. 72 

3.1.1  73 
4K (UHD) 74 
The standard for Ultra High-Definition television (UHDTV) defined by SMPTE2036 to be with 75 
3.840 x 2.160 pixels at 25 or 30 fps. 76 

3.1.2  77 
8K (UHD) 78 
The standard for Ultra High-Definition television (UHDTV) defined by SMPTE2036 to be with 79 
7.680 x 4.320 pixels at 25 or 30 fps. 80 
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3.1.3  81 
camera housing 82 
enclosure to provide physical and/or environmental protection of the camera, lens and ancillary 83 
equipment 84 

3.1.4  85 
camera sensitivity 86 
Image capturing device capability to produce an image in certain light conditions 87 

3.1.5  88 
Constant bit rate 89 
Where the bit rate of a camera stream is kept constant regardless of the image quality or 90 
movement in the scene 91 

3.1.6  92 
VSS surveillance installation 93 
installation consisting of the hardware and software components of a VSS, fully installed and 94 
operational for monitoring a defined security zone 95 

3.1.7  96 
VSS camera 97 
unit containing an imaging device producing a video signal from an optical image 98 

3.1.8  99 
VSS camera equipment 100 
unit containing a CCTV camera plus appropriate lens and necessary ancillary equipment 101 

3.1.9  102 
VSS control unit 103 
equipment for controlling and monitoring the required operational functions of the VSS 104 

3.1.10  105 
VSS 106 
Video Surveillance System; system consisting of camera equipment, monitoring and associated 107 
equipment for transmission and controlling purposes, which may be necessary for the 108 
surveillance of a protected area, previously referred to as CCTV 109 

3.1.11  110 
outline 111 
Minimum requirement of a VSS camera to outline a target, e.g. objects and their movements 112 
with a display of > 40 pixel/metre 113 

3.1.12  114 
electronic iris 115 
automatic electronic shutter which changes the camera sensitivity in relation to the varying light 116 
conditions in order to maintain the video output signal within defined limits 117 

3.1.13  118 
electronic shutter 119 
arrangement in the camera changing its sensitivity by electronically controlling its exposure 120 
time 121 

3.1.14  122 
event recording 123 
event controlled recording or storing of image signals for a pre-determined time  124 
NOTE: refers to video recording not to system log of events 125 
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3.1.15  126 
external synchronisation 127 
method of feeding reference timing signals to all connected devices to ensure that their video 128 
output signals are synchronous 129 

3.1.16  130 
focal length (f) 131 
 measurement of the converging power of a lens, normally expressed in mm, which can be used 132 
to determine the angle of view for a given sensor size 133 

3.1.17  134 
geo data 135 
digital information assigning a certain spatial location to the earth's surface 136 

3.1.18  137 
High Definition (HD) 138 
A contemporary television standard with 1920 x 1080 pixels, interlaced (1080i) or progressive 139 
(1080p), as defined by SMPTE274, and with 1280 x 720 pixels, progressive (720p), as defined 140 
by SMPTE296 141 

3.1.19  142 
imaging device 143 
device that converts an optical image into an electrical signal 144 

3.1.20  145 
imaging device illumination 146 
level of illumination at the photosensitive surface of the imaging device 147 

3.1.21  148 
iris 149 
variable aperture mechanism which regulates the amount of light passing through the lens onto 150 
the imaging device of the CCTV camera 151 

3.1.22  152 
lens 153 
optical device for projecting an image of a desired scene onto the photo sensitive surface of 154 
the imaging device 155 

3.1.23  156 
overview 157 
Minimum requirement of a VSS camera to overview a target, e.g. objects and their movements 158 
with a display of > 20 pixel/metre 159 

3.1.24  160 
NTSC 161 
National Television Systems Committee, a US standardisation for analogue television 162 

3.1.25  163 
NTSC resolution 164 
A US standard resolution for analogue television produced by a 525 interlaced scanning system 165 
at 29.97 TV frames per second. When digitised, using the ITU-R BT601 recommendation, the 166 
NTSC analogue video signal is converted to 720 x 480 pixels at 30 TV frames per second 167 

3.1.26  168 
video signal presentation device 169 
device for converting video signals into pictures on a display screen 170 
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3.1.27  171 
discern 172 
Minimum requirement of a VSS camera to discern a target, e.g. objects and their movements 173 
with a display of > 80 pixel/metre 174 

3.1.28  175 
ONVIF 176 
ONVIF is an open industry forum that provides and promotes standardized interfaces 177 
for effective interoperability of IP-based physical security products 178 

3.1.29  179 
Operational Requirements (OR) 180 
A formal written statement of need, justifications and purpose of the proposed VSS 181 

3.1.30  182 
pan and tilt unit 183 
motorised unit permitting the horizontal and vertical positioning of the camera equipment 184 

3.1.31  185 
PAL 186 
Phase Alternating Line, a European based standardisation for analogue television 187 

3.1.32  188 
PAL resolution 189 
A European standard resolution for analogue television produced by a 625 interlaced scanning 190 
system at 25 TV frames per second. When digitised, using the ITU-R BT601 recommendation, 191 
the PAL analogue video signal is represented with 720 x 576 pixels at 25 TV frames per second 192 

3.1.33  193 
pan, tilt, zoom (PTZ)  194 
function of a camera control permitting the horizontal, vertical positioning of the camera together 195 
with the variation of the focal length of the lens 196 

3.1.34  197 
picture storage 198 
storing of still or video images 199 

3.1.35  200 
pixel density 201 
a parameter that refers to the number of pixels clearly visible (in focus), per metre width, at the 202 
observed object distance  203 

3.1.36  204 
scene illumination 205 
level of illumination on the area to be kept under surveillance, measured in lux. 206 

3.1.37  207 
site plan 208 
a map or pictorial representation of the protected area showing the intended views of the CCTV 209 
cameras and their locations. 210 

3.1.38  211 
system design proposal (SDP) 212 
a design proposal that shows the elements of a video surveillance system, equipment 213 
installation location, physical interconnection and networking, suggested visual coverage, 214 
storage calculation and control room layout design. 215 
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3.1.39  216 
service level agreement (SLA) 217 
An agreement between the end user and installer covering the operation and maintenance of 218 
the installation 219 

3.1.40  220 
Variable bit rate (VBR) 221 
Where the bit rate for the camera stream is constantly changing during the encoding process, 222 
due to changes in the scene 223 

3.1.41  224 
video signal 225 
electronic representation of the motion video captured on an imaging sensor 226 

3.1.42  227 
video signal amplitude 228 
magnitude of the video signal expressed in Volts 229 

3.1.43  230 
zoom lens 231 
lens with variable focal length and therefore variable angle of view  232 

3.1.44  233 
perceive 234 
Minimum requirement of a VSS camera to perceive a target, e.g. objects and their movements 235 
with a display of > 125 pixel/metre 236 

3.1.45  237 
characterise 238 
Minimum requirement of a VSS camera to characterise a target, e.g. persons (type of person, 239 
gait and actions can be characterised) and vehicles (vehicle brands can be characterised) with 240 
a display of > 250 pixel/metre 241 

3.1.46  242 
validate 243 
Minimum requirement of a VSS camera to validate a target, e.g. recognition of known persons, 244 
actions can be reconstructed, vehicle registration numbers can be partially reconstructed with 245 
a display of > 500 pixel/metre 246 

3.1.47  247 
scrutinise 248 
Minimum requirement of a VSS camera to scrutinise a target, e.g. persons identifiable with a 249 
probability bordering on certainty, vehicle recognition according to model/year of construction, 250 
undoubted vehicle number plate recognition with a display of > 1500 pixel/metre 251 

3.1.48  252 
Pixel density 253 
Parameter which refers to the number of pixels at the object location (focused area), per unit 254 
length (pix/m). the parameter is universal as it includes the variables of the sensor size, pixel 255 
count, lens focal length and the distance to the object. 256 

3.1.49  257 
Reaction time 258 
The reaction time is the time span between the recognition of a certain reaction cause and the 259 
start of the (defensive) action directed towards it 260 
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3.1.50  261 
VSCC 262 
Device for receiving, processing, controlling, displaying, storing, export and forwarding all video 263 
signals and information. 264 

3.1.51  265 
VSCC room 266 
Room or enclosure containing the VSCC within a room in a building. This covers a small office 267 
to a full-scale control room environment 268 

3.1.52  269 
Security concept 270 
Entirety of identified risks and hazards in connection with the specified organisational, 271 
personnel, technical and structural measures to secure a  installation and/or to avert hazards  272 

3.1.53  273 
Risk assessment 274 
Determination and evaluation of the identified risks for the object or the relevant assets, such 275 
as theft of material assets and know-how, personal protection, vandalism, sabotage, 276 
interruption of operations, etc. 277 

3.1.54  278 
Security Grade  279 
Grade of security on the basis of the risk assessment carried out 280 

3.1.55  281 
Operator 282 
The operator is the person responsible for the operation of the VSS and for the effectiveness 283 
of the VSS as well as for scheduled, fault-free functioning during the lifecycle of the VSS. 284 
Furthermore, the operator is responsible for regular at-site visual check and maintenance of the 285 
VSS. The term operator is used because the owner of the building/property does not have to 286 
be the user of the VSS at the same time 287 

3.1.56  288 
Competent system engineer VSS  289 
Person who, on the basis of professional technical training, knowledge and experience as well 290 
as knowledge of the relevant standards, regulations and directives, is able to assess the work 291 
to be carried out and recognise possible hazards.  292 
A competent system engineer VSS can be employed by either an installation company/system 293 
integrator company, planning company or at owner or at user of the VSS. 294 

Note 1 to the term: For the field of video surveillance systems, training from the spectrum of electrical engineering 295 
in the field of communications, information, microprocessor, measurement and control or general electrical 296 
engineering is required, and experience in the respective other fields as well as system knowledge of video security 297 
technology must be demonstrated. Qualification of competence for VSS knowledge can be proven by training 298 
certificates of e.g., local security associations or vendors of VSS. 299 

Note 2 to the term: Several years of activity in the relevant fields of work can also be used to assess the professional 300 
training.  301 

Note 3 to the term: The activity requires the ability to independently plan and process comprehensive technical tasks 302 
in a complex, specialised, changing environment. Integrated technical knowledge and in-depth theoretical knowledge 303 
of the subject must be available. The scope and limits of the possible applications of a video surveillance system 304 
must be known. A very broad spectrum of specialised cognitive and practical skills is required. Work processes are 305 
to be planned in a comprehensive manner and assessed with comprehensive consideration of handling alternatives 306 
and interactions with neighbouring areas. The competence to guide others and to support them with well-founded 307 
learning guidance must be given. Interdisciplinary complex issues must be presented in a structured, target-oriented 308 
and addressee-related manner. Own and externally set learning and working goals must be reflected upon, evaluated, 309 
pursued in a self-directed manner and answered. 310 
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3.1.57  311 
competent person VSS  312 
Person who has been instructed by a competent system engineer VSS about the assigned tasks 313 
within the scope of the on-site check and the possible dangers and consequences of improper 314 
behaviour 315 

Note 1 to the term: This includes the necessary knowledge for the assessment of the object requirements, with regard 316 
to the type of danger and the required function of the VSS, the influence of the use as well as the limits of use and 317 
the instruction about the security concept of the video surveillance system, about existing requirements as well as 318 
legal requirements or requirements of the operator from safety aspects as personal and property protection measures 319 
or to avoid personal injury. 320 

Note 2 to the term: The task requires competences for independent planning and processing of the requirements 321 
from the at-site visual check as well as in-depth general knowledge and specialist theoretical knowledge in order to 322 
be able to assess to what extent environmental or object changes can influence the effectiveness of a video 323 
surveillance system. The recognition of possible interactions from other requirements as well as the development of 324 
alternative actions is necessary. Detected deviations must be securely justified, responsibly communicated and, if 325 
necessary, retracted if no other problem solutions can be found. 326 

3.1.58  327 
Instructed person 328 
Person who has been instructed in the tasks required for the operation of a VSS by a competent 329 
system engineer VSS and is capable of independently operating the VSS. 330 

Note 1 to the term: These tasks include the implementation or initiation of protective measures and other measures 331 
to avert danger in the event of shutdown or malfunction of plant components as well as the initiation of fault 332 
rectification or maintenance in the event of impairments.  333 

Note 2 to the term: The tasks presuppose the competences to independently fulfil technical requirements in a still 334 
manageable field of activity, as well as extended general knowledge and extended expert knowledge with regard to 335 
the function of VSS and the organizational measures associated with their operation. Furthermore, it is necessary to 336 
always keep the level of knowledge about VSS up to date through independent and responsible learning.  337 

3.1.59  338 
At-site visual check  339 
Activity to determine and assess the feasibility of implementing the safety concept per camera 340 
location to be monitored as well as checks of visible disturbances and defects - in particular for 341 
influences occurring outside of VSS system parts - on the monitoring tasks of a VSS that are 342 
not evaluated operationally and whether there are deviations from the function of the VSS 343 
required in the safety concept. The at-site visual check is the responsibility of the operator, who 344 
may, however, hand over the inspection to a competent person VSS or to a competent system 345 
engineer VSS. 346 

3.1.60  347 
Maintenance company  348 
Company, who employs competent system engineer VSS that can carry out all maintenance 349 
measures, at-site visual checks as well as system extensions and modifications and that has a 350 
24/7 on-call service, the necessary spare parts and the required equipment. 351 

3.1.61  352 
Maintenance 353 
Combination of all technical and administrative measures during the life cycle of a VSS that 354 
serves to maintain or restore it to a functional state so that it can fulfil the required function. 355 
Maintenance includes the preventive measures of inspection and service checks as well as the 356 
corrective measures of repair and improvement. Maintenance is usually carried out on site; 357 
certain maintenance measures can also take place as "remote maintenance" by means of 358 
remote access with the consent of the operator. Remote maintenance must be documented in 359 
the operating logbook VSS. Maintenance measures must be carried out by a competent system 360 
engineer VSS.  361 
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3.1.62  362 
Preventive maintenance 363 
Maintenance to assess and reduce the probability of failure of a VSS. Preventive maintenance 364 
includes inspection and service checks of a VSS and serves as preventive measures before a 365 
failure is detected. 366 

3.1.63  367 
Corrective maintenance 368 
Maintenance carried out after failure detection to restore a VSS to a condition in which it can 369 
perform its required function. Corrective maintenance corresponds to repair and serves as a 370 
corrective measure after a failure has been detected. 371 

3.1.64  372 
Inspection (part of preventive maintenance) 373 
Testing for conformity of the relevant characteristics of a VSS by measurement, observation 374 
and testing. Checking of all system parts for technical functionality of the VSS according to 375 
general manufacturer-independent criteria. An inspection must be carried out by a competent 376 
system engineer VSS and must be documented in the operating logbook VSS. 377 

3.1.65  378 
Service checks (part of preventive maintenance) 379 
General care, adjustments, cleaning and replacement of system parts of a VSS according to 380 
the manufacturer's instructions, i.e. primarily implementation of manufacturer-specific 381 
measures and activities taking into account the special operating environment conditions. 382 
Service checks must be carried out by a competent system engineer VSS and must be 383 
documented in the operating logbook VSS. 384 

3.1.66  385 
Repair (corrective maintenance) 386 
Physical measure carried out to restore the function of a faulty VSS through fault location, fault 387 
diagnosis and repair. If it is determined during an inspection or service checks that the required 388 
function of the VSS or individual system parts is no longer ensured until the next inspection or 389 
that the required function cannot be fulfilled due to a malfunction, a repair must be carried out 390 
immediately and coordinated with the operator. Repairs must be carried out by a competent 391 
system engineer VSS and must be documented in the operating logbook VSS. 392 

3.1.67  393 
Improvement 394 
An improvement comprises additions or changes to a VSS that improve the reliability or 395 
functional safety of a VSS during operation without changing its original function. An 396 
improvement must be carried out by a competent system engineer VSS and must be 397 
documented in the operating logbook VSS. An improvement can be, for example, a firmware or 398 
software update. 399 

3.1.68  400 
Operating logbook VSS 401 
At the time of commissioning, the competent system engineer VSS must hand over an operating 402 
logbook VSS to the operator, in which all activities on the VSS during the entire lifecycle of the 403 
VSS must be continuously recorded. This includes, among other things, all briefings, the 404 
handover of the VSS, all operating events such as malfunctions, hazard alarms and false alarms 405 
as well as their causes, all maintenance carried out (preventive: inspections and service checks 406 
as well as corrective: repair) and all modifications and improvements to the VSS. 407 

In the operating logbook VSS, the competent system engineer VSS must refer to the required 408 
at-site visual checks and maintenance as well as to the operator's obligation to keep the 409 
logbook. The operating logbook VSS must be kept by the operator or by an instructed person. 410 
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3.1.69  411 
Resistance value 412 
Resistance class or measure given in an abstract unit for the resistance of a security product 413 
or also of a building element, such as window, door, a wall, ceiling or floor. 414 

3.1.70  415 
Resistance time 416 
Value, given in units of time, for which a security product or a building element, such as window, 417 
door, a wall, ceiling or floor, resists a defined attack, depending on the respective resistance 418 
value 419 

3.2 Abbreviations 420 

For the purposes of this document, the following abbreviations apply. 421 

4K 
8K 
ASB  

Acronym for Ultra High Definition TV (UHDTV) with 3.840 x 2.160 pixel 
Acronym for Ultra High Definition TV (UHDTV) with 7.680 x 4.320 pixel 
Anti-social behaviour  

BNC  
CCIR 

Bayonet Neill–Concelmann (connector) 
Consultative Committee on International Radio  

CCTV  Closed circuit television, old term for VSS 
DVR  Digital video recorder 
CEM Electro-magnetic compatibility 
CRT Cathode ray tube 
FAT Factory acceptance test 
FPS Frames per second 
Gbps Gigabits per second 
H.26x 
HD  
HDD 
HPDO 
NVR 

Covers both H.264 and H.265 advanced video coding format 
High definition 
Hard disk drive 
High Pixel Density Object – reflects to HPDO test chart 
Network video recorder 

LCD 
LPDO 

Liquid crystal display 
Low Pixel Density Object – reflects to LPDO test chart 

IP Internet protocol 
IPD Image presentation device 
IR Infrared 
Mbps Megabits per second 
MPEG 
OODPCVS 
ONVIF 
OR 

Motion Picture Experts Group  
Acronym for overview/outline/discern/perceive/characterise/validate/scrutinise 
Standard interface of IP-based physical security products 
Operational requirement 

PTZ Pan tilt zoom 
SD 
SDP 

Standard Definition (576i for PAL; 480i for NTSC) 
System Design Proposal 

REST Restful State Transfer (Webservice) 
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RTSP 
SSD 
SXGA 
TCP/IP 
VRN 

Real time stream control protocol 
Solid state drive 
Super eXtended Graphics Adapter 
Transmission Control Protocol / Internet Protocol 
Vehicle registration number 

UAT 
UDP 

User acceptance testing 

User Datagram Protocol 
UHD Ultra High Definition 
UPS Uninterruptible power supply 
UTC Universal time coordinated 
UV Ultraviolet 
VCA Video content analysis 
VMS Video management system 
VMD Video motion detection 
WORM 
VSCC 
VSS  

write once read many 
Video Surveillance Control Centre 
Video Surveillance System 

4 Planning considerations 422 

4.1 General considerations 423 

A VSS is the combination of image capture devices, lighting, interconnections, image handling 424 
devices, etc. selected and installed to meet the Operational Requirements (OR). 425 

VSS shall only be planned, installed, extended, modified and maintained by a competent system 426 
engineer VSS. 427 

The recommended procedure for implementing a VSS is detailed in the following clauses. 428 

4.2 Security concept 429 

4.2.1 General 430 

The basis for planning of a VSS is a security concept, which must be documented in a suitable 431 
form and updated as part of the system documentation. 432 

The operator is responsible for the security concept and defines the measures together with the 433 
responsible bodies and project participants, e.g. planners, authorities, insurers, competent 434 
system engineers VSS, etc. A prerequisite for the creation of a security concept is a threat 435 
analysis and definition of protection goals carried out by the operator or a commissioned body, 436 
e.g. specialist planners, experts, etc. This is necessary for the definition of the operating 437 
requirements. This is to be used for the determination of the operational requirements (OR). 438 

The security concept must include the VSS as part of a three-pronged security strategy. The 439 
strategy consists of: 440 

• structural-mechanical measures to achieve a sufficient resistance time value 441 

• electronic measures, including the VSS and e.g. lightning protection 442 
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• organisational measures to support safe and, if necessary, false-alarm-free operation and 443 
to react appropriately to the situation in the event of certain occurrences, such as alarms 444 
and malfunctions, but also substitute measures in the event of shutdowns and malfunctions 445 

The security concept must describe the interaction of the three strategic components in relation 446 
to the specific circumstances and measures. 447 

The structure of a security concept should follow the sequence in Figure 1. 448 

 449 

 450 

Figure 1 – structure of a security concept 451 

 452 
Note: Further detailed information on the preparation of security concepts and risk management can be found in ISO 453 
31000 (Risk Management Guidelines) and IEC 31010 (Risk Management – Risk assessment techniques) 454 
 455 
Risk assessment 456 

Prior to the VSS design and to support the understanding of its purpose, a threat analysis and 457 
a risk analysis (see Figure 1) should be carried out as part of the preparation of a security 458 
concept. The threats and risks to the object should be identified and assessed in terms of their 459 
likelihood and impact. These represent the risk to the object or organisation. 460 

A risk assessment should be carried out and the VSS should be designed to mitigate the 461 
assessed risks. VSS designs should be carried out in accordance with this standard. 462 

There is no single model design for a VSS. The design should be based on the individual site 463 
and object, the threats and content of those sites and the expected threats and damage. 464 

Examples of issues to be considered are listed below: 465 

a) Cost of loss: 466 

1) What is the value, e.g. financially, intellectually, etc. of the assets at site? 467 

2) What is the consequence of interruption of work/business at site? 468 

b) Location: 469 

1) What is the quality and extent of any existing physical security? 470 

2) Is the site located in a high crime area? 471 

3) Are there any adverse environmental conditions? 472 

4) How long does it take to get intervention forces to the site? 473 

5) Does the public have access to the site/location? 474 
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c) Staffing: 475 

1) Is the site unoccupied for extended periods? 476 

2) Are there security staff? 477 

d) Theft, robbery and threat history: 478 

1) Is there a history of theft, robbery or threats at site? 479 

2) If so, what were the methods of attack of the previous threat? 480 

Results of this assessment will be used to contribute to decisions regarding the type of VSS to 481 
be specified and then subsequently installed. 482 

4.2.2 Selection of security grades 483 

The results of the risk assessment (see 4.2.1) should be used to determine the requirements of 484 
the VSS and its components. Where appropriate a security grade should be assigned.   485 

The security gradings may be defined by different methods as shown below: 486 

1. Security grade definition applied to the entire VSS (same grade) or different gradings to sub-487 
systems (system view) 488 

2. Security grade definition applied to the size of VSS (size view) 489 

3. Security grade definition applied to the application/vertical within the VSS is being used 490 
(application view) 491 

4. Security grade definition applied to the functions within the VSS (function view) 492 

The identified security grade requirements should be specified in the operational requirement 493 
(OR) or system design proposal (SDP) and agreed by the customer and system designer.  494 

IEC 62676-1-1 defined the following functions within VSS  495 

Depending on the level of risk, the security grade needs to be defined for the following VSS 496 
functions: 497 

a) common interconnections  498 

b) storage  499 

c) archiving and backup  500 

d) alarm related information  501 

e) system logs  502 

f) backup and restore of system data  503 

g) repetitive failure notification  504 

h) image handling device PSU monitoring  505 

i) image buffer holding time  506 

j) essential function device failure notification time  507 

k) monitoring of interconnections  508 

l) tamper detection  509 

m) authorisation code requirements  510 

n) time synchronisation  511 

o) data authentication  512 

p) export/copy authentication  513 
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q) data labelling  514 

r) data (manipulation) protection 515 

Individual functions of the VSS may be specified at different security grades: for example, a 516 
system generally specified at grade 1 with grade 4 storage including fail-safe image storage. 517 

Any additional functions which are required above the security level may be defined individually 518 
in the OR or SDP 519 

Further information for security grading examples refer to Annex D. 520 

4.3 Developing the operational requirements 521 

The OR document shall be produced. This is a formal written statement of need, justifications 522 
and purpose of the proposed VSS. The installer should assess and determine whether 523 
production of the OR is to be completed before or after the site survey. See 5.2 & 5.3 for more 524 
details. 525 

4.4 Site survey 526 

Once a location has been chosen for a VSS installation asite survey should be undertaken. This 527 
is to familiarise the system designer with the specifics of the intended site, such as access 528 
constraints, siting of key components (cameras, controls, power supplies, etc.) and 529 
environmental factors including illumination in day and night mode (see Clause 6 for more 530 
details). 531 

This should be completed by visiting the location to assess its suitability, and to note any issues 532 
for the system design phase.  533 

If the location where the VSS is to be installed has not yet been constructed then the site survey 534 
may be carried out after a preliminary design has been created. 535 

4.5 Security of the VSCC room 536 

The VSCC must be protected by means of structural, mechanical, electronic, organisational 537 
and, if necessary, personnel security measures, depending on the security concept, the risk 538 
assessment and the resulting security grading. 539 

The identified risks and requirements should be specified in the operational requirements (OR) 540 
and discussed with the bodies involved. Accordingly, suitable security measures should be 541 
selected to protect the VSCC from unauthorised access, sabotage, vandalism and manipulation.  542 

The enclosure components of the VSCC room or the housing in which the central components 543 
of the VSS are located must have sufficient structural or mechanical resistance in accordance 544 
with the results of the risk assessment. In addition, breakthrough monitoring with suitable 545 
sensors or detectors (e.g. area monitoring) may be required. 546 

Depending on the security grading, the VSCC room or the enclosure should also have an 547 
opening and closing contact monitoring system for the doors (access door, openings as side 548 
panels of the enclosure, etc.) with logging.  549 

At grade 4, the VSCC room should be equipped with an intrusion alarm system that ensures 550 
monitoring of opening, closure and breakthrough as well as monitoring of the interior.  551 
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In this regard, suitable organisational security measures, such as alarm transmission and 552 
intervention by security staff, must be defined. In particular, the failure and sabotage protection 553 
of the transmission paths must be taken into account. 554 

Furthermore, a mechanical, mechatronic or electronic access control system may be required 555 
for the VSC room. The individual measures depending on the security grades can be found in 556 
Table 1. 557 

Table 1 – Measures depending on Security Grades  558 

Measures SG 1 SG 2 SG 3 SG 4 
Structural, mechanical resistance O O X X 
Constructional elements* with a high resistance value O O X - 
Constructional elements* with a very high resistance value O O O X 
electronic burglar alarm system O O X X 
Opening and closure monitoring with logging O X X X 
Breakthrough monitoring O O O X 
External triggering, e.g. motion detectors (spatial monitoring) O O X X 
Transmission device to a permanently manned AMC** O R X X 
Access control system O R X X 

*)  Windows, Doors, Walls, Ceilings, Floors 559 
**) Alarm Monitoring Centre 560 
- = not permitted 561 
X = required 562 
O = optional 563 
R = Recommendation 564 

Remark: 565 
The term "resistance or resistance value" refers to "breakthrough". 566 

4.6 System design including site plan 567 

Once the site survey and OR is completed the VSS can be designed, and a System Design 568 
Proposal and Specification needs to be prepared. The design shall take into account the various 569 
requirements and location factors identified in the previous stages. At this stage a site plan 570 
should be drawn up, including locations for the various key components such as cameras 571 
(including field of view), detectors (including range and coverage), control rooms, power 572 
supplies, interconnections, etc. See Clause 6 for more details. 573 

4.7 Developing the test plan 574 

Having designed the VSS, a test plan shall be produced to allow any installed system to be 575 
suitably proven. This test plan should include all the critical aspects of the VSS, such as image 576 
quality, system interconnectivity, coverage, camera view, etc. The purpose is to ensure that the 577 
system can be measured against its OR and proved to be fit for its intended purpose. See 578 
Clause 13 for more information and 6.10.2 for tamper protection testing. 579 

4.8 Installation, commission and hand over 580 

The risk assessment, OR and system design (including a site plan) should all be used to help 581 
facilitate the VSS installation. 582 

Having completed the installation, commissioning tests as specified in the test plan should be 583 
completed according to the OR.  584 

Once this has been successfully completed the system can be formally handed from the installer 585 
to the operator. See Clause 15 for more details. 586 
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4.9 Documenting the system  587 

Documentation should be completed supporting the design, installing and commissioning 588 
phases of the VSS. These should be collated and held by the operator as the system references. 589 
The risk assessment, OR, testing plan, site survey, system design and site plan (see Clauses 590 
14 and 16) should be included, along with the following documents: 591 

– testing results, as built plans/drawings, data interface descriptions; 592 

– training, manuals, support documentation, etc.; 593 

– maintenance plan including routine inspection cleaning, etc. (see Clause 17 for more 594 
details). 595 

5 Operational requirements specifications 596 

5.1 General 597 

The purpose of the VSS installation shall be summarized in a document called "Operational 598 
Requirements" (OR) or “System Design Proposal” (SDP). 599 

5.2 Purpose of the operational requirements 600 

The operational requirements clearly state what the customer expects the functions of the 601 
system to do. If there is an agreement between the system designer and the customer, the OR 602 
could be defined within the system design proposal and specification. If so, this should be 603 
clearly stated within the document. The development/design process encourages clear thinking 604 
about who will use the VSS, where and when it will be used and, in particular, the purpose of 605 
the VSS. It is produced by VSS owners, operators and anyone who intends to use information 606 
from the VSS. The later stages of development of the OR shall involve those with the necessary 607 
skills to convert statements into a technical specification and test procedures.  608 

At appropriate stages checks shall be made to ensure that the proposed implementation will 609 
meet the OR. Without an OR and a matching test procedure there is no practical methodology 610 
to assess whether the system can meet its required purpose. 611 

5.3 Content of the operational requirements 612 

5.3.1 General 613 

The Operational Requirements shall consist of the following parts: 614 

Note: Depending on size of object or size of system or application, parts of this clause may be irrelevant. 615 

5.3.2 Basic objective/functionalities 616 

Following basic functions shall be included where applicable : 617 

• Intended purpose(s) of the system (e.g. site monitoring, detection and/or monitoring and/or 618 
recording of attacks against individual and property, thefts, robberies or damage). 619 

• Risk assessment, which informs the selection of the required security grade of the system 620 
according to IEC 62676-1-1. 621 

5.3.3 Definition of surveillance limitations 622 

Following limitations shall be included where applicable : 623 

• Country-specific data protection laws (e.g. GDPR in Europe) must be complied with for the 624 
planning and operation of VSS. It is advisable to take the country-specific regulations into 625 
account already during the planning of the VSS 626 
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• Limitations imposed by legislation, city rules or similar orders. 627 

• Limitations such as privacy areas required by the operator or by the proximity of neighbours. 628 

5.3.4 Definition of the site(s) under surveillance 629 

Buildings, internal, external or separate areas, small, medium or large private or public spaces, 630 
etc. which are covered by the VSS. 631 

5.3.5 Definition of activity to be captured 632 

Following activity definitions shall be covered: 633 

• The intended targets of the system in each part of the site (e.g. unauthorized persons within 634 
an area bounded by a perimeter fence; vehicles entering the access driveway, etc.). 635 

• The expected speed of the intended target. 636 

• The intended observation category of the targets from the perspective of the operator (e.g. 637 
overview, outline, discern, perceive, characterise, validate, scrutinise of a person). 638 

• Whether external detection is required. 639 

5.3.6 System/picture performance 640 

Following performance parameters shall be included where applicable : 641 

• The key performance characteristics of the system and its displayed images (e.g. timescale 642 
for operator to view persons and track their movements throughout the scene). 643 

• The degree of image detail required for the purpose which is to be observed in each of the 644 
live, recorded and exported views (i.e. it may be desirable or appropriate for a different 645 
resolution to be used in the live view than in the recorded view). 646 

• Definition of any image analysis functionality, together with expected accuracy and whether 647 
this is to be achieved by the operator or automatically by the system. 648 

5.3.7 Period of operation 649 

Following operation parameters shall be included where applicable : 650 

• Definition of the operating hours for the system (e.g. daily between 21:.00 and 08:00 and all 651 
day on Sundays and public holidays). 652 

5.3.8 Conditions at the location 653 

Definition of environmental conditions, which will apply and/or vary during the monitoring period 654 
and are significant in terms of system design (e.g. illumination of the site, potential obstacles 655 
in camera view, maximum and minimum temperatures, on-board). 656 

5.3.9 Resilience 657 

Definition of the ability of the system to continue operating despite the existence of adverse 658 
circumstances (e.g. ability to continue operating during sudden or unexpected loss of power for 659 
a significant or defined length of time, absence of single interconnection paths, whether all or 660 
parts of the system have the same requirement). 661 

5.3.10 Monitoring and image storage 662 

Following monitoring and storage parameters shall be included where applicable : 663 

• Definition of how, and by whom, the system shall be monitored and operated. 664 

• Definition of what is to be recorded (e.g. all images for 10 min before and after an event; all 665 
camera views at all times). 666 
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• Definition of the retention period for recordings and circumstances in which this will change 667 
(e.g. all recorded images to be kept for, and erased after, 28 days except where they relate 668 
to a criminal event). 669 

• Definition of additional (remote) sites where the images shall be available. 670 

• Definition of procedures to be followed when extracting, storing and handling images and 671 
data from the system. Including those that may be stored off-site e,g, Cloud 672 

5.3.11 Exporting images 673 

Following export parameters shall be included where applicable : 674 

• Definition of how images will be exported for short sequences (e.g. a 10 min clip to be 675 
exported to WORM media; individual image snapshots exported to USB/IP storage device). 676 

• Definition of how images will be exported for long sequences (e.g. network download for full 677 
system archive). 678 

• Definition of required compatibility of exported video footages (e.g. sequences should be 679 
re-playable without the need for any software/codec/hardware that is not considered part of 680 
a standard desktop operating system). In case exported video footage is playable on a 681 
standard player, it must be possible to identify, if the video footage is untampered. 682 

5.3.12 Routine actions 683 

Definition of actions that are required as a matter of normal routine (e.g. the monitoring service 684 
shall carry out routine video patrols at 2 h intervals throughout the monitoring period). 685 

5.3.13 Operational response 686 

Following response actions shall be included where applicable : 687 

• Definition of the person responsible for the response (e.g. key holder, guarding service 688 
and/or police). 689 

• Definition of the type of response needed for each potential event (e.g. when a trespasser 690 
is observed the local law enforcement agency is contacted). 691 

• Definition of target times for each response (e.g. security personnel to attend scene within 692 
3 min of event detection). 693 

5.3.14 Operator workload 694 

Following operator parameters shall be included where applicable : 695 

• Definition of the number of display screens an operator is expected to monitor. 696 

• Definition of the number of alarm events the operator is expected to manage. 697 

• Definition of the number of live cameras the operator is expected to manage. 698 

5.3.15 Training 699 

Definition of required training for each role involved in the management and operation of the 700 
system. 701 

5.3.16 Expansions 702 

Following system expansions shall be included where applicable : 703 

• Definition of any planned future extensions of the system, indicating any compatibility 704 
requirements. 705 

• Definition of method used to connect with other systems. 706 
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5.3.17 List of any other special factors not covered by the above 707 

If the operational requirement (OR) cannot be met with current technology or resources it will 708 
be noted in the system design document. 709 

5.4 System operational criteria 710 

5.4.1 General 711 

The system’s operational criteria involve the determination of: 712 

• the operational procedures; 713 

• the alarm response; 714 

• the system response times. 715 

5.4.2 Automation 716 

The VSS shall be designed to enable the operator to analyse the content of the displayed 717 
images and take all necessary actions as defined by the OR. 718 

Automatic processing can assist operators allowing them to concentrate on essential tasks. 719 

Automation of the following functions shall be included where applicable : 720 

• video image switching; 721 

• pre-position of image capture devices; 722 

• equipment monitoring, health check and recording process; 723 

• video content analysis; 724 

• lighting control; 725 

• image storage. 726 

Some of the above functions can be controlled from: 727 

• alarm conditions, 728 

• externally triggered events, 729 

• time related events, 730 

• operator manual activations. 731 

5.4.3 Alarm response 732 

The signalling indication of an alarm condition to the VSS shall have priority over other events.  733 

It should be defined in the OR whether or not the operator shall be able to take manual control 734 
of the system, following an alarm condition, regardless of the degree of automation. 735 

Automation of image selection shall consider the following requirements: 736 

• specification for the selection of the significant images/sequences in each area where an 737 
alarm condition occurs; 738 

• allocation of displays to view the significant images/sequences from the selected image 739 
capture devices; on-screen displays with image source identification or animated diagrams 740 
of the system can be useful; 741 

• presentation of alarm images on designated displays; 742 

• handling of simultaneous alarm conditions; 743 
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