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as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
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Annotated drafts are not acceptable and will beregjected.
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order to comment.

Date; xx/xx/20xx
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an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 6: Mappings

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
operation on all questions concerning standardization in the electrical and electronic fields. To this end and in addition to
other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, Publicly Available
Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their preparation is entrusted to technical
committees; any IEC National Committee interested in the subject dealt with may participate in this preparatory work.
International, governmental and non-governmental organizations liaising with the IEC also participate in this preparation.
IEC collaborates closely with the International Organization for Standardization (ISO) in accordance with conditions
determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all interested IEC
National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National Committees
in that sense. While all reasonable efforts are made to ensure that the technical content of IEC Publications is accurate,
IEC cannot be held responsible for the way in which they are used or for any misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications transparently
to the maximum extent possible in their national and regional publications. Any divergence between any IEC Publication
and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity assessment
services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any services carried out by
independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and members
of its technical committees and IEC National Committees for any personal injury, property damage or other damage of
any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the
publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is indispensable
for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent rights.
IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62541-6 has been prepared by subcommittee 65E: Devices and integration
in enterprise systems, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This fourth edition cancels and replaces the third edition published in 2020. This edition constitutes a
technical revision.

This edition includes the following significant technical changes with respect to the previous edition:

a) Added support for ECC to UA Secure Conversation

b) Added use of the AuthorityKeyldentifier extension in Certificate Revocation Lists.
¢) Enhanced JSON mapping of Unions.

d) Added Decimal data type encoding.

e) Specified ECC keyUsage rules.

f) Added Media assigned by IANA to UANodeSet definition.

g) Added requirements for user and issuer Certificates.

h) Added rules which specify what happens when DateTime precision is lost.

i) Added rules to allow for the truncation of strings containing embedded nulls.
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346 j) Defined a normative string representation for Nodeld, ExpandedNodeld and QualifiedName for
347 JSON mapping.

348 k) Require that TAI times be converted to UTC.

349 1) Allow Symbol to be omitted if unknown in JSON encoding.

350 m) Added fields needed to support RolePermissions to the UANodeSet.
351

352  The text of this International Standard is based on the following documents:

CDV Report on voting
65E/XX/CDV 65E/XX/RVC

353
354 Full information on the voting for the approval of this International Standard can be found in the report
355  on voting indicated in the above table.

356 This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

357  Throughout this document and the other parts of the IEC 62541 series, certain document conventions
358  are used:

359 Italics are used to denote a defined term or definition that appears in the "Terms and definition" clause
360 in one of the parts of the IEC 62541 series.

361 Italics are also used to denote the name of a service input or output parameter or the name of a
362  structure or element of a structure that are usually defined in tables.

363 The italicized terms and names are, with a few exceptions, written in camel-case (the practice of
364 writing compound words or phrases in which the elements are joined without spaces, with each
365 element's initial letter capitalized within the compound). For example, the defined term s
366 AddressSpace instead of Address Space. This makes it easier to understand that there is a single
367  definition for AddressSpace, not separate definitions for Address and Space.

368 A list of all parts of the IEC 62541 series, published under the general titte OPC Unified Architecture,
369 can be found on the IEC website.

370 The committee has decided that the contents of this document will remain unchanged until the stability
371 date indicated on the IEC website under "http://webstore.iec.ch" in the data related to the specific
372 document. At this date, the document will be

373 e reconfirmed,

374 e withdrawn,

375 e replaced by a revised edition, or

376 e amended.

377
IMPORTANT - The ‘colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.

378
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OPC Unified Architecture Specification

Part 6: Mappings

1. Scope

This part of OPC Unified Architecture (OPC UA) specifies the mapping between the security
model described in IEC 62541-2, the abstract service definitions specified in , the
data structures defined in and the physical network protocols that can be used to
implement the OPC UA specification.

2. Normative references

The following documents, in whole or in part, are normatively referenced in this document and

are indispensable for its application. For dated references, only the edition cited applies. For

undated references, the latest edition of the referenced document (including any amendments)

applies.

IEC 62541-1, OPC Unified Architecture - Part 1: Overview and Concepts

IEC 62541-2, OPC Unified Architecture - Part 2: Security Model

, OPC Unified Architecture - Part 3: Address Space Model

, OPC Unified Architecture - Part 4: Services

, OPC Unified Architecture - Part 5: Information Model

IEC 62541-6, OPC Unified Architecture - Part 6: Mappings

IEC 62541-7, OPC Unified Architecture - Part 7: Profiles

, OPC Unified Architecture - Part 9: Alarms and Conditions

IEC 62541-12, OPC Unified Architecture - Part 12: Discovery and Global Services

IEC 62541-18, OPC Unified Architecture - Part 18: Role-Based Security

IEC 62541-21, OPC Unified Architecture - Part 21: Device OnboardingOPC Unified Architecture

- Part 12: Discovery and Global Services

XML Schema Part 2: XML Schema Part 2: Datatypes
http://www.w3.org/TR/xmIschema-2/

SOAP Part 1, SOAP Version 1.2 Part 1: Messaging Framework
http://www.w3.org/TR/soap12-part1/

WS Addressing, Web Services Addressing (WS-Addressing)
http://www.w3.org/Submission/ws-addressing/

TLS, RFC 8446 — The Transport Layer Security (TLS) Protocol Version 1.3
https://datatracker.ietf.org/doc/html/rfc8446

X.509 v3, ISO/IEC 9594-8 (ITU-T Rec. X.509), Information technology — Open Systems

Interconnection — The Directory: Public-key and attribute certificate frameworks
https://www.iso.org/standard/72557.html

HTTP, Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing
https://datatracker.ietf.org/doc/html/rfc7230

HTTPS, HTTP Over TLS
http://www.ietf.org/rfc/rfc2818.txt

Base64, The Base16, Base32, and Base64 Data Encodings Documents
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https://datatracker.ietf.org/doc/html/rfc4648

X690, ISO/IEC 8825-1 (ITU-T Rec. X.690), Information technology — ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER)

https://www.iso.org/standard/35688.html
X200, ISO/IEC 7498-1 (ITU-T Rec. X.200), Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model
https://www.iso.org/standard/20269.html

IEEE 754, 60559-2020 - ISO/IEC/IEEE International Standard - Standard for Floating-Point
Arithmetic

https://ieeexplore.ieee.org/document/9091348

HMAC, Keyed-Hashing for Message Authentication
http://www.ietf.org/rfc/rfc2104.txt

PKCS #1, RSA Cryptography Specifications Version 2.2
https://datatracker.ietf.org/doc/html/rfc8017

PKCS #12, Personal Information Exchange Syntax v1.1
https://datatracker.ietf.org/doc/html/rfc7292

FIPS 180-4, Secure Hash Standard (SHS)
https://csrc.nist.gov/publications/detail/fips/180/4/final

FIPS 197, Advanced Encryption Standard (AES)
https://www.nist.gov/publications/advanced-encryption-standard-aes

UTF-8, UTF-8, a transformation format of ISO 10646
https://datatracker.ietf.org/doc/html/rfc3629

RFC 5280, Internet X.509 Public Key Infrastructure Certificate

and Certificate Revocation List (CRL) Profile

https://datatracker.ietf.org/doc/html/rfc5280

RFC 4514, LDAP: String Representation of Distinguished Names
https://datatracker.ietf.org/doc/html/rfc4514

NTP, Network Time Protocol Version 4: Protocol and Algorithms Specification
https://datatracker.ietf.org/doc/html/rfc5905

RFC 3986, Uniform Resource ldentifier (URI): Generic Syntax
https://datatracker.ietf.org/doc/html/rfc3986

RFC 8141, Uniform Resource Names (URNSs)
https://datatracker.ietf.org/doc/html/rfc8141

RFC 6455, The WebSocket Protocol
https://datatracker.ietf.org/doc/html/rfc6455

RFC 8259, The JavaScript Object Notation (JSON) Data Interchange Format
https://datatracker.ietf.org/doc/html/rfc8259

RFC 7523, JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and

Authorization Grants
https://datatracker.ietf.org/doc/html/rfc7523

RFC 5392, The OAuth 2.0 Authorization Framework

https://datatracker.ietf.org/doc/html/rfc6749 Documents
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OpenlID-Core, OpenlID Connect Core 1.0
http://openid.net/specs/openid-connect-core-1_0.html
OpenlID-Discovery, OpenlD Connect Discovery 1.0

https://openid.net/specs/openid-connect-discovery-1_0.html

RFC 6960, X.509 Internet Public Key Infrastructure — Online Certificate Status Protocol - OCSP
https://datatracker.ietf.org/doc/html/rfc6960

RFC 5869, HMAC-based Extract-and-Expand Key Derivation Function (HKDF)
https://datatracker.ietf.org/doc/html/rfc5869

RFC 8422, Elliptic Curve Cryptography (ECC) Cipher Suites
https://datatracker.ietf.org/doc/html/rfc8422

RFC 6750, The OAuth 2.0 Authorization Framework: Bearer Token Usage
https://datatracker.ietf.org/doc/html/rfc6750

ISO 8601-1, Date and time - Representations for information interchange - Part 1: Basic rules
https://www.iso.org/standard/70907.html

RFC 5234, Augmented BNF for Syntax Specifications: ABNF
https://datatracker.ietf.org/doc/html/rfc5234

RFC 4151, The 'tag' URI Scheme
https://datatracker.ietf.org/doc/html/rfc4151

SemVer, Semantic Versioning 2.0.0
https://semver.org/spec/v2.0.0.html

3. Terms, definitions and abbreviated terms

3.1. Terms and definitions
For the purposes of this document the terms and definitions given in IEC 62541-1, IEC 62541-
2 and |EC 62541-3 as well as the following apply.

3.1.1.
CertificateDigest
short identifier used to uniquely identify an X.509v3 Certificate.

Note 1 to entry: This is the SHA1 hash of DER encoded form of the Certificate.

3.1.2.
DataEncoding
way to serialize OPC UA Messages and data structures.

3.1.3.
DefaultValue
a value that is used when no other value is known or available.

3.1.4.
DevelopmentPlatform
suite of tools and/or programming languages used to create software.

3.1.5.

Mapping
specification on how to implement an OPC UA feature with a specific technology.

Note 1 to entry: For example, the OPC UA Binary Encoding is a Mapping that specifies how to serialize OPC UA
data structures as sequences of bytes.
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3.1.6.

OctetString
a sequence of zero or more octets without any length prefix.

Note 1 to entry: an OctetString is not defined as a DataType and only used in this document when a ByteString is
not appropriate.

3.1.7.

SecurityProtocol
Protocol which ensures the integrity and privacy of UA Messages that are exchanged between
OPC UA applications

3.1.8.

StackProfile
combination of DataEncodings, SecurityProtocol and TransportProtocol Mappings

Note 1 to entry: OPC UA applications implement one or more StackProfiles and can only communicate with OPC
UA applications that support a StackProfile that they support.

3.1.9.

TransportConnection
full-duplex communication link established between OPC UA applications.

Note 1 to entry: A TCP/IP socket is an example of a TransportConnection.

3.1.10.

TransportProtocol
way to exchange serialized OPC UA Messages between OPC UA applications

3.2. Abbreviated terms

AEAD
API
ASN.1
Ccsv
DNS
ECC
HTTP
HTTPS
IANA
IPSec
NAT
OID
PRF
RSA
SHA1
SOAP
SSL
TCP
TLS
UA
UACP
UASC
Ws-*
XML

Authenticated Encryption with Associated Data
Application Programming Interface
Abstract Syntax Notation #1 (used in X690)
Comma Separated Value (File Format)
Domain Name Service

Elliptic Curve Cryptography

Hypertext Transfer Protocol

Secure Hypertext Transfer Protocol
Internet Assigned Numbers Authority
Internet Protocol Security

Network Address Translation

Object Identifier (used with ASN.1)

Pseudo Random Function

Rivest, Shamir and Adleman [Public Key Encryption System]
Secure Hash Algorithm

Simple Object Access Protocol

Secure Sockets Layer (Defined in TLS)
Transmission Control Protocol

Transport Layer Security (Defined in TLS)
Unified Architecture

OPC UA Connection Protocol

OPC UA Secure Conversation

XML Web Services Specifications

Extensible Markup Language Documents
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556 4. Overview

557 Other parts of the OPC 10000 series are written to be independent of the technology used for
558 implementation. This approach means OPC UA is a flexible specification that will continue to
559 be applicable as technology evolves. On the other hand, this approach means that it is not
560 possible to build an OPC UA application with the information contained in IEC 62541-1 through
561 to because important implementation details have been left out.

562  This document defines Mappings between the abstract specifications and technologies that can
563 be used to implement them. The Mappings are organized into three groups: DataEncodings,
564 SecurityProtocols and TransportProtocols. Different Mappings are combined together to create
565 StackProfiles. All OPC UA applications shall implement at least one StackProfile and can only
566 communicate with other OPC UA applications that implement the same StackProfile.

567  This document defines the DataEncodings in Clause 0, the SecurityProtocols in 5.4 and the
568 TransportProtocols in 6.7.6. The StackProfiles are defined in |EC 62541-1.

569  All communication between OPC UA applications is based on the exchange of Messages. The
570 parameters contained in the Messages are defined in ; however, their format is
571 specified by the DataEncoding and TransportProtocol. For this reason, each Message defined
572 in shall have a normative description which specifies exactly what shall be put on
573  the wire. The normative descriptions are defined in the annexes.

574 A Stack is a collection of software libraries that implement one or more StackProfiles. The
575 interface between an OPC UA application and the Stack is a non-normative API which hides
576 the details of the Stack implementation. An API depends on a specific DevelopmentPlatform.
577 Note that the datatypes exposed in the API for a DevelopmentPlatform may not match the
578  datatypes defined by the specification because of limitations of the DevelopmentPlatform. For
579  example, Java Progamming Language does not support an unsigned integer which means that
580 any APl will need to map unsigned integers onto a signed integer type.

581 Figure 1 illustrates the relationships between the different concepts defined in this document.

UA Application === Slent
Development Platforms LY -
NET Framework - N
CHANSI C — === === nd API g ..
Java / v ; N,
\
T . le — — — _. Data Encodings \
Serialization Layer 77 UA Binary 5

/o UAXML R
I i UAJSON :

Encoded Message ! \
v ! i

] Security Protocols i
Stack < Secure Channel Layer ¢ ——i——— UA Secure Conversation :
; !
: i
Security Transforms ? ! 1
Signing — ——j— —————— +  Secured Message ! i
Encryption v | i
Transport Protocols i
UA TCP
Transport Layer [ ==~ urTPS i
\v WebSockets 1
\_ f /
Wire Protocol < — — — — —————— % — WSDL and XML Schema  /
UA Binary Schema !/
Mappings S 7
582
583 Figure 1 — The OPC UA Stack Overview

584  The layers described in this specification do not correspond to layers in the OSI 7-layer model
585 [X200]. Each OPC UA StackProfile should be treated as a single Layer 7 (application) protocol
586 that is built on an existing Layer 5, 6 or 7 protocol such as TCP/IP, TLS or HTTP. The
587  SecureChannel layer is always present even if the SecurityMode is None. In this situation, no
588  security is applied but the SecurityProtocol implementation shall maintain a logical channel with
589  a unique identifier. Users and administrators are expected to understand that a Secldgcarments
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590 with SecurityMode set to None cannot be trusted unless the application is operating on a
591 physically secure network or a low-level protocol such as IPSec is being used.

592 5. Data encoding

593 5.1. General
594 51.1.

595  This document defines three DataEncodings: OPC UA Binary, OPC UA XML and OPC UA JSON.
596 It describes how to construct Messages using each of these encodings.

Overview

597  5.1.2. Built-in Types
508  All OPC UA DataEncodings are based on rules that are defined for a standard set of built-in
509  types. These built-in types are then used to construct structures, arrays and Messages. The
600 built-in types are described in Table 1.
601 Table 1 — Built-in Data Types
ID Name Nullable Default Description
1 Boolean No false A two-state logical value (true or false).
2 SByte No 0 An integer value between -128 and 127 inclusive.
3 Byte No 0 An integer value between 0 and 255 inclusive.
4 Int16 No 0 An integer value between —32 768 and 32 767 inclusive.
5 Ulnt16 No 0 An integer value between 0 and 65 535 inclusive.
6 Int32 No 0 An integer value between -2 147 483 648 and 2 147 483 647
inclusive.
7 UInt32 No 0 An integer value between 0 and 4 294 967 295 inclusive.
8 Int64 No 0 An integer value between -9 223 372 036 854 775 808 and
9 223 372 036 854 775 807 inclusive.
9 Ulnt64 No 0 An integer value between 0 and 18 446 744 073 709 551 615
inclusive.
10 Float No 0 An |IEEE single precision (32 bit) floating point value.
11 Double No 0 An |IEEE double precision (64 bit) floating point value.
12 String Yes null A sequence of Unicode characters.
13 DateTime Yes DateTime.MinVa | An instance in time.
lue (see 5.1.4)
14 Guid Yes All zeros A 16-byte value that can be used as a globally unigue identifier.
15 ByteString Yes null A sequence of octets.
16 XmlIElement Yes null A sequence of Unicode characters that is an XML element.
17 Nodeld Yes All fields set to An identifier for a node in the address space of an OPC UA
default. Server.
18 ExpandedNodeld Yes All fields set to A Nodeld that allows the namespace URI to be specified instead
default. of an index.
19 StatusCode No Good A numeric identifier for an error or condition that is associated
with a value or an operation.
20 QualifiedName Yes All fields set to A name qualified by a namespace.
default.
21 LocalizedText Yes All fields set to Human readable text with an optional locale identifier.
default.
22 ExtensionObject Yes All fields set to A structure that contains an application specific data type that
default. may not be recognized by the receiver.
23 DataValue Yes All fields set to A data value with an associated status code and timestamps.
default.
24 Variant Yes Null A union of all of the types specified above.
25 Diagnosticinfo Yes No fields A structure that contains detailed error and diagnostic information
specified. associated with a StatusCode.
602
603 Most of these data types are the same as the abstract types defined in JEC 62541-3 and
604 62541-4. However, the ExtensionObject and Variant types are defined in this document. In
605  addition, this document defines a representation for the Guid type defined in |[EC 62541-3.
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606 The Nullable column indicates whether a ‘null’ value exists for the DataType in all
607  DataEncodings. A ‘null’ value is a value that is equavalent ‘no value specified’. A nullable type
608  with a default value means the default value shall be interpreted equivalent to a null.

609  The Default column specifies the default value for the type if a default value is needed. The
610  default value for all arrays is ‘null’.

611 5.1.3. Guid
612 A Guid is a 16-byte globally unique identifier with the layout shown in Table 2.

613 Table 2 — Guid structure
Component Data Type
Data1 UInt32
Data2 Uint16
Data3 Uint16
Data4 Byte [8]

614
615 Guid values may be represented as a string in this form:

616 <Datal>-<Data2>-<Data3>-<Data4[0:1]>-<Datad[2:7]>

617  where Data1 is 8 characters wide, Data2 and Data3 are 4 characters wide and each Byte in
618 Data4 is 2 characters wide. Each value is formatted as a hexadecimal number with padded
619  zeros. A typical Guid value would look like this when formatted as a string:

620 C496578A-0DFE-4B8F-870A-745238C6AEAE
621

622 5.1.4. DateTime

623 DateTime values have different ranges on different DevelopmentPlatforms. To ensure
624 interoperablity two named values are defined:

625 “DateTime.MinValue” is the earliest value that can be represented;

626 “DateTime.MaxValue” is the latest value that can be represented.

627 If the range supported by the DataEncoding is outside of the range supported by a
628  DevelopmentPlatform then decoders shall replace any below range values with
629 DateTime.MinValue and any above range values with DateTime.MaxValue for the
630  DevelopmentPlatform.

631 If the range supported by a DevelopmentPlatform is outside of the range supported by a
632 DataEncoding then encoders shall replace any below range values with DateTime.MinValue
633 and any above range values with DateTime.MaxValue for the DataEncoding.

634 The representation of a DateTime on a DevelopmentPlatform also has a maximum precision.
635 Decoders shall truncate DateTime values that exceed the supported precision. All
636  DevelopmentPlatforms shall support a precision of at least 1ms.

637  The DataValue built-in type adds additional fields for Picoseconds. If a DevelopmentPlatform
638  cannot support the full precision of DateTime values allowed by the DataEncoding then it should
639  expand the size of its internal representation of Picoseconds field to preserve the full precision
640  of the DateTime. If it does not do this it shall set the Picoseconds to 0.

641 The Picoseconds shall be set to 0 when the DateTime value is DateTime.MinValue or
642 DateTime.MaxValue.

643 Concrete examples can be found in 5.2.2.5.

644 5.1.5. ByteString

645 A ByteString is structurally the same as a one-dimensional array of Byte. It is represented as a
646  distinct built-in data type because it allows encoders to optimize the transmission oEd@GEIFRIENtS
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647 However, some DevelopmentPlatforms will not be able to preserve the distinction between a
648  ByteString and a one-dimensional array of Byte.

649 If a decoder for DevelopmentPlatform cannot preserve the distinction it shall convert all one-
650 dimensional arrays of Byte to ByteStrings.

651 Each element in a one-dimensional array of ByteString can have a different length which means
652 is structurally different from a two-dimensional array of Byte where the length of each dimension
653 is the same. This means decoders shall preserve the distinction between two or more dimension
654 arrays of Byte and one or more dimension arrays of ByteString.

655 If a DevelopmentPlatform does not support unsigned integers, then it will have to represent
656  ByteStrings as arrays of SByte. In this case, the requirements for Byte would then apply to
657 SByte.

658 5.1.6. Number, Integer and Uinteger

659  Number, Integer and Ulnteger are abstract simple types defined in |[EC 62541-3. When these
660  types are used in Structure fields, the field value is encoded as a Variant.

661 5.1.7. Structures and Unions

662 Structures are sequences of name value pairs defined by the DataTypeDefinition Attribute in
663 . Each DataEncoding describes how to use the DataTypeDefinition to serialize
664 Structures. Subtypes of Structure extend the parent by adding additional name-value pairs to
665 the sequence.

666 If a DataTypeDefinition sets the StructureType to StructureWithSubtypedValues then any field
667  with a subtype of Structure DataType and IsOptional=TRUE allows the type and any subtype of
668  the field’'s DataType to be present in the field. In these cases, the values are serialized as an
669  ExtensionObject. If IsOptional=FALSE then the field value is encoded directly according to the
670 rules for the DataEncoding.

671 A field is serialized as an ExtensionObject if a field has a DataType set explicitly to Structure.

672 Unions are special subtypes of Structure where only one field value is encoded. All subtypes of
673 Union are concrete. The remainder of the rules for Structure also apply to Unions.

674 5.1.8. ExtensionObject
675  An ExtensionObject is a container for any Structure and Union DataTypes.

676  The ExtensionObject contains a complex value serialized as a sequence of other DataTypes. It
677  also contains an identifier which indicates what data it contains and how it is encoded.

678 There are four primary use cases where ExtensionObjects appear:

679 e When encoding a top-level DataType as a Service Request or Response,;

680 e When encoding a Structure value inside a Variant;

681 o When encoding a field value in a Structure where the field DataType is Structure.
682 e When encoding a field value in a Structure where AllowSubTypes=TRUE (see F.12).

683 In all of these cases, the ExtensionObject provides an identifier that allows a decoder to know
684 if it understands the Structure contained with it and a length that allows the Structure to be
685 skipped if it is not recognized.

686 Structured DataTypes are represented in a Server address space as sub-types of the Structure
687 DataType. The DataEncodings available for any given Structured DataTypes are represented
688 as a DataTypeEncoding Object in the Server AddressSpace. The Nodeld for the
689  DataTypeEncoding Object is the identifier stored in the ExtensionObject. describes
690 how DataTypeEncoding Nodes are related to other Nodes of the AddressSpace.

691 Elements of an array of ExtensionObjects may have different DataTypeEncodi
y ] y yp ’Eﬁéﬁﬁﬂents

692 specified. In some cases, this will be invalid, however, it is the responsibility oi the
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693 layer to enforce whatever constraints are imposed by the Information Model on a given array.
694 Decoders shall accept any valid ExtensionObject as an array element.

695 Server implementers should use namespace qualified numeric Nodelds for any
696  DataTypeEncoding Objects they define. This will minimize the overhead introduced by packing
697 Structured DataType values into an ExtensionObject.

698 ExtensionObjects and Variants allow unlimited nesting which could result in stack overflow
699  errors even if the message size is less than the maximum allowed. Decoders shall support at
700 least 100 nesting levels. Decoders shall report an error if the number of nesting levels exceeds
701 what it supports.

702 5.1.9. Variant

703 A Variant is a union of all built-in data types including an ExtensionObject. Variants can also
704 contain arrays of any of these built-in types. Variants are used to store any value or parameter
705  with a data type of BaseDataType or one of its subtypes.

706 Variants can be empty. An empty Variant is described as having a null value and should be
707  treated like a null column in a SQL database. A null value in a Variant may not be the same as
708 a null value for data types that support nulls such as Strings. Some DevelopmentPlatforms may
709 not be able to preserve the distinction between a null for a DataType and a null for a Variant,
710 therefore, applications shall not rely on this distinction. This requirement also means that if an
711 Attribute supports the writing of a null value it shall also support writing of an empty Variant and
712 vice versa.

713 Variants can contain arrays of Variants but they cannot directly contain another Variant.

714 Diagnosticlnfo types only have meaning when returned in a response message with an
715  associated StatusCode and table of strings. As a result, Variants cannot contain instances of
716 Diagnosticinfo.

717 Values of Attributes are always returned in instances of DataValues. Therefore, the DataType
718 of an Aftribute cannot be a DataValue. Variants can contain DataValue when used in other
719 contexts such as Method Arguments or PubSub Messages. The Variant in a DataValue cannot,
720 directly or indirectly, contain another DataValue.

721 ExtensionObjects and Variants allow unlimited nesting which could result in stack overflow
722 errors even if the message size is less than the maximum allowed. Decoders shall support at
723 least 100 nesting levels. Decoders shall report an error if the number of nesting levels exceeds
724 what it supports.

725 5.1.10. Decimal

726 A Decimal is a high-precision signed decimal number. It consists of an arbitrary precision
727 integer unscaled value and an integer scale. The scale is the inverse power of ten that is applied
728  to the unscaled value.

729 A Decimal has the fields described in Table 3.

730 Table 3 — Layout of Decimal
Field Type Description
Typeld Nodeld The identifier for the Decimal DataType.
Encoding Byte This value is always 1.
Length Int32 The length of the Scale and Value fields in bytes.

If the length is less than or equal to 2 then the Decimal is an invalid value that
cannot be used.

Scale Int16 A signed integer representing scale which is the inverse power of ten that is
applied to the unscaled value.

i.e., the decimal number of the value multiplied by 10-s°a

The integer is encoded starting with the least significant bit.

Value OctetString A 2-complement signed integer representing the unscaled value.

The number of bytes is the value of the Length field minus size of the Scale field.
The integer is encoded with the least significant byte first. . _M1ents

731
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732 When a Decimal is encoded in a Variant the built-in type is set to ExtensionObject. Decoders
733 that do not understand the Decimal type shall treat it like any other unknown Structure and pass
734 it on to the application. Decoders that do understand the Decimal can parse the value and use
735 any construct that is suitable for the DevelopmentPlatform. Note that a Decimal is like a built-
736  in type and a DevelopmentPlatform has to have hardcoded knowledge of the type. No Structure
737 metadata is published for this type.

738  If a Decimal is embedded in another Structure then the DataTypeDefinition for the field shall
739  specify the Nodeld of the Decimal Node as the DataType. If a Server publishes an OPC Binary
740  type description for the Structure then the type description shall set the DataType for the field
741 to ExtensionObject.

742 5.1.11. Null, Empty and Zero-Length Arrays

743 The terms null, empty and zero-length are used to describe array values (Strings are arrays of
744  characters and ByteStrings are arrays of Bytes for purposes of this discussion). A null array
745 has no value. A zero-length or empty array is an array with 0 elements. Some DataEncodings
746 will allow the distinction to be preserved on the wire, however, not all DevelopmentPlatforms
747 will be able to preserve the distinction. For this reason, null, empty and zero length arrays are
748  semantically the same for all DataEncodings. Decoders shall be able to handle all variations
749  supported by the DataEncoding, however, decoders are not required to preserve the distinction.
750  When testing for equality, applications shall treat null and empty arrays as equal. When a
751 DevelopmentPlatform supports the distinction, writing and reading back an array value may
752 result in null array becoming an empty array or vice versa.

753  5.1.12. QualifiedName, Nodeld and ExpandedNodeld String Encoding

754 QualifiedNames, Nodelds and ExpandedNodelds optimize representation of NamespaceUris by
755 using a Namespacelndex to reference the location of the URI in a NamespaceTable. The
756 NamespaceTable to use is known from the context. For example, when a Client establishes a
757 Session with a Server, the Server supplies the NamespaceTable that is used for all exchanges
758  within that Session. Another example, is when a Publisher publishes DataSetMetadata
759 messages, the NamespaceTable is provided as part of the message.

760 However, there are other scenarios where there is no obvious context that can be used to store
761 the NamespaceTable, such as column in a database table, so it is necessary to provide a self-
762  contained representation of these DataTypes. This clause defines a normative String
763  representation using the ABNF notation (see RFC 5234). Table 4 defines additional core rules
764 used in these definitions.

765 Table 4 — Additional ABNF Core Rules
UNICODE Any Unicode character other than a Control character.
CONTROL Any Unicode Control character (includes nulls, carriage returns, tabs and new lines).
URI A string that conforms to RFC 3986.
ENCODEDURI | A URI which has the RFC 3986 Percent-Encoding applied to it.
BASE64 A Base64 encoded binary value (see Base64).
766

767  The ABNF description for a Nodeld is found in Table 5.

768 Table 5 — ABNF Description for a Nodeld
<node-id> = <identifier>
<node-id> =/ <namespace-index> ";" <identifier>
<node-id> =/ <namespace-uri> ";" <identifier>
<namespace-index> = "ns=" *DIGIT
<namespace-uri> = "nsu=" ENCODEDURI
<identifier> = <numericid> / <stringid> / <guidid> / <opaqueid>
<numericid > = "i=" *DIGIT
<stringid> = "s=" *(UNICODE) . .. Documents
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<guidid> = "g="8HEXDIG 3("-" 4HEXDIG) "-" 12HEXDIG
<opaqueid> = "b=" BASE64

<reserved> =""/"%" / CONTROL

<escaped> = "%" 2HEXDIG

Nodelds with a Namespacelndex of 0 or a NamespaceUri of http://opcfoundation.org/UA/ shall
only use the <identifier> form.

The <escaped> form of a Unicode character is the UTF-8 encoding of the Unicode character
represented as a “%” followed by a hexadecimal number. Examples of Nodelds:

i=13

ns=10;i=12345

nsu=http://widgets.com/schemas/hello;s=7k%09World
g=09087e75-8e5e-499b-954f-f2a9603db28a
nsu=tag:acme.com,2023:schemas:data#off%3B;b=M/RbKBsRVkePCePcx240RA==

The ABNF description for a ExpandedNodeld is found in Table 6.

Table 6 — ABNF Description for a ExpandedNodeld

<expanded-node-id> = <node-id>
<expanded-node-id> =/ <server-index> ";" <node-id>
<expanded-node-id> =/ <server-uri> ";" <node-id>
<server-index> = "svr=" *DIGIT

<server-uri> "svu=" ENCODEDURI

ExpandedNodelds that are not specific to a Server shall use the <node-id> form.
Examples of ExpandedNodelds:

i=13

svr=1;nsu=http://widgets.com/schemas/hello;s=7k%09World
svu=http://smith.com/east/factory;g=09087e75-8e5e-499b-954f-f2a9603db28a
svu=http://smith.com/west/factory;nsu=tag:acme.com,2023:schemas:data#off%3B;b=M/Rb
KBsRVkePCePcx240RA==

The ABNF description for a QualifiedName is found in Table 7.

Table 7 — ABNF Description for a QualifiedName

<qualified-name> = <name>

<qualified-name> =/ <namespace-index> ":" <name>
<qualified-name > =/ <namespace-uri> ";" <name>
<name> = *(UNICODE)

QualifiedNames in the OPC UA Namespace shall not use the forms with a <namespace-index>
or a <namespace-uri>.

Examples of QualifiedNames:

InputArguments

3:Hello%09World
nsu=http://widgets.com/schemas/hello;Hello%3BWorld
nsu=tag:acme.com,2023:schemas:data#off%3B;Boiler2

Documents

Document Sharing Hub

Full document details: 24/30485904 DC


http://opcfoundation.org/UA/
http://www.avadocuments.com/doc/24-30485904-dc
http://www.avadocuments.com/doc/24-30485904-dc

IEC CDV 62541-6 © IEC 2023 12

802 5.1.13. Name Encoding Rules

803  Text based DataEncodings such as UA XML (5.3) or UA JSON (5.4) make use of Names from
804 the DataType and DataTypeDefinition to create the serialized data. XML and JSON formats
805 impose restrictions on the Strings that may be used in serialized data so it is necessary to
806 define a transformation that ensures any Names can be used in the DataEncoding. The
807  following rules are used to convert a DataType Name or a Structure Field Name to a string
808  supported by the Encoding:

809 1) Any character that is not permitted by the DataEncoding is replaced by an underscore
810 (U+005F);

811 2) A name with text sequence that is not valid in the first position has an underscore
812 (U+005F) added as a prefix.

813  The character restrictions for the XML DataEncoding are:

<allowed-name> = <letter> *(<allowed-char>/"_"/"-"/".")
<allowed-char> = <letter> / DIGIT

<letter> = UNICODE-LETTER

UNICODE-LETTER Any Unicode character with a general category of ‘Letter’

814 In addition, XML names cannot start with the text ‘xml’ or any variation in case (i.e. ‘xMI’).

815  There are no restrictions for the JSON encoding other than the general restrictions defined in

816 EC 62541-3.

817  Table 8 has examples of XML encoded names.

818 Table 8 — Examples of XML Encoded Names
Hello Hello
_Hello _Hello
3DHello _3DHello
K 7K
3 (MK, )-Hello 3 WK -Hello
819

820 5.2. OPC UA Binary
821 5.2.1. General

822  The OPC UA Binary DataEncoding is a data format developed to meet the performance needs
823  of OPC UA applications. This format is designed primarily for fast encoding and decoding,
824 however, the size of the encoded data on the wire was also a consideration.

825 The OPC UA Binary DataEncoding relies on several primitive data types with clearly defined
826 encoding rules that can be sequentially written to or read from a binary stream. A structure is
827  encoded by sequentially writing the encoded form of each field. If a given field is also a structure,
828  then the values of its fields are written sequentially before writing the next field in the containing
829  structure. All fields shall be written to the stream even if they contain null values. The encodings
830 for each primitive type specify how to encode either a null or a DefaultValue for the type.

831 The OPC UA Binary DataEncoding does not include any type or field name information because
832 all OPC UA applications are expected to have advance knowledge of the services and structures
833 that they support. An exception is an ExtensionObject which provides an identifier and a size
834 for the Structured DataType structure it represents. This allows a decoder to skip over types
835  that it does not recognize.
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836  5.2.2. Built-in Types

837 5.2.2.1. Boolean

838 A Boolean value shall be encoded as a single byte where a value of 0 (zero) is false and any
839 non-zero value is true.

840 Encoders shall use the value of 1 to indicate a true value; however, decoders shall treat any
841 non-zero value as true.

842  5.2.2.2. Integer

843  All integer types shall be encoded as little-endian values where the least significant byte
844 appears first in the stream.

845 Figure 2 illustrates how value 1 000 000 000 (Hex: 3B9ACAOQQ) is encoded as a 32-bit integer
846 in the stream.

847
848 Figure 2 — Encoding Integers in a binary stream

849  5.2.2.3. Floating Point

850  All floating-point values shall be encoded with the appropriate IEEE 754 binary representation
851 which has three basic components: the sign, the exponent, and the fraction. The bit ranges
852  assigned to each component depend on the width of the type. Table 9 lists the bit ranges for
853 the supported floating-point types.

854 Table 9 — Supported Floating Point Types
Name Width (bits) Fraction | Exponent Sign
Float 32 0-22 23-30 31
Double 64 0-51 52-62 63

855 In addition, the order of bytes in the stream is significant. All floating-point values shall be
856  encoded with the least significant byte appearing first (i.e., little endian).

857 Figure 3 illustrates how the value -6,5 (Hex: CODO0000O) is encoded as a Float.

858  The floating-point type supports positive and negative infinity and not-a-number (NaN). The
859 IEEE specification allows for multiple NaN variants; however, the encoders/decoders may not
860 preserve the distinction. Encoders shall encode a NaN value as an IEEE quiet-NAN (Hex:
861 000000000000F8FF) or (Hex: 0000COFF). Any unsupported types such as denormalized
862 numbers shall also be encoded as an IEEE quiet-NAN. Any test for equality between NaN values
863  always fails.

00 00 DO | CO
0 1 2 3 4

864
865 Figure 3 — Encoding Floating Points in a binary stream

866  5.2.2.4. String

867  All String values are encoded as a sequence of UTF-8 characters preceded by the length in
868 bytes.

869  The length in bytes is encoded as Int32. A value of -1 is used to indicate a ‘null’ string.
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870 Strings with embedded nulls (\0’) can lead to unpredictable application behaviour because
871 embedded nulls have special meaning to some DevelopmentPlatforms. For this reason,
872  embedded nulls are not recommended and ByteString should be used instead. That said,
873 Encoders may encode Strings with embedded nulls. Decoders shall use the length to read all
874 bytes in String.

875 Figure 4 illustrates how the multilingual string ‘’kBoy’ is encoded in a byte stream.

Length 7K B|o|y

06 | 00| 00|00 |E6|BO|B4|42|6F |79
0o 1 2 3 4 5 6 7 8 9 10

876
877 Figure 4 — Encoding Strings in a binary stream

878 5.2.2.5. DateTime

879 A DateTime value shall be encoded as a 64-bit signed integer (see 5.2.2.2) which represents
880  the number of 100 nanosecond intervals since January 1, 1601 (UTC).

881 Not all DevelopmentPlatforms will be able to represent the full range of dates and times that
882 can be represented with this DataEncoding. For example, the UNIX time_t structure only has a
883 1 second resolution and cannot represent dates prior to 1970. For this reason, a number of
884 rules shall be applied when dealing with date/time values that exceed the dynamic range of a
885 DevelopmentPlatform. These rules are:

886 n) A date/time value is encoded as O if either

887 1) The value is equal to or earlier than 1601-01-01 12:00AM UTC.

888 2) The value is the earliest date that can be represented with the DevelopmentPlatform’s
889 encoding.

890 0) A date/time is encoded as the maximum value for an Int64 if either

891 3) The value is equal to or greater than 9999-12-31 11:59:59PM UTC,

892 4) The value is the latest date that can be represented with the DevelopmentPlatform’s
893 encoding.

894 p) A date/time is decoded as the earliest time that can be represented on the platform if either

895 5) The encoded value is 0,
896 6) The encoded value represents a time earlier than the earliest time that can be
897 represented with the DevelopmentPlatform’s encoding.

898 q) A date/time is decoded as the latest time that can be represented on the platform if either

899 7) The encoded value is the maximum value for an Int64,
900 8) The encoded value represents a time later than the latest time that can be represented
901 with the DevelopmentPlatform’s encoding.

902 These rules imply that the earliest and latest times that can be represented on a given platform
903 are invalid date/time values and should be treated that way by applications.

904 A decoder shall truncate the value if a decoder encounters a DateTime value with a resolution
905 that is greater than the resolution supported on the DevelopmentPlatform.

906 5.2.2.6. Guid

907 A Guid is encoded in a structure as shown in Table 2. Fields are encoded sequentially according
908 to the data type for field.

909  Figure 5 illustrates how the Guid “72962B91-FA75-4AE6-8D28-B404DC7DAF63” is encoded in
910 a byte stream.
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Data1 Data2 Data3 Data4

91|2B| 96 |72 |75 |FA|E6|4A | 8D | 28 | B4| 04 |[DC|7D | AF | 63
o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Figure 5 — Encoding Guids in a binary stream

5.2.2.7. ByteString

A ByteString is encoded as sequence of bytes preceded by its length in bytes. The length is
encoded as a 32-bit signed integer as described above.

If the length of the byte string is —1 then the byte string is ‘null’.
5.2.2.8. XmlIElement

An XmlElement is an XML element serialized as UTF-8 string and then encoded as ByteString.

Figure 6 illustrates how the Xm/Element “<A>Hot 7K</A>" is encoded in a byte stream.

Length <A> Hot K </A>

OD| 00|00 |00 |3C |41 |3E|48 |6F |74 | E6|BO|B4|3C|2F |41 |3E
0o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

Figure 6 — Encoding XmlIElement in a binary stream

A decoder may choose to parse the XML after decoding; if an unrecoverable parsing error
occurs then the decoder should try to continue processing the stream. For example, if the
XmlElement is the body of a Variant or an element in an array which is the body of a Variant
then this error can be reported by setting value of the Variant to the StatusCode
Bad_DecodingError.

5.2.2.9. Nodeld
The components of a Nodeld are described the Table 10.

Table 10 — Nodeld components

Name Data Type Description
Namespace Uint16 The index for a namespace URI.

An index of 0 is used for OPC UA defined Nodelds.
IdentifierType Enumeration The format and data type of the identifier.

The value may be one of the following:
NUMERIC - the value is an Ulnteger;
STRING - the value is String;

GUID - the value is a Guid;
OPAQUE - the value is a ByteString;
Value UInt32 or String or The identifier for a node in the address space of an OPC UA Server.

Guid or ByteString

The DataEncoding of a Nodeld varies according to the contents of the instance. For that reason,
the first byte of the encoded form indicates the format of the rest of the encoded Nodeld. The
possible DataEncoding formats are shown in Table 11. Table 11 through Table 14 describe the
structure of each possible format (they exclude the byte which indicates the format).
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Table 11 — Nodeld DataEncoding values

Name Value Description

Two Byte 0x00 A numeric value that fits into the two-byte representation.

Four Byte 0x01 A numeric value that fits into the four-byte representation.

Numeric 0x02 A numeric value that does not fit into the two or four byte representations.
String 0x03 A String value.

Guid 0x04 A Guid value.

ByteString 0x05 An opague (ByteString) value.

NamespaceUri Flag 0x80 See discussion of ExpandedNodeld in 5.2.2.10.

Serverindex Flag 0x40 See discussion of ExpandedNodeld in 5.2.2.10.

The standard Nodeld DataEncoding has the structure shown in Table 12. The standard

DataEncoding is used for all formats that do not have an explicit format defined.

Table 12 — Standard Nodeld Binary DataEncoding

Name Data Type Description
Namespace Uint16 The Namespacelndex.
Identifier * The identifier which is encoded according to the following rules:

NUMERIC UInt32
STRING String
GUID Guid
OPAQUE ByteString

An example of a String Nodeld with Namespace = 1 and Identifier = “Hot /K" is shown in Figure

7.

Encoding Byte

Namespace
/ Length Hot X
03|01|00|06|00|00|00|72|6F|74|E6|B0|B4
0 1 3 4 5 6 7 8 9 10 11 12 13

Figure 7 — A String Nodeld

The Two Byte Nodeld DataEncoding has the structure shown in Table 13.

Table 13 — Two Byte Nodeld Binary DataEncoding

Name

Data Type

Description

Identifier

Byte

The Namespace is the default OPC UA namespace (i.e. 0).
The Identifier Type is ‘Numeric’.
The Identifier shall be in the range 0 to 255.

An example of a Two Byte Nodeld with Identifier = 72 is shown in Figure 8.

Encoding Identifier

00 72

Figure 8 — A Two Byte Nodeld
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952 The Four Byte Nodeld DataEncoding has the structure shown in Table 14.

953 Table 14 — Four Byte Nodeld Binary DataEncoding
Name Data Type Description
Namespace Byte The Namespace shall be in the range 0 to 255.
Identifier Uint16 The Identifier Type is ‘Numeric’.
The Identifier shall be an integer in the range 0 to 65 535.
954
955  An example of a Four Byte Nodeld with Namespace = 5 and ldentifier = 1 025 is shown in Figure
956 9.
Encoding Byte Namespace
Identifier
01]05|01]40
0o 1 2 3 4
957
958 Figure 9 — A Four Byte Nodeld
959

960  5.2.2.10.ExpandedNodeld

961 An ExpandedNodeld extends the Nodeld structure by allowing the NamespaceUri to be
962  explicitly specified instead of using the Namespacelndex. The NamespaceUri is optional. If it is
963  specified, then the Namespacelndex inside the Nodeld shall be ignored.

964  The ExpandedNodeld is encoded by first encoding a Nodeld as described in 5.2.2.9 and then
965 encoding NamespaceUri as a String.

966  An instance of an ExpandedNodeld may still use the Namespacelndex instead of the
967 NamespaceUri. In this case, the NamespaceUri is not encoded in the stream. The presence of
968  the NamespaceUri in the stream is indicated by setting the NamespaceUri flag in the encoding
969  format byte for the Nodeld.

970 If the NamespaceUri is present, then the encoder shall encode the Namespacelndex as 0 in the
971 stream when the Nodeld portion is encoded. The unused Namespacelndex is included in the
972  stream for consistency.

973  An ExpandedNodeld may also have a Serverindex which is encoded as a UInt32 after the
974  NamespaceUri. The Serverindex flag in the Nodeld encoding byte indicates whether the
975 Serverindex is present in the stream. The Serverindex is omitted if it is equal to zero.

976  The ExpandedNodeld encoding has the structure shown in Table 15.

977 Table 15 — ExpandedNodeld Binary DataEncoding
Name Data Type Description
Nodeld Nodeld The NamespaceUri and Serverindex flags in the Nodeld encoding indicate
whether those fields are present in the stream.
NamespaceUri String Not present if null or Empty.
Serverindex UlInt32 Not present if 0.
978

979 5.2.2.11.StatusCode
980 A StatusCode is encoded as a UInt32.
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5.2.2.12.Diagnosticinfo

A Diagnosticlnfo structure is described in |[EC 62541-4. It specifies a number of fields that could
be missing. For that reason, the encoding uses a bit mask to indicate which fields are actually
present in the encoded form.

As described in , the Symbolicld, NamespaceUri, LocalizedText and Locale fields
are indexes in a string table which is returned in the response header. Only the index of the
corresponding string in the string table is encoded. An index of —1 indicates that there is no
value for the string.

Diagnosticinfo allows unlimited nesting which could result in stack overflow errors even if the
message size is less than the maximum allowed. Decoders shall support at least 100 nesting
levels. Decoders shall report an error if the number of nesting levels exceeds what it supports.

Table 16 — Diagnosticinfo Binary DataEncoding

Name Data Type Description
Encoding Mask Byte A bit mask that indicates which fields are present in the stream.
The mask has the following bits:

0x01 Symbolic Id

0x02 Namespace

0x04 LocalizedText

0x08 Locale

0x10 Additional Info

0x20 InnerStatusCode

0x40 InnerDiagnosticinfo
Symbolicld Int32 A symbolic name for the status code.
NamespaceUri Int32 A namespace that qualifies the symbolic id.
Locale Int32 The locale used for the localized text.
LocalizedText Int32 A human readable summary of the status code.
Additional Info String Detailed application specific diagnostic information.
Inner StatusCode StatusCode A status code provided by an underlying system.
Inner Diagnosticinfo | Diagnostic info associated with the inner status code.
Diagnosticinfo

5.2.2.13.QualifiedName
A QualifiedName structure is encoded as shown in Table 17.

The abstract QualifiedName structure is defined in |EC 62541-3.
Table 17 — QualifiedName Binary DataEncoding

Name Data Type Description
Namespacelndex Uint16 The namespace index.
Name String The name.

5.2.2.14.LocalizedText

A LocalizedText structure contains two fields that could be missing. For that reason, the
encoding uses a bit mask to indicate which fields are actually present in the encoded form.

The abstract LocalizedText structure is defined in |EC 62541-3.
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1003 Table 18 — LocalizedText Binary DataEncoding
Name Data Type Description
EncodingMask Byte A bit mask that indicates which fields are present in the stream.
The mask has the following bits:
0x01 Locale
0x02 Text
Locale String The locale.
Omitted is null or empty.
Text String The text in the specified locale.
Omitted is null or empty.

1004
1005  5.2.2.15.ExtensionObject

1006  An ExtensionObject is encoded as sequence of bytes prefixed by the Nodeld of its
1007  DataTypeEncoding, the DataEncoding used and the number of bytes encoded.

1008  An ExtensionObject may be serialized as a ByteString or an Xm/Element by the application and
1009 then passed to the encoder. In this case, the encoder will be able to write the number of bytes
1010 in the object before it encodes the bytes. However, an ExtensionObject may know how to
1011 encode/decode itself which means the encoder shall calculate the number of bytes before it
1012 encodes the object or it shall be able to seek backwards in the stream and update the length
1013  after encoding the body.

1014 When a decoder encounters an ExtensionObject it shall check if it recognizes the
1015 DataTypeEncoding identifier. If it does, then it can call the appropriate function to decode the
1016  object body. If the decoder does not recognize the type it shall use the Encoding to determine
1017 if the body is a ByteString or an XmlElement and then decode the object body or treat it as
1018 opaque data and skip over it.

1019  The serialized form of an ExtensionObject is shown in Table 19.

1020 Table 19 — Extension Object Binary DataEncoding
Name Data Type Description
Typeld Nodeld The identifier for the DataTypeEncoding node in the Server's AddressSpace.

ExtensionObjects defined by the OPC UA specification have a numeric node
identifier assigned to them with a Namespacelndex of 0. The numeric
identifiers are defined in A.3.

Decoders use this field to determine the syntax of the Body. For example, if
this field is the Nodeld of the JSON Encoding Object for a DataType then the
Body is a ByteString containing a JSON document encoded as a UTF-8

string.
Encoding Byte An enumeration that indicates how the body is encoded.
The parameter may have the following values:
0x00 No body is encoded.
0x01 The body is encoded as a ByteString.
0x02 The body is encoded as an XmlElement.
Length Int32 The length of the object body.
The length shall be specified if the body is encoded.
Body OctetString The encoded object.

This field contains the raw bytes for ByteString bodies.

For XmlElement bodies this field contains the XML encoded as a UTF-8
string without any null terminator.

Some binary encoded structures may have a serialized length that is not a
multiple of 8 bits. Encoders shall append 0 bits to ensure the serialized length
is a multiple of 8 bits. Decoders that understand the serialized format shall
ignore the padding bits.

1021

1022 A decoder may choose to parse an XmlElement body after decoding; if an unrecoverable
1023 parsing error occurs then the decoder should try to continue processing the stream. For example,
1024 if the ExtensionObject is the body of a Variant or an element in an array that is Wﬂﬂents
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1025 Variant then this error can be reported by setting the value of the Variant to the StatusCode
1026  Bad_DecodingError.

1027 5.2.2.16.Variant
1028 A Variant is a union of the built-in types.

1029 The structure of a Variant is shown in Table 20.

1030 Table 20 — Variant Binary DataEncoding
Name Data Type Description
EncodingMask Byte The type of data encoded in the stream.

A value of 0 specifies a NULL and that no other fields are encoded.
The mask has the following bits assigned:

0:5 Built-in Type Id (see Table 1).
6 True if the ArrayDimensions field is encoded.
7 True if an array of values is encoded.

The Built-in Type Ids 26 through 31 are not currently assigned but may be
used in the future. Decoders shall accept these IDs, assume the Value
contains a ByteString or an array of ByteStrings and pass both onto the
application. Encoders shall not use these IDs.

The ArrayDimensions field shall only be present if the number of dimensions
is 2 or greater and all dimensions have a length greater than 0.

ArrayLength Int32 The number of elements in the array.
This field is only present if the array bit is set in the encoding mask.

Multi-dimensional arrays are encoded as a one-dimensional array and this
field specifies the total number of elements. The original array can be
reconstructed from the dimensions that are encoded after the value field.

Higher rank dimensions are serialized first. For example, an array with
dimensions [2,2,2] is written in this order:

[0,0,0], [0,0,1], [0,1,0], [0,1,1], [1,0,0], [1,0,1], [1,1,0], [1,1,1]
If one or more dimensions has a length <= 0 then the ArrayLength is 0.

Value The value encoded according to its built-in data type.

If the array bit is set in the encoding mask, then each element in the array is
encoded sequentially. Since many types have variable length encoding each
element shall be decoded in order.

The value shall not be a Variant but it could be an array of Variants.

Many implementation platforms do not distinguish between one dimensional
Arrays of Bytes and ByteStrings. For this reason, decoders are allowed to
automatically convert an Array of Bytes to a ByteString.

ArrayDimensions Int32 The number of dimensions.

Length This field is only present if the ArrayDimensions flag is set in the encoding
mask.

ArrayDimensions Int32[] The length of each dimension encoded as a sequence of Int32 values

This field is only present if the ArrayDimensions flag is set in the encoding
mask. The lower rank dimensions appear first in the array.

All dimensions shall be specified and shall be greater than zero..

If ArrayDimensions are inconsistent with the ArrayLength then the decoder
shall stop and raise a Bad_DecodingError.

1031
1032  The types and their identifiers that can be encoded in a Variant are shown in Table 1.

1033  5.2.2.17.DataValue
1034 A DataValue is always preceded by a mask that indicates which fields are present in the stream.

1035 The fields of a DataValue are described in Table 21.
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Table 21 — Data Value Binary DataEncoding

Name Data Type Description
Encoding Mask Byte A bit mask that indicates which fields are present in the stream.
The mask has the following bits:

0x01 False if the Value is Null.
0x02 False if the StatusCode is Good.
0x04 False if the SourceTimestamp is Date Time.MinValue.
0x08 False if the ServerTimestamp is Date Time.MinValue.
0x10 False if the SourcePicoseconds is not present.
0x20 False if the ServerPicoseconds is not present.

Value Variant The value.

Not present if the Value bit in the EncodingMask is False.

Status StatusCode The status associated with the value.
Not present if the StatusCode bit in the EncodingMask is False.

SourceTimestamp DateTime The source timestamp associated with the value.
Not present if the SourceTimestamp bit in the EncodingMask is False.

SourcePicoseconds Uint16 The number of 10 Picosecond intervals for the SourceTimestamp.
Not present if the SourcePicoseconds bit in the EncodingMask is False.
If the source timestamp is missing the Picoseconds are ignored.

ServerTimestamp DateTime The Server timestamp associated with the value.
Not present if the ServerTimestamp bit in the EncodingMask is False.

ServerPicoseconds Uint16 The number of 10 Picosecond intervals for the ServerTimestamp.
Not present if the ServerPicoseconds bit in the EncodingMask is False.
If the Server timestamp is missing the Picoseconds are ignored.

The Picoseconds fields store the difference between a high-resolution timestamp with a
resolution of 10 Picoseconds and the Timestamp field value which only has a 100 ns resolution.
The Picoseconds fields shall contain values less than 10 000. The decoder shall treat values
greater than or equal to 10 000 as the value ‘9999’.

5.2.3. Decimal
Decimals are encoded as described in 5.1.10.

A Decimal does not have a NULL value.

5.2.4. Enumerations
Enumerations are encoded as /nt32 values.

An Enumeration does not have a NULL value.

5.2.5. Arrays

One dimensional Arrays are encoded as a sequence of elements preceded by the number of
elements encoded as an /Int32 value.

Multi-dimensional Arrays have an encoding that depends on where they are used. When a multi-
dimensional Array is the Value of an Attribute it uses the Variant encoding described in 5.2.2.16.

When a multi-dimensional Array is a field of a Structure (see 5.2.6) it shall be encoded with the
inline matrix representation as shown in Table 22.
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1055 Table 22 - Inline Matrix DataEncoding
Name Data Type | Description
Dimensions Int32 [] The length of each dimension.

If any dimension has a length <= 0, then no values are encoded.
The number of dimensions shall be at least 2.

Values The values encoded sequentially according to its built-in data type.
The total number of values is the product of the dimensions.

The mapping of a multidimensional array to a flat list is described in 5.2.2.16.

1056

1057 The inline matrix representation is not supported by earlier versions of this specification. This
1058 means any Structure with a field or nested field mapped to an inline matrix is not compatible
1059  with the deprecated DataTypeDictionary mechanism, and shall not be included in a
1060 DataTypeDictionary.

1061 If an Array is null, then its length is encoded as —1. See 5.1.11 for a discussion of zero-length
1062 vs null arrays.

1063  5.2.6. Structures
1064 Structures are encoded as a sequence of fields in the order that they appear in the definition.
1065  The encoding for each field is determined by the built-in type for the field.

1066  All fields specified in the structure shall be encoded. If optional fields exist in the Structure, then
1067 see 5.2.7.

1068 Structures do not have a null value. If an encoder is written in a programming language that
1069 allows structures to have null values, then the encoder shall create a new instance with
1070  DefaultValues for all fields and serialize that. Encoders shall not generate an encoding error in
1071 this situation.

1072 The following is an example of a structure using C/C++ syntax:

1073

1074 struct Type2
1075 {

1076 Int32 A;

1077 Int32 B;

1078 };

1079

1080 struct Typel
1081 {

1082 Int32 X;

1083 Byte NoOfY;
1084 Type2* Y;
1085 Int32 7;

1086 UIntl6 W[10];
1087 Byte M[2,3,4];
1088 }i

1089

1090 In the C/C++ example above, the Y field is a pointer to an array with a length stored in NoOfY.
1091 When encoding an array, the length is part of the array encoding so the NoOfY field is not
1092  encoded. That said, encoders and decoders use NoOfY during encoding. W is a fixed length
1093 array with an implicitly defined length of 10. This length is always encoded with the array. M is
1094  a fixed length multidimensional array. The length of each dimension is always encoded with the
1095  array.

1096  An instance of Type1 which contains an array of two TypeZ2 instances would be encoded as 28-
1097 byte sequence. If the instance of Type? was encoded in an ExtensionObject it would have an
1098  additional prefix shown in Table 23 which would make the total length 101 bytes The Typeld,
1099  Encoding and the Length are fields defined by the ExtensionObject. The encoding of the Type2
1100 instances do not include any type identifier because it is explicitly defined in Type1.
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1101 Table 23 — Sample OPC UA Binary Encoded structure

Field Bytes | Value

Type Id 4 The identifier for the ‘Type1’ Binary Encoding
Node

Encoding 1 0x1 for ByteString

Length 4 28

X 4 The value of field ‘X’

Y.Length 4 2

Y.A 4 The value of field “Y[0].A’

Y.B 4 The value of field “Y[0].B’

Y.A 4 The value of field ‘Y[1].A’

Y.B 4 The value of field “Y[1].B’

4 4 The value of field ‘'Z’

W.Length 4 10

W 20 The value of field ‘W'

M.Dimensions.Length 4 3

M.Dimensions 12 The sequence [2,3,4] encoded as a Int32.

M.Values 24 The values in ‘M’ encoded sequentially as
described in 5.2.2.16.

1102
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1103  The Value of the DataTypeDefinition Attribute for a DataType Node describing Type1 is shown
1104 in Table 24.
1105 Table 24 — DataTypeDefinition for “Type1” from Sample
Name Type Description
defaultEncodingld Nodeld Nodeld of the “Type1_Encoding_DefaultBinary” Node.
baseDataType Nodeld “i=22" [Structure]
structureType StructureType Structure_0 [Structure without optional fields]
fields [0] StructureField
name String “X”
description LocalizedText Description of X
dataType Nodeld “i=6" [Int32]
valueRank Int32 -1 (Scalar)
arrayDimensions UInt32[] null
maxStringLength Uint32 0
isOptional Boolean false
fields [1] StructureField
name String “y*
description LocalizedText Description of Y-Array
dataType Nodeld Nodeld of the Type2 DataType Node (e.g. “ns=3; s=MyType2”)
valueRank Int32 1 (OneDimension)
arrayDimensions UInt32[] {0}
maxStringLength Uint32 0
isOptional Boolean false
fields [2] StructureField
name String “z"
description LocalizedText Description of Z
dataType Nodeld “i=6" [Int32]
valueRank Int32 -1 (Scalar)
arrayDimensions UInt32[] null
maxStringLength Uint32 0
isOptional Boolean false
fields [3] StructureField
name String “W*
description LocalizedText Description of W
dataType Nodeld “i=5" [UInt16]
valueRank Int32 1 (OneDimension)
arrayDimensions UInt32[] {10}
maxStringLength Uint32 0
isOptional Boolean false
fields [4] StructureField
name String “M*
description LocalizedText Description of M
dataType Nodeld “i=3" [Byte]
valueRank Int32 3
arrayDimensions UInt32[] {2,3,4}
maxStringLength UInt32 0
isOptional Boolean false
1106
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