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Introduction
This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

NUCLEAR POWER PLANTS -
INSTRUMENTATION AND CONTROL IMPORTANT TO SAFETY -
GENERAL REQUIREMENTS FOR SYSTEMS

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
in the subject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
with the International Organization for Standardization (ISO) in accordance with conditions determined by
agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard |[EC 61513 has been prepared by subcommittee 45A: Instrumentation
and control of nuclear facilities, of IEC technical committee 45: Nuclear instrumentation.

This third edition cancels and replaces the second edition, published in 2011, and constitutes
a technical revision.

The main technical changes with regard to the previous edition are as follows:

e to align the standard with the recent IAEA documents SSR-2.1 and SSG-39, to review the
existing requirements and to update the terminology and definitions;

e to take account of, as far as possible, requirements associated with standards published

or thoroughly revised since the second edition, |EC 62566, |IEC 61226, |IEC 62138,
EC 60987, IEC 63046 and IEC 63351;
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e to integrate experience from use of the earlier revisions of the standard.

FDIS Report on voting
45A/xxx/FDIS 45A/yyy/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

* replaced by a revised edition, or
+ amended.
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1 INTRODUCTION

2 a) Technical background, main issues and organisation of the standard

3 This International Standard sets out requirements applicable to instrumentation and control
4  systems and equipment (I&C systems) that are used to perform functions important to safety
5 in nuclear power plants (NPPs).

6  This standard highlights the relations between

7 e the safety objectives of the NPP and the requirements for the overall architecture of
8 the 1&C systems important to safety;

9 o the overall architecture of the I&C systems and the requirements of the individual
10 systems important to safety.

11 It is intended that the standard be used by designers, operators of NPPs (utilities), systems
12 evaluators and by licensors.

13 b) Situation of the current standard in the structure of the IEC SC 45A standard series

14 EC 61513 is the first level IEC SC 45A document tackling the issue of general requirements
15  for systems. It is the entry point of the IEC SC 45A standard series.

16 For more details on the structure of the IEC SC 45A standard series, see item d) of this
17 introduction.

18 ¢) Recommendations and limitations regarding the application of this standard

19 It is important to note that this standard establishes no additional functional requirements for
20 safety systems.

21 To ensure that the standard will continue to be relevant in future years, the emphasis has
22 been placed on issues of principle, rather than specific technologies.

23 d) Description of the structure of the IEC SC 45A standard series and relationships
24 with other IEC documents and other bodies documents (IAEA, 1SO)

25 The top-level documents of the IEC SC 45A standard series are and IEC 63046.
26 provides general requirements for I&C systems and equipment that are used to
27 perform functions important to safety in NPPs. IEC 63046 provides general requirements for
28 electrical power systems of NPPs; it covers power supply systems including the supply
29  systems of the I&C systems. FEC 61519 and IEC 63046 are to be considered in conjunction
30 and at the same level. |JEC 61513 and IEC 63046 structure the IEC SC 45A standard series
31 and shape a complete framework establishing general requirements for instrumentation,
32 control and electrical systems for nuclear power plants.

33 and IEC 63046 refer directly to other IEC SC 45A standards for general topics
34 related to categorization of functions and classification of systems, qualification, separation,
35 defence against common cause failure, control room design, electromagnetic compatibility,
36  cybersecurity, software and hardware aspects for programmable digital systems, coordination

37  of safety and security requirements and management of ageing. The standards referenced
38  directly at this second level should be considered together with JEC 61513 and IEC 63046 as

39 a consistent document set.
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40 At a third level, IEC SC 45A standards not directly referenced by or by IEC 63046
41 are standards related to specific equipment, technical methods, or specific activities. Usually
42  these documents, which make reference to second-level documents for general topics, can be
43 used on their own.

44 A fourth level extending the IEC SC 45 standard series, corresponds to the Technical Reports
45 which are not normative.

46 The IEC SC 45A standards series consistently implement and detail the safety and security
47 principles and basic aspects provided in the relevant IAEA safety standards and in the
48 relevant documents of the IAEA nuclear security series (NSS). In particular this includes the
49 IAEA requirements SSR-2/1, establishing safety requirements related to the design of nuclear
50 power plants (NPPs), the IAEA safety guide SSG-30 dealing with the safety classification of
51 structures, systems and components in NPPs, the IAEA safety guide SSG-39 dealing with the
52  design of instrumentation and control systems for NPPs, the IAEA safety guide SSG-34
53 dealing with the design of electrical power systems for NPPs and the implementing guide
54  NSS17 for computer security at nuclear facilities. The safety and security terminology and
55  definitions used by SC 45A standards are consistent with those used by the IAEA.

56 EC 61513 and IEC 63046 have adopted a presentation format similar to the basic safety
57 publication IEC 61508 with an overall life-cycle framework and a system life-cycle framework.
58 Regarding nuclear safety, |JEC 61513 and IEC 63046 provide the interpretation of the general

59  requirements of [EC 61508-1, JEC 61508-4 and JEC 61508-4, for the nuclear application
60  sector. In this framework |EC 6088(, |[EC 62138, [EC 625664 and IEC 62566-2 correspond to

61 for the nuclear application sector. and IEC 63046 refer to 1SO as well
62 as to IAEA GS-R part 2 and IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics related to quality
63  assurance (QA). At level 2, regarding nuclear security, IEC 62645 is the entry document for
64 the IEC/SC 45A security standards. It builds upon the valid high level principles and main
65 concepts of the generic security standards, in particular ]SO/IEC 27001 and |SO/IEC 27002; it
66 adapts them and completes them to fit the nuclear context and coordinates with the IEC
67 62443 series. At level 2, is the entry document for the IEC/SC 45A control rooms
68  standards, IEC 63351 is the entry document for the human factors engineering standards, and
69 is the entry document for the ageing management standards.

70 NOTE 1 It is assumed that for the design of 1&C systems in NPPs that implement conventional safety functions
71 (e.g. to address worker safety, asset protection, protection from chemical hazards and process energy hazards),
72 international or national standards would be applied, that are based on the requirements of such a standard as the

73 IEC 61508 series.

74 NOTE 2 IEC TR 63400 provides a more comprehensive description of the overall structure of the IEC SC 45A
75 standards series and of its relationship with other standards bodies and standards.
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77 NUCLEAR POWER PLANTS -

78 INSTRUMENTATION AND CONTROL IMPORTANT TO SAFETY -
79 GENERAL REQUIREMENTS FOR SYSTEMS

80

81

82

83 1 Scope

84 1.1 General

85 I&C systems important to safety may be implemented using hardwired equipment,
86 programmable digital equipment such as processor-based or HDL-programmed devices, or by
87 using a combination of several types of technologies. This International Standard provides
88 requirements and recommendations for the overall I&C which may contain any combination of
89 these technologies.

90 This standard highlights also the need for complete and precise requirements, derived from
91 the plant safety goals, as a pre-requisite for generating the comprehensive requirements for
92  the overall I&C, and hence for the individual I&C systems important to safety.

93  This standard introduces the concept of a safety lifecycle for the overall 1&C including the I&C
94  architecture, and a safety lifecycle for the individual systems. By this, it highlights the
95 relations between the safety objectives of the NPP and the requirements for the architecture
96  of the I&C systems important to safety, and the relations between the 1&C architecture and
97 the requirements of the individual systems important to safety.

98  Standards such as ISO/IEC/IEEE 15288 [24] provide an overarching concept of life cycle
99  provisions covering product-related processes as well business development. The scope of
100 JEC 61513 refers to safety aspects and their demonstration, and significantly deepens the
101 considerations of ISO 15288 in this field.

102 The lifecycles illustrated in, and followed by, this standard are not the only ones possible;
103  other lifecycles may be followed, provided that the objectives stated in this standard are
104  satisfied.

105 NOTE The standard addresses the safety lifecycle of the overall 1&C and of the individual systems. Although

106 systems not important to safety are not in the scope of the standard, they have to be considered in the overall 1&C
107 safety lifecycle, as they may constitute constraints for the safety system design and qualification (e.g. installation
108 in common rooms, interfaces, sizing of support systems, coordination of installation and commissioning works).

109 Furthermore, the standard does not describe the handling of interfaces between organizations (owner, architect
110 engineer, engineering organizations, commissioning organizations). In practice, responsibilities for plans, activities
111 and documents will be allocated according to the contractual arrangements.

112 1.2 Application: new and pre-existing plants

113  This standard applies to the 1&C of new nuclear power plants as well as to I&C upgrading or
114 back-fitting of existing plants.

115 For existing plants, only a subset of requirements is applicable depending on the scope of the
116  project, and this subset should be identified at the beginning of any project.

117 1.3 Framework
118  The standard comprises four normative clauses (an overview is provided in Figure 1):

119 e Clause 5 addresses the overall I&C safety lifecycle:
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120 — defining requirements for the I&C functions, and associated systems and equipment
121 derived from the safety analysis of the NPP, the defence-in-depth and diversity
122 concept of the NPP, the categorisation of I&C functions, and the plant lay-out and
123 operational context;

124 — structuring the I&C architecture, dividing it into a number of systems and assigning the
125 I&C functions to systems. Design criteria are identified, including those to give defence
126 in depth and to minimize the potential for common cause failure (CCF);

127 — planning the I&C architecture.

128 o Clause 6 addresses the requirements for the individual 1&C systems important to
129 safety, particularly the requirements for systems built from programmable digital
130 equipment. This includes differentiation of requirements according to the safety
131 category of the I&C functions which are implemented (systems of class 1, 2 and 3);
132 e Clauses 7 and 8 address the overall integration, commissioning, operation and
133 maintenance of the |&C systems.

134 NOTE Figure 1 outlines the structure of the standard. It does not necessarily present the timely order of activities
135 which may be in reality partially executed in parallel, or include iterations.

136 Additionally, the standard provides informative annexes:

137 e Annex A highlights the relations between IAEA and basic safety concepts that are
138 used throughout this standard;
139 e Annex B provides guidance to support comparison of this standard with parts 1, 2 and
140 4 of IEC 61508. This annex surveys the main requirements of IEC 61508 to verify that
141 the issues relevant to safety are adequately addressed, considers the use of common
142 terms and explains the reason for adopting different or complementary techniques or
143 terms;
144 e Annex C provides a proposal for the documentation structure for overall I&C planning
145 and I&C system design;
146 ¢ Annex D indicates the main changes to be considered during the next update cycles of
147 several SC45A standards to align them to this revision of |JEC 61513.
148
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149
5 Overall safety lifecycle: Requirements specification for the overall 1&C
5.2 Deriving the I&C requirements from the 5.3 Requirements on output documentation
plant safety design base
5.2.2 Functional, performance and Overall requirements specification for the 1&C
independence requirements systems important to safety
5.2.3 Categorisation requirements
5.2.4 Plant constraints
150
5 Overall safety lifecycle: Design and planning of the I&C architecture and assignment of the 1&C functions
to the individual I&C systems
5.4 Requirements on the 5.5 Requirements on the 5.6 Requirements on the
objectives overall planning documentation
5.4.2 Design of the 1&C 5.5.2 O QA programs 5.6.2 Architectural design
architecture 5.5.3 O security planning 5.6.3 Functional assignment
5.4.3 Assignment of the 5.5.4..0 1&C configuration
functions to the management
individual systems .
) ) 5.5.5..Requirements
5.4.4 Required analysis management plan
5.5.6 O integration and
commissioning plan
5.5.7 O operation plan
5.5.8 O maintenance plan
151
6 System safety lifecycle: Realisation and planning of the individual I1&C systems
6.2 Requirements on the 6.3 Requirements on the 6.4 Requirements on
objectives of the system planning output documentation
system lifecycle
phases
6.2.2 Requirements 6.3.2 S quality plan 6.4.2 Requirements
specification 6.3.3 S integration plan specification
6.2.3 Equitpment se:-]Ic.ecti(.)n & 6.3.4 S validation plan 6.4.3 Specification
system specification ; ;
624 Dyt ed dp on & 6.3.5 S installation plan 6.4.4 Detailed design
-4 Lelailed design : 6.4.5 Integration
implementation 6.3.6 S operation plan PP Valigation
6.2.5 Integration 6.3.7 S maintenance plan - S
R 6.4.7 Modification
6.2.6 Validation
6.2.7 Installation
6.2.8 Modifications
6.5 Qualification
6.5.2 6.5.3,6.5.4 6.5.5
Requirements on system S Qualification plan Requirements on
qualification qualification documents
152
7 Overall integration and commissioning
| 7.2 Requirements on the objectives | | 7.3 Requirements on output documentation |
153
8 Overall operation and maintenance
| 8.2 Requirements on the objectives | | 8.3 Requirements on output documentation |
154 Key QA: Quality Assurance; O: Overall; S: System IEC 1895/11
Documents

Document Sharing Hub

Full document details: 24/30486630 DC


http://www.avadocuments.com/doc/24-30486630-dc
http://www.avadocuments.com/doc/24-30486630-dc

45A/1516/CD -10 - IEC CD 61513 © IEC 2024

155 Figure 1 — Overall framework of this standard

156 2 Normative references

157  The following referenced documents are indispensable for the application of this document.
158 For dated references, only the edition cited applies. For undated references, the latest edition
159  of the referenced document (including any amendments) applies.

160 EC 60671, Nuclear power plants — Instrumentation and control systems important to safety —
161 Surveillance testing

162 EC 60709, Nuclear power plants — Instrumentation, control and electrical power systems —
163 Separation

164 IEC/IEEE 60780-323, Nuclear power plants — Electrical equipment important to safety —
165  Qualification

166 EC 60880, Nuclear power plants — Instrumentation and control systems important to safety —
167 Software aspects for computer-based systems performing category A functions

168 EC 60964, Nuclear power plants — Control rooms — Design

169 EC 60968, Nuclear power plants — Control rooms — Supplementary control points for reactor
170 shutdown without access to the main control room

171 IEC/IEEE 60980-344, Nuclear facilities - Equipment important to safety - Seismic qualification

172 EC 60987, Nuclear power plants — Instrumentation and control important to safety -
173 Hardware requirements

174 EC 612268, Nuclear power plants - Instrumentation, control and electrical power systems
175  important to safety - Categorization of functions and classification of systems

176 EC 61500, Nuclear power plants — Instrumentation and control important to safety — Data
177 communication in systems performing category A functions

178 EC 62003, Nuclear power plants - Instrumentation, control and electrical power systems -
179 Requirements for electromagnetic compatibility testing

180 EC 62138, Nuclear power plants — Instrumentation and control important for safety —
181 Software aspects for computer-based systems performing category B or C functions

182 EC 62340, Nuclear power plants — Instrumentation and control systems important to safety —
183 Requirements for coping with common cause failure (CCF)

184 EC 62568, Nuclear power plants - Instrumentation and control important to safety -
185 Development of HDL-programmed integrated circuits for systems performing category A
186  functions

187 IEC 62566-2, Nuclear power plants - Instrumentation and control systems important to safety -
188 Development of HDL-programmed integrated circuits - Part 2: HDL-programmed integrated
189 circuits for systems performing category B or C functions
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190 IEC 62645, Nuclear power plants - Instrumentation, control and electrical power systems -
191 Cybersecurity requirements

192 EC 62671, Nuclear power plants - Instrumentation and control important to safety - Selection
193  and use of industrial digital devices of limited functionality

194 IEC 62859, Nuclear power plants - Instrumentation and control systems - Requirements for
195 coordinating safety and cybersecurity

196 IEC 62988, Nuclear power plants - Instrumentation and control systems important to safety -
197 Selection and use of wireless devices

198 IEC 63351(FDIS), Nuclear Facilities - Human Factors Engineering - Application to the Design
199  of Human Machine Interfaces

200 IAEA Fundamental Safety Principles — Safety Fundamentals No. SF-1

201 IAEA SSR 2/1, Safety of Nuclear Power Plants: Design - Specific Safety Requirements
202 IAEA GS-G-3.5, The Management System for Nuclear Installations

203 IAEA GSR Part 2, Leadership and Management for Safety — General Safety Requirements

204 IAEA GS-G-3.1, Application of the Management System for Facilities and Activities — Safety
205 Guide

206 IAEA SSG-39, Design of Instrumentation and Control Systems for Nuclear Power Plants —
207 Specific Safety Guide

208 3 Terms and definitions
209 For the purposes of this document, the following terms and definitions apply.

210 31

211 application function

212  function of an I&C system that performs a task related to the process being controlled rather
213  than to the functioning of the system itself

214 NOTE 1 See also “I&C function”, “I&C system”, “application software”, “service function”.
215 NOTE 2 An application function is normally a subfunction of an 1&C function.
216 3.2

217  application software
218 software complementing the system software of a system, as needed to implement its
219 application and service functions.

220 NOTE 1 The distinction between system software (generic, re-usable) and application software (typically plant-
221 specific) is generally made to minimize duplication of code and to optimize the allocation of the qualification
222 activities. It is an especially useful distinction when using an 1&C platform.

223 NOTE 2 See also “system software”, “application function”, “service function”.

224 3.3

225 application software library
226  collection of software modules with typical functionality suitable to create application software
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227 NOTE 1 When using pre-existing equipment, such a library is considered to be part of the system software and
228 qualified as such.

229 NOTE 2 See also Figure 2.

230 3.4

231 category of an I&C function

232 one of three possible safety assignments (A, B, C) of I&C functions resulting from
233  considerations of the safety relevance of the function to be performed. An unclassified
234  assignment may be made if the function has no importance to safety

235 NOTE 1 See also “class of an I1&C system”, “I&C function”.

236 NOTE 2 |EC 61224 defines categories of 1&C functions. To each category there corresponds a set of

237 requirements applicable on both the 1&C function (concerning its specification, design, implementation, verification
238 and validation) and the whole the I&C chain (concerning the properties and the related qualification). The
239 requirements are regardless of how the items of the I&C chain are distributed in a number of interconnected I&C
240 systems. For more clarity, this standard defines categories of I&C functions and classes of I&C systems and
241 establishes a relation between the category of the function and the minimal required class for the associated

242 systems and equipment.

243 3.5

244  channel

245 an arrangement of interconnected components within a system that initiates a single output.
246 NOTE A channel loses its identity where the single-output signals are combined with signals from another channel
247 (e.g., from a monitoring channel or a safety actuation channel).

248 [IAEA Safety Glossary, 2022 Edition]

249 3.6

250 class of an I&C system

251 one of three possible assignments (1, 2, 3) of I&C systems important to safety resulting from
252 consideration of their requirement to implement I&C functions of different safety importance.
253  An unclassified assignment is made if the I&C system does not implement functions important
254  to safety

noour » o«

255 NOTE See also “category of an I&C function”, “items important to safety”, “safety systems”.

256 3.7

257 commissioning

258 the process by means of which systems and components of facilities and activities, having
259 been constructed, are made operational and verified to be in accordance with the design and
260 to have met the required performance criteria

261 [IAEA Safety Glossary, 2022 Edition]

262 NOTE Commissioning is typically structured in subsequent steps and according to disciplines: commissioning of
263 I&C systems and of electrical systems, non-nuclear commissioning of process systems, commissioning of
264 interconnected plant systems, nuclear commissioning. All steps contribute to the qualification of the I&C systems.
265 3.8

266 common cause failure

267 CCF

268  failure of two or more structures, systems or components due to a single specific event or
269 cause

270 [IAEA Safety Glossary 2022 Edition]

271 NOTE 1 Common causes can be internal or external to an I&C system.
272 NOTE 2 The IEC definition differs from the IAEA definition: The term “specific” was deleted because otherwise the

273 definition of CCF is not consistent with the definition of CMF “Common mode failure”. Furthermore, this additional
274 word is not necessary in order to understand the definition.
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275 3.9

276 complexity

277  degree to which a system or component has a design, implementation or behaviour that is
278  difficult to understand and verify

279  [ISO/IEC/IEEE 24765, modified]

280 3.10

281 component

282 one of the parts that make up a system. A component can be hardware, computer programs
283  and configuration data, and may be subdivided into other components

284  [ISO/IEC/IEEE 24765, modified]

285 NOTE 1 See also “I&C system”, “equipment”.

286 NOTE 2 The terms “equipment”, “component”, and “module” are often used interchangeably. The relationship of
287 these terms is not yet standardised.

288 NOTE 3 This IEC/SC 45A definition is in principle compatible with the sub-definition of “Component” given in the
289 frame of the 2022 edition of the IAEA Safety Glossary definition of “Structures Systems and Components (SCC)”.

290 Nevertheless, as only examples of hardware components are given, this can mislead the reader and IEC/SC 45A
291 prefer to use a definition which explicitly covers software components.
292 3.1

293  configuration management

294  the process of identifying and documenting the characteristics of a facility’s structures,
295 systems and components (including programmable digital items, software and configuration
296 data), and of ensuring that changes to these characteristics are properly developed,
297 assessed, approved, issued, implemented, verified, recorded and incorporated into the facility
298 documentation

299 [IAEA Safety Glossary, 2022 Edition]

300 3.12

301 constraint

302 externally imposed limitation on the system, its design, or implementation or on the process
303 used to develop or modify a system

304 NOTE 1 A constraint is a factor that is imposed on the solution by force or compulsion and may limit or modify the

305 design.
306 [ISO/IEC/IEEE 29148:2018]

307 3.13

308 data

309 representation of information or instructions in a manner suitable for communication,
310 interpretation, or processing by computers

311 [ISO/IEC/IEEE 24765, modified]

312 3.14

313 defence-in-depth

314  a hierarchical deployment of different levels of diverse equipment and procedures to prevent
315 the escalation of anticipated operational occurrences and to maintain the effectiveness of
316 physical barriers placed between a radiation source or radioactive material and workers,
317 members of the public or the environment, in operational states and, for some barriers, in
318 accident conditions

319 [IAEA Safety Glossary, 2022 Edition]
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320 NOTE See also Clause A.3.

321 3.15

322 dependability

323  a general term describing the overall trustworthiness of a system; that is, the extent to which
324  reliance can justifiably be placed on this system. Reliability, availability and safety are
325  attributes of dependability

326 [IAEA Safety Glossary, 2022 Edition]

327 3.16

328  design basis

329 The range of conditions and events taken explicitly into account in the design of structures,
330 systems and components and equipment of a facility, according to established criteria, such
331 that the facility can withstand them without exceeding authorized limits.

332 [IAEA Safety Glossary, 2022 Edition]

333  3.17

334 diversity

335 presence of two or more independent (redundant) systems or components to perform an
336 identified function, where the different systems or components have different attributes so as
337  to reduce the possibility of common cause failure, including common mode failure

338 [IAEA Safety Glossary, 2022 Edition]

339 NOTE 1 When “Diversity” is used with an additional attribute, the term diversity indicates the general meaning

340 “Existence of two or more different ways or means of achieving a specified objective”, where the attribute indicates
341 the characteristics of the different ways applied, e.g. functional diversity, equipment diversity, signal diversity. The
342 most common terms describing diversity approaches are listed below (based on IAEA SSG-39 §6.60). The terms
343 are not perfectly homogeneous; for example, “Signal diversity” and “Logic diversity” are typical attributes of “design

344 diversity”:

345 e “Design diversity” refers to using different design approaches to solve the same problem or a similar
346 problem;

347 e “Equipment diversity” refers to using hardware with significantly different characteristics (e.g. analogue
348 equipment versus digital equipment);

349 e “Functional diversity” refers to using systems that take different actions to reach the same outcome;

350 e “Signal diversity” refers to initiating an action by different plant parameters;

351 e “Logic diversity” refers to the use of different software or hardware description languages, different
352 algorithms, different timings of logical functions, or different sequencing of logical functions.

353 e “Diversity in the development process” refers to crediting differences in the structure and subdivision of
354 activities, including differences in the organization, such as the use of different design and development
355 teams and different implementation and testing teams

356 NOTE 2 Currently, the definition of “functional diversity” given in JEC 60880 and |EC 62340 corresponds to “signal
357 diversity”; the definition of functional diversity in the IAEA glossary 2022 provides examples of signal diversity. This
358 inconsistency needs to be corrected.

359  3.18

360 equipment

361 one or more parts of a system. An item of equipment is a single definable (and usually
362 removable) element or part of a system

363 NOTE 1 See also “component”, “I&C system”.

364 NOTE 2 Equipment can be a programmable digital item and include software and configuration data.
365 NOTE 3 The terms “equipment”, “component”, and “module” are often used interchangeably. The relationship of
366 these terms is not yet standardised.
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NOTE 4 This definition deviates from that provided in IEC/IEEE 60780-323. The deviation is justified by the fact
that |EC 61513 considers "equipment" as part of a system whereas |IEC/IEEE 60780-323 considers equipment as
the object of qualification.

3.19

equipment family (equipment platform, 1&C platform)

set of programmable digital components that may work co-operatively in one or more defined
architectures (configurations). The development of plant specific configurations and of the
related application software and configuration data may be supported by software tools. An
equipment family usually provides a number of standard functionalities (e.g. application
functions library) that may be combined to generate specific application software and
configuration data

» o« » o«

NOTE 1 See also “functionality”, “application software”, “application software library”.

NOTE 2 An equipment family can be a product of a defined manufacturer or a set of products interconnected and
adapted by a supplier.

NOTE 3 The terms “equipment platform” and “I&C platform” is sometimes used as a synonym of “equipment
family”.

3.20

equipment qualification

generation and maintenance of evidence to ensure that equipment will operate on demand,
under specified service conditions, to meet system performance requirements

[IAEA Safety Glossary, 2022 Edition]

NOTE The definition is wider than that in IEC/IEEE 60780-323:2016 which has been taken from the IAEA safety
glossary 2007 and which refers to “specific” service conditions.

3.21

error

discrepancy between a computed, observed or measured value or condition and the true,
specified or theoretical value or condition

NOTE See Figure 3.

3.22
failure
loss of the ability of a structure, system or component to function within acceptance criteria

[IAEA Safety Glossary edition 2022]

NOTE 1 Equipment is considered to fail when it becomes incapable of functioning, whether or not it is needed at
that time. A failure in, for example, a backup system may not be manifest until the system is called upon to
function, either during testing or on failure of the system it is backing up.

NOTE 2 A failure is the result of a hardware fault, systematic fault, system fault, operator or maintenance error,
and the associated signal trajectory which results in the failure.

NOTE 3 See also “fault”, “systematic failure”.

3.23
fault
defect in a hardware, software or system component

NOTE 1 See also Figure 3.

NOTE 2 A fault in a system can be due to a random failure of a system component, that results e.g. from
hardware degradation due to ageing. It can also be a systematic fault, e.g. a software fault, which results from
design errors.

NOTE 3 A fault (notably a design fault) can remain undetected in a system until specific conditions are such that
the result produced does not conform to the intended function, i.e. a failure of the system occurs.
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3.24

functional verification

check of the correctness of the application functions specifications against the top level plant
functional and performance requirements.

NOTE It is complementary to the validation testing that verifies the compliance of the system with the functions
specification.

3.25

functionality

attribute of a function which defines the operations which transform input information into
output information

NOTE Functionality of application functions generally affect the plant operation. Input can be obtained from
sensors, operators, other equipment, or from other software. Outputs can be directed to actuators, operators, other

equipment, or other software (see |JEC 61508-9).

3.26

hardware description language, HDL

language used to formally describe the functions and/or the structure of an electronic
component for documentation, simulation or synthesis

[IEC 62566:2012, 3.6]

3.27
hardwired item (device, equipment, system)
item that relies on relays, on analogue electronic or on discrete digital logic

[IEC 60987:2021, 3.10]

3.28

HDL-programmed device, HPD

integrated circuit configured specifically for NPP I&C systems using Hardware Description
Languages and related software tools

[IEC 62566:2012, 3.6, modified]

3.29

hazard

event having the potential to cause injury to plant personnel or damage to components,
equipment or structures. Hazards are divided into internal hazards and external hazards

NOTE 1 Internal hazards are, for example, fire and flooding. Internal hazards can be also a consequence of a PIE
(for example, loss of coolant accident, steam-line break).

NOTE 2 External hazards are, for example, earthquake and lightning.

3.30
human error
discrepancy between the human action taken or omitted, and that intended or required

[IEV 192-03-14; IEC 63351]

3.31
1&C architecture
organisational structure of the 1&C systems of the plant which are important to safety

NOTE 1 The organisational structure defines notably the main functions, class and boundaries of each system,
the interconnections and independence between systems, the priority and voting between concurrently acting
signals, the HMI.
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458 NOTE 2 In this standard the term designates only a subset of the whole I&C architecture of the plant. The latter
459 includes also the unclassified systems and equipment.

460 NOTE 3 The terms “I&C architecture” and “overall architecture of the I&C systems important to safety” are
461 equivalent.

462 NOTE 4 For the individual 1&C system, the term “system architecture” is used.

463  3.32

464  1&C chain

465  Set of elements involved in an I&C function, from sensors or manual commands to the
466  generation of the actuation signal or to displays in human machine interfaces.

467 NOTE 1 1&C chains can be assigned to layers, and comprise the following elements which all contribute to the
468  1&C function:

469 e Sensor(s): this part includes the probes or probes with transmitters (layer 0);

470 e Conditioning of sensor signals as well as their distribution to different I&C systems (layer 1);

471 ¢ Actuator control / I&C portion of the actuators (layer 1 as well);

472 e Processing of conditioned signals, of manual command signal, generation of orders and transmission to the
473 actuators or indicators (layer 2);

474 ¢ Human-machine interface equipment (layer 3);

475 e Cables, connectors, penetrations, junction boxes

476 The set of elements depends on project-specific rules which ensure that all parts involved in 1&C functions are
477 properly addressed in analysis and qualification, even when they are at the boundaries between disciplines such as
478 “actuators” which have aspects in process, electrical and 1&C engineering or sensing lines and thermowells that
479 need to be addressed by I&C and process engineering as well.

480 NOTE 2 Different to a “channel”, an 1&C chain does not lose its identity even if it includes processing equipment
481 which accommodates several functions.

482 3.33

483 1&C function
484 function to control, operate and/or monitor a defined part of the power plant processes

485 NOTE 1 The term “I&C function” is used by process engineers to structure the functional requirements for the
486 I&C. An I&C function is defined in such a way that it

487 e — gives a complete representation of a functional objective,

488 e — can be categorised according to its degree of importance to safety,

489 e — comprises the smallest entity, from sensor to actuator, to achieve its functional objective.

490 NOTE 2 An I&C function may be subdivided into a number of subfunctions (for example, measuring function,
491 control function, actuation function) for the purpose of allocation to 1&C systems.

492 3.34

493 I1&C project organisation

494  organisation(s) or individuals that have responsibility during the phases of the overall I1&C
495  safety lifecycle and/or during the phases of the safety lifecycles of the I1&C systems, to define
496 and perform all management and technical activities concerning the 1&C functions, systems
497 and equipment important to safety

498 NOTE This term is to be contrasted with “operating organisation”.

499  3.35

500 1&C system

501 system, based on electrical and/or electronic and/or programmable electronic technology,
502 performing I1&C functions or parts of them as well as service and monitoring functions related
503 to the operation of the system itself
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NOTE 1 The term is used as a general term which encompasses all elements of the system such as internal
power supplies, sensors and other input devices, data highways and other communication paths, interfaces to
actuators and other output devices (see Note 3). The different functions within a system may use dedicated or
shared resources.

NOTE 2 The elements included in a specific I&C system are defined in the specification of the boundaries of the
system.

NOTE 3 According to their typical functionality, IAEA distinguishes between automation / control systems, HMI
systems, interlock systems and protection systems.

NOTE 4 See also “system” and “I1&C function”.

3.36
independent equipment (independent systems, independent subsystems)
equipment that possesses both of the following characteristics:

1) the ability to perform its required function is unaffected by the operation or failure of other
equipment;

2) the ability to perform its function is unaffected by the occurrence of the effects resulting
from the postulated initiating event for which it is required to function

[IAEA Safety Glossary, 2022 Edition]

NOTE Means to achieve independence in the design are actuation priority, electrical isolation (also called
functional isolation in IAEA documents), physical separation and communications independence.

3.37
interrupt
suspension of a process to handle an event external to the process

[ISO/IEC/IEEE 24765]

3.38

item important to safety

an item that is part of a safety group and/or whose malfunction or failure could lead to
radiation exposure of the site personnel or members of the public

NOTE 1 Items important to safety include:

a) those structures, systems and components whose malfunction or failure could lead to undue radiation
exposure of the site personnel or members of the public;

b) those structures, systems and components that prevent anticipated operational occurrences from leading to
accident conditions;

c) safety features for design extension conditions;

d) those features that are provided to mitigate the consequences of malfunction or failure of structures,
systems or components.

[IAEA Safety Glossary, 2022 Edition]

NOTE 2 This definition is intended to encompass all aspects of nuclear safety and addresses equipment and
systems performing functions of categories A, B and C according to |[EC 61224.

NOTE 3 In this standard, the items considered will be mainly 1&C systems or I&C functions.

3.39 operational system software

that part of system software which is running on the target processor during operation, such as: input/output
drivers and services, interrupt management, scheduler, communication drivers, application oriented libraries, on-
line diagnostics, redundancy and graceful degradation management

[IEC 62138:2018, 3.30, modified]
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3.40

overall 1&C

the set of overarching planning, coordination and design activities for all I&C systems and 1&C
equipment for a NPP project, including identification of the requirements and constraints from
the plant design base, specification of the I1&C architecture and of all overarching design
principles, engineering, testing and other qualification methods

NOTE “Overall I&C” comprises activities related to I&C systems and equipment important to safety as well as I&C
not important to safety. The overall 1&C safety life cycle is embedded in the overall 1&C activities.

3.41

overall I1&C safety lifecycle

necessary activities involved in the implementation of the systems and equipment important to
safety of the I&C architecture, occurring during a period of time that starts with deriving 1&C
requirements from the plant safety design base and finishes when none of the I&C systems
are available for use

[IEC 61508-4:CD 2022-11, 3.7.1, modified]

NOTE 1 The overall safety lifecycle of the I&C induces requirements for the individual system safety lifecycles.

NOTE 2 See also “system safety lifecycle”.

3.42

postulated initiating event

PIE

a postulated event identified in design as capable of leading to anticipated operational
occurrences or accident conditions

[IAEA Safety Glossary, 2022 Edition]

3.43

pre-existing items

hard- or software or programmable digital equipment that already exists, is available as a
commercial or proprietary product, and is being considered for use

NOTE This definition includes that of pre-developed software, see |EC 60880

3.44
programmable digital item
item that relies on software instructions or programmable logic to accomplish a function

NOTE Item” may be taken as system, equipment, device, module.

3.45

provision

expression in the content of a normative document that takes the form of a statement, an
instruction, a recommendation or a requirement

NOTE These types of provision are distinguished by the form of wording they employ; e.g. instructions are
expressed in the imperative mood, recommendations by the use of the auxiliary “should” and requirements by the
use of the auxiliary “shall”.

[ISO/IEC Guide 2:2004, 7.1]

3.46
quality
degree to which a set of inherent characteristics fulfils requirements

[1ISO 9000:2015] [7]
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592  3.47

593 quality assurance

594  the function of a management system that provides confidence that specified requirements
595  will be fulfilled

596 [IAEA Safety Glossary, 2022 Edition]

597  3.48
598  quality plan
599 specification of the actions and associated resources to be applied to a specific object

600 [ISO 10005:2018]

601 NOTE In some IEC SC45 standards also the term “quality assurance plan” is used as a synonym.

602  3.49

603 redundancy

604 provision of alternative (identical or diverse) structures, systems and components, so that any
605 single structure, system or component can perform the required function regardless of the
606  state of operation or failure of any other

607 [IAEA Safety Glossary, 2022 Edition]

608  3.50

609 reliability

610 the probability that a system or component or an item will meet its minimum performance
611 requirements when called upon to do so for a specified period of time and under stated
612 operating conditions

613 [IAEA Safety Glossary, 2022 Edition]

614  3.51
615 requirement
616  statement which translates or expresses a need and its associated constraints and conditions

617 NOTE 1 Requirements exist at different levels in the system structure.

618 NOTE 2 A requirement is an expression of one or more particular needs in a very specific, precise and
619 unambiguous manner.

620 NOTE 3: A requirement always relates to a system, software or service, or other item of interest.

621 [ISO/IEC/IEEE 29148:2018]

622 NOTE 4 In IEC/SC 45A documents the following types of requirements are distinguished:

623 Safety requirements — Requirements imposed by authorities (legal, regulatory or standards bodies) and design
624 organizations on the safety of the NPP in terms of impact on individuals, society and environment during the
625 NPP lifecycle.
626 Functional and performance requirements — Functional requirements state the actions to be taken by the
627 system in response to specific signals or conditions, and performance requirements define features such as
628 response times and accuracy.
629 Operational requirements — Requirements on the operational capacity and ability of the plant imposed by the
630 owner.
631 Plant design requirements — Technical requirements on plant general design for the fulfiiment of the safety
632 requirements and operational requirements on the plant.
633 System design requirements — Design requirements on individual systems to give a design of the complete
634 plant fulfilling the plant design requirements.
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635 Equipment requirements — Requirements on individual equipment for its fulfilment of the demands of the system
636 design.

637 NOTE 5 The IAEA Safety Glossary, Edition 2022 contains the following definition:

638 requirement (safety) — that which is established or required by the Fundamental Safety Principles (IAEA Safety
639 Fundamentals) or IAEA Safety Requirements publications or by (national or international) laws or regulations.
640 This IAEA definition is useful in the framework of IAEA publications, but too narrow for use in a technical standard.

641 It corresponds to the IEC/SC 45A definition “Safety requirement” as provided in Note 4.

642  3.52
643 reusable software
644  software module that can be used in more than one computer program or software system

645 [ISO/IEC/IEEE 24765, modified]

646  3.53

647  safety function

648 a specific purpose that must be accomplished for safety for a facility or activity to prevent or
649 to mitigate radiological consequences of normal operation, anticipated operational
650 occurrences and accident conditions

651 [IAEA Safety Glossary, 2022 Edition]

652  3.54

653  safety group

654 the assembly of equipment designated to perform all actions required for a particular initiating
655 event to ensure that the limits specified in the design basis for anticipated operational
656 occurrences and design basis accidents are not exceeded

657  [IAEA Safety Glossary, 2022 Edition]

658 NOTE One way to manage the relation of several functions to a single PIE (this is a “safety group”) is by having in
659 the functional requirements documents the identification of the events to which the function contributes, without
660 having an additional explicit sorting of functions according to PIEs.

661 3.55

662 safety requirement

663 requirement imposed by authorities (legal, regulatory or standards bodies) and design
664 organizations on the safety of the NPP in terms of impact on individuals, society and
665  environment during the NPP lifecycle

666 NOTE The IAEA Safety Glossary, Edition 2022 contains the following definition:

667 requirement (safety) — that which is established or required by the Fundamental Safety Principles (IAEA Safety
668 Fundamentals) or IAEA Safety Requirements publications or by (national or international) laws or regulations.
669 This IAEA definition is useful in the framework of IAEA publications, but too narrow for use in a technical standard.

670 It corresponds to the IEC/SC 45A definition “Safety requirement” as provided in Note 4.

671 3.56

672 safety system

673 a system important to safety, provided to ensure the safe shutdown of the reactor or the
674 residual heat removal from the core, or to limit the consequences of anticipated operational
675 occurrences and design basis accidents

676 [IAEA Safety Glossary, 2022 Edition]

677 NOTE The standard addresses systems performing functions categorized A, B and C according to |JEC 61513.
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678  3.57

679  security

680 capability of the programmable digital system to protect information and data so that
681 unauthorized persons or systems cannot read or modify relevant data or perform or inhibit
682 control actions, and authorized persons or systems are not denied access

683 [ISO/IEC 24765:2017, 3.3653 / 5., modified]

684  3.58

685 self-supervision

686  automatic testing of system hardware and of the integrity of software and configuration data of
687  a programmable digital item

688 [IEC 60671:2007, modified]

689  3.59

690 service function

691 function of an I&C system related to the functioning of the system itself, such as configuration,
692 commissioning, periodic testing, self-supervision, maintenance, modification and security

693 3.60

694  single failure

695 loss of capability of a component to perform its intended safety function(s), and any
696  consequential failure(s) which result from it

697  [IAEA Safety Glossary, 2022 Edition, modified]

698 NOTE This definition differs from the 2022 edition of the IAEA Safety Glossary which is “A failure which results in

699 the loss of capability of a system or component to perform its intended safety function(s), and any consequential
700 failure(s) which result from it”. The term “system” was suppressed because the original IAEA definition for single
701 failure was deemed inadequate by IEC/SC 45A experts in that it must result in the loss of system function. Systems
702 that meet the single failure criterion would therefore have no single failures. It seems that this could lead to circular
703 arguments regarding compliance with the single failure criteria. The definition is aligned with the definition of
704 “failure”.

705 3.61

706 single failure criterion
707  a criterion (or a requirement) applied to a system such that it must be capable of performing
708 its task in the presence of any single failure

709 [IAEA Safety Glossary, 2022 Edition]

710 NOTE See e.g. requirement 25 of IAEA SSR-2/1, for guidance how the single failure criterion is achieved and how
711 it is applied to a safety group.

712 3.62

713  software

714 programs (i.e. sets of ordered instructions), data, rules and any associated documentation
715 pertaining to the operation of a computer-based I&C system

716 NOTE The term is reserved for CPU / processor based technology. Interconnection information and other
717 configuration data representing the implementation of an application in HDL-programmed devices are not included.
718  3.63

719  specification

720 document that specifies, in a complete, precise, verifiable manner, the requirements, design,
721 behaviour or other characteristics of a system or component and, often, the procedures for
722  determining whether these provisions have been satisfied

723  [IEC 60880:202x, 3.39]
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724  3.64

725 system

726  a set of components which interact according to a design so as to perform a specific (active)
727  function, and where an element of a system can be another system, called a subsystem

728 [IAEA Safety Glossary, 2022 Edition, modified]

729 NOTE 1 See also “I&C system”.

730 NOTE 2 1&C systems are distinguished from mechanical systems and electrical systems of the NPP.

731 NOTE 3 The IAEA definition use a subordinate clause with ambiguous relationship to the nouns in the main
732 clause. This grammatical ambiguity is avoided in the proposed definition.

733  3.65

734 system architecture
735  organisational structure of an I&C system

736 NOTE See also “I&C architecture”.

737  3.66

738 system qualification

739 process of determining whether a system is suitable for operational use, by examination and
740 provision of other evidence that the system fulfils in its entirety the requirement specification
741 as intended (functionality, response time, fault tolerance, robustness etc.)

742 NOTE 1 The qualification requirements are derived from the specific class of the I&C system and a specific
743 application context.

744 NOTE 2 1&C systems are typically implemented on the basis of interacting sets of equipment. Such equipment

745 may be developed as part of the project, or it may be pre-existing equipment (i.e. developed in the framework of a
746 previous project, being a commercial off-the-shelf product or an equipment family). Typically, qualification of an
747 “1&C system” is accomplished in stages: first by the qualification of individual pre-existing equipment (usually early
748 in the system realization process); in a second step by the qualification of the integrated I&C system (i.e. the final

749 realized design).

750 NOTE 3 Qualification of 1&C systems is always a plant- and application-specific activity. However, it may rely to a
751 large degree on qualification activities performed outside the framework of a specific plant design (these are called
752 “generic qualification” or “pre-qualification”). Pre-qualification may reduce the plant-specific qualification effort
753 significantly, however, the application-specific qualification requirements should still be shown to be met.

754 NOTE 4 The definition is consistent with the definition of “qualification” and “system validation” given in IAEA
755 safety glossary 2022, restricted to the case of an I&C system.

756  3.67

757  system safety lifecycle

758 necessary activities involved in the implementation of an I&C system important to safety
759 occurring during a period of time that starts at a concept phase with the system requirements
760  specification and finishes when the I&C system is no longer available for use

761 NOTE 1 The system safety lifecycle refers to the activities of the overall I&C safety lifecycle.

762 NOTE 2 See also “overall 1&C safety lifecycle”.

763  3.68

764  system software

765  software designed for a specific computer system or family of computer systems to facilitate
766 the operation and maintenance of the computer system and associated programs, for
767 example, operational system software and utilities.

768 NOTE 1 Utilities, also called support software, comprise software that aids in the development, test, or
769 maintenance of other software and of the system such as translators, graphic editors, diagnostics tools, test and
770 simulation tools,
771 NOTE 2 See also “operational system software”, “application software”.
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772 3.69

773  systematic fault

774  fault related in a deterministic way to a certain cause, which can only be eliminated by a
775 modification of the design or of the manufacturing process, operational procedures, documen-
776 tation or other relevant factors

777  [IEC 61508-4 (CD 2022-11), 3.6.6, modified]

778  3.70
779  systematic failure
780  system failure due to the activation of a systematic fault

781 NOTE 1 Software failures are typical examples of systematic failures, since software consists solely of design and
782 does not wear out or suffer from physical failure. Since the triggers which activate software faults are encountered
783 at random during system operation, software failures also occur randomly.

784 NOTE 2 See also “failure”, “fault”.

785 3.7

786  type test(s)

787 conformity test subjecting one or more items representative of the production to a series of
788 tests with the equipment functioning in a state and mounting representative of its intended
789 use in actual operation (including any software and representative configuration data)

790 [IAEA Safety Glossary, 2022 Edition, modified considering Clause 6.1.1 of IEC/ IEEE 60780-
791 323:2016]

792  3.72

793 verification

794  confirmation by examination and by means of objective evidence that specified objectives
795 have been met and specified requirements for specific results have been fulfilled

796 NOTE 1 Verification indicates the assessment of the results of an individual activity against its inputs.
797 NOTE 2 Verification may comprise activities such as: performing alternative calculations; comparing a new design
798 specification with a similar proven specification; undertaking tests and demonstrations; and reviewing documents

799 prior to issue.

800 NOTE 3 The corresponding status is termed ‘verified’.
801 [IAEA Safety Glossary, 2022 Edition, definition 2]

802 3.73

803 validation testing

804 testing of an integrated I&C system to demonstrate its compliance with the functional,
805 performance and interface requirements

806 NOTE In the versions of |[EC 60880, 62138, 62566 published before |EC 61513 Ed3, “system validation” is used

807 instead of “validation testing”.
808
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809
Plant design data —p Application software
Application software library Run time control
Redundancy management
L Operational system software
Utilities / Operating system I/0 drivers
support software Communication software Exception handler
b (?raphic editor, . Self-supervision functions
ala management, —»
Compiler, Code generator, Computer-based system
Verification and validation Processing modules I/0 modules
tools, Service unit
System hardware
Communication modules Hardware installation support
Power supplies
810 IEC 1896/11
811 Figure 2 — Typical relations of hardware and software in a computer-based system
812
Real needs
Specify _> Specification of requirements, design,
implementation
Correct Incorrect 44— Systematic
design l design fault (error)
The system
is correct
Random
failure —Pp
The system is not correct
Execution trajectory hits incorrectness (fault)
The system fails
813 IEC 1897/11
814 Figure 3 — Relations between system failure, random failure and systematic fault
815
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816 4 Symbols and abbreviations

817  ASIC Application-specific integrated circuit

818 CB Computer-based

819 CCF Common-cause failure

820 CM Configuration management
821 COTS Commercial off-the-shelf
822 DiD Defence in Depth

823 EMI Electromagnetic interference

824 FPGA Field-programmable gate array

825 HDL Hardware description language
826 HMI Human machine interface

827 HPD HDL-programmed device

828 HVAC Heating, Ventilation and Air Conditioning
829 1&C Instrumentation and control

830 110 Input/output

831 NPP Nuclear power plant

832 PDIP Pre-developed I&C package
833 PIE Postulated initiating events

834 PSA Probabilistic Safety Assessment
835 QA Quality assurance

836 5 Overall I&C safety lifecycle

837 5.1 General

838  The objective of this clause is to define how to

839 e derive the requirements for the overall I&C from the safety design base of the NPP
840 (see Clauses A.1 and A.2), and

841 e derive the requirements for the individual I&C systems important to safety from these
842 overall requirements.

843 To ensure that all the plant safety requirements to be met by the I&C are captured,
844 implemented, and maintained, a systematic approach is required. This is achieved by placing
845  the activities associated with development, implementation and operation of I&C in the
846  framework of a safety lifecycle of the overall 1&C. This lifecycle refers in turn to the safety
847 lifecycles of the individual I&C systems (see Clause 6).

848 NOTE Different lifecycles than the presented one may be followed, provided that the objectives of the standard are
849 satisfied, see Clause 1.1.

850 5.1.1 Starting point

851 The overall I&C safety lifecycle starts with deriving I1&C requirements from the plant safety
852  design base. Some of the requirements, such as the collection of the functional requirements,
853  can only be prepared if a minimum of boundary conditions and constraints have been defined
854  already as part of the safety design base of the plant, especially (see Clause 5.2.4):

855 e a preliminary I&C architecture, with an anticipated number of defence levels envisaged
856 in the overall I&C, including the safety class defined for every system;
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857 e the technological choices for the human-machine interface systems (technology of the
858 main HMI equipment in the main control room, in the remote shut down station, extent
859 of local control stations...). This could be e.g. fully computerized main and backup
860 HMI, a mix of computerized and analog technology.

861 e role of main control room and supplementary control room including their locations and
862 classification principles;

863 e a preliminary building layout, with allocated space in building and an initial power
864 supply and HVAC system capacities;

865 e preliminary provisions for cable ways.

866  The safety lifecycle is presented without making these preliminary design activities explicit,
867 although they could be the result of design iterations between overall plant design, system
868  design, layout design and I&C taking significant time, especially in a new reactor type
869 development. The lifecycle in this standard is presented assuming that these iterations have
870 converged, and the constraints and requirements of the plant safety design base regarding
871 overall 1&C are stable and sufficiently mature. Still, it is assumed that maturity loops for the
872 requirements from the safety design base and the plant constraints are ongoing during the
873  execution of the overall 1&C safety lifecycle and the I&C system safety lifecycles.

874  Starting point for the activities of the overall I&C safety lifecycle and the safety lifecycles of
875  the individual I&C systems is that an overall I&C project organisation has been set up that will
876 be in charge of the I&C project including planning, execution and interfacing to the other
877  disciplines of the NPP project. Requirements on the plans are specified in Clauses 5.5 and
878 6.3.

879 5.1.2 Scope of the overall I&C safety lifecycle
880 The phases of a typical overall I&C safety lifecycle include

881 a) review of the plant safety design base including (see 5.2):

882 e functional, performance and independence requirements;
883 e functional categorisation;
884 e constraints from the plant design framework;

885 b) definition of the overall requirements specification of the I1&C functions, 1&C systems and
886 1&C equipment important to safety (see 5.3);

887 c) design of the I&C architecture and assignment of the I&C functions to individual systems
888 and equipment (see 5.4);

889 d) definition of the overall planning (see 5.5);

890 e) realisation of the individual systems (see Clause 6);

891 f) overall integration and commissioning of the systems (see Clause 7);

892 g) overall operation and maintenance (see Clause 8).

893 Numbers in brackets identify the clause and subclause of this standard where the relevant

894 phase is addressed, while the objective, inputs to, outputs from, and scope of each phase are
895 developed in Table 1.

896  The connections between this lifecycle and the safety lifecycles of the individual I&C systems
897  are shown in simplified form in Figure 4. The following applies:
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5.1.2.1 The overall 1&C safety lifecycle is an iterative process where the outputs of each
phase shall be verified as being consistent with the inputs from the preceding activities. A
phase may start even if the activities of the preceding phase are not finished providing that
adequate configuration controls have been applied which ensure that the overall consistency
of the development process is maintained,;

5.1.2.2 A phase shall only be declared finished if the preceding phases have been
completed.

NOTE 1 Starting a phase if the preceding phase is not finished implies a trade-off between scheduling constraints
and the risk for / need of re-work. Risk for rework depends on the number of decoupling assumptions that may be
made regarding plant constraints, functional requirements and maturity of the design of process systems.

NOTE 2 Completion of a phase could be with remaining open points items judged to have no significant impact
and scheduled for closure via the overall 1&C configuration management processes.

Overall 1&C safety lifecycle:
Requirements from the plant safety design base

l l

1&C . Assignment of functions
Architecture design " to I&C systems
' Vv !
Safety lifecycle Safety lifecycle
of I&C system 1 of I1&C system n
— System requirements — System requirements
specification . . . . specification
— System installation _ System installation
\ 4 \ 4
Overall integration and commissioning

Overall operation and maintenance

IEC 1898/11

Figure 4 — Connections between the overall I&C safety lifecycle
and the safety lifecycles of the individual I&C systems
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Table 1 — Overview of the overall I&C safety lifecycle
Clause or Inputs Objectives of the activity Scope Outputs
subclause

5 Requirements placed upon the overall 1&C safety lifecycle and its relationship to the systems’ lifecycles

5.2 Deriving the I1&C requirements from the plant safety design base

5.2.2

Review of the
functional,
performance
and
independence
requirements

Plant safety
design base
documents

Principles of
plant operation

To identify

— the overall functional and
performance requirements of the
I&C systems important to safety,

— the defence in-depth concept of
the plant and the independence
requirements placed upon the I&C
functions,

— the automatic functions and
operator task

Plant systems
and related
1&C systems
important to
safety

Identification of input
requirements for 5.3

5.2.3

Review of the

Plant safety
categorisation

To identify the categorisation of
I1&C functions

I1&C functions
important to

Identification of input
requirements for 5.3

documentation

1&C systems important to safety in
terms of functional, performance,
independence and categorisation
requirements

L . safety
categorisation To verify for completeness
requirements
g To verify for feasibility of complex
requirements
5.2.4 Plant lay-out To identify Plant layout Identification of
) documents and . constraints for the I&C
Review of design data — plant/I&C systems boundaries, Plant systems | o chitecture design
lant
gonstraints base — constraints from support systems | 1&C systems | (S¢€ 5.4) and for the
and plant layout, environmental requirements
conditions, §pgc!f|cat|on of the
individual 1&C systems
— sources of potential internal and (see 6.2)
external hazards,
— principles of plant operation and
maintenance
5.3 Outputs of 5.2 To develop the overall I&C systems Overall 1&C
Output requirements specification of the requirements
utpu

specification for 5.4

5.4 Design of the overall 1&C architecture and assignment of the I1&C functions

5.4.2

Design of the
1&C
architecture

Output of 5.3

To design the I&C architecture
suitable to implement the overall
requirements specifications of the
1&C systems important to safety

To provide adequate measures
against CCF potential

1&C functions
and I&C
systems

Detailed design of the
I&C architecture in
terms of automation
systems, HMI and
interconnections, tools
(see 5.6.2)

5.4.3 Output of 5.4.2 | To assign the I&C functions to the 1&C functions | Requirements for the
. and 5.5 individual 1&C systems and and I&C application functions of
Functional ) ) equipment systems systems and HMI, the
assignment (Iteration with design of the 1&C
output of 6.4) To provide requirements systems and the tools
(boundaries, classification, (see 5.6.3)
functionality, reliability and other
required properties) for the
individual 1&C systems
5.4.4 Outputs of 5.4.2 | To assess reliability and defence 1&C functions | Assessment of
. and 5.4.3 against CCF reliability and defence
Required and against CCF (5.4.4.2)
analysis To assess human factors
1&C systems | Assessment of human

factors (5.4.4.3)
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Clause or Inputs Objectives of the activity Scope Outputs
subclause

5.5 Output of 5.4 To develop plans for QA, security, I&C systems Plans for the

integration, commissioning, working co- designated activities

Overall operation and maintenance of operatively

planning systems

6 Output of 5.6 To specify and create 1&C systems | Individual I&C | Outputs are described

conforming to the I&C architecture |systems in Table 3

System safety specification

lifecycle (see Clause 6)

7 Output of To test and commission the I&C systems | Fully integrated and

5.5.6 and 6.3.5 interconnected systems of the I&C | of the 1&C commissioned systems

Overall architecture architecture

integration and Report of the overall

commissioning commissioning
(see 7.3)

8 Output of 5.5.7, | To operate maintain and repair the |I&C systems | Continuing

5.56.8 and 7.2 systems in order that the safety is | of the I&C achievement of

Overall maintained architecture | functions.

operation and

maintenance Records of operation
and maintenance
(see 8.3)

NOTE For a comparison of this definition of phases with that of |JEC 61508-1 [1], see Annex B.

5.2

Deriving the I&C requirements from the plant safety design base

5.2.1 General

The objective of the requirements of this subclause is to derive input requirements for the
specification of the I&C systems and input constraints for the I&C architectural design,
resulting from the plant safety design base and the plant design framework.

IAEA SF-1 establish one fundamental safety objective and ten safety principles that together
make up an “integrated overall safety approach” ensuring the safety of a NPP. These
principles will be used in the design by considering all relevant “postulated initiating events”
(PIEs) and successive physical barriers to keep radiation exposure to workers, public and the
environment within limits. Key elements are (IAEA SSR-2/1)

e the application of the concept of defence in depth with 5 levels of defence, and

e an appropriate quality level to maintain the integrity of design throughout the lifetime
of the plant.

Both together provide sufficient functions and systems necessary to maintain the plant in a
normal operating state, to ensure the correct response to all PIEs, and to facilitate the long-
term management of the plant following an accident (see Clause A.2).

5.2.2 Review of the functional, performance and independence requirements

The functional, performance and independence requirements for the I&C functions important
to safety and the principles of operation of the plant are defined in the plant safety design
base which is an inherent element of the overall 1&C design project. The requirements
concerning human-machine interactions consider the principles of operation together with
ergonomic considerations in order to minimize failures due to human factors.

The I&C design process requires the following inputs from the plant safety design base:
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the defence in-depth concept of the plant, with
o the definition of the levels of defence;
o the assignment of functions to the levels to address PIE sequences, and
o related constraints, such as independence between individual functions.

the requirements regarding handling of internal and external hazards, including
constraints from building arrangement and related separation constraints;

overall provisions for a main control room and a remote shut down station should the

main control room be unavailable (IEC 60964, |IEC 60965);

constraints from the design of the safety support systems (HVAC, emergency power
supply);

constraints regarding environmental conditions (climatic, EMC, seismic);

the approach for the categorization of safety functions;

the failure criteria and redundancy requirements applicable for every category and
type of safety function (e.g. single failure criterion combined with maintenance case
for category A; redundancy for category B and exceptions);

requirements on voting between redundant signals;

NOTE 1 In cases where the reliability of a function is required to be very high, the requirements specification
for the plant and the 1&C stipulate different levels of defence for the same PIE, for example, two or more
independent and functionally diverse physical initiation criteria and, if appropriate, a second, functionally
diverse, independent, redundant mechanical system for accident control.

NOTE 2 The defence in-depth levels may include functions important to safety and may include other
functions. The requirements of this standard address only those functions that are important to safety.

the role of the operators, of the automation and the set of prescribed operator actions
in the management of anticipated operational occurrences and accident conditions;
partially, this information may be overlapping with the set of functions for operator
information / manual controls within the defence-in-depth concept;

the function assignment in accordance with |[EC 60964 defining which functions have
been assigned to operators and which functions have been assigned to machines, i.e.
the inventory of manual controls and automatic control functions;

overall concept for alarm signalization (alarm classes, priorities);

the variables and alarms to be displayed for the operator to use in taking manual
control actions;

the functional and performance requirements of the functions of the plant important to
safety needed to meet the general safety requirements, in terms of

o process variables,

o algorithms and setpoints,

o actuation signals,

o manual controls, indicators, alarms,

o performances (accuracy, response time),

o reliability requirements (e.g. system availability; unavailability targets).

NOTE 3 Where functional verification is required (see 6.2.4.2), the design base provides the initial
conditions, allowable limits and allowable rate of change of the plant variables to be controlled by the I&C
systems important to safety.

NOTE 4 The compilation of the inventory of automatic control functions, manual controls and variables to
be monitored may be iterative, i.e. it may start with a preliminary list of functions, functional and
performance requirements which are subsequently refined, as the design of process and electrical systems
proceeds. Especially functions for operation and monitoring of process systems may be the result of the
design of the individual plant systems and selection of the mechanical / electrical equipment. Therefore, the
detailed set of functional and performance requirements for process system related functions is not directly
obtained from the plant safety design base but from the designers of the individual process systems.
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993 e the priority principles between automatic and manually initiated actions, taking into
994 account functional categories, main and supplementary control rooms, local control
995 stations.

996 5.2.3 Review of the categorisation requirements

997  5.2.3.1 Assumptions of this standard concerning categorisation of functions and
998 classification of systems

999 Functions, systems and equipment in the NPPs are classified according to their importance to
1000 safety. This standard distinguishes between categorisation of I&C functions and classification

1001 of I&C systems, in accordance with |[EC 61228.

1002 The categorisation process places each I&C function into a category according to its
1003  importance to safety.

1004 These categories are characterised by sets of requirements on the specification, design,
1005 implementation, verification and validation of the I&C function, as well as by requirements on
1006  the properties of the systems suitable for the categories, their qualification, the application
1007  functions, the service functions, and the quality aspects for software, programmable logic and
1008 hardware, as appropriate. Consistent requirements apply to the whole 1&C chain. Therefore, it
1009 is practical to define classes of I&C systems which are suitable to implement I&C functions up
1010 to a defined category.

1011 The categorisation of the I&C functions is part of the plant safety design base and is outside
1012  the scope of this standard. This standard assumes that the plant safety design base has
1013  assigned the individual I&C functions important to safety to one of three categories A, B or C
1014 of.

1015 NOTE The normative references for categorisation of functions may vary between countries and deviate from the
1016 reference of this standard (). A specific situation may also arise when applying this standard to existing
1017 plants where new categorization requirements are valid only for the parts in the scope of a modernization project.
1018 In such cases, a specific analysis may be required to identify the minimum requirements per system class.

1019  The classification of the 1&C systems is defined by the 1&C project organisation in the design
1020 phase of the 1&C architecture before the functional assignment of the I&C functions to the
1021 systems (see 5.4.2 and 5.4.3).

1022 5.2.3.2 Requirements

1023  5.2.3.2.1 The categorisation of the I&C functions shall be provided in the plant safety design
1024 base and shall constitute a reference input to the overall 1&C requirements specification (see
1025 5.3).

1026 5.2.3.2.2 The |&C project organisation shall review the categorisation and verify it for
1027 completeness and feasibility. In the case of non-feasibility (for example, assignment of the
1028 highest category to a function which cannot meet the single failure criterion due to the plant
1029  design), the definition and categorisation of I&C functions shall be reviewed against the plant
1030 1&C functional requirements. The functional requirements and their associated categorisation
1031 shall be iterated until a feasible solution is achieved.

1032 5.2.4 Review of plant and project constraints

1033  The I&C architectural design (see 5.4) is subject to constraints imposed from the plant design
1034  framework.
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1035 5.2.4.1 The I&C project organisation shall identify the constraints placed on I&C equipment
1036 by the plant layout, the interfaces with plant equipment, and the events outside the 1&C,
1037  including:

1038 o the boundaries between the I&C systems and equipment and the plant systems,
1039 including the interfaces to the electrical/mechanical actuation systems and the
1040 auxiliary systems, such as power supplies and air conditioning systems;

1041 e the range of transient and steady-state environmental conditions in normal, abnormal
1042 and accident conditions under which the I1&C systems are required to operate;

1043 NOTE There could be mismatch between the environmental conditions in rooms and the specifications of
1044 the selected I1&C equipment. This is a typical case for situations leading to design iterations / maturity
1045 loops.

1046 e the range of transient and steady-state conditions of motive and control power in
1047 normal, abnormal and accident conditions under which the I&C systems are required
1048 to operate;

1049 e the general constraints on installation and cable routing;

1050 o the specific constraints on installation and cable routing to centres of convergence
1051 such as the control room and cable spreading rooms;

1052 e the constraints on grounding and power supply distribution;

1053 e the internal and external hazards to be considered according to the plant hazard
1054 assumptions. These include fire, flooding, icing, lightning, overvoltage,
1055 electromagnetic interference, earthquake, explosion and chemical influences.

1056  5.2.4.2 The I&C project organisation shall identify the constraints placed on I&C equipment
1057 by the utility’s principles of operation, i.e. constraints from

1058 e security (IEC 62645);

1059 e operation and maintenance (JEC 60964);

1060 e "in-service maintenance" including periodic testing of the process systems and I&C
1061 systems.

1062 5.2.4.3 Typically, this will lead to additional requirements guiding the subdivision of the I&C
1063 architecture in separate sub-systems. Areas to be considered include:

1064 e the subdivision of the I&C systems should take into account that the plant is typically
1065 structured in distinct plant systems, which are grouped in lots so as to organize
1066 engineering, installation, start-up and testing activities;

1067 e maintenance work, periodic testing and modification activities shall be possible for
1068 selected plant and 1&C subsystems whereas other subsystems have to stay fully
1069 operational;

1070 o the impact of the distribution and sharing of operating staff responsibilities should be
1071 analysed and taken into account in the subdivision of the I&C systems;

1072 e requirements should be identified regarding tools and service work stations for
1073 maintenance and diagnostics, including the interface to the engineering systems. This
1074 may include requirements concerning the human-machine interfaces to the
1075 maintenance staff, interfaces with central plant management facilities etc;

1076 o the impact of staggered security degrees and security zones should be taken into
1077 account.

1078 5.2.4.4 The I|&C project organisation should identify the constraints resulting from the
1079 contractual framework for the NPP construction project. Areas to consider include

1080 e identification of I&C equipment / I&C systems including HMIs that come with procured
1081 process system packages (pre-developed |&C packages, PDIP, such as. control
1082 equipment for emergency diesel generators or for HYAC packages, for lifting machines
1083 / cranes);
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1084 e |&C equipment types or equipment suppliers imposed by the plant owner;
1085 o lifetime support requirements (e.g. constraints for replacement of parts with limited
1086 lifetime; long-term vendor support for equipment platforms).

1087 5.2.4.5 The |I&C project organization should develop overarching specifications for the 1&C
1088  system upstream to the I&C system lifecycle and before the procurement stage of process
1089  system packages. These should include specifications such as

1090 e documentation standards;

1091 e standard types of interfaces;

1092 o preferred types of automation equipment for PDIPs

1093 o preferred types of field instrumentation equipment, e.-g. via a harmonized equipment
1094 catalogue;

1095 e rules for equipment coding and labelling;

1096 e HMI guidelines for panels or display units (to address consistency between HMIs
1097 coming with process system packages and with the main plant HMI);

1098 5.3 Requirements specifications for the individual I&C functions

1099 One key output of the activity described in 5.2 are the requirements specifications for the
1100 individual 1&C functions important to safety.

1101 The requirements specifications encompass the whole of the I&C function from its inputs
1102 (sensors, operator controls, other equipment) to its outputs (directed to actuators, displays for
1103 operators or other equipment). Further splitting of these requirements specifications will
1104 provide the requirements specifications of the subfunctions at the level of the individual 1&C
1105  systems. This will depend upon the selected I&C architecture (see 5.4) and how the functions
1106 are implemented through distributed equipment (instrumentation, processing and actuators).

7 NOTE The specifications may be allocated to a suitably number and organisation of documents, e.g. dedicated
8 documents according to the safety category, defence line or other criteria derived from the design basis. Managing
9 the requirements in a data base and generating documentation packages from the data base could be an efficient
0 way for handling the data. It is not mandatory to have a single document per 1&C function.

1111 5.3.1 A requirements specification shall be established for each 1&C function. It shall include:

1112 e a specification of the algorithm defining the way the function transforms input
1113 information to output information in order to operate or monitor the plant;

1114 e a specification of the performances, defining the range, accuracy and timely response
1115 of the function;

1116 NOTE Timely response typically implies a maximum response time (e.g. for trip functions), but could also
1117 be a time constant for closed-loop control functions, or a quality requirement (residual noise). In some
1118 cases, also a minimum response time could be specified, if race conditions between two functions have to
1119 be avoided.

1120 e a reliability target, if available from the probabilistic safety assessment of the NPP or
1121 specified as a decoupling requirement;

1122 e specification of the category of the function.

1123 NOTE The category implicitly defines the minimal classification requirements of the I&C systems required
1124 for the implementation of the function (see Table 2).

1125 5.3.2 The requirements specifications shall define any dependency between functions which
1126  generate constraints on the assignment of functions to the I&C systems. This includes:

1127 ¢ the combinations of functions to be monitored to control protective actions;
1128 e the combination of functions ensuring defence in depth;
1129 e the combination of functions which constitute a safety group.
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