Draft for Public Comment

bsi.

BSI Group Headquarters Date: 15 November 2024
389 Chiswick High Road London W4 4AL Origin: European

Tel: +44 (0)20 8996 9000
Fax: +44 (0)20 8996 7400
www.bsigroup.com

Form 36

DPC: 24/30505099 DC

L atest date for receipt of comments: Project No. 2024/03365
Responsible committee: GEL/9/1 Railway Electrotechnical Applications - Signalling and communications

Interested committees:

Title: Draft BS EN 50129 BS Railway Application - Communication, signalling and processing system - Safety related electronid
systems for signalling.

Please notify the secretary if you are aware of any keywords that might assist in classifying or identifying the standard or if the
content of this standard

i) has any issues related to 3rd party IPR, patent or copyright

ii)  affects other national standard(s)

iii)  requires additional national guidance or information

WARNING: THISISA DRAFT AND MUST NOT BE REGARDED ORUSED ASA BRITISH STANDARD. THISDRAFT
ISNOT CURRENT BEYOND

This draft is issued to allow comments from interested parties; all comments will be given consideration prior to publication. No
acknowledgement will normally be sent. See overleaf for information on the submission of comments.

No copying is allowed, in any form, without prior written permission from BS| except as permitted under the Copyright, Designs
and Patent Act 1988 or for circulation within a nominating organization for briefing purposes. Electronic circulation is limited to
dissemination by e-mail within such an organization by committee members.

Further copies of this draft may be purchased from BSI Shop http://shop.bsigroup.com or from BS| Customer Services, Tel:
+44(0) 20 8996 9001 or email cservices@bsigroup.com. British, International and foreign standards are also available from BSI
Customer Services.

Information on the co-operating organizations represented on the committees referenced above may be obtained from https://
standardsdevel opment.bsigroup.cony.

Responsible Committee Secretary: William Westcott (BSI) ]
Direct tel: 020 3142 5692 Document Sharing Hub
E-mail: william.westcott@rssb.co.uk

Full document details: 24/30505099 DC


http://www.avadocuments.com/doc/24-30505099-dc
http://www.avadocuments.com/doc/24-30505099-dc

Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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European foreword

This document (prEN 50129:2024) has been prepared by CLC/SC 9XA “Communication, signalling and
processing systems” of CLC/TC 9X “Electrical and electronic applications for railways”.

This document is currently submitted to the Enquiry.

The following dates are proposed:

» latest date by which the existence of this (doa) dor + 6 months
document has to be announced at national
level

» latest date by which this document has to be (dop) dor + 12 months

implemented at national level by publication of
an identical national standard or by

endorsement

» latest date by which the national standards (dow)  dor + 36 months
conflicting with this document have to be (to be confirmed or
withdrawn modified when voting)

This document will supersede EN 50129:2018 and all of its amendments and corrigenda (if any).
prEN 50129:2024 includes the following significant technical changes with respect to EN 50129:2018.
— A better alignment with the rules given in the CEN-CENELEC Internal Regulation Part 3 has been made;
— requirements and guidance have been added on the following topics:
o reuse of pre-existing systems,
o safety-related tools,
o relationship between cybersecurity and safety,
o safety qualification tests,
0 basic integrity,
o insulation coordination.

A more detailed comparison of changes between EN 50129:2018 and this document can be found in
Annex G.
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Introduction

This document defines requirements for the development and acceptance of safety-related electronic systems
in the railway signalling field.

Safety-related electronic systems for signalling include hardware and software aspects. To develop complete
safety-related systems, both aspects need to be taken into account throughout the whole life cycle of the
system. The requirements for the overall safety-related electronic system and for its hardware aspects are
defined in this document. Other requirements are defined in associated CENELEC standards. For safety-
related systems which include software, additional conditions are defined in EN 50716:2023.

Additional requirements for safety-related communication are defined in EN 50159:2010.

This document does not specify the cybersecurity requirements for the development, implementation,
maintenance and operation of security policies, services, or systems where needed, since cyberattacks can
affect also the functional safety of a system. For cybersecurity, appropriate standards apply.

NOTE ISO/IEC and CEN/CENELEC publications that address cybersecurity in depth are EN ISO/IEC 27000 and
ISO/IEC TR 19791. In the field of industrial automation and control systems, the EN IEC 62443 series have been defined.
CLC/TS 50701:2023 addresses cybersecurity for the railway domain and was derived from the EN IEC 62443 series.

The aim of European railway duty holders and of European railway industry is to develop compatible railway
systems based on common standards. Therefore cross-acceptance of safety approvals for systems,
subsystems or equipment by the different national railway duty holders is necessary. This document is the
common European base for safety acceptance of electronic systems for railway signalling applications.

Cross-acceptance is aimed at the acceptance of generic products or generic applications that can be used for
a number of different specific applications, and not at the acceptance of any single specific application. Public
procurement within the European Community concerning safety-related electronic systems for railway
signalling applications will refer to this document.

This document is concerned with the evidence to be presented for the acceptance of safety-related systems.
However, it specifies not only those life cycle activities which need to be completed before the acceptance
stage, but also the additional planned activities to be carried out afterwards. In this way, safety justification will
cover the whole life cycle.

This document is concerned with what evidence is to be presented. Except where considered appropriate, it
does not specify who carries out the necessary work. The necessary work can be carried out by different
people, in different circumstances or organisational structures, provided that independence of roles is
respected.

This document consists of Clauses 1 to 8, which form the main part, and Annexes A, B, C, D, E, F and G. The
requirements defined in Clause 5 to Clause 8 and in Annexes A, B, C and E are normative, whilst Annexes D,
F and G are informative.

This document is in line with, and contains references to:
— EN50126-1:2017, Railway Applications — The Specification and Demonstration of Reliability,
Availability, Maintainability and Safety (RAMS) — Part 1: Generic RAMS Process,

— EN50126-2:2017, Railway Applications — The Specification and Demonstration of Reliability,
Availability, Maintainability and Safety (RAMS) — Part 2: Systems Approach to Safety.

This document is based on the system life cycle described in EN 50126-1, EN 50126-2 and is in line with the
EN 61508 series. EN 50126-1 / EN 50126-2 / EN 50716 / comprise the railway sector equivalent of
the EN 61508 series so far as Railway Communication, Signalling and Processing Systems are concerned.
Given that compliance with these documents has been demonstrated, there are no requirements in this
document for further evaluation of compliance with the EN 61508 series.
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1 Scope

This document is applicable to safety-related electronic systems (including subsystems and equipment) for
railway signalling applications.

This document applies to generic systems (i.e. generic products or systems defining a class of applications),
as well as to systems for specific applications.

The scope of this document, and its relationship with other CENELEC standards, are shown in Figure 1.

This document is applicable only to the functional safety of systems. It does not deal with other aspects of
safety such as the occupational health and safety of personnel. While functional safety of systems clearly can
have an impact on the safety of personnel, there are other aspects of system design which can also affect
occupational health and safety and which are not covered by this document. Cybersecurity aspects of
functional safety are addressed only to the extent consistent with the application of the relevant standards,
where needed.

This document applies to all the phases of the life cycle of a safety-related electronic system, focusing in
particular on phases 5 (architecture and apportionment of system requirements) to 10 (system acceptance) as
defined in EN 50126-1:2017.

Requirements for systems which are not related to safety are outside the scope of this document.

This document is not necessarily applicable to systems, subsystems or equipment which had already been
accepted prior to the date of withdrawal (dow) of this document. However, so far as reasonably practicable, it
is applicable to modifications and extensions to such systems, subsystems and equipment.

This document is primarily applicable to systems, subsystems or equipment which have been specifically
designed and manufactured for railway signalling applications. It is also applicable, to the extent of 6.2, to
general-purpose or industrial equipment (e.g. power supplies, display screens, or other commercial off the
shelf items), which is procured for use as part of a safety-related electronic system.

This document is aimed at railway duty holders, railway suppliers, and assessors as well as at safety
authorities, although it does not define an approval process to be applied by the safety authorities.

Total Railway System /:\
1
1
7o) Z:) ) ]
Complete Railway Signalling H H h H
System ! ! H :
1 ] 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 :
Individual Subsystem E E i !
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Figure 1 — Scope of the main CENELEC railway application standards
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

EN IEC 60664-1:2020, Insulation coordination for equipment within low-voltage supply systems — Part 1:
Principles, requirements and tests (IEC 60664-1:2020)

EN 50124-1:2017, Railway applications - Insulation coordination - Part 1: Basic requirements - Clearances
and creepage distances for all electrical and electronic equipment

EN 50125-1:2014|, Railway applications - Environmental conditions for equipment - Part 1: Rolling stock and
on-board equipment

EN 50125-3:2003, Railway applications - Environmental conditions for equipment - Part 3: Equipment for
signalling and telecommunications

EN 50126-1:2017, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS) - Part 1: Generic RAMS Process

EN 50126-2:2017, Railway Applications - The Specification and Demonstration of Reliability, Availability,
Maintainability and Safety (RAMS) - Part 2: Systems Approach to Safety

N 50159:2010Q, Railway applications - Communication, signalling and processing systems - Safety-related
communication in transmission systems

EN 50716:2023, Railway Applications - Requirements for software development
3 Terms, definitions and abbreviated terms
3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp/

— |EC Electropedia: available at https://www.electropedia.org/

3.1.1
accident
unintended event or series of events that results in harm

[SOURCE: IEC 60050-821:2017, 821-12-02, modified — “that results in death, injury, loss of a system or
service, or environmental damage” has been replaced with “that results in harm”]

31.2
basic insulation
insulation that provides basic protection

Note 1 to entry:  This concept does not apply to insulation used exclusively for functional purposes.

[SOURCE: IEC 60050-195:2021, 195-06-06]
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313

basic integrity

integrity attribute for a safety-related function with a tolerable functional failure rate equal to, or higher than
(less demanding), 1075 h~*; or for a non-safety-related function

Note 1 to entry: In this document basic integrity requirements relate only to safety-related functions. If a non-safety-
related function has been given basic integrity requirements on the basis of the process described in EN 50126-2:2017, no
additional requirements are defined in this document.

[SOURCE: EN 50126-1:2017, 3.7, modified — “equal to, or” has been added; Note 1 to entry has been added.]

314
causal analysis
analysis of the reasons how and why a particular hazard can come into existence

[SOURCE: IEC 60050-821:2017, 821-12-07]

315

common cause failures, pl

failures of multiple items, which would otherwise be considered independent of one another, resulting from a
single cause

[SOURCE: IEC 60050-192:2015, 192-03-18, modified — Notes 1 and 2 to entry have been deleted.]

3.1.6
configuration
structuring and interconnection of the hardware and software of a system for its intended application

[SOURCE: IEC 60050-821:2017, 821-12-12]

31.7
consequence analysis
analysis of events which are likely to happen after a hazard has occurred

[SOURCE: IEC 60050-821:2017, 821-12-14]

3.1.8

cross-acceptance

status achieved by a product that has been accepted by one authority to the relevant standards and is
acceptable to other authorities without the necessity for further assessment

[SOURCE: IEC 60050-821:2017, 821-12-15]

319

cybersecurity, <in railway application>

set of activities and measures taken with the objective to prevent, detect, and react to unauthorized access or
cyberattack which could lead to an accident, an unsafe situation, or railway application performance
degradation

Note 1 to entry: It is recognized that the term “cybersecurity” has a broader meaning in other standards and guidance,
often including non-malevolent threats, human errors, and protection against natural disasters. Those aspects, except

human errors degrading security controls, are not included in this document.

[SOURCE: CLC/TS 50701:2023, 3.1.32]
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3.1.10

DC fault model

fault category that includes the following failure modes: stuck-at faults, stuck-open, open or high impedance
outputs and short circuit between signal lines, and for integrated circuits short circuit between any two
connections (pins)

3.1.11
design
activity applied in order to analyse and transform specified requirements into acceptable solutions

[SOURCE: IEC 60050-821:2017, 821-12-16, modified — The end of the definition “design solutions which have
the required safety integrity level” has been replaced with “solutions”.]

3.1.12
diversity
existence of two or more different ways or means of achieving a specified objective

Note 1 to entry:  Diversity is specifically provided as a defence against common cause failures. It can be achieved by
providing systems that are physically different from each other or by functional diversity, where similar systems achieve
the specified objective in different ways.

[SOURCE: IEC 60050-395:2014, 395-07-115, modified — The supplementary information has been moved to
a new Note 1 to entry, which replaces the original Note 1 to entry.]

3.1.13
double insulation
insulation comprising both basic insulation and supplementary insulation

Note 1 to entry:  In double insulation, each layer shall be able to be tested or analysed separately. In particular:

— the clearance distance shall be the basic distance. In addition, also the supplementary solid layer shall be
dimensioned taking into account the same rated impulse voltage (Uni).

— the creepage distance shall be the sum of basic and supplementary distances. The basic distance shall be
evaluated against the rated insulation voltage (Unm). In addition, also the supplementary distance shall be evaluated
against the same Unm . The Unm shall not be apportioned.

Note 2 to entry:  With respect to Note 1 to entry, for definition of rated insulation voltage and rated impulse voltage, see
EN 50124-1:2017. Similar definitions can also be found in EN 60664-1:2020.

[SOURCE: IEC 60050-195:2021, 195-06-08 modified — Notes to entry 1 and 2 have been added.]

3.1.14

electronic component

hardware component

electronic device that cannot be taken apart without destruction or impairment of its intended use

EXAMPLE: Resistors, capacitors, diodes, integrated circuits, hybrids, application specific integrated circuits, wound
components and relays.

[SOURCE: IEC 60050-904:2014, 904-01-09, modified —The preferred terms “electronic part” and “piece part’

have been deleted and a new preferred term “hardware component™ has been added.]
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3.1.15

equipment

single apparatus or set of devices or apparatuses, or the set of main devices of an installation, or all devices
necessary to perform a specific task

Note 1 to entry: Examples of equipment are a power transformer, the equipment of a substation, measuring equipment.
[SOURCE: IEC 60050-151:2001, 151-11-25]

3.1.16

error

discrepancy between a computed, observed or measured value or condition and the true, specified or
theoretically correct value or condition

Note 1 to entry:  An error can be caused by a faulty item, e.g. a computing error made by faulty computer equipment.
Note 2 to entry: A human error can be seen as a human action or inaction that can produce an unintended result.
[SOURCE: IEC 60050-192:2015, 192-03-02, modified — Notes 1 and 2 to entry have been modified.]

3.1.17
fail-safe
able to enter or remain in a safe state in the event of a failure

[SOURCE: IEC 60050-821:2017, 821-01-10]

3.1.18
failure, <of an item>
loss of ability to perform as required

Note 1 to entry:  Qualifiers, such as catastrophic, critical, major, minor, marginal and insignificant, may be used to
categorize failures according to the severity of consequences, the choice and definitions of severity criteria depending

upon the field of application.

Note 2 to entry:  Qualifiers, such as misuse, mishandling and weakness, may be used to categorize failures according to
the cause of failure.

Note 3 to entry:  “Failure” is an event, as distinguished from “fault’, which is a state.

[SOURCE: IEC 60050-821:2017, 821-11-19, modified — Note 3 to entry has been added.]

3.1.19

failure rate

limit of the ratio of the conditional probability that the instant of time, T, of a failure of a product falls within a
given time interval (t, t + At) and the duration of this interval, At, when At tends towards zero, given that the
item is in an up state at the start of the time interval

Note 1 to entry:  For applications where distance travelled or number of cycles of operation is more relevant than time,
the unit of time can be replaced by the unit of distance or cycles, as appropriate.

Note 2 to entry:  The term “failure rate” is often used in the sense of “mean failure rate” defined in IEV 192-05-07.

[SOURCE: IEC 60050-821:2017, 821-12-21]
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3.1.20
fault, <in a system>
abnormal condition that could lead to an error in a system

Note 1 to entry: A fault can be random or systematic.
[SOURCE: IEC 60050-821:2017, 821-11-20]

3.1.21
fault detection time
time interval between failure and detection of the resulting fault

[SOURCE: IEC 60050-192:2015, 192-07-11, modified — The deprecated term “undetected fault time” as well
as Figures 1 and 2 have been deleted.]

3.1.22

function, <of an item>

specified action or activity which can be performed by technical means or human beings and has a defined
output in response to a defined input

Note 1 to entry: A function can be specified or described without reference to the physical means of achieving it.

3.1.23

functional safety

part of the overall safety that depends on functional and physical units operating correctly in response to their
inputs

[SOURCE: IEC 60050-351:2013, 351-57-06, modified — Note 1 to entry has been deleted.]

3.1.24
harm
injury or damage to the health of people, or damage to property or the environment

[SOURCE: ISO/IEC Guide 51:2014, 3.1]

3.1.25
hazard, <in railway>
condition that can lead to an accident

Note 1 to entry:  The equivalent definition in IEC 60050-903:2013, 903-01-02 refers to “harm” instead of “accident.

3.1.26

hazard analysis

process of identifying hazards and analysing their causes, and the derivation of requirements to limit the
likelihood and consequences of hazards to a tolerable level

[SOURCE: IEC 60050-821:2017, 821-11-23]

3.1.27

hazard log

document in which hazards identified, decisions made, solutions adopted, and their implementation status are

recorded or referenced

[SOURCE: IEC 60050-821:2017, 821-12-27]
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3.1.28
implementation
activity applied in order to transform the specified designs into their realization

[SOURCE: IEC 60050-821:2017, 821-12-29, modified — “physical realization” changed to “realization”.]

3.1.29
independence of roles
freedom from involvement in the same intellectual, commercial or management entity

3.1.30

independent safety assessment

process to determine whether a system or product meets the specified safety requirements and to form a
judgement as to whether the product is fit for its intended purpose in relation to safety

[SOURCE: EN 50126-1:2017, 3.33, modified — “the system/product” has been changed to “a system or
product”. Note 1 to entry has been deleted.]

3.1.31

maintenance

combination of all technical and management actions intended to retain an item in, or restore it to, a state in
which it can perform as required

Note 1 to entry: Management is assumed to include supervision activities.

[SOURCE: IEC 60050-192:2015, 192-06-01]

3.1.32
negation
enforcement of a safe state following detection of a hazardous fault

[SOURCE: IEC 60050-821:2017, 821-12-38]

3.1.33
negation time
time interval which begins when the existence of a fault is detected and ends when a safe state is enforced

[SOURCE: IEC 60050-821:2017, 821-12-39]

3.1.34
pre-existing item
item that already exists and that was not developed specifically for the current project

3.1.35

product, <in railway>

collection of elements, interconnected to form a system, a subsystem or an equipment, in a manner which
meets the specified requirements

[SOURCE: IEC 60050-821:2017, 821-12-40, modified — The specific use “in signalling” has been made more
general with “in railway”.]
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3.1.36
railway duty holder
body with the overall accountability for operating a railway system within the legal framework

Note 1 to entry: Railway duty holder accountabilities for the overall system or its parts and life cycle activities are
sometimes split between one or more bodies or entities. For example:

— the owner(s) of one or more parts of the system assets and their purchasing agents;
— the operator of the system;
— the maintainer(s) of one or more parts of the system.
Note 2 to entry:  Typically the railway duty holders are railway undertakings and the infrastructure managers.

Such splits are based on either statutory instruments or contractual agreements. Such responsibilities are defined at the
earliest stages of a system life cycle.

[SOURCE: EN 50126-1:2017, 3.48]

3.1.37
random failure integrity
degree to which a system is free from hazardous random faults

Note 1 to entry:  This definition can be read as “integrity from failures due to random faults”.
[SOURCE: IEC 60050-821:2017, 821-12-45, modified — Note 1 to entry has been added.]
3.1.38

random fault

unpredictable occurrence of a fault

[SOURCE: IEC 60050-821:2017, 821-12-46]

3.1.39

redundancy, <in a system>

provision of more than one means for performing a function

[SOURCE: IEC 60050-192: 2015, 192-10-02, modified — Note 1 to entry has been deleted.]

3.1.40
reinforced insulation
insulation that provides a degree of protection against electric shock equivalent to double insulation

Note 1 to entry: Reinforced insulation can comprise several layers which cannot be tested singly as basic insulation or
supplementary insulation.

[SOURCE: IEC 60050-195:2021, 195-06-09]
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3.1.41
reliability, <of an item>
ability to perform as required, without failure, for a given time interval, under given conditions

Note 1 to entry: The time interval duration can be expressed in units appropriate to the item concerned, e.g. calendar
time, operating cycles, distance run etc., and the units should always be clearly stated.

Note 2 to entry: Given conditions include aspects that affect reliability, such as: mode of operation, stress levels,
environmental conditions, and maintenance.

Note 3 to entry:  Reliability can be quantified using measures defined in IEC 60050-192:2015, Section 192-05, Reliability
related concepts: measures.

[SOURCE: IEC 60050-192:2015, 192-01-24]

3.1.42
repair
direct action taken to effect restoration

Note 1 to entry: Repair includes fault localization (IEV 192-06-19), fault diagnosis (IEV 192-06-20), fault correction
(IEV 192-06-21), and function checkout (IEV 192-06-22).

[SOURCE: IEC 60050-192:2015, 192-06-14]

3.1.43
risk, <for railway safety>
combination of the frequency of occurrence of harm and the severity of that harm

[SOURCE: IEC 60050-351:2013, 351-57-03, modified — “probability” has been replaced with “frequency”.]

3.1.44
safe state
condition which continues to preserve safety

[SOURCE: IEC 60050-821:2017, 821-12-49]

3.1.45
safety
freedom from unacceptable risk

[SOURCE: IEC 60050-903:2013, 903-01-19]

3.1.46
safety acceptance
safety status given to a product by the final user

[SOURCE: IEC 60050-821:2017, 821-12-50]

3.1.47

safety approval

safety status given to a product by the requisite authority when the product has fulfiled a set of pre-
determined conditions

[SOURCE: IEC 60050-821:2017, 821-12-51]
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3.1.48
safety authority
body responsible for delivering the authorization for the operation of the safety-related system

[SOURCE: IEC 60050-821:2017, 821-12-52]

3.1.49

safety case

documented demonstration that the product (e.g. a system, subsystem or equipment) complies with the
specified safety requirements

[SOURCE: IEC 60050-821:2017, 821-12-53]

3.1.50
safety function
function whose sole purpose is to ensure safety

Note 1 to entry:  All safety functions are safety-related functions, but not vice versa.

Note 2 to entry: A safety function may contribute to one or more safety barriers. However, a safety barrier is not
necessarily implemented by a safety function.

[SOURCE: EN 50126-1:2017, 3.68]

3.1.51

safety integrity

ability of a safety-related system or product to achieve its required safety-related functions under all the stated
conditions within a stated operational environment and within a stated duration

[SOURCE: IEC 60050-821:2017, 821-12-54, modified — “or product” has been added; “safety functions” has
been changed to “safety-related functions”]

3.1.52

safety integrity level

one of a number of defined discrete levels for specifying the safety integrity requirements of safety-related
functions to be allocated to the safety-related systems

Note 1 to entry:  Safety integrity level with the highest figure has the highest level of safety integrity.

Note 2 to entry: It is not possible to allocate a safety integrity level to safety-related processes or other measures.
[SOURCE: EN 50126-1:2017, 3.70]

3.1.53

safety life cycle
additional series of activities carried out in conjunction with the system life cycle for safety-related systems

[SOURCE: IEC 60050-821:2017, 821-12-55]

3.1.54

safety plan

documented set of time scheduled activities, resources and events serving to implement the organization,
responsibilities, procedures, activities, capabilities and resources that together ensure that an item will satisfy
given safety requirements relevant to a given contract or project

[SOURCE: IEC 60050-821:2017, 821-12-57]
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3.1.55
safety process
series of procedures that are followed to enable all safety requirements of a product to be identified and met

[SOURCE: IEC 60050-821:2017, 821-12-58]

3.1.56
safety-related
carries responsibility for safety

Note 1 to entry: A function, component, product, system, or procedure is called safety-related if at least one of its
properties is used in the safety argument for the system in which it is applied. These properties can be of functional or
non-functional nature.

[SOURCE: IEC 60050-821:2017, 821-01-73, modified — Note 1 to entry has been added]

3.1.57
signalling system
system to ensure the safe movement of trains

Note 1 to entry:  For the purposes of this document, railway signalling applications encompass all systems which control
and protect train movements by conveying instructions or warnings to trains or trackside systems. Where a signalling
system includes subsystems or equipment on board of the train, this document is intended to apply up to the interface with
the braking system, traction control system or other relevant train systems.

[SOURCE: IEC 60050-821:2017, 821-01-03, modified — The end of the definition “by means of one or more
of the following: lineside indications, wayside/onboard data exchange, indications given in the driver's cab”
has been omitted and Note 1 to entry has been added.]

3.1.58

stress profile

degree and number of external influences which a system can withstand whilst performing its required
functionality

[SOURCE: IEC 60050-821:2017, 821-12-65]

3.1.59
subsystem
part of a system, which is itself a system

[SOURCE: IEC 60050-192:2015, 192-01-04]

3.1.60

supplementary insulation

independent insulation applied in addition to basic insulation, that provides fault protection
[SOURCE: IEC 60050-195:2021, 195-06-07]

3.1.61

system

set of interrelated elements considered in a defined context as a whole and separated from their environment

[SOURCE: IEC 60050-351:2013, 351-42-08, modified — Notes to entry have been deleted.]
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3.1.62

system life cycle

activities occurring during a given time interval that starts when a system is conceived and ends when the
system is no longer available for use, is decommissioned and is disposed of

[SOURCE: IEC 60050-821:2017, 821-12-66]

3.1.63
systematic failure integrity
degree to which a system is free from hazardous systematic faults

Note 1 to entry:  This definition can be read as ‘“integrity from failures due to systematic faults”, in analogy with
IEC 60050-821:2017, 821-12-46, where “random” is replaced by “systematic”.

[SOURCE: IEC 60050-821:2017, 821-12-68, modified — “unidentified hazardous errors and the causes
thereof” has been replaced with “hazardous systematic faults” and Note 1 to entry has been added.]

3.1.64

systematic fault, <in signalling>

inherent fault in the specification, design, construction, installation, operation or maintenance of a system,
subsystem or equipment

[SOURCE: IEC 60050-821:2017, 821-12-69]

3.1.65
technical safety report
documented technical evidence for the safety of the design of a system, subsystem or equipment

Note 1 to entry:  The technical safety report is part of the safety case.

[SOURCE: IEC 60050-821:2017, 821-12-70, modified — Note 1 to entry has been added.]
3.1.66

tolerable risk

risk which is accepted in a given context based on the applicable legal framework

Note 1 to entry: This definition also applies to “tolerable hazard” and “tolerable hazard rate”. In this standard tolerable and
acceptable are considered as synonymous when associated to hazard or risk.

[SOURCE: IEC Guide 116:2010, 3.14, modified — “current values of society” has been replaced by
“applicable legal framework”; Note 1 to entry has been added]

3.1.67

validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or
application have been fulfilled

Note 1 to entry: The term “validated” is used to designate the corresponding status.

Note 2 to entry:  The use conditions for validation can be real or simulated.

Note 3 to entry: In design and development, validation concerns the process of examining an item to determine
conformity with user needs.

Note 4 to entry:  Multiple validations can be carried out if there are different intended uses.
[SOURCE: IEC 60050-192:2015, 192-01-18, modified — Original Note 4 to entry has been deleted and Note 5

became Note 4]
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3.1.68
verification
confirmation, through the provision of objective evidence, that specified requirements have been fulfilled

Note 1 to entry:  The term “verified” is used to designate the corresponding status.

Note 2 to entry:  Design verification is the application of tests and appraisals to assess conformity of a design to the
specified requirement.

Note 3 to entry:  Verification is conducted at various life cycle phases of development, examining the system and its
constituents to determine conformity to the requirements specified at the beginning of that life cycle phase.

[SOURCE: IEC 60050-192:2015, 192-01-17, modified — Note 3 to entry has been modified: “In the case of
software,” has been deleted; “software and its constituents” has been replaced by “system and its

”, o«

constituents”; “stage” has been changed to “life cycle phase”.]
3.2 Abbreviated terms

For the purposes of this document, the following abbreviations apply:

CCF Common Cause Failures

COTS Commercial Off The Shelf

DES Designer

DT Down Time, To + Tn + TR

EMC ElectroMagnetic Compatibility
EMI ElectroMagnetic Interference
ESD ElectroStatic Discharge

FFR Functional Failure Rate

FMEA Failure Modes and Effects Analysis
FR Failure Rate

FTA Fault Tree Analysis

GA Generic Application

GP Generic Product

HAZOP HAZard and OPerability study
HDL Hardware Description Language
HW Hardware

GASC Generic Application Safety Case
GPSC Generic Product Safety Case

1P Intellectual Property

ISA Independent Safety Assessor
MTBF Mean Time Between Failure

PM Project Manager

RAMS Reliability, Availability, Maintainability and Safety
RMS Root Mean Square

SA Specific Application

SASC Specific Application Safety Case
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SDR Safe Down Rate, inverse of SDT

SDT Safe Down Time, To + Tn

SIL Safety Integrity Level

SRAC Safety-Related Application Condition

SW Software

TFFR Tolerable Functional (unsafe) Failure Rate

THR Tolerable Hazard Rate

To Detection time, interval between failure and fault detection
TN Negation time, interval between fault detection and fault negation
Tr Repair time, interval between fault negation and fault repair
UPIC User Programmable Integrated Circuit

4 Overall framework of this document

Clause 5 specifies requirements for a systematic, documented approach to:

— quality management,
— safety management,
— functional and technical safety.

Clause 6 specifies requirements for supporting elements such as:

— reuse of pre-existing items,
— safety-related tools for electronic systems,
— physical security and cybersecurity.

Clause 7 specifies the safety case including:

— the general structure,
— the technical safety report,
— guidance for specific application safety cases and for dependencies between safety cases.

Clause 8 specifies the system safety acceptance process and the following subsequent phases:

— operation and maintenance;
— maodification and retrofit;
— decommissioning and disposal.

Annex A (normative) defines the interpretation and use of safety integrity levels.

Annex B (normative) contains detailed technical requirements for safety-related systems, subsystems or
equipment.

Annex C (normative) contains procedures and information for identifying the credible failure modes of
hardware components.

Annex D (informative) contains an example of THR/TFFR/FR apportionment and SIL allocation.
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Annex E (normative) contains tables of techniques and measures to be used for various levels of safety
integrity.

Annex F (informative) contains guidance on User Programmable Integrated Circuits.
Annex G (informative) provides traceability of changes between EN 50129:2018 and this document.

The bibliography contains references to documents that have been consulted during the preparation of this
document.

The structure of this document is illustrated in Figure 2.

EN 50129
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references ||Abbreviations
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1
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Changes compared Annex ZZ
to EN 50129:2018 EU Directive 2016/797
___________________________________________________________________________________ Y__.

Figure 2 — Structure of
5 Requirements for developing safety-related electronic systems

5.1 General

The conditions to be satisfied in order for a safety-related electronic railway system, subsystem or equipment
to be accepted as adequately safe for its intended application are:

— fulfilment of quality management process requirements (see 5.2);
— fulfilment of safety management process requirements (see 5.3);

— fulfilment of functional and technical safety requirements and technical evidence for the safety of the
design (see 7.2).
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The documentary evidence that these conditions have been satisfied shall be included in a structured safety
justification document, known as the safety case. The safety case forms part of the overall documentary
evidence to be submitted in order to obtain safety acceptance for a generic product, a class of applications, or
a specific application.

5.2 The quality management process

The first prerequisite for safety acceptance is that the quality of the system, subsystem or equipment has
been, and continues to be, controlled by an effective quality management system throughout its life cycle.

The purpose of the quality management system is to minimize the incidence of human errors and to improve
process performance at each stage of the life cycle, and thus to reduce the risk of systematic faults.

The quality management system shall be applicable throughout the system, subsystem or equipment life
cycle, as defined in EN 50126-1:2017. An example of a system life cycle diagram (from EN 50126-1:2017) is
reproduced as Figure 3 of this document.

The quality management system should be compliant to EN ISO 9001:2015.

NOTE Examples of aspects which are typically controlled by the quality management system and included in the
quality management report:

— organizational structure;

— quality planning and procedures;

— specification of requirements;

— design control;

— design verification and reviews;

— application engineering;

— procurement and manufacture;

— product identification and traceability;
— handling and storage;

— inspection and testing;

— non-conformance and corrective action;
— packaging and delivery;

— installation and commissioning;

— operation and maintenance;

— quality monitoring and feedback;

— documentation and records;

— configuration management and change control;
— personnel competency and training;

— quality audits and follow-up;

— decommissioning and disposal.
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The quality management process shall be applied to all safety-related systems.

Quality management requirements for non-safety-related systems are outside the scope of this document.
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compliance with requirements

Consideration of subsequent RAMS requirements in product development
Implementation and demonstration of

Operation, maintenance
and decommissioning

Figure 3 — Example of system life cycle (from EN 50126-1:2017)
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5.3 The safety management process
5.3.1 General

The second prerequisite for safety acceptance is that the safety of the system, subsystem or equipment has
been, and continues to be, managed by means of an effective safety management process, consistent with
the management process for RAMS described in EN 50126-1:2017 and EN 50126-2:2017.

As previously said, the quality management system aims at reducing the risk of systematic faults. The safety
management process aims at minimizing the residual risk of safety-related systematic faults and physical
security threats so far as safety is concerned. The elements of the safety management process are briefly
summarized in 5.3.2 to 5.3.14.

The safety management process shall be applied to all safety-related systems. However, the depth of the
evidence presented and the extent of the supporting documentation shall be appropriate to the degree of
safety integrity required to the functions under scrutiny, whether it be basic integrity or SIL 1 to SIL 4, as
specified in Annex A and Annex E.

Risk assessment and hazard control processes, defined in EN 50126-1:2017 and EN 50126-2:2017, are
always necessary in order to identify the appropriate degree of safety integrity for each particular function.
This includes those cases where the analysis and assessment reveal that a function can be classified as not
safety-related; once this conclusion has been reached, this safety standard ceases to be applicable.

5.3.2 Guideline for structuring documentation

Accurate, clear and complete documentation is essential to ensuring the verification of safety evidence. It is
important to ensure that generic guidelines for documentation are defined, covering the following aspects:

— specification of a documentation plan;

— checklists for the contents of documents;

— determination of the form of the document;

— management of the documentation, e.g. with the help of a computer-aided and organized project library.

Measures which can be applied to individual documents or groups of documents include:

a) separation of documentation of requirements from development documentation (including internal
inspection);

b) grouping of development documentation in accordance with the safety life cycle. Some plans and reports
which are called for by this document (such as validation, maintenance, operational plans) are not
specific to safety and can be grouped with existing project documents, provided that requirements on
independence of roles are fulfilled;

c) definition of standardized templates, from which the documents can be compiled;

d) clear identification of the constituent parts of the documentation;

e) formalization of the revision update;

f)  selection of clear and intelligible means of description, e.g.:

1) formal notation for logical functions,

2) natural language for introductions, justifications and representations of intentions,

3) graphical representations of examples,
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4) semantic definition of graphical elements,

5) glossary;
g) facilitation of impact analysis and updating in case of modification (document breakdown structure);
h) avoidance of redundancies.

All safety-related documents, including design documents, shall be classified in accordance with their
confidentiality requirements including document storage, access conditions and modification traceability.

5.3.3 Safety life cycle

The safety management process consists of a number of phases and activities, which are linked to form the
safety life cycle. The safety management process shall be consistent with the system life cycle defined in
EN 50126-1:2017 and EN 50126-2:2017 (see Figure 3).

The design part of the system life cycle can be viewed as a “top-down” sequence of phases followed by
integration and validation part as “bottom-up” phases: this is called a “V” representation, an example of which
is shown in Figure 4.

System Requirements }- —————-_JTestPlan/Schedule ______ > System Test / Validation
/
Hazard Analysis and
Risk Assessment
Safety Requirements
Safety Functional Requirements F == === == === - - ———— - Functional Safety Test / Validation
V
‘ Safety Integrity Requirements ‘

Quality Management Report
Safety Management Report

‘ Systematic Failure Integrity }- ———————————————————— >

‘ Random Failure Integrity

System Architecture Design }- ————————————————————— >{ Integration and Installation Tests ‘

Hardware Design }- —>{ Hardware Validation

\/

Software Design }— ————————— Software Validation

Figure 4 — Example of design and validation portion of system life cycle
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5.3.4 Safety organization

5.3.4.1 General requirements

The safety management process shall be implemented under the control of an appropriate safety
organization.

Personnel shall be competent to perform the roles they undertake.

Assessment and documentation of personnel competence, including technical knowledge, qualifications,
relevant experience and appropriate training, shall be carried out.

A record shall be maintained of the personnel assigned to the roles involved in the development or
modification of the system, subsystem or equipment.

An appropriate degree of independence shall be provided between different roles, as defined in 5.3.4.2.
These arrangements apply to all the life cycle phases; in some cases they are scaled in accordance with the
required degree of safety integrity.

5.3.4.2 Independence of roles

In early phases (phases 1 to 4), the general requirements for independence of roles given in
EN 50126-2:2017, 7.2 shall be applied.

For phases 5 to 10, the following requirements apply.

The “project team” is defined as the set of roles comprising typically: project manager, designer, verifier and
validator. The independent safety assessor is considered as a role external to the project team.

NOTE In this document, “verifier” and “validator” are terms used to indicate respectively the entities that carry out
safety verification and safety validation (see 5.3.10, 5.3.11).

For any SIL from 1 to 4 and for basic integrity, the organizational structure of the project team shall comply
with the following requirements:

a) A person who is designer shall not be verifier for the same system, subsystem or equipment.
b) A person who is designer shall not be validator.

c) The validator shall be given sufficient autonomy and responsibility to reach an independent judgement of
the completeness, adequacy and fulfiiment of the safety requirements. The validator shall inform the
project manager about this judgment.

d) A person who is validator may also perform the role of verifier. In this case, as for all other development
activities, the safety verification and safety validation outputs shall be reviewed by another competent
person.

In addition, for SIL 3 and SIL 4, the organizational structure of the project team shall comply with the following
requirement:

e) The validator shall not report to the project manager.

The independent safety assessor shall not report to the project manager and shall not be part of the project

team. However, the independent safety assessor may be part of any stakeholder organization (e.g. supplier,
infrastructure manager, operator) (see 5.3.15).

Typical examples of organisations fulfilling the requirements on independence of roles are illustrated in
Figure 5. Not all the requirements are shown in the figure, for instance the independent review in case of a
single VER-VAL, as specified in 5.3.4.2 d), is not shown.
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Key DES Designer
———— g ISA Independent Safety Assessor
L P Project team
=== PM Project Manager
D Person(s) fulfilling a role VAL Validator
VER Verifier
VER-VAL Person with VAL role also fulfilling a VER role L y

— Possibly reporting to the PM

>

Not reporting to the PM

ISA is not reporting to the PM and is not part of the project team

.

NOTE “Person(s)” is one or more persons with the same role

Figure 5 — Independence of roles for different SILs and BI, phases 5 to 10

5.3.5 Safety plan

A safety plan shall be drawn up in the early phases of the safety life cycle, as explained in EN 50126-1:2017,
7.3.2.3. This plan shall identify the structure of the safety management organization, safety-related activities
and milestones throughout the life cycle, and shall include requirements for its review at appropriate intervals.

The safety plan shall be updated and reviewed if subsequent alterations or additions are made to the original
system, subsystem or equipment. If any such change is made, the effect on safety shall be assessed, starting

at the appropriate point in the safety life cycle.

Safety reviews shall be carried out at appropriate stages in the safety life cycle. Such reviews shall be
specified in the safety plan, and their results fully documented. Any alteration or addition to the system,

subsystem or equipment shall also be subject to review.

The safety plan shall deal with all aspects of the system, subsystem or equipment, including both hardware
and software. EN 50716:2023 shall be referenced for software aspects. For safety-related communication,

N 50159:2010 shall be followed.
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The safety plan should include a safety case plan which identifies the scope of the safety case, its structure,
the possible underlying safety cases, the people responsible and the timescale for its production.

The safety plan shall include or reference safety verification planning for verifying that each phase of the life
cycle satisfies the specific safety requirements identified in the previous phase, and safety validation planning
for validating the completed system, subsystem or equipment, as appropriate, against its original safety
requirements specification.

5.3.6 Hazard log
A hazard log shall be created and maintained throughout the safety life cycle, as explained in
EN 50126-1:2017 and EN 50126-2:2017. It shall include a list of identified hazards, together with associated

risk classification and risk control information for each hazard. The hazard log shall be updated if any
alteration or addition is made to the system, subsystem or equipment.

5.3.7 Safety requirements specification
The specific safety requirements for each system, subsystem or equipment, including requirements for safety-
related functions and associated safety integrity requirements, are identified and documented in the safety

requirements specification. This is achieved, as explained in EN 50126-1:2017 and EN 50126-2:2017, by
means of:

— hazard identification and analysis,
— risk assessment,
— allocation of safety integrity levels.

See A.2 for a possible classification of safety requirements.

The safety requirements specification may be included in the system, subsystem or equipment functional
requirements specification or may be written as a separate document.

See Table E.2 for guidance on safety requirements specifications for each safety integrity level.

5.3.8 System design for safety

During life cycle phases 5 (architecture and apportionment of system requirements) and 6 (design and
implementation) a design shall be created which fulfils the specified operational and safety requirements. A

top-down, structured design methodology shall be used, with rigorously controlled and reviewed
documentation.

In particular, the relationship between hardware and software (as represented by the software requirements
specification and the software/hardware integration specification) shall be strictly managed, and the standard
EN 50716:2023 shall be adhered to.

During life cycle phases 5 and 6, targets for tolerable failure rates are given on the basis of the selected
architecture, and safety integrity levels allocated to functions, as explained in Annex A and in Annex D.

At least the following documentation shall be provided:

— description of system architecture and functional behaviour (this can be a system architectural design
specification refining the previous safety requirements specification);

— safety-related design principles;

— description of interfaces;

— maodification procedures;

— manufacturing documentation for this system;

— application documentation.
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NOTE Maintenance capability and achievement of maintenance goals strongly depend on how the system is
designed. “Design for maintainability” is an important aspect of the development life cycle and can be characterized by
adoption of design techniques and measures such as: structured design, interface property definition and verification,
modularity, preparation for obsolescence treatment or for evolution of the technology (see also Annex E).

Table E.5 and Table E.7 give requirements and guidance, for each safety integrity level, on design and
development of the system, subsystem or equipment.

5.3.9 Safety operation and maintenance plan

The operational and maintenance activities necessary to ensure continued safe and correct functioning of the

system, subsystem or equipment within the specified environmental conditions shall be planned in the form of
an operation and maintenance plan.

Rules, conditions and constraints for operational safety monitoring shall be documented. They shall describe
those aspects which need to be monitored during the operation and maintenance phase in order to ensure
that the features incorporated into the design and the assumptions made during the initial safety assessment
remain valid for the actual circumstances encountered during in-service use.

NOTE This can include, for example,
— the monitoring of safety-related performance and comparison with the predicted performance,

— the monitoring and assessment of failure reports to detect failure trends or possible hazardous failures which
can be corrected, thereby improving safety and reliability,

— investigation of incident and accident reports to identify any changes required to improve the safety
performance of the system.

5.3.10 Safety verification

The objective of safety verification is to demonstrate that the deliverables of each phase meet in all respects
the safety-related requirements of that phase.

Scope, activities and methodologies of safety verification, from concept to integration life cycle phases, shall
be planned and documented.

In each life cycle phase, safety verification activities shall include the following:

— evaluation of the correctness and adequacy of the hazard analyses;
— verification of the deliverables of the phase for compliance with the deliverables of former phases;

— verification of the deliverables and inspection of the documentation, for compliance with the requirements
for the phase in question;

— evaluation of the adequacy of the methods, tools and techniques used within the phase;
— evaluation of the correctness, consistency and adequacy of test cases and executed tests.

Hazard analyses, testing and documental review are the main activities within safety verification.

Hazard analyses, test plans, test specifications and test reports for safety verification shall either be written by
the verifier or reviewed and agreed by the verifier.

Test plans and test reports shall be established and shall include:

— responsibility for test definition and execution;
— version of the test specification used;

— version of element (HW and SW) used;
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— tools and equipment used;

— version of configuration data used;

— version of tools used;

— test results, including any discrepancies between expected and actual results.

Results of the planned safety verification activities shall be documented, including:

— identity and configuration of the items verified;

— items which do not conform to the specifications;

— detected errors or deficiencies;

— the fulfilment of, or deviation from, the safety verification planning;

— summary of the verification results, highlighting those results that have to be forwarded for further and
more detailed analysis.

Table E.8 gives guidance on safety verification techniques and measures for each safety integrity level.

5.3.11 Safety validation

The objective of safety validation is to demonstrate that:
— the safety-related requirements are specified, implemented and verified;

— the system under consideration fulfils the related safety target and is suitable for its intended use within
the defined environment.

Scope, activities and methodologies of safety validation in all relevant life cycle phases shall be planned and
documented.

The safety validation planning shall define or reference a summary justification of the validation strategy
chosen, including consideration of:

— manual or automated techniques or both;

— static or dynamic techniques or both;

— analytical or statistical techniques or both;

— testing in a real or simulated environment or both.

The validator may require or perform reviews, analyses and tests, at appropriate stages in the safety life cycle,
to confirm that the specified characteristics and safety requirements have been achieved. Hazard analyses,
test plans and test specifications for safety validation shall either be written by the validator or reviewed and
agreed by the validator.

The validator shall ensure that design concepts are not compromised by manufacturing, installation,
maintenance and operation processes. To this aim, the validator shall review requirements and safety-related
application conditions, and audit these processes.

The validator shall evaluate the processes of development, installation, commissioning and safety verification
and make a statement on different aspects such as:

— conformity with the requirements defined in this document;

— consistency of plans, reports and deliverables;
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— correctness of the results;
— adequacy of the system under consideration for meeting its safety requirements.

Results of the safety validation activities shall be documented in a safety validation report.
The safety validation report shall identify and name:

— the version of the system under consideration;

— documents and other items used for the validation;

— processes, technical support tools and equipment used, along with calibration data;
— the simulation models used, if any.

The safety validation report shall evaluate:

— completeness of tracing of requirements in development and verification;
— completeness of validation of requirements by tests or analyses.

The safety validation report shall record and justify:

— deviations from the validation planning;
— deviations between expected and actual results of the tests or analyses;

— non-compliances, safety constraints and safety-related application conditions derived from these
deviations.

The safety validation report shall present a conclusion based on the validation results and state whether the
system under consideration is fit for its intended use in the defined environment, with respect to safety.

Table E.8 gives guidance on safety validation techniques and measures for each safety integrity level.

5.3.12 Safety qualification tests

Safety qualification tests are those tests performed after deployment and before full operation, in the
operational context.

The necessity, extent and duration of the safety qualification tests shall be agreed between the railway duty
holder and the supplier and shall be justified with regard to the degree of novelty and complexity associated
with the system, subsystem or equipment.

The purpose of the safety qualification tests is to:

— increase confidence that the system, subsystem or equipment system is able to operate safely across the
full range of environmental and operational conditions;

— reveal unforeseen influences, interactions, or unrecognized requirements;

— provide reassurance on the system reliability and safety;

NOTE Safety qualification test are qualitative tests which do not serve the purpose to measure RAMS performance
(e.g. they are not a proof of MTTF, MTBF, hazard rates)

— allow systems, subsystems or equipment to be put into operational service before final safety approval,
subject to provision of appropriate precautions and monitoring.
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Specific application safety cases may refer to other specific application safety cases to avoid test duplication.
Before the qualification tests, a plan shall be produced explaining conditions and restrictions to be followed to
control residual hazards.

When full assurance of the system depends on the results of the safety qualification tests, additional
precautions, procedures and monitoring shall be provided during these tests to protect from unanticipated
hazards.

NOTE Precautions and procedures can vary greatly depending on the ability to segregate the system under investigation
from neighbouring systems or to limit its effects, for instance:

— If the new system is to replace an existing system, the outputs of the two systems can temporarily be used
jointly to ensure safety. Example: a new interlocking system driving signals and points in parallel with the previous
one.

— If the new system has an assisting and supervising function, it could be easy to monitor its operation and
prevent it from interfering with other systems. Example: a traffic control system or an ATO supervised and possibly
overridden by the operator.

— There are however situations in which there is no possibility of reducing the hazard, in which case the effects
need to be mitigated. Example: make test runs on new points at limited speed.

To be considered a safety qualification test, the system shall be working in its entirety. For example, a system
test with interfaces not fully connected should be better considered as part of the on-site safety validation.
However, during safety qualification testing, output interfaces although connected can be ignored by
disconnecting adjacent systems from the system under test.

An account of the safety qualification tests, including a full description of the tests carried out and the results
obtained, shall be documented or referred to in Section 6 of the technical safety report of the SASC under
consideration (see 7.2).

Finally, evidence of safety qualification tests (collected, where deemed required, during the operation of the
first specific application) can be included in an update of other related SA, or possibly in GA or GP safety
cases, as first editions would not have been able to address this evidence.

5.3.13 Management of safety-related application conditions

A necessary pre-requisite in the development of safety-related systems is the management of safety-related
application conditions (SRACs).

5.3.13 covers the general requirements for the establishment and verification of SRACs.

The SRACs establish the assumptions and conditions that need to be satisfied to mitigate risks when the
system under consideration is integrated in an overall system. Correct handling of SRACs is a precondition for
safe integration.

Compliance with SRACs supports the safety demonstration and is thus a necessary part of the superordinate
level safety case. SRACs whose observance is necessary to the continued safe operation of the system shall
be passed on to the final user (Operator or Maintainer, as appropriate).

NOTE 1 Systems which are more generic usually have more SRACs due to the unknown usage conditions of the
system and the resulting constraints and assumptions necessary on safety analysis.

NOTE 2 If an item has many SRACs, then there are many dependencies with other items, and the effort needed to
integrate the item in a wider system can be high. The modular design of a system using several suppliers can take a
significant workload to ensure adequate management of SRACs.

To simplify production and management of SRACs, it is recommended to avoid aspects such as the following:

— declaring SRACs that in fact are not SRACs (e.g. information on system characteristics);

— declaring SRACs that could have been avoided through design;
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— SRACs requiring information that is incomplete or missing;

— SRAGC:s that are impossible or unreasonable to apply;

— SRACs with insufficient clarity for the user, e.g. due to language problems or ambiguities;

— SRAC:s erroneously considered as applied but not actually implemented, leading to safety deficiencies.

Each SRAC shall be linked to at least one hazard.

NOTE 3 This means that, if a SRAC is not fulfilled, a hazard can occur as a consequence; or that the probability that a
hazard occurs can significantly increase. If such a hazard cannot be identified, then either the rule is not a SRAC or the
hazard analysis is not complete.

Hazards can be identified that are not adequately handled within the boundaries of the item. In these cases an
SRAC shall be created whenever a safety requirement cannot be completely fulfilled (and related hazards
closed).

SRACs may be omitted when the related hazard is being avoided by compliance to general legal or normative
rules relevant for the intended use of the item (i.e. the safety case does not need to repeat SRACs that are
general legal or normative rules to be followed by the users).

The SRACs shall:

— be uniquely identifiable (at least within an organization) in records, documents and support tools used in
the project;

— have an identified receiver or class of receivers (e.g. application engineer, operator, maintainer);

— be self-evident (e.g. understandable without access to other documents), unambiguous, complete,
suitable for auditing;

— not contain references that the receivers of the SRACs are not able to access.

The SRACs should:

— have a short title so to support sorting and analysis of contents;

— be kept to the minimum necessary list, eliminating redundancies among them;
— be available in a language known by the user who is asked to comply with them;
— be compiled within a single separate document;

— be provided with examples of how compliance is possible or, where known, how compliance has been
handled in previous projects.

Within SRAC management, SRACs imported from related safety cases shall be shown to have been either
closed, with relevant evidence being provided, or re-exported (completely or partially) to subsequent users.
The same processes for traceability, verification and validation should be used as for safety requirements.

An example of a template that may be used for writing SRACs is provided in Table 1.
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Table 1 — Example of SRAC template

Identifier Unique identifier

Title Short title (useful to promptly recall or sort out the SRAC)

Origin Indication of originating activity or document

Hazard(s) Indication of related hazard(s)

Receiver Indication of phase or entity (e.g. application design, installation, maintenance)
receiving the SRAC

Text Text of the SRAC

Guidance for Examples of how it is possible to comply with the SRAC (test, inspection, specific

compliance documentation). Examples based on past projects experience can be given where or
when available

Acceptance and How the SRAC has been accepted by the receiver, and then closed or re-exported

Resolution (in whole or in part) to subsequent users. Indication of relevant evidence provided.

5.3.14 Safety justification

The evidence that the system, subsystem or equipment meets the defined conditions for safety acceptance
shall be presented in a structured safety justification document known as the safety case, as explained in
Clause 7.

5.3.15 Independent safety assessment

Independent safety assessment is the formation of a judgement, separate from and independent of any
system design, development, operational and maintenance personnel.

The independent safety assessment shall assess whether:

a) the requirements given in the present document have been complied with;
b) the safety process has been adequately implemented;
c) the system under consideration is fit, from the point of view of safety, for its intended purpose.

The independent safety assessment is not restricted to document review.
The independent safety assessment may be performed by more than one independent safety assessor.

The independent safety assessor shall be free to decide on the appropriate assessment methods, such as
interviews, analyses, audits, witnessing tests, physical inspections.

The independent safety assessor should ensure as soon as possible that appropriate persons are notified
when a safety concern outside the assessor’s remit is identified.

For basic integrity, the independent safety assessor shall only evaluate the conformity and correctness of the
process up to the SIL allocation (life cycle phases 4 and 5). No further independent assessment activity is
needed.

NOTE For further information regarding basic integrity see Annex A.

Results from the independent safety assessment shall be presented in a report. The report shall explain the
activities carried out by the independent safety assessor to determine whether the system under consideration
has been designed in a way that meets its specified requirements, and to form a judgement as to whether the

product is fit for its intended purpose. The report may specify possible conditions or restrictions for use and
operation of the system.
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6 Requirements for elements following different life cycles
6.1 General

The safety of the system under consideration can rely on the specific properties of elements that have their
own life cycle independent of the safety life cycle (see 5.3.3):

— use of pre-existing systems (see 6.2);
— tools which are used off-line with respect to the system under consideration (see 6.3);
— cybersecurity, which is managed within its own framework (see 6.4).

All these supporting elements can have influence on functional safety; evidence of their contribution shall be
integrated in the overall safety case (see Clause 7).

6.2 Use of pre-existing items
6.21 General

6.2 sets out the issues associated with the use of “pre-existing items” (items that already exist and that were
not developed for the current project) which both:

a) are complex (in the sense that a complete and deterministic functional model of the item is not possible or
not completely available); and

b) have not been developed in accordance with this document or to its previous versions.

NOTE 1 Iltems here considered can vary from equipment to subsystems or even complete systems. For instance:
monitors, modems, switches, routers, operating systems, electronic boards, industrial or personal computers.

As for other types of items:

— hardware components are considered non-complex and are not addressed here. For these components,
there is no need to express specific requirements in addition to those already given in the rest of this
document (see Annex C);

— items that were compliant with previous versions of this document are accepted without additional
demonstration (see Clause 1).

Not having been developed in accordance with this document, pre-existing items can have one or more of the
following deficiencies.

— Lack of process evidence:

— evidence of quality management and safety management is missing or at least not provided in a
structured safety case;

— sufficient freedom from systematic faults is not ensured, because the development process was not
oriented to functional safety.

— Lack of technical evidence:
— evidence of functional and technical safety is missing or at least not provided in a structured safety case;

— some properties and functionalities are completely or partially unknown, or not guaranteed from the
safety point of view;
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— control of systematic and random failures is not ensured, because the design was not safety-oriented and
no embedded measures for fault tolerance and fault management were provided.

Due to these deficiencies, using pre-existing items to realize a safety-related function within the system under

consideration would normally not be efficient, since the safety demonstration can be particularly onerous.
There are however two classes of items for which reuse can still be efficient:

a) complete pre-existing systems that perform one or more safety-related functions and were developed in
accordance with other safety standards.

— In this case, the above potential deficiencies can be mostly formal and identifying and managing
possible gaps can be deemed feasible. See 6.2.2.

b) pre-existing equipment, that performs only part of a safety-related function.
— In this case, the above potential deficiencies shall be treated in accordance with 6.2.3.

NOTE 2  This is the case, for instance, of COTS (i.e. products used within the market in large quantities). Use of COTS
has often no practicable alternatives, since development of bespoke products can be too expensive, or ineffective to
defend against systematic faults due to the limited railway market, or even impossible to get, due to the highly advanced
technology.

6.2.2 Requirements for use of complete pre-existing systems

To use complete pre-existing systems that perform one or more safety-related functions and were developed
in accordance with other safety standards, the following requirements apply.

a) Existing evidence shall be traced.
b) Identified gaps shall be closed in accordance with the requirements of this document.

c) Incase of SIL 1 to SIL 4, an independent safety assessment shall guarantee that these measures have
been applied sufficiently to get compliance with this document.

6.2.3 Requirements for use of pre-existing equipment
When using pre-existing equipment that performs only part of a safety-related function, the equipment shall be

correctly integrated in the technical and procedural safety management. To this end, the following
requirements apply:

a) A minimum set of information shall be available:
— functionality;
— interfaces;
— hardware or software constraints, or both, as appropriate;
— failure rate of the equipment;
— environmental conditions and other conditions of use.
— evidence of a quality management process, e.g. in compliance with EN ISO 9001:2015.

b) The equipment shall be identified, included in the overall system definition, and put under configuration
control.

c) The hazardous functional failure modes shall be identified. These failure modes should be identified by
an interface hazard analysis. An alternative would be to use a failure modes and effects analysis, but this
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method might not be feasible in many cases due to excessive complexity of the equipment or lack of
information on its design (e.g. in a case where only the minimum set of information is available).

d) For each hazardous functional failure mode identified at the boundary of the equipment, that would
require a safety-related function with a safety integrity level from 1 to 4 or basic integrity, the following
alternatives apply:

1) it shall be demonstrated that the hazardous functional failure mode cannot credibly occur, due to the
internal architecture, the data structure or inherent physical properties; or

2) complete safety demonstration shall be provided for the pre-existing equipment in accordance with
the required safety integrity; or

3) the failure mode shall be externally negated and a safe state shall be enforced within the required
time to fulfil the required safety target.

NOTE This is in analogy to what is required in B.3.1.

e) Failure modes observed at the boundary of the equipment are not always traceable to their actual
causes. Therefore, for any equipment performing a SIL function, when it is not possible to identify the
components of the equipment having a failure mode contributing to the hazard, the full failure rate of the
equipment is used. This failure rate shall be demonstrated to be compatible with the TFFR required for
the complete function.

f) At the system level, when the pre-existing equipment is integrated in the system under consideration, all
design, safety verification, safety validation and assessment activities shall be performed encompassing
the pre-existing equipment as a black-box.

g) For all SIL, a strategy shall be defined to manage the possible effects of product changes (e.g. disable
automatic software updates).

6.3 Safety-related tools for electronic systems

6.3 deals with tools which perform or support activities in any of the life cycle phases of the safety-related
electronic system under consideration, and which can directly or indirectly affect safety.

Tools that can directly affect safety are those tools which generate outputs that contribute to the design,
implementation, or maintenance of a safety-related function, and whose errors can directly lead to a
systematic hazardous fault in the product or application.

Tools that can indirectly affect safety are those tools which support the safety verification of the design,
implementation, or maintenance of a safety-related function, and whose errors cannot directly lead to a
systematic hazardous fault in the product or application, but rather can affect the detection of potentially
hazardous errors from other sources.

EXAMPLE 1 Tools which can directly affect safety:

a) transformation or translation tools that convert a system, software component design or hardware component design
representation (e.g. a diagram) from one abstraction level to another;

b) tools which generate detailed designs from a combination of generic rules and specific application data and
parameters. Such tools for signalling systems would include tools for designing block-sectioning and safety distances
and tools for generating signalling control tables;

c) circuit design tools which calculate component parameter values and tolerances needed to meet a given
performance specification;

d) tools that produce or maintain data which are required to define parameters and to instantiate system, software

component or hardware component functions, e.g. transmission rates, clock rates, communication parameters,
measuring instruments, calibration tools;
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e) some integrated development toolset, capable of processing several tasks across the lifecycle, e.g. modelling and
formal check;

f)  some manufacturing and maintenance tools.
EXAMPLE 2 Tools which can indirectly affect safety:
a) verification and validation tools, such as testing tools;

b) diagnostic tools used to maintain and monitor the system, software components or hardware components under
operating conditions;

c) configuration control tools such as version control tools;

d) tools for managing and tracing requirements;

e) tools to assist safety case preparation, e.g. text, spreadsheets or diagram editors;
f)  measuring instruments (physical or electrical);

g) standard office software.

Support tools for software development are out of scope of 6.3 and covered by EN 50716:2023.
NOTE In EN 50716 support tools are commonly named “T1” or “T2” or “T3. Having different areas of applicability, the
support tool classifications are not directly comparable between the two standards.

Tools should be selected in accordance with needs related to development or manufacturing activities relating
to system software or hardware. The selected tools should be able to cooperate. In this context, tools
cooperate if the outputs from one tool have suitable contents and format for automatic input to a subsequent
tool, thus minimizing the possibility of introducing human errors in the reworking of intermediate results.

The availability of suitable tools to supply their services over the whole lifetime of the system should be
considered.

The selection of tools shall be justified. The justification shall include the identification of potential hazardous
failures and the measures to avoid or handle such failures.

All tools shall have a specification or manual which clearly defines the behaviour of the tool and any
instructions or constraints on its use.

The safety validation of the respective generic product, generic application or specific application shall confirm
that all tools and related processes meet their safety requirements and have been correctly applied in the
related life cycle activities.

Additionally, for those tools that can directly affect safety, the following requirements apply:

a) Hazard identification and hazard analysis shall be applied to the tools and the processes in which they
are used, in order to identify how they can affect safety and to define related safety requirements.

b) One of the following techniques shall be followed:

1) Verification of tool output

To achieve verification of the output, the output is subjected to a combination of tests, analyses and
checks (including reading and visual inspection), which are capable of ensuring the correctness of the
output to an extent consistent with the target safety integrity level. In particular, the following applies to
all tests, analyses and checks.

— Testing has a sufficiently high coverage of the functions and of their domains.

— Test, checks and analyses are applied to the output and are shown to be capable of detecting
the types of errors which can result from the tool.
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2) Tool proven in use

A tool is proven in use if the following conditions apply.

— It has been confirmed and periodically checked by analysis, examination and provision of
objective evidence that the tool is suitable for the purpose for which it is to be used.

— There is sufficient qualitative evidence from previous use to show that the output of the tool can
be trusted, including a suitable combination of documented history of successful use (project
and applications realized, list of anomalies, identification of successive versions).

3) Tool validation

The tool is proven by analysis and testing; results are documented in a validation report addressing:

— the version of the tool and the specification or the manual being used;
— the tool functions being analysed and tested;

— testing tools and equipment used;

— test cases and their results for subsequent analysis;

— discrepancies between expected and actual results;

— the conclusions, stating either that the tool has passed the analysis and test or the reasons for its
failure, and the conditions under which the tool can be used.

4) Tool diversity

Tool diversity is achieved by one or more of the following means.
— Use of two diverse tools to perform the same function, with comparison of their outputs.

— Use one tool to perform the function and feed its output into a diverse tool which regenerates the
input data provided to the first tool, with comparison of the original and regenerated input data.

— Use one tool to perform the function and subject its output to verification of results by an
independent tool, which is diverse from the first tool because it works in accordance with different
principles, for example a rule-checking tool to confirm that the output conforms to all relevant
rules (e.g. rules for the positioning of balises).

5) Tool with appropriate SIL

The tool has been designed, implemented and validated to achieve the level of safety integrity needed
to fulfil the safety requirements defined for the tool.

6.4 Physical security and cybersecurity

There are two kinds of threats resulting from unauthorized access to signalling equipment:

a)

b)

40

Physical security threats

It is established good practice to protect systems from direct access to signalling equipment, which can
allow unauthorized persons to cause (intentionally or unintentionally) functional safety hazards.

Cybersecurity threats

These are deliberate attacks to the information processing of the system, exploiting both physical and
logical means.
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Cybersecurity is a rapidly evolving field. Cybersecurity can affect not only the service but also the functional
safety of a signalling system. However, there is no inherent relationship between security and safety
requirements. Measures used to achieve a certain SIL will not necessarily ensure security and, on the other
side, the concept of SIL is not intended to be applied to cybersecurity requirements.

Dedicated standards provide detailed advice on how to deal with cyber threats and are also valuable when
considering impacts on functional safety, which are simply additional effects of threats generally considered in
the context of cybersecurity.

However, where cybersecurity has the potential to affect functional safety, related synchronization points
between cybersecurity and safety activities shall be defined and documented in the safety plan.

As far as functional safety is concerned, documented assurance of cybersecurity shall be checked and
referenced, as appropriate.

A process should be established to confirm that assurance of safety remains valid in the event of changes due
to security needs. This is recommended to facilitate the stability of the safety case over time, despite the
rapidly changing characteristics of cybersecurity protections.

7 The safety case: structure and content
7.1 The safety case structure

The essential evidence to be satisfied before the system under consideration can be accepted as adequately
safe for its intended applications comprises:

— evidence of quality management;
— evidence of safety management;
— evidence of functional and technical safety.

The safety case contains this documented safety evidence for the system, subsystem or equipment under
consideration.

Documents
Document Sharing.lHub

Full document details: 24/30505099 DC


http://www.avadocuments.com/doc/24-30505099-dc
http://www.avadocuments.com/doc/24-30505099-dc

