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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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Foreword

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field
of telecommunications. The ITU Telecommunication Standardization Sector (ITU-T) is a permanent
organ of ITU. ITU-T is responsible for studying technical, operating, and tariff questions and issuing
Recommendations on them with a view to standardizing telecommunications on a world-wide basis. The
World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes the
topics for study by the ITU-T study groups that, in turn, produce Recommendations on these topics. The
approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1. In some
areas of information technology that fall within ITU-T’s purview, the necessary standards are prepared on a
collaborative basis with ISO and IEC.

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with IS0, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
[SO/IEC Directives, Part 2 (see www.iso.org/directives).

[SO draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a)
patent(s) which may be required to implement this document. However, implementers are cautioned that
this may not represent the latest information, which may be obtained from the patent database available at
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO’s adherence to the World Trade
Organization (WTO) principlesin the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC JTC 1 Information technology, Subcommittee
SC 27, Information security, cybersecurity and privacy protection, in collaboration with ITU-T. The identical
text is published as ITU-T Recommendation X.1631.

This second edition cancels and replaces the first edition (ISO/IEC 27017:2015 | ITU-T Recommendation
X.1631), which has been technically revised.

The main changes are as follows:
— the title has been modified;

— the structure of the document has been changed, presenting the controls using a simple taxonomy and
associated attributes;

— some controls have been merged, some have been removed and several new controls have been
introduced. The complete correspondence can be found in Annex B.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

The guidelines contained within this Recommendation | International Standard are in addition to and
complement the guidelines given in ISO/IEC 27002:2022.

Specifically, this Recommendation | International Standard provides guidance supporting the
implementation of information security controls for cloud service customers (CSCs) and cloud service
providers (CSPs). Some guidance are for CSCs who implement the controls and others are for CSPSs to
support the implementation of those controls. The determination of the appropriate information security
controls and the extent of the utilisation of the guidance provided will depend on the results of the relevant
risk assessment and the existence of any legal, regulatory, contractual, or other cloud-computing specific
information security requirements.
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Information security, cybersecurity and privacy protection —
Information security controls based on [SO/IEC 27002 for
cloud services

1 Scope

This Recommendation | International Standard gives guidelines for information security controls applicable
to the provision and use of cloud services by providing:

— additional guidance for relevant controls specified in ISO/IEC 27002:2022;
— additional controls with guidance that specifically relate to cloud services.
This Recommendation | International Standard provides controls and guidance for CSCs and CSPs.

This Recommendation | International Standard excludes any and all aspects of conformity assessment.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

[SO/IEC 22123-1:2023, Information technology — Cloud computing — Part 1: Vocabulary
[SO/IEC 27002:2022, Information security, cybersecurity and privacy protection — Information security

controls

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27002:2022,
ISO/IEC 22123-1:2023, and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1.1
capability
ability to perform a specific activity

[SOURCE: ISO 19440:2020, 3.5]
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3.2 Abbreviated terms

CSC cloud service customer

CSN cloud service partner

CSp cloud service provider

CSU cloud service user

[aaS infrastructure as a service

ICT information and communication technology
PaaS platform as a service

PII personally identifiable information
RTO recovery time objective

RPO recovery point objective

SaaS$ software as a service

SLA service level agreement

4 Cloud computing specific concepts
4.1 General

4.1.1 Overview

This Recommendation | International Standard provides additional cloud-specific guidance based on
SO/IEC 27002 and provides additional controls to address cloud-specific information security threats and
risks considerations.

Users of this Recommendation | International Standard should refer to Clauses 5 to 8 in ISO/IEC 27002:2022
for attributes, controls, purposes, guidance and other information. Because of the general applicability of
ISO/IEC 27002:2022, many of the controls, guidance and other information apply to both the general and
cloud computing contexts of an organization. For example, "5.3 Segregation of duties" of ,ISOiIEC 27002
provides a control that can be applied whether the organization is acting as a CSP or not. Additionally, a CSC
can derive requirements for segregation of duties in the cloud environment from the same control, e.g. a CSC
segregating the CSCs' cloud service administrators from other CSUs.

As an extension to ISO/IEC 27002:2022, this Recommendation | International Standard further provides
cloud service specific controls, attributes, purposes, guidance and other information that are intended to
mitigate the risks that accompany the technical and operational features of cloud services (see clause 4.1.2
for the structure of this document). Annex B provides a mapping for backwards compatibility with
ISO/IEC 27017:2015. The CSCs and the CSPs can refer to ISO/IEC 27002:2022 and this Recommendation |
International Standard to determine controls with the guidance and add other controls if necessary. This
process can be done by performing an information security risk assessment and risk treatment in the
organizational and business context where cloud services are used or provided (see clause 4.2.3).

NOTE This Recommendation | International Standard is applicable to all different cloud deployment models
including the private cloud. Even in this case, the controls and guidance of this document are applicable, although
adjustments can be needed to adjust to the relationships and abilities of the internal departments of an organization.

4.1.2 Structure of this International Standard

This Recommendation | International Standard is structured in a format similar to ISO/IEC 27002:2022.
Documents
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This Recommendation | International Standard adapts the information security controls included in
[SO/IEC 27002:2022, Clauses 5 to 8 to better fit cloud computing. Asin ISO/IEC 27002:2022, the categorization
of controls given in Clauses 5 to 8 are referred to as themes and the attributes of each control identified in
ISO/IEC 27002:2022 also apply.

When controls specified in ISO/IEC 27002:2022 are applicable to both the CSCs and the CSP without a need
for any additional information, only a reference to ISO/IEC 27002:2022 is provided.

In addition to the controls of ﬂSO(IEC 27003, cloud service extended controls are given in Annex A
accompanied by the “CLD” (CLouD service extended controls) prefix. When a control of ISO/IEC 27002:2022
or Annex A needs additional cloud service specific guidance related to the control, it is given under the
subtitle “guidance for cloud services”. The guidance is provided in one of the following two types:

Type 1 (this is used when there is separate guidance for the CSC and the CSP)

CSscC CSP
CSC guidance CSP guidance

Type 2 (this is used when the guidance is the same for both the CSC and the CSP)

CscC csp
CSC and CSP guidance

4.2 Cloud computing specific concepts

4.2.1 Supplier relationships in cloud services

Subclauses 5.19 to 5.22 of ISO/IEC 27002:2022 provide controls, the purpose of each control, guidance and
other information for managing information security in supplier relationships. The provision and use of
cloud services is a kind of supplier relationship, where the CSC is an acquirer, and the CSP is a supplier.
Therefore, these subclauses apply to CSCs and CSPs.

CSCs and CSPs can also form a supply chain. Suppose that a CSP provides a cloud service of infrastructure
capabilities type. On top of this service, another CSP can provide a cloud service of application capabilities
type. In this case, the second CSP is a CSC with respect to the first, and a CSP with respect to the CSC using
its service. In this scenario, the organization has both CSC and CSP roles. Every organization needs to
consider which controls are applicable to it in its roles as the CSP and the CSC. This example illustrates the
case where this Recommendation | International Standard applies to an organization both as a CSC and as a
CSP. Because CSCs and CSPs form a supply chain through the provision and use of the cloud service(s), "5.21
Managing information security in the ICT supply chain” of ISO/IEC 27002:2022 applies.

The multi-part International Standard ISO/IEC 27036, "Information security for supplier relationships”,
provides detailed guidance on the information security in supplier relationships to the acquirer and supplier
of products and services.

ISO/IEC 27036 Part 4 deals directly with the security of cloud services in supplier relationships. This
standard is also applicable to CSCs as acquirers and CSPs as suppliers.

4.2.2 Relationships between CSCs and CSPs

In the cloud computing environment, CSC data is stored, transmitted and processed by a cloud service.
Therefore, a CSC's business processes depend upon the information security of the cloud service. Without
sufficient control over the cloud service, the CSC might need to take extra precautions with its own
information security practices.

Before entering into a supplier relationship, the CSC needs to select a cloud service, taking into account
the possible gaps between the CSC's information security requirements and the information security
capabilities offered by the service. Once a cloud service is selected, the CSC should manage the use of the
cloud service in such a way as to meet its own information security requirements. In this relationship, the
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CSP should provide the information and technical support that are necessary to meet the CSC's information
security requirements. When the information security controls provided by the CSP are pre-set and cannot
be changed by the CSC, it is possible that the CSC needs to implement additional controls of its own to
mitigate risks.

It is important to understand that there are multiple different cloud deployment models that are used in
cloud computing environments. Some of the cloud deployment models include:

— Private cloud, cloud services are used exclusively by a single cloud service customer and resources are
controlled by that cloud service customer [SOURCE: ISO/IEC 22123-1:2023, 3.2.4];

— Public cloud, cloud services are potentially available to any cloud service customer and the resources are
controlled by the cloud service provider [SOURCE: ISO/IEC 22123-1:2023, 3.2.5];

— Multi-cloud, combines public cloud services from two or more CSPs;

— Federated cloud, combines resources from members of a cloud service federation to provide cloud
services;

— Hybrid cloud, combines a private cloud with a public cloud;
— Hybrid multi-cloud, combines a hybrid cloud with a multi-cloud;

— Inter-cloud, combines the cloud services from a primary CSP with one or more cloud services from
secondary CSPs.

There are three fundamental approaches that can be taken in these different cloud deployment models:

— The CSC controls and manages the cloud services that are being delivered by each of the CSPs including
their orchestration into a cloud solution (e.g. multi-cloud);

— One CSP combines the cloud services from multiple CSPs with varying degrees of orchestration, control
and management activities (e.g. inter-cloud);

— Multiple CSPs form a partnership through out-of-band collaboration and share their resources to
create cloud services (e.g. federated cloud which uses a cloud service federation management system to
orchestrate access to the CSPs resources).

Note that these approaches are not mutually exclusive and it is possible to combine them. Further explanation
of these cloud deployment models can be found in ISO/IEC 5140.

Collaborative effort between the CSC and the CSP for the use and provision of the cloud service is necessary
for the CSC to achieve its objectives for information security management. It includes shared roles and
responsibilities between the CSC and the CSP. More information on allocation of roles and responsibilities
can be found in CLD.5.38.

4.2.3 Managing information security risks in cloud services

CSCs and CSPs should both have information security risk management processes in place. They are
advised to refer to [SO/IEC 27001 for the requirements related to risk management for information security

management systems, and to refer to ISO/IEC 27005 for further guidance on information security risk
management itself. ISO 31000, to which [SO/IEC 27001 and ISO/IEC 27005 are aligned, can also help with a
general understanding of risk management.

The controls and guidance given in Clauses 5 to 8 and Annex A of this Recommendation | International
Standard are used as a reference for determining and implementing controls for cloud services.

The controls and guidance provide CSCs with:
— guidance on information security measures relating to the use of cloud services;

— guidance on information and capabilities of the cloud services to be obtained from CSPs.
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