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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
[SO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any patent
rights identified during the development of the document will be in the Introduction and/or on the ISO list of
patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity assessment,
as well as information about ISO's adherence to the World Trade Organization (WTO) principles in the
Technical Barriers to Trade (TBT) see the following URL: www.iso.org/iso/foreword.html.

The committee responsible for this document is Joint Technical Committee ISO/TC JTC1, Information
technology, Subcommittee SC 27, Information security, cybersecurity and privacy protection.
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Introduction

Artificial Intelligence (Al) systems and Machine Learning (ML) are increasingly adopted across industries
leveraging digital technologies. The rise of Al has profound privacy impacts and directly affects individuals
because personal data could be used for training or as direct input to the Al system. Decisions made from
the Al system may also have an impact on individuals and their privacy. Safeguards to mitigate privacy risks
often depend on a variety of factors including the specific type of process, sensitivity of inputs used, and
potential harm. While this document focuses on privacy risks, they are only a subset of risks involved in the
building and use of Al systems.

Table 1 provides a summary of the guidance provided in this document:
— the first column expresses a high-level guidance statement,

— the second column lists detailed guidance statements.

Table 1 — Summary of guidance statements

G1.1] Limit model use and access, as appropriate.

G1.2] Monitor models for privacy risk through the Al system lifecycle.
G1.3] Anonymize training data and model inputs and outputs.

G1.4] Use anonymization techniques to build models.

G1.5] Use pseudonymization techniques to build models.

G1.6] Apply measures related to model retention.

G1.7] Define and enforce model retention policies.

G1.8] Apply countermeasures to ensure confidentiality of input and output during infer-
ence phase.

[G1.9] Apply data sanitization techniques in generative Al such as deduplication, pseu-
donymization, or anonymization.

[G1.10] Test the model for privacy risk in generative Al
G1.11] Apply controls in generative Al for inputs, prompts and generated outputs.

[G1] Conductrisk analysis on
Al'models and identify and
implement controls.

[
[
[
[
[
[
[
[

G2.1] Perform privacy use case analysis.

G2.2] Specify the de-identification mechanisms used.

G2.3] Specify the terminology to describe privacy policies.

G2.4] Include privacy assessment and identify resulting controls.
G2.5] Include privacy testing capabilities.

G2.6] Include consumer demands and regulation if appropriate.
G2.7] Manage user preference.

G2.8] Reuse and share architecture patterns on privacy.

[G2] Apply privacy engineer-
ing to Al systems.

[
[
[
[
[
[
[
[
[
[G3.1] Establish an Al system privacy plan.
[G3] Establish a governance [G3.2] Establish a governance process for Al system privacy management.
scheme for Al systems in-|[G3.3] Establish a data management process to ensure protection of PII.
volving multiple organisa- | [G3.4] Establish a risk management process to assess privacy impact.
tions. [G3.5] Establish an engineering process to implement privacy-by-design.
[G3.6] Establish a human oversight process that integrates privacy.
[
[
[
[
[
[
[
[
[

G4.1] Use Al to support data anonymization and pseudonymization.
G4.2] Use Al to support consent management and control.

G4.3] Use Al to support Privacy-Enhancing Technologies (PETSs).

G4.4] Use Al to support Al-Powered Privacy Audits and Monitoring.
G4.5] Use Al to support data minimization.

G4.6] Use Al to support secure Al models and federated learning.

G4.7] Use Al to support access control and identity management.

G4.8] Use Natural Language Processing (NLP) for data privacy policies.
G4.9] Use Al to detect privacy violations.

[G4] Use Al capabilities to
enhance privacy.
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DRAFT International Standard ISO/IEC DIS 27091:2025(en)

Cybersecurity and Privacy — Artificial Intelligence — Privacy
protection

1 Scope

This document provides guidance for organizations to address privacy risks in artificial intelligence (Al)
systems, including machine learning (ML) models. This document helps organizations identify privacy risks
throughout the Al system lifecycle, and establishes mechanisms to evaluate the consequences and treatment
of such risks.

This document is applicable to all types and sizes of organizations that develop or use Ai system, including
public and private companies, government entities, and not-for-profit organizations.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,
the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 29100:2024, Information technology — Security techniques — Privacy framework

ISO/IEC 22989:2022, Information technology — Artificial intelligence — Artificial intelligence concepts and
terminology

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org

3.1

parameter

model parameter

internal variable of a model that affects how it computes its outputs

Note 1 to entry: Examples of parameters include the weights in a neural network and the transition probabilities in a
Markov model.

[SOURCE: ISO/IEC 22989:2022, 3.3.8]

3.2

federated learning

<machine learning> decentralized training using multiple independent devices, each using its own
training dataset

EXAMPLE Using multiple independent sensors residing on devices such as smartphones, each using its own
training dataset. Training parameters are uploaded and aggregated on a centralized repository.
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3.3

model retention

<machine learning> period measured from the most recent training of a model without using any parameters
from a previous training

3.4
structured data
data which are organized based on a pre-defined (applicable) set of rules

Note 1 to entry: The predefined set of rules governing the basis on which the data are structured needs to be clearly
stated and made known.

Note 2 to entry: A pre-defined data model is often used to govern the structuring of data.
EXAMPLE1 Date.

EXAMPLE 2 Country.

[SOURCE: ISO/IEC 20546:2019, 3.1.35, examples are added]

3.5
unstructured data
data that does not adhere to a specified format

EXAMPLE1 Video.
EXAMPLE 2  Free form text (such as queries).
EXAMPLE 3  Photo.

3.6

artificial Intelligence

Al

<discipline> research and development of mechanisms and applications of Al systems (3.7)

Note 1 to entry: Research and development can take place across any number of fields such as computer science, data
science, humanities, mathematics and natural sciences.

[SOURCE: ISO/IEC 22989:2022, 3.1.3]

3.7

artificial Intelligence system

Al system

engineered system that generates outputs such as content, forecasts, recommendations or decisions for a
given set of human-defined objectives

Note 1 to entry: The engineered system can use various techniques and approaches related to artificial intelligence
(3.6) to develop a model to represent data, knowledge, processes, etc. which can be used to conduct tasks.

Note 2 to entry: Al systems are designed to operate with varying levels of automation.
[SOURCE: ISO/IEC 22989:2022, 3.1.4]

3.8

machine learning

ML

process of optimizing model parameters through computational techniques, such that the model's behaviour
reflects the data or experience

[SOURCE: ISO/IEC 22989:2022, 3.3.5]
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3.9
machine learning algorithm
algorithm to determine parameters of a machine learning model (3.10) from data according to given criteria

EXAMPLE Consider solving a univariate linear functiony = 6, + 8;x where y is an output or result, x is an input, 8,
is an intercept (the value of y where x=0) and 6, is a weight. In machine learning (3.8), the process of determining the
intercept and weights for a linear function is known as linear regression.

[SOURCE: ISO/IEC 22989:2022, 3.3.6]

3.10
machine learning model
mathematical construct that generates an inference or prediction based on input data or information

EXAMPLE If a univariate linear function (y = 8, + 6,x) has been trained using linear 6 6 regression, the resulting
model can bey =3 + 7x.

Note 1 to entry: A machine learning model result from training based on a machine learning algorithm (3.9).
[SOURCE: ISO/IEC 22989:2022, 3.3.7]

3.11

differential privacy

formal privacy measurement model (3.12) that ensures that the probability distribution of the output from a
statistical analysis differs by at most a specified value

Note 1 to entry: The model is effective regardless of whether or not any particular data principal (3.13) is represented
in the input dataset.

[SOURCE: ISO/IEC 20889:2018, 3.9, modified, note 1 replaced]

3.12

formal privacy measurement model

approach to the application of data de-identification techniques that enables the calculation of re-
identification risk

[SOURCE: ISO/IEC 20889:2018, 3.3]

3.13
data principal
entity to which data relates

Note 1 to entry: The term “data principal” is broader than “PII principal” (or “data subject” as used elsewhere), and is
able to denote any entity such as a person, an organization, a device, or a software application.

[SOURCE: ISO/IEC 20889:2018, 3.4]

3.14
re-identification
process of associating data in a de-identified dataset with the original data principal

Note 1 to entry: A process that establishes the presence of a particular data principal in a dataset is included in this
definition.

[SOURCE: ISO/IEC 20889:2018, 3.31]
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4 Abbreviated terms

Al Artificial Intelligence

GAN Generative Adversarial Networks
ML Machine Learning

PII Personally Identifiable Information
SoS Systems of Systems

5 Framework for privacy analysis of Al systems

5.1 General

This clause describes the framework for privacy analysis of Al systems that is used in this document. Some
additional informative information is provided in Annex A.

5.2 Al systems

This document considers privacy in the context of systems including Al functions as showed in Figure 1:

— anAlsystemisasystem (oran entity of interestll]) which is developed and operated in an environment, and
— an Al system is a system which includes Al functions.

It is important to identify the environment as it provides a context which can influence the Al system.

Example 1 An Al system in a social network in the context of children applications.
Example 2 An Al system in the context of a development, a test, or an operational environmentlll.
is part of

Environment

Y

Al system

Al function

v

includes

Figure 1 — Al system high-level view

5.3 Al systems functional view

Figure 2 provides a functional view of an Al system.[2] The following types of data can be involved when
privacy risks are considered:

— training data, which can be based on structured data or on unstructured data,
— models (models can be shared as pointed out in the OECD report on privacy and All43]),
— inputdata, and

— output data.
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