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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
[SO/IEC Directives, Part 2 (see www.iso.org/directives).

[SO draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, ISO [had/had not] received notice of
(a) patent(s) which may be required to implement this document. However, implementers are cautioned that
this may not represent the latest information, which may be obtained from the patent database available at
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principlesin the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC1, Information technology,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.

A list of all parts in the ISO 28033 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document supports the adoption of fully homomorphic encryption (FHE) mechanisms in current and
developing applications.

FHE allows the processing of data while maintaining continuous data encryption. Removing the need for
data to be decrypted prior to processing is a powerful privacy-preserving data protection technique that
can be used to safeguard both personal information and commercially sensitive data from unnecessary
exposure. For example, the use of FHE can reduce the risk of third-party and personal data leaking during
learning and inference tasks in artificial intelligence systems and when developing and using machine
learning models. FHE also reduces the risk of data exposure when processing data as part of large-scale
distributed computations and when engaging in shared calculations with untrusted partners.

This document defines the general concepts and principles of FHE including foundational definitions,
symbols, functions, and security assumptions.

Identification of patent holders, if any.

Note for later
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DRAFT International Standard ISO/IEC DIS 28033-1:2025(en)

Information security — Fully homomorphic encryption —

Part 1:
General

1 Scope

The ISO/IEC 28033 series specifies several cryptographic mechanisms that allow a function to be
computed on encrypted data, while preserving the confidentiality of input, intermediate data, and output
of a computation using only FHE. Verification that the function itself is computed correctly is outside of the
scope of this document.

This document defines the general concepts and principles of FHE including foundational definitions,
symbols and formats. This document also describes the security models, hardness assumptions with
concrete security, message spaces, plaintext spaces, ciphertext spaces, and key spaces.

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

HE

homomorphic encryption

symmetric or asymmetric encryption that allows third parties to perform operations on plaintext data
while keeping data in encrypted form

Note 1 to entry: Third parties refer to parties that are neither the encryptor nor the decryptor.
[SOURCE: ISO/IEC 20009-4:2017(en), 3.15]

3.2

FHE

fully homomorphic encryption

homomorphic encryption that allows the evaluation of a universal set of operations such as {+, *} on
ciphertexts for an arbitrary number of times while maintaining the correctness properties

3.3
ciphertext
data which has been transformed to hide its information content

[SOURCE: ISO/IEC 18033-1:2021(en), 3.7]
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