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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
[SO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of any patent
rights identified during the development of the document will be in the Introduction or on the ISO list of
patent declarations received or both (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principlesin the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/IEC JTC1 Information Technology, Subcommittee
SC27, Information security, cybersecurity and privacy protection, Working Group WG5, Identity Management
and Privacy Technologies.

This is a first edition.
Alist of all parts in the ISO 27566 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This document sets out a framework and core characteristics for age assurance systems deployed for the
purpose of enabling age-related eligibility decisions by anybody for any reason in any location through any
type of relationship between an individual and the provider of any goods, content, services, venues or spaces
that has policy requirements for acquiring assurance about the age or age range of persons (such as the
supply of alcohol, tobacco, weapons or online content).

Age-related eligibility decisions are required when a person should either be a certain age, older or younger
than a given age or be within an age range, where ages are counted in years and where these criteria are
dependent upon the type of goods, content, services, venues or spaces to be provided.

This document aims to solve the problem of inadequately defined age assurance processes and associated
lack of trust in terms of functionality, performance, privacy, security and acceptability. This document
describes characteristics of an age assurance system to help policy makers, implementers and individuals
understand and address the issues associated with deployment of age assurance systems.

Although an individual’s age is an attribute of their identity, it is not necessarily the case that establishing
the full identity of an individual in a global context is needed to gain age assurance. As such, the process
of age assurance may in some instances be connected to identity verification but can also be performed in
ways other than via identity verification.

The aim of this document is to enable policy makers (like government, regulators or providers of age
restricted goods, content, services, venues or spaces) to specify applicable types of age assurance systems
and associated indicators of confidence in their policy requirements.

As an example, a policy maker may determine that, to authorize the sale of alcohol or tobacco or some other
age restricted product, a relying party acting as a decision maker should use some particular type of age
assurance system supporting specified characteristics to verify that an individual is an adult.

This document does not:

— determine which type of age assurance system nor which type of age assurance method is appropriate
for each type of age-related eligibility decision - that is a matter for policy makers,

— establish or recommend age thresholds for different goods, content, services, venues or spaces - these
are matters for policy makers,

— deal with financial or commercial models for age assurance systems - these are matters for economic
operators in the age assurance process,

— address the requirements for data protection for age assurance systems - these are matters for data
controllers,

— consider age-related eligibility decisions based on parental control,

— consider age-related eligibility decisions based on testimonies from a trusted third party or established
through a consent mechanism (such as a parent or legal guardian), since the documents that need to be
presented vary widely among different countries or even between different states within a federated
country.
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Information technology, cybersecurity and privacy
protection — Age assurance systems —

Part 1:
Framework

1 Scope

This document establishes core principles, including privacy and security, for the purpose of enabling age-
related eligibility decisions.

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1 Age assurance terms

3.1.1

age assurance

set of processes and methods used to verify, estimate or infer the age or age range of an individual, enabling
organizations to make age-related eligibility decisions (3.1.8) with varying degrees of certainty (3.3.4)

3.1.2

age assurance result

information produced by an age assurance system (3.3.3) indicating that an individual (3.2.9) is a certain age,
over or under a certain age or within an age range

3.1.3
identity
set of attributes related to an entity

[SOURCE: ISO/IEC 24760-1:2019, 3.1.2]

3.14
identity document
physical or digital document issued by an authoritative party (3.2.6) containing identifying attributes

Note 1 to entry: This document can either have a physical form (plastic card, paper, etc.) or be immaterial (a collection
of data cryptographically signed by an authoritative party).
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3.1.5
evidence
information supporting the occurrence of an event or action

[SOURCE: ISO/IEC 13888-1: 2020, 3.11]

Note 1 to entry: Evidence does not necessarily prove the truth or existence of something but can contribute to the
establishment of such proof.

3.1.6
age-related eligibility
qualification for access to goods, content, services, venues or spaces based on an age limit or an age band

3.1.7
age-related eligibility requirement
policy requirement for access to goods, content, services, venues or spaces based on an age limit or an age band

3.1.8

age-related eligibility decision

action by a relying party (3.2.2) to determine access to goods, content, services, venues or spaces based on
an age limit or an age band

3.1.9

age verification method

age assurance method based on calculating the difference between a verified year or date of birth of an
individual (3.2.9) and a subsequent date

Note 1 to entry: In some cultures, an alternate calculation (such as use of birth year rather than birth date) may be
applicable.

3.1.10
age estimation method
age assurance method based on analysis of biological or behavioural features of humans that vary with age

3.1.11

age inference method

age assurance method based on verified information which indirectly implies that an individual (3.2.9) is
over or under a certain age or within an age range

3.1.12

successive validation

type of age assurance process where multiple independent age assurance methods are used sequentially to
establish an age assurance result (3.1.2)

3.1.13
practice statement
documentation of the practices, procedures and controls employed by an organization to fulfil a service

3.1.14

indicators of confidence

quantitative, qualitative or descriptive measures that demonstrate how well an age assurance system (3.3.3)
meets functional, performance, privacy, security and acceptability characteristics

3.1.15
inclusivity
capability of a product to be utilized by people of various backgrounds

Note 1 to entry: Backgrounds include (and are not limited to) people of various ages, abilities, cultures, ethnicities,
languages, genders, economic situations, education, geographical locations and life situations.

[SOURCE: ISO/IEC 25010:2023, 3.4.6]
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3.2 Actors and parties

3.2.1
age assurance provider
entity responsible for providing age assurance results (3.1.2) to a relying party (3.2.2)

3.2.2
relying party
entity that relies on an age assurance result (3.1.2) to make an age-related eligibility decision (3.1.8)

3.2.3

intermediary

entity that facilitates the interaction between individuals, age assurance providers (3.2.1), relying parties
(3.2.2) and other parties to fulfil functions in an age assurance system (3.3.3)

Note 1 to entry: Examples of an intermediary include credit agencies, mobile network operators or orchestration
service providers.

3.24

policy maker

entity responsible for establishing age-related eligibility requirements (3.1.7) for access to goods, content,
services, venues or spaces

EXAMPLE a policy maker can be governmental, regulatory, an authorising organization, enterprise, relying party
or person.

Note 1 to entry: A policy for age-related eligibility can be applied consistently across a jurisdiction or organization
or individually to a location, premises or supplier of age-related goods, content, services, venues or spaces through
individually applied policy decisions, restrictions or permissions.

3.2.5
decision maker
organization or person responsible for making an age-related eligibility decision (3.1.8)

Note 1 to entry: An age-related eligibility decision maker could be an individual member of staff, a system or process
or could be automated or require human intervention.

3.2.6

authoritative party

entity that is recognized to have the right to create and manage a record that contains a set of attributes that
allows an individual (3.2.9) to be uniquely identified within a given context

Note 1 to entry: Jurisdiction(s), industry communities or both, sometimes nominate a party as authoritative. It is
possible that such a party is subject to legal controls.

[SOURCE: ISO/IEC TS 29003:2018, 3.3]

3.2.7
authoritative source
repository which is recognized as being an accurate and up-to-date source of information

[SOURCE: ISO/IEC 29115:2013, 3.5]

3.2.8
identity information provider
entity that makes available identity information

Note 1 to entry: Typical operations performed by an identity information provider are to create and maintain identity
information for entities known in a particular domain. An identity information provider and an identity information
authority may be the same entity.

[SOURCE: ISO/IEC 24760-1:2019, 3.3.4]
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3.29
individual
human being, i.e., a natural person, who acts as a distinct indivisible entity or is considered as such

[SOURCE: ISO 29995:2021, 3.2.6]

3.3 Data and processes

3.3.1
age assurance component
part of an age assurance system (3.3.3)

3.3.2
age assurance method
method used to establish an age assurance result (3.1.2) to varying degrees of certainty (3.3.4)

3.3.3
age assurance system
system that utilizes age assurance methods (3.3.2) to provide an age assurance result (3.1.2)

3.34
degree of certainty
extent to which it is possible to be confident that a given fact is true

3.3.5

true positive (TP)

correct measured value in positive results, that is, the case where both the measured and the correct results
are positive

[SOURCE: ISO/TR 27877:2021, 3.1.4]

3.3.6

true negative (TN)

correct measured value in negative results, that is, the case where both the measured and the correct results
are negative

[SOURCE: ISO/TR 27877:2021, 3.1.5]

3.3.7

false positive (FP)

incorrect measured value in positive results, that is, the case where the measured value is positive but the
correct one is negative

[SOURCE: ISO/TR 27877:2021, 3.1.6]

3.3.8

false negative (FN)

incorrect measured value in negative results, that is, the case where the measured value is negative but the
correct one is positive

[SOURCE: ISO/TR 27877:2021, 3.1.7]

3.39
classification accuracy
percentage of the number of correct age assurance results (3.1.2) to the total number of age assurance results

Note 1 to entry: In the present document, the classification is the likelihood that the age assurance system will produce
a correct age assurance result.
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3.3.10

attack vector

path or means by which one or more persons attempt to circumvent the age assurance system (3.3.3) in
order to obtain a malicious outcome

3.3.11

contraindicator

information that calls into question or otherwise indicates that either an age assurance result (3.1.2) may not
be correct or that the binding (3.3.18) of the age assurance result to the right individual (3.2.9) may not be
correct or both.

Note 1 to entry: Contraindicators can be at an individual level, such as inconsistent information from multiple sources;
or at a system level, such as a presentation attack or seeking to exploit a system vulnerability.

3.3.12
presentation attack
presentation to the age assurance system (3.3.3) with the goal of interfering with the operation of the system

3.3.13
age analysis
correlation of behavioural and biological characteristics of humans that vary with age

Note 1 to entry: Age analysis is a process that does not involve the unique identification of any individual.

3.3.14

liveness

quality or state of being alive, made evident by anatomical characteristics, involuntary reactions or
physiological functions or voluntary reactions or subject behaviours

EXAMPLE1  Absorption of illumination by the skin and blood are anatomical characteristics.

EXAMPLE 2 The reaction of the iris to light and heart activity (pulse) are involuntary reactions (also called
physiological functions).

EXAMPLE 3  Squeezing together one's fingers in hand geometry and a biometric presentation in response to a
directive cue are both voluntary reactions (also called subject behaviours).

[SOURCE: adapted from ISO/IEC 30107-1:2023, 3.2]

3.3.15

liveness detection

measurement and analysis of anatomical characteristics or involuntary or voluntary reactions, in order to
determine whether a biometric sample is being captured from a living subject present at the point of capture

Note 1 to entry: Liveness detection methods are a subset of presentation attack detection methods.
[SOURCE: ISO/IEC 30107-1:2023, 3.3]

3.3.16

primary credential

document or record from an authoritative party that provides evidence of age associated with the
individual (3.2.9)

Note 1 to entry: This document can either be physical (plastic card, piece of paper, etc.) or in electronic form (a
collection of data signed by an authoritative party).

3.3.17

secondary credential

document or record relating to an individual derived from one or more primary credentials (3.3.16)
containing an accurate representation of the age of the individual (3.2.9)
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