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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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76 Foreword

77 1SO (the International Organization for Standardization) is a worldwide federation of national
78 standards bodies (ISO member bodies). The work of preparing International Standards is normally
79 carried out through ISO technical committees. Each member body interested in a subject for which a
80 technical committee has been established has the right to be represented on that committee.
81 International organizations, governmental and non-governmental, in liaison with ISO, also take part in
82 the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all
83 matters of electrotechnical standardization.

84 The procedures used to develop this document and those intended for its further maintenance are
85 described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
86 different types of ISO documents should be noted. This document was drafted in accordance with the
87 editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

88 ISO draws attention to the possibility that the implementation of this document may involve the use of
89 (a) patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed
90 patent rights in respect thereof. As of the date of publication of this document, ISO had not received
91 notice of a patent which may be required to implement this document. However, implementers are
92 cautioned that this may not represent the latest information, which may be obtained from the patent
93 database available at www.iso.org/patents. ISO shall not be held responsible for identifying any or all
94  such patent rights.

95 Any trade name used in this document is information given for the convenience of users and does not
96 constitute an endorsement.

97 For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
98 expressions related to conformity assessment, as well as information about ISO's adherence to the
99 World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see
100 www.iso.org/iso/foreword.html.

101 This document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,
102  Subcommittee SC 42, Artificial intelligence.

103  Any feedback or questions on this document should be directed to the user’s national standards body.
104 A complete listing of these bodies can be found at www.iso.org/members.html.
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105 Introduction

106 Al systems can log a wide range of events during operation. While some aspects of logging can be
107  defined in advance —based on the system’s known purpose and operating context — real-world needs
108 often emerge only after deployment. In practice, developers and stakeholders cannot fully know what
109 is important to log until the system is running. Additionally, the relevance of logged events is not fixed.
110 Relevance can shift over time due to changing user needs, operational conditions or even interactions
111 with other Al systems. However, it is often unclear whether Al systems can adapt their logging
112  practices themselves, or whether human intervention is required to reconfigure logging as contexts
113 evolve. This raises important considerations for auditability, transparency and long-term system
114 oversight.

115 Al system logs have the potential to support both operational tasks, such as system monitoring or
116 troubleshooting, and higher-level management functions, provided the logs are accessible, well-
117  structured and aligned with the specific needs of both technical and non-technical stakeholders. When
118 logs are properly collected, maintained and analyzed, they can inform activities such as strategic
119 planning, real-time monitoring, decision-making and process improvement. However, the
120 effectiveness of this depends on the quality of the logged data, the organization’s analytical
121 capabilities, and a clear understanding of how logged events relate to broader goals or risks.
122 Leveraging logs to align operational and management functions can contribute to cost reduction, risk
123 mitigation or compliance, if logs are reliably mapped to relevant regulatory or organizational
124 requirements, and if teams have the appropriate tools and processes in place to interpret and act on
125 the data. The benefits are contingent on consistent log quality, appropriate access controls and the
126 capacity to contextualize and validate logged information.

127 When logs are systematically collected, structured and analyzed, they can provide valuable insights
128 that help organizations and Al system operators better understand and respond to unexpected events
129 or changing conditions in dynamic environments. The timeliness required for effective response
130 depends on the specific use case. Some situations demand real-time or near-real-time access to logs,
131 while others may allow for delayed analysis. In all cases, the value of logs also hinges on their
132 interpretability and the existence of established processes or tools to act on the information
133 appropriately. Logs can also support the iterative development and refinement of Al systems by
134 highlighting issues, performance bottlenecks or emerging patterns not evident during initial training
135 or deployment. To contribute meaningfully to continuous improvement, whether through retraining,
136 optimization or other adjustments, logs can be contextually rich, validated, securely stored and
137 reviewed under responsible governance processes that account for privacy, fairness and
138 accountability. Where continuous learning is feasible, safeguards are necessary to prevent harmful
139  drift, unintended behaviours or the incorporation of biased or erroneous data.

140 Logging functions present their own complexity and costs and can reduce the performance and
141 increase the footprint of the Al system, so there are considerations on the effectiveness and efficiency
142  oflogging to answer oversight needs.

143 This document defines Al system logging. Clause 5 outlines logging and the use of logs, and provides
144  general requirements for logging. Clause 6 provides requirements and guidance for design, including
145 traceability. Clause 7 details the triggers for logging in three categories: operation, automated
146 monitoring and human oversight. Clause 8 contains requirements and guidance for information to
147 include in the logs and Clause 9 contains requirements for storing and access to logs. Annex A gives an
148 example of an information model and data structure that can be used for Al system logging.
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Artificial intelligence — Al system logging

1 Scope

This document describes common capabilities and provides requirements for logging of events in Al
systems.

2 Normative references

There are no normative references in this document.

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at https://www.iso.org/obp
— IEC Electropedia: available at https: //www.electropedia.org/

3.1
log
management object, organized by log entries (3.2), used to store information on Al system events

3.2
log entry
basic unitin a log (3.1)

3.3

logging

act or process of making or recording a log (3.1)
3.4

model

physical, mathematical or otherwise logical representation of a system, entity, phenomenon, process
or data

[SOURCE: ISO/IEC 22989:2022, 3.1.3]

3.5

audit

systematic, independent and documented process for obtaining objective evidence and evaluating it
objectively to determine the extent to which the audit criteria are fulfilled

Note 1 to entry: Internal audits, sometimes called first party audits, are conducted by, or on behalf of, the
organization itself.

Note 2 to entry: External audits include those generally called second and third party audits. Second party audits
are conducted by parties having an interest in the organization, such as customers, or by other individuals on
their behalf. Third party audits are conducted by independent auditing organizations, such as those providing
certification/registration of conformity or governmental agencies.

[SOURCE:[SO 19011:2018, 3.1]

3.6

auditability

capability of collecting and making available necessary evidential information related to the operation
and use of an Al system, for the purpose of conducting an audit (3.5)

[SOURCE: ISO/IEC 22123-1:2023, 3.13.11, modified to replace cloud service with Al system]
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