Draft for Public Comment

bsi.

BS| Group Headquarters Date: 05 June 2025
389 Chiswick High Road London W4 4AL Origin: International

Tel: +44 (0)20 8996 9000
Fax: +44 (0)20 8996 7400
www.bsigroup.com

Form 36

DPC: 25/30492658 DC

Latest date for receipt of comments: 29 July 2025 Project No. 2024/01358
Responsible committee: GW/3/-/28 Supply chain security

Interested committees:

Title: Draft BS 1SO 28022 Security and resilience # Security management systems # Guidelines on security management system
(SMS) processes.

Please notify admin.start@bsigroup.com if you are aware of any keywords that might assist in clarifying or identifying the
standard or of the content of this standard:

i) has any issues related to 3rd party IPR, patent or copyright

ii)  affects other national standard(s)

iii)  requires additional national guidance or information

WARNING: THISISA DRAFT AND MUST NOT BE REGARDED ORUSED ASA BRITISH STANDARD. THISDRAFT
ISNOT CURRENT BEYOND 29 July 2025

This draft is issued to allow comments from interested parties; all comments will be given consideration prior to publication. No
acknowledgement will normally be sent. See overleaf for information on the submission of comments.

No copying is allowed, in any form, without prior written permission from BS| except as permitted under the Copyright, Designs
and Patent Act 1988 or for circulation within a nominating organization for briefing purposes. Electronic circulation is limited to
dissemination by e-mail within such an organization by committee members.

Further copies of this draft may be purchased from BSI Shop http://shop.bsigroup.com or from BS| Customer Services, Tel:
+44(0) 20 8996 9001 or email cservices@bsigroup.com. British, International and foreign standards are also available from BSI
Customer Services.

Information on the co-operating organizations represented on the committees referenced above may be obtained from https://
standardsdevel opment.bsigroup.cony.

Docurmernts

Document Sharing Hub

E-mail: admin.start@bsigroup.com

Full document details: 25/30492658 DC


http://www.avadocuments.com/doc/25-30492658-dc
http://www.avadocuments.com/doc/25-30492658-dc

Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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THIS DOCUMENT IS A DRAFT CIRCULATED
FOR COMMENTS AND APPROVAL. IT

IS THEREFORE SUBJECT TO CHANGE

AND MAY NOT BE REFERRED TO AS AN
INTERNATIONAL STANDARD UNTIL
PUBLISHED AS SUCH.

IN ADDITION TO THEIR EVALUATION AS
BEING ACCEPTABLE FOR INDUSTRIAL,
TECHNOLOGICAL, COMMERCIAL AND
USER PURPOSES, DRAFT INTERNATIONAL
STANDARDS MAY ON OCCASION HAVE TO
This document is circulated as received from the committee secretariat. BE CONSIDERED IN THE LIGHT OF THEIR
POTENTIAL TO BECOME STANDARDS TO
WHICH REFERENCE MAY BE MADE IN
NATIONAL REGULATIONS.

RECIPIENTS OF THIS DRAFT ARE INVITED
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NOTIFICATION OF ANY RELEVANT PATENT
RIGHTS OF WHICH THEY ARE AWARE AND TO
PROVIDE SUPPORTING DOCUMENTATION.
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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO documents should be noted. This document was drafted in accordance with the editorial rules of the
[SO/IEC Directives, Part 2 (see www.iso.org/directives).

[SO draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). ISO takes no position concerning the evidence, validity or applicability of any claimed patent
rights in respect thereof. As of the date of publication of this document, ISO had not received notice of (a)
patent(s) which may be required to implement this document. However, implementers are cautioned that
this may not represent the latest information, which may be obtained from the patent database available at
www.iso.org/patents. ISO shall not be held responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related to conformity assessment, as well as information about ISO's adherence to the World Trade
Organization (WTO) principlesin the Technical Barriers to Trade (TBT), see www.iso.org/iso/foreword.html.

This document was prepared by Technical Committee ISO/TC 292.
Alist of all parts in the ISO 28### series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

A security management system (SMS) includes a collection of interacting processes and is operated
by performing those processes. This document provides a process reference model (PRM) for security
management including a detailed but generic structure for the core processes of a SMS.

The SMS-PRM should be used as a prototype for a SMS, which needs to be tailored to the objectives, needs
and individual requirements of the designing and implementing organization. The tailoring of the PRM
may include omission of some of the listed processes, where they are inapplicable or would be reduced to
vestigial form.

The process orientation of the PRM also supports the transition from designing and implementing a SMS
(project phase) to the operation of the SMS (performing the processes). The process orientation also supports
and allows the integration of the SMS processes in further domains of an integrated management system, as
described within the ISO handbook “The Integrated Use of Management System Standards (IUMSS)".

The PRM does not attempt to place the processes in any specific environment, nor does it pre-determine any
level of process capability/maturity required to fulfil the ISO 28000 requirements. Each process of this PRM
is described in terms of:

— Category

— Overview

— Purpose and objective

— Input, activities and outcomes

— Informative references
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DRAFT International Standard ISO/DIS 28022:2025(en)

Security and resilience — Security management systems —
Guidelines on security management system (SMS) processes

1 Scope

This document provides a process reference model (PRM) for a Security Management System (SMS) aligned
to ISO 28000, which will meet the criteria defined in ISO/IEC 33004 for process reference models. It provides
guidelines for the users of ISO 28000 on the establishment, implementation, maintenance and improvement
of the SMS. It is intended to guide users in the operation of a SMS aligned to ISO 28000 and explain it with a
process-oriented view.

This document is applicable to all types and sizes of organizations (e. g. commercial enterprises, government
or other public agencies and non-profit organizations) which intend to establish, implement, apply, maintain
and improve a security management system. It provides a holistic and common approach and is not industry
or sector specific.

This document can be used throughout the life of the organization and can be applied to any activity, internal
or external, at all levels. No requirements (whether additional or not) are included in this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
recommendations of this document. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO 22300, Security and resilience — Vocabulary

[SO 28000, Security and resilience — Security management systems — Requirements

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 22300 and the following apply. [SO
and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 Structure and application of this standard

The PRM is closely aligned to the security management requirements contained in ISO 28000. Processes are
differentiated in

— Management System Processes for the SMS
— Operational planning and control processes for the SMS
— Evaluation processes for the SMS

The PRM will also meet the criteria defined in ISO/IEC 33004 for process reference models in information
technology and is additionally suitable as a generic process reference model for ISO/IEC Type A management
systems as it is derived from and compatible with ISO Directive 1 Annex SL.
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This document shall not be used without adapting it to the implementing organization and it may not be
understood to establish requirements within SMS certification audits.

The fundamental elements of a PRM are the descriptions of the processes within the scope of the model. The
process descriptions in the PRM incorporate a statement of the purpose of the process, which describes at a
high level the overall objectives of performing the process.

A SMS incorporates sub-processes as shown in Figure 1 — Overview of the PRM for Security Management.
The listed sub-processes illustrate key topics that should be considered during the process design phase
when designing and implementing a SMS.

For every SMS process, the individually necessary maturity level should be determined, implemented and
operated. A possible result of determining the necessary maturity level of a process could be, that the
process should not be implemented at all (maturity level zero).

SMS processes should be integrated into existing management systems and processes. This is not displayed
in the figure to ensure readability and due to existing management systems differing to much in praxis.

Interfaces to the BCMS processes are described within the detailed process profiles.
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