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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of document should be noted. This document was drafted in accordance with the editorial
rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and [EC shall not be held responsible for identifying any or all such patent rights. Details
of any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list of patent
declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
see www.iso.org/iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 38, Cloud Computing and Distributed Platforms.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Cloud computing is described at a high, conceptual level in the foundational standards ISO/IEC 22123-1
(11, ISO/IEC 22123-2[21 and ISO/IEC 22123-3131.

However, as the use of cloud computing has grown, a set of commonly used technologies has grown to
support, simplify and extend the use of cloud computing alongside sets of commonly used techniques
which enable the effective exploitation of the capabilities of cloud services. Many of these common
technologies and techniques are aimed at developers and operations staff, increasingly linked together
in a unified approach called DevOps (see 10.2). The aim is to speed and simplify the creation and
operation of solutions based on the use of cloud services.

This document aims to describe the common technologies and techniques which relate to cloud
computing, to describe how they relate to each other and to describe how they are used by some of the
roles associated with cloud computing.

This document addresses areas that are still developing in the industry, where it is believed that there
will be a future, but not immediate, need for one or more International Standards.

This document will be of primary interest to service developers in Cloud Service Providers and to
standards developers working with ISO and other organizations.
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Information technology — Cloud computing — Common
technologies and techniques

1 Scope

This document provides a description of a set of common technologies and techniques used in
conjunction with cloud computing. These include:

— virtual machines (VMs) and hypervisors;

— containers and container management systems (CMSs);
— serverless computing;

— microservices architecture;

— automation;

— platform as a service systems and architecture;

— storage services;

— security, scalability and networking as applied to the above cloud computing technologies.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 22123-1:2023, Information technology — Cloud computing — Part 1: Vocabulary
ISO/IEC 22123-2:2023, Information technology — Cloud computing — Part 2: Concepts
ISO/IEC 22123-3:2023, Information technology — Cloud computing — Part 3: Reference Architecture

ISO/IEC TS 7339:2024, Information technology — Cloud computing — Overview of platform capabilities
type and platform as a service

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 22123-1, ISO/IEC TS 5928,
ISO/IEC TS 7339 and the following apply.
[SO and IEC maintain terminological databases for use in standardization at the following addresses:

— IS0 Online browsing platform: available at http://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/
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29 31
30 guest operating system
31 guestOS

32 operating system that runs within a virtual machine

33  [SOURCE: ISO/IEC 21878:2018, 3.2]

34 3.2
35 host operating system
36 host0S

37  operating system onto which virtualization software is installed

38 Note 1 to entry: "virtualization software" can include both hypervisor and virtual machines as well as container
39  daemon (3.4) and containers.

40 3.3

41  serverless computing

42 cloud service category in which the cloud service customer can use different cloud capabilities types
43  without the cloud service customer having to provision, deploy and manage either hardware or software
44  resources, other than providing cloud service customer application code or providing cloud service
45  customer data

46 Note 1 to entry: Serverless computing provides automatic scaling with dynamic elastic allocation of resources by
47 the cloud service provider, automatic distribution across multiple locations, and automatic maintenance and
48 backup.

49 Note 2 to entry: Serverless computing functionality is triggered by one or more cloud service customer defined
50 events and can execute for a limited time period as required to deal with each event.

51 Note 3 to entry: Serverless computing functionality can be invoked by direct invocation from web and mobile
52 applications.

53 34

54  container daemon

55  software service that executes on a host operating system (3.2) and is responsible for creating, starting
56  and stopping containers on that system

57 3.5
58  container management system
59 CMS

60  software that provides for management and orchestration of container instances

61 Note 1 to entry: Capabilities include initial creation and placement, scheduling, monitoring, scaling, update and the
62 parallel deployment of capabilities such as load balancers, firewalls, virtual networks and logging.

63 3.6

64  functional decomposition

65  type of modular decomposition in which a system is broken down into components that correspond to
66  system functions and subfunctions

67 EXAMPLE Hierarchical decomposition, stepwise refinement.
68 [SOURCE: ISO/IEC/IEEE 24765:2017, 3.1695]

69 3.7
70  continuous deployment
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71  software engineering approach in which teams produce software in short cycles such that the software
72  can be released to production at any time and where deployment to production is itself automated

73 3.8
74  continuous delivery
75  continuous deployment (3.8) where the deployment stage is initiated manually

76 3.9

77  DevOps

78  methodology which combines together software development and IT operations in order to shorten the
79  development and operations lifecycle

80 3.10

81 DevSecOps

82  DevOps (3.10) extended to include security capabilities as an essential and integral part of the
83  development and operations processes

84 3.11

85  orchestration

86  type of composition where one particular element is used by the composition to oversee and direct the
87  other elements

88 Note 1 to entry: The element that directs an orchestration is not part of the orchestration (composition instance)
89  itself.

90  Note 2 to entry: See ISO/IEC 18384-3:2016, 8.3.
91 [SOURCE: ISO/IEC 18384-1:2016, 2.16]

92  3.12

93  virtual machine image

94 VMimage

95 information and executable code necessary to run a virtual machine

96 3.13

97  virtual machine metadata

98 VM metadata

99  information about the configuration and startup of a virtual machine

100 3.14

101  microservice

102  independently deployable artefact providing a service implementing a specific functional part of an
103  application

104 3.15
105 microservices architecture
106  design approach that divides an application into a set of microservices (3.15)

107 3.16
108 function as a service
109 FaaS

110  cloud service category in which the capability provided to the cloud service customer is the execution of
111  cloud service customer application code, in the form of one or more functions that are each triggered by
112  acloud service customer specified event
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serverless database
cloud service category in which the capability provided to the cloud service customer is a fully cloud
service provider managed database made available via an application programming interface

3.18

firewall

type of security barrier placed between network environments — consisting of a dedicated device or a
composite of several components and techniques — through which all traffic from one network
environment traverses to another, and vice versa, and only authorized traffic, as defined by the local
security policy, is allowed to pass

[SOURCE: ISO/IEC 27033-1:2015, 3.12]

3.19

container registry

component that provides the capability to store and to access container images

4 Symbols and abbreviated terms

API
CMS
CSC
CSD
CSP
CSU
DDoS
DNS
GUI
HTTP
[aaS
IAM
P
MAC
0CI
0S
OVF
Paa$
Saa$
VPN

application programming interface
container management system
cloud service customer

cloud service developer

cloud service provider

cloud service user

distributed denial of service
domain name service

graphical user interface
hypertext transfer protocol
infrastructure as a service
identity and access management
internet protocol

media access control

open containers initiative
operating system

open virtualization format
platform as a service

software as a service

virtual private network
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128 5 Overview of common technologies and techniques used in cloud computing

129 5.1 General

130  This document provides a description of a set of common technologies and techniques used in
131  conjunction with cloud computing.

132 Acommon technology is one that is used to implement one or more of the functional components of cloud
133  computing described in ISO/IEC 22123-3:2023,9.2B81 cloud computing reference architecture. The
134  common technologies often form part of a cloud service or are employed by the cloud service customer
135  (CSC) when using a cloud service.

136 A common technique is a methodology or an approach to performing some of the activities associated
137  with cloud computing, as described in ISO/IEC 22123-3:2023,10.2.2B81. It is typical of the common
138  techniques to either reduce the effort needed to make use of cloud services or to enable full use of the
139  capabilities provided by cloud services.

140  Many of the common technologies and techniques are used in conjunction when developing and
141  operating cloud native applications.

142  The various common technologies and techniques are described in detail in the following clauses.

143  In what follows, text that is extracted from other standards are indicated by placing the extracted text in
144  quotes, using italic text, and providing the exact reference at the end of the extracted text.

145  NOTE: Throughout this document, the term “platform” (as a single word) always refers to a “digital
146  technology platform” as described in ISO/IEC TS 5928:2023[41.

147  5.2Technologies

148 5.2.1 General

149  The common technologies principally relate to virtualization and the control and management of
150  virtualized resources in the development and operation of cloud native applications. A cloud native
151  application is an application that is explicitly designed to run within and to take advantage of the
152  capabilities and environment of cloud services. These technologies address the three primary hardware
153  resources identified in ISO/IEC 22123-3:2023,9.2.5.3] of processing, storage and networking but also
154  address the platform capabilities type of cloud service. These technologies include:

155 — Virtualized processing is addressed by virtual machines (see Clause 6), by containers (see Clause 7),
156 by serverless computing (see Clause 8).

157  — Virtualized storage is addressed by means of a variety of Data Storage as a Service (see Clause 12).
158 — Virtualized networking is one of the primary groups of technologies for the provision and use of
159 networking capabilities in relation to cloud services (see Clause 13).

160 — The Platform as a Service category of cloud services are designed to enable more rapid development,
161 testing and production of cloud native applications (see Clause 11 and ISO/IEC TS 733905]).

162  Security and scalability technologies apply generally across all types of cloud services, although the
163  explicit use of the technologies by the CSC is more common for some types of cloud service (see Clause 14
164  and Clause 15).

165  5.2.2 Infrastructure capabilities type of cloud services

166  Technologies commonly used with infrastructure capabilities type of cloud services include:

167 — virtual machines;
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— containers;

— virtualized storage;

— virtualized networking;

— security.

5.2.3 Platform capabilities cloud services

Technologies commonly used with platform capabilities type of cloud services include:

— containers;

— serverless computing;

— PaaS cloud services;

— virtualized storage;

— virtualized networking;

— security.

5.2.4 Application capabilities type cloud services

Technologies commonly used with application capabilities type of cloud services include:

— virtualized storage;
— virtualized networking;

— security.

5.3 Techniques
The common techniques typically apply to all cloud service categories, although some techniques are
more useful with some categories of cloud service than others.

Orchestration and management of virtualized resources is achieved with tooling, including CMSs (see
Clause 10 and 7.4).

Techniques commonly used with cloud computing include:

— Automation of various kinds, applied throughout the DevOps processes (see Clause 10).
— Scalability approaches such as parallel instances (see Clause 14).
— Microservices design approach to applications and systems (see Clause 9).

— Firewalls, encryption, and Identity and Access Management (IAM) techniques for security and
protection of privacy (see Clause 15).
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196 6 Virtual machines and hypervisors

197 6.1General

198  Virtual machines and hypervisors are technologies that provide virtualized processing (also known as
199  virtualized compute) for cloud services. These technologies primarily relate to cloud services of
200 infrastructure capabilities type and IaaS as described in ISO/IEC 22123-2:2023121,

201  One of the key characteristics of cloud computing is its ability to share resources. This is fundamental to
202  its economics, but it is also important to characteristics such as scalability and resilience. Sharing of
203  processing resources requires some level of virtualization. Virtualization in general means that some
204  resource is made available for use in a form that does not physically exist as such but which is made to
205  appear to do so by software. In other words, virtualization provides an abstraction of the underlying
206  resource, being converted into a software defined form for use by other software entities. The software
207  performing the virtualization enables multiple users to simultaneously share the use of a single physical
208  resource without interfering with each other and usually without them being aware of each other. (See
209  ISO/IEC 22123-2:2023, 912]).

210  One approach to the virtualization of processing resources is the use of virtual machines, which involves
211  ahypervisor providing an abstraction of the system hardware and permitting multiple virtual machines
212 torunon a given physical system, with each VM containing its own guest operating system (guest 0S), as
213  shown in Figure 1. This permits the system to be shared by the applications running in each VM.

214  The hypervisor is typically software that is installed and operated by the CSP. The cloud service that runs
215  the VM offers the capability for the CSU to load software from a VM image and run the software within a
216 VM on the CSP system. The VM is managed by the hypervisor, but this is not seen directly by the CSU.

217  6.2Virtual machines and system virtualization

218 A virtual machine (VM) is an isolated execution environment for running software that uses virtualized
219  physical resources. In other words, this involves the virtualization of the system - and the software within
220  each VM is given carefully controlled access to the physical resources to enable sharing of those resources
221  without interference. Sometimes termed system virtual machines, VMs provide the functionality needed to
222 execute complete software stacks including entire operating systems and the application code that uses the
223  operating system (ISO/IEC 22123-2:2023, 9). This is as depicted by the "Guest 0S" and "App x" within
224  each VM shown in Figure 1 and 2.

225  The purpose of VMs is to enable multiple applications to run at the same time on one hardware system,
226  while those applications remain isolated from each other. The software running within each VM appears
227  to have its own system hardware, such as processor, runtime memory, storage device(s) and networking
228  hardware. Isolated means that the software running within one VM is separated from and unaware of
229  software running within other VMs on the same system and is also separated from the host OS.
230  Virtualization commonly means that a subset of the available physical resources can be made available
231 to each VM, such as limited numbers of processors, limited RAM, limited storage space and controlled
232 access to networking capabilities.

233 Each VM contains a complete stack of software, starting with the operating system and continuing with
234  whatever other software is required to run the application(s) that are executed within the VM. The
235  software stack could be very simple (e.g. a native application written in a language like C, using only
236  functions supplied by the operating system itself) or complex (e.g. an application written in a language
237  which requires a runtime and which makes extensive use of libraries and/or services which are not
238  presentin the operating system and which have to be supplied separately).

239  Each VM can in principle contain any operating system. Different VMs on a single hardware system can
240  run completely different operating systems. The only requirement is that all the software running within
241  the VM is designed for the hardware architecture of the underlying system - the hardware is virtualized,
242 butnot emulated.
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243 6.3 Hypervisors

244 6.3.1 General

245  The hypervisor, sometimes termed a virtual machine monitor, is software that virtualizes physical resources
246  and allows for running virtual machines. Virtualization means control of the abstraction of the underlying
247  physical resources of the system. The hypervisor also manages the operation of the VMs. The hypervisor
248  allocates resources to each running VM including processor (CPU), memory, disk storage and networking
249  capabilities and bandwidth (ISO/IEC 22123-2:2023, 9.2.3121).

250  Hypervisors exist as one of two types:

251 — "Bare metal", "native" or "type I";
252 — "Embedded", "hosted" or "type II".

253  Type I hypervisors can be faster and more efficient, since they do not need to work via a host operating
254  system. Type Il hypervisors may be slower, but have the advantage of being typically easier to set up and
255  are compatible with a broader range of hardware than type I hypervisors, since hardware variations have
256  to be dealt with in the type I hypervisor code, whereas the type Il hypervisors take advantage of the
257  hardware support built in to the host operating system.

258  6.3.2 Type I hypervisors

259  Type I hypervisors run directly on the underlying system hardware and control that hardware directly
260  aswell as managing the VMs. The organization of a system using a Type I hypervisor is shown in Figure 1.

App 1 App 2 App 3
Guest OS Guest OS Guest OS

VM 1 VM 2 VM 3

Type | Hypervisor

Hardware
261
262 Figure 1 — Type I hypervisor virtualization of system hardware
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263  6.3.3 Type Il hypervisors

264  Type Il hypervisors run on top of a host operating system, more specifically the host OS kernel. It is the
265  host operating system that controls the system hardware, while the hypervisor makes use of its
266  capabilities to run and manage the VMs. The organization of a system with a Type Il hypervisor is shown
267  in Figure 2.

Host OS

App 1 App 2 App 3
Guest OS Guest OS Guest OS

VM 1 VM 2 VM 3

Type Il Hypervisor
I
Host OS Kernel

1 |

Hardware

268

269 Figure 2 — Type Il hypervisor virtualization of system hardware

270 6.4 Security of VMs and hypervisors

271  For hardware systems, the operating system runs at the highest privilege level since it must control
272 access to all hardware resources. However, in a hypervisor host, since the hypervisor must control all
273  access to CPU and memory by guest VMs (providing processor and memory virtualization), it should run
274  ata privilege level higher than all VMs. To facilitate this, hypervisors are installed on hardware systems
275  that provide assistance for virtualization. Specifically, the hardware system provides two processor
276  states: root (hypervisor) mode and non-root (guest) mode. All guest OSs run in non-root mode while the
277  hypervisor alone runs in root mode.

278  Despite the hardware support for virtualization, the runtime process isolation for VMs provided by the
279  hypervisor could be subverted by rogue or compromised VMs which have gained access to areas of
280 memory belonging to the hypervisor or other VMs. Rogue or compromised VMs exploit certain
281  hypervisor design vulnerabilities with respect to certain software structures such as virtual machine
282  control block (VMCB) and memory page tables which are used by the hypervisor to keep track of the
283  execution state of VMs and memory mapping from VM addresses to host memory addresses respectively.
284  These vulnerabilities of hypervisors have been known for some time and as a result, many of the
285  vulnerabilities have been addressed or are being addressed. More recent hypervisor versions have been
286  updated and hardened. The CSC and CSP should check that any hypervisors in use are up-to-date and
287  hardened against known security vulnerabilities.
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288  Another security implication in a hypervisor host platform stems from software used for providing device
289  virtualization. Unlike instruction set and memory virtualization, device virtualization is not directly
290  handled by the hypervisor but by using supporting software modules. Primary sources of vulnerabilities
291  include: (a) code emulating physical hardware devices running in the hypervisor as a loadable kernel
292  module and (b) device drivers for direct memory access (DMA) capable devices which can access memory
293  regions belonging to other VMs or even the hypervisor.

294  Potential downstream impacts of a rogue VM taking control of the hypervisor include the installation of
295  rootkits or attacks on other VMs on the same hypervisor host. All device virtualization software should
296  be verified against security flaws before installation and use on a system using a hypervisor and VMs.

297 6.5VM images, metadata and formats

298 A virtual machine image (VM image) is a package of data that contains the information and executable
299  code necessary to run an instance of a VM. The VM image is used to instantiate a new instance of a VM, as
300 required. The VM image can include the complete software stack required to run an application, starting
301  with the operating system, libraries, runtimes, the application code itself, configuration files and other
302 metadata used by the application. The VM image can also include metadata associated with the
303 instantiation of the VM itself.

304  The VM metadata contains information about the configuration and startup of the VM. This might include
305 properties of the VM such as RAM size, CPU requirements and so on. The VM metadata also typically
306 references the disk images contained in the VM image, in particular indicating how they are deployed into
307 aVMinstance.

308  The concept of the VM image is that it should contain all the entities required to run an instance of a VM,
309  where the VM image is used as input data to a hypervisor to enable it to create and start the VM. Broadly,
310 the VM image consists of two sets of data - firstly, VM metadata and secondly disk images. It is important
311  to understand that there are in existence many different formats of both VM metadata and disk images.
312 A particular hypervisor used to instantiate a VM might only understand specific formats for the VM
313  metadata and disk images. Some of the formats are proprietary, while others are open or standardised.

314 VM images are based on data held in files - files on filesystems, which are held in the VM image as one or
315  more disk images. These files can be those of the operating system, the application and any other part of
316  the software stack thatis required. There is at least one disk image, but there can be multiple disk images
317  ifthisis the organization of files that is used by the application and its software stack. It is often the case
318  thatthe volume of data held in the disk images is very large and as a result, the formats used to store the
319  datainvolve the use of compression in one form or another.

320 There are many VM image and disk image formats in use, a substantial proportion of which are
321  proprietary or which are open source. Examples of standardised VM image and disk image formats
322  include:

323 — OVF ("Open Virtualization Format") (see ISO/IEC 17203:2017113])
324 The OVF package has a number of files placed in a single directory. There is an OVF descriptor file
325 (with extension .ovf) which has XML format contents describing the packaged virtual machine
326 including the metadata such as the name, hardware requirements and references to the other files in
327 the package. The OVF package also contains one or more disk images, plus some optional files such
328 as certificate files. The OVF image format has a relatively wide range of support, either directly or via
329 import/export tools.
330 — ISO disk format - the archive format used for optical disc contents (see ISO 9660251 and
331 ISO/IEC 13346I(26])
332 ISO 9660 is a file system for optical disk media, principally CD-ROMs.
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