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Introduction
This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

HEALTH SOFTWARE -
SOFTWARE LIFE CYCLE PROCESSES -

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical
Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations
liaising with the IEC also participate in this preparation. IEC collaborates closely with the International
Organization for Standardization (ISO) in accordance with conditions determined by agreement between the two
organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to |[EC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
respect thereof. As of the date of publication of this document, IEC [had/had not] received notice of (a) patent(s),
which may be required to implement this document. However, implementers are cautioned that this may not
represent the latest information, which may be obtained from the patent database available at
https://patents.iec.ch. IEC shall not be held responsible for identifying any or all such patent rights.

EC 62304 has been prepared by a maintenance team of subcommittee 62A: Common aspects
of electrical equipment used in medical practice, of IEC technical committee 62: Electrical
equipment in medical practice. It is an International Standard.

Note to National Committees
This is the first draft of a major revision and it is has been edited using OSD.

The views generated from the current OSD version may distort defined terms or formatting - while the OSD
content is still correct.

Authors are aware that spelling may be wrong and references to other standards may be wrong, obsolete or
improperly formatted.

Please focus on technical specifications.

At this stage, MT49 may or may not consider editorial comments or hints regarding wrong referencing of
standards.

Table C.4 was prepared by ISO/IEC JTC 1/SC 7, Software and system engineering.
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It is published as an IEC standard.

Note to National Committees

The revision of this document follows the "62304 Design Specification" of 2023 which was developed by IEC
SC62A (see SC62A/1456/DC) and agreed on by the National Committees (IEC SC62A/1470/INF). Any
comments contradicting the Design Specification could only be addressed by a consensus procedure beyond
MT49.

The new, larger scope is now Health Software as defined in Electropedia / IEC 60050-880.

As an effect of broadening the scope to Health Software (IEC CDV 60050-880), the processes for Risk
Management and Quality System can not assumed by conforming to ISO 14971 and ISO 13485 but are
assumed to be defined at the product-level.

For improved clarity, the number of safety-related categories was reduced from three to two: The former safety
classes A,B,C were mapped to process rigor levels | or Il in a systematic fashion.

The text of this International Standard is based on the following documents:

Table 1

IEC SC62A/1456/DC, IEC SC62A/1470/INF Design

https://assets.iec.ch/public/sc62a/IEC%2062304%20Ed.%202.0%20Design%20Specification.pdf fSoF;eECciifiit(i:g::ozn

IEC SC62A/1349/CDV IEC SC62A/1383A/RVC Health
Software -
Lifecycle
Processes

EC 62304:Ed1.1:2015 Medical

Software -
Lifecycle

Processes
(published)

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above Table 1.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,
e withdrawn, or

e revised.

NOTE 1 The attention of National Committees is drawn to the fact that equipment manufacturer and testing
organizations may need a transitional period following publication of a new, amended or revised IEC or ISO
publication in which to make products in accordance with the new requirements and to equip themselves for
conducting new or revised tests. It is the recommendation of the committee that the content of this publication be
adopted for mandatory implementation nationally not earlier than 3 years from the date of publication.

NOTE 2 The 'colour inside' logo on the cover page of this publication indicates that it contains colours which are
considered to be useful for the correct understanding of its contents. Users should therefore print this document
using a colour printer.
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INTRODUCTION

Software is often an integral part of medical device technology. Establishing the safety and
effectiveness of a medical device containing software requires knowledge of what the software
is intended to do and demonstration that the use of the software fulfils those intentions without
causing any unacceptable risk.

The second edition intends to apply established software process elements to health software
which is software intended to be used specifically for managing, maintaining, or improving
health of individual persons, or the delivery of care; or which has been developed for the
purpose of being incorporated into a medical device (IEV).

Note to National Committees

As the new, larger scope may include non-medical software, implementation of ISO 14971 for Risk Management
or ISO 13485 for a Quality System can not be assumed.

As a result, this document does neither normatively reference ISO 13485 nor ISO 14971.

This standard provides a framework of life cycle process with activity and tasks necessary for
the safe design and maintenance of health software. This standard provides requirements for
each life cycle process. Each life cycle process consists of a set of activity, with most activity
consisting of a set of task.

As a basic foundation it is assumed that health software is developed and maintained within a
product-level process that has quality management (see 4.1) and a risk management system
(see 4.2). Some minor additional risk management requirements are needed for software,
especially in the area of identification of contributing software factors related to hazard. These
requirements are summarized and captured in Clause 7 as the software risk management
process.

Whether software is a contributing factor to a hazardous situation is determined during the
hazard identification activity of the risk management process. hazardous situation that could
be indirectly caused by software (for example, by providing misleading information that could
cause inappropriate treatment to be administered) need to be considered when determining
whether software is a contributing factor. The decision to use software to control risk is made
during the risk control activity of the risk management process.

The software development process consists of a number of activity. These activity are shown
in Figure 1 and described in Clause 5. Because many incidents in the field are related to service
or maintenance of medical device system including inappropriate software updates and
upgrades, the software maintenance process is considered to be as important as the software
development process. The software maintenance process is very similar to the software
development process. It is shown in Figure 2 and described in Clause 6.
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IEC IS 62304 Ed2 Health Software - Software Life-cycle Processes

4 General

] 5 Development process 6 Maintenance process
requirements

| 5.1 Software development planning

6.1 Software maintenance
planning

| 5.2 Software requirements analysis

4.2 Risk management

| 5.3 Software architecture design

6.2 Problem and modification

| 5.4 Software design
analysis

4.3 Software process
rigor level

| 5.5 Software unit implementation

6.3 Modification

| 5.6 Software integration & integration testing > el i

| 5.7 SW system testing

| 5 8 SW release 6.4 Health software disposal

| 7 Software risk management process |

| 8 Configuration management process |

| 9 Problem resolution process |

Figure 1 — Overview of software development processes and activities

This standard identifies two additional process considered essential for developing safe health
software. They are the software configuration management process (Clause 8) and the
software problem resolution process (Clause 9).

Maintenance Activities outside the scope of this standard Request
request satisfied

l T

‘ System maintenance ACTVITIES (including RISK MANAGEMENT) ‘

7 Software RISK MANAGEMENT

62 53 54 55 56 57
6.1 - Software Software Software unT Software integration N 58
Eslab!\sth software modﬁ'\rgz?tlimaar?ad\ysis ARCHITECTURAL detailed implementation and and integration S é':":\'STEM Software release
malnple;:‘ance design design VERIFICATION testing 9
|

6.3 Modification implementation

‘ 8 Software configuration management ‘

‘ 9 Software problem resolution ‘

Figure 2 — Overview of software maintenance processes and activities
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artificial intelligence (capability)

The software development processes are extended to capture additional activities and tasks
when dealing with Al-enabled devices (AleD) Figure 3.

- 11 -

62A/1639/CD

SW (SYS) SW (SYS) SW (SYS)
Development Requirements Architectural S\Igve(sSiYnS) E I_Z)ata_ | SIWUNtII Ir\‘lstzvz\t(ign STV:;:S ;\2'{6212
Planning Analysis Design 9 (e[l mplementation 9 9
Training
& Model
Evaluation

Figure 3 — Software Development with additional Al-specific activities

Note to National Committees:

In case, the function of some software item essentially depends on data obtained from training, that data shall
be managed according to an Al Data Life-Cycle. That software item will then be called "Al-enabled".

EC 62304 does neither specify methods for the data life-cycle nor does it require certain quality attributes other
than what is covered by verification and testing in Clause 5.

As state-of-the-art for such data life-cycles is evolving, this document only calls for planning of those data life-
cycle activities identified by the Al Framework presented by the FDA in summer 2024. Authors are aware that
there are related IEC specifications under development, yet this document needs to refer to state-of-the-art.
The current thinking is that the entire data set obtained from training ("Model") will be used by the Al-enabled
software item. Otherwise the software life-cycle is specified to be independent from the data life-cycle.

Annex E gives valuable insight into things that manufacturers need to consider in the data life-cycle. Authors
are planning to update this Annex E and also update the figure showing how software life-cycle and data life-
cycle are related.

Annex E provides additional guidance for the inclusion of artificial intelligence (capability) or
Machine Learning (AI/ML) technologies to be integrated into the software development
process, herein after referred to as Al-enabled Devices (AleD).

Additionally, Figure 4 provides an adapted V-Model as an example, with Al-specific tasks and
activities highlighted. Whilst it is accepted that an agile approach is typical within current
software development practices and would be particularly relevant for Al-enabled devices, the
V-model continues to provide a clear structure, which is intended to support the identification
of the necessary additional processes, tasks and activities that are required for traditional
software development and Al-specific tasks and activities. The manufacturer defines the
particular development methods and approach, taking account of the State of the Art (SoTA)
and accepted development engineering practices, whilst ensure the relevant requirements are
met, ref. Annex F.

Documents

Document Sharing Hub

Full document details: 25/30502360 DC


https://doi.org/10.3403/30089751U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
https://doi.org/10.3403/30089751U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/25-30502360-dc
http://www.avadocuments.com/doc/25-30502360-dc

EC 62304 ED2 © IEC 2025 -12 - 62A/1639/CD

SW (SYS) SWSYS
Planning Release
Al Dev. Planning J AleD Doc. >
SW(SYS) . verification sw S_YS
Reqgs Analysis Testing
Model Requirements Externally Verified AleD
SW (SYS) sw
Architectural verification Integration
Design g
1 Data Architecture 4 Packaged Al Model
| integrated AleD
| Internally Verified AleD
i
i
] SW (SYS) N
I gy AT e verification —==========- i
! Design SW UNIT Implementation
1
1 | Learning Paradigm »
] > Al Unit Implementation
Data Engineering
Model Internal |
Data Verification & H| Design Verification |
Design Quality Check I Internally >
Implementation dataset Modelii Verified Al Model
Data Collection & Internal Verification data ocelling
Preparation
T
1
1

[ AleD RISK MANAGEMENT |

[ AleD configuration management |

[ AleD problem resolution ]

Figure 4 — Al-enabled Device-specific Activities and
Tasks included in Traditional V-Model

NOTE Legend for Figure 4

— White box: development activities

— Light grey: Al-specific activities

— White rectangles: Al-related outcomes
— Solid lines: direction of flow

— Dash lines: optional direction

health software development integrates the Al data life-cycle through deliverables, which is
why all additional Al requirements have been added to the planning phase (5.1.15) - to ensure
that the manufacturer has adequately planned and integrated the Al development process into
the existing Software Development Processes, Tasks and Activities. During planning, the
manufacturer identifies the Al-specific tasks necessary throughout the Software / Al
development life-cycle(s). Key tasks and activities for each phase are identified, ref. Figure 5.
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h
‘ Obiectives. G = bility & l)
‘ Software Development Lifecycle (SDLC) L/:
SwitEe |/ SE SW (SYS) Requirements e ) SW (sYs) SW (5YS) SW (SYS) SW (sYS)
Development . Architectural SW (SYS) Design . . X
. Analysis L Implementation Integration Testing Release
Planning Design
— Al Data Engineering Al Model Selection, Training & Model Evaluation
(R, | SN PTTTTT—— o
‘ Al Development Lifecycle (AIDL) | |
v v !
; . . Model
2 P\antwmg& EE Engl‘neenng& Model Building & Tuning Verfication & Validation Digst Maintenance &
Design Management Deployment .
Decommission
' ]
‘ Software & Al Risk Management (safety, performance, bias/fairness, ethics, security, protection, etc.) r:
Interpretabili inabili P y and T bili )
i (Software, Systems, Al Data & Models & D ion from Al & SW requirements, risks to testing & labelling with residual risks) Q

Problem Resclution, Change Management & Reporting

~—

Al Conti Monitoring and Notification

Figure 5 — Software Development Life cycle with Integration of Al Development Life
cycle

legacy software

Annex G updates the standard to add requirements to deal with legacy software, where the
software design is prior to the existence of the current version of this standard, to assist
manufacturers who wish to show regulatory compliance by using state-of-the-art methods in
software development. Software process rigor level changes include clarification of
requirements and updating of the software process rigor level to include a risk-based approach.

Structure

This standard does not specify an organizational structure for the manufacturer or which part
of the organization is to perform which process, activity, or task. This standard requires only
that the process, activity, or task be completed to establish conformance with this standard.

Documentation

This standard does not prescribe the name, format, or explicit content of the documentation to
be produced. This standard requires documentation of task, but the decision of how to package
this documentation is left to the user of the standard.

Life cycle Model

This standard does not prescribe a specific life cycle model. The users of this standard are
responsible for selecting a life cycle model for the software project and for mapping the
process, activity, and task in this standard onto that model.

Rationale & Provisions

Annex A provides rationale for the clauses of this standard. Annex B provides guidance on the
provisions of this standard.

For the purposes of this standard:

e "shall' means that conformance to a requirement is mandatory for conformance to this
standard;

e "should" means that conformance to a requirement is recommended but is not mandatory
for conformance to this standard,;

e "may" is used to describe a permissible way to achieve conformance to a requirement;

e "establish" means to define, document, and implement; and
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¢ where this standard uses the term "as appropriate” in conjunction with a required process,
activity, task or output, the intention is that the manufacturer shall use the process, activity,
task or output unless the manufacturer can document a justification for not so doing.
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HEALTH SOFTWARE -
SOFTWARE LIFE CYCLE PROCESSES -

1 Scope

1.1 Purpose
NOTE Guidance for this clause can be found in Annex B.
This standard defines the life cycle requirements for health software. The set of process,

activity, and task described in this standard establishes a common framework for health
software life cycle process.

1.2 Field of application
NOTE 1 Guidance for this clause can be found in Annex B.
This standard applies to the development and maintenance of health software by a

manufacturer. medical device software is a subset of health software. Therefore, this document
applies to:

— software as part of a medical device;
— software as part of specific health hardware;
— software as a medical device (SaMD);

— software-only product intended to be used specifically for managing, maintaining, or
improving health of individuals, or for the delivery of care;

— health software with artificial intelligence (capability) (Al) or machine learning (ML)
algorithms

NOTE 2 Examples of health software include the following:

a) software as a part of a medical device: software that is an integral part of a device such as
an infusion pump or dialysis machine.

b) software as part of specific health hardware: patient diagnostic wristband, printer software,
healthcare scanner software, diagnostic app on specific wearable hardware (i.e. watch,
wristband, chestband).

c) software as a medical device (SaMD): software that is itself a medical device, such as a
software application that performs diagnostic image analysis for making treatment
decisions. A definition of software as a medical device is provided in [44] 1.

d) software-only product for other health use: hospital information systems, electronic health
records, electronic medical records, mobile diagnostic applications running on devices
without physiologic sensors or detectors, clinical software as a service, i.e. software
executed in an external environment, providing diagnostic calculation-results that fulfil the
definition of a medical device.

Before any type of software can be placed into service, activities are necessary before the
software is integrated into the PRODUCT. These PRODUCT-LEVEL activities are not covered
by this document (see Figure 1) but can be found in related product standards.

NOTE 3 This standard can be used in the development and maintenance of software that either is embedded into

a medical device or that is itself a medical device. In both cases, additional development activities are needed at
the system level before this type of software can be placed into service. These system activities are not covered by

this standard, but can be found in IEC 60601-1, IEC 82304-11 [1].

1 preparation.
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In this document, chapters relate to process, sections relate to activity, and task relate to
subsections.

This document describes process that are intended to be applied to software which executes
on a processor or which is executed by other software (for example an interpreter) which
executes on a processor.

This document applies regardless of the persistent storage device(s) used to store the software
(for example: hard disk, optical disk, permanent or flash memory).

This document applies regardless of the method of delivery of the software (for example:
transmission by network or email, optical disk, flash memory or EEPROM). The method of
software delivery itself is not considered health software.

This document does not cover the means of validation of the final product, even when the
product consists entirely of software. It also does not cover software life cycle steps after
release for intended use of the product, including implementation, configuration, integration
(with other systems), go-live, clinical use, operations, decommissioning or disposal, other than
activity involving maintenance of the software.

This document does not cover the validation of software tools used in the design of medical
devices (e.g. computer aided design (CAD) software), software used in medical device quality
systems or software for regulated processes (see ISO/TR 80002-2 [20] and AAMI TIR 36 [40]).

Data quality and validation of emergent characteristics or functionality of artificial intelligence
(capability) (Al) health software are not within the scope of this document.

NOTE 4 The 2nd edition of this standard recognizes that there is a data life-cycle for training data used as an
essential input to Al-enabled software items. Users of this standard may need to utilize other standards and technical
sources to supplement this document in addressing the unique performance characteristics of their Al.

NOTE 5 |If a product incorporates embedded software intended to be executed on a processor, the requirements
of this document apply to the software, including the requirements concerning SOFTWARE OF UNKNOWN
PROVENANCE (SOUP) — see 8.1.2)

NOTE 6 Validation and other development activities are needed at the product level before the software and
incorporating products can be placed into service. These product-level activities are not covered by this standard
but can be found in related product standards (e.g. IEC 60601-1, IEC 82304-1, etc.).

1.3 Relationship to other standards

This health software life-cycle document is written in a way that it can be used together with
referencing standards when developing and maintaining a product that includes health software
(see Annex C).

1.4 Conformance
Conformance is determined by inspection of all the documentation required by this document

including an assessment of processes, tasks and activities required for the software process
rigor level.

Conformity of legacy software may be demonstrated as indicated in Annex G

2 Normative references

There are no normative references in this document.

3 Terms and definitions

NOTE Guidance for this clause can be found in Annex A.

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

— |EC Electropedia: available at www.electropedia.org/
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— ISO Online browsing platform: available at www.iso.org/obp

3.1
activity
set of one or more interrelated or interacting task

3.2

anomaly

condition that deviates from the expected based on requirements specifications, design
documents, standards, etc. or from someone's perceptions or experiences. Anomalies may be
found during, but not limited to, the review, test, analysis, compilation, or use of medical device
software or applicable documentation

Note 1 to entry: Based on IEEE 1044:1993, definition 3.1.

3.3
architecture
organizational structure of a system or component

[SOURCE: IEEE 610.12:1990]

3.4

artificial intelligence (capability)

capability of a software item to perform functions that are generally associated with human
intelligence, such as reasoning and learning

Note 1 to entry: Modified from IEC 60050 176-09-17, uses software item instead of functional unit
Note 2 to entry: .Refer to ISO/IEC 22989:2023 for Al Terms and Definitions.

Note 3 to entry: This document uses artificial intelligence in the context of functions essentially depending on data
obtained from training.

3.5
change request
documented specification of a change to be made to a medical device software

3.6

configuration item

entity that can be uniquely identified at a given reference point
Note 1 to entry: Based on ISO/IEC 12207:2008, 4,7.

3.7
deliverable
required result or output (includes documentation) of an activity or task

3.8
evaluation
systematic determination of the extent to which an entity meets its specified criteria

[SOURCE: ISO/IEC 12207:2008, 4.12]

3.9

harm

physical injury, damage, or both to the health of people or damage to property or the
environment

[SOURCE: ISO 14971:2007, 2.2]

3.10
hazard
potential source of harm

[SOURCE: ISO 14971:2007, 2.3]
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3.11
hazardous situation
circumstance in which people, property or the environment are exposed to one or more hazard

[SOURCE: ISO 14971:2007, 2.4]

3.12
health software
software:

- intended to be used specifically for managing, maintaining, or improving health (IEV 880-
10-05) of individuals, or for the delivery of care;

- developed for the purpose of being incorporated into a medical device (IEV 880-09-24); or

- developed for the purpose of being incorporated into an MES (IEV 880-09-27)

Note 1 to entry: health software fully includes medical device software.

Note 2 to entry: Software incorporated into an MES but not developed for that purpose (e.g. commercial off the
shelf software or COTS software) is not considered health software.

[SOURCE: IEV 880-20-07]

3.13

legacy software

health software previously developed according to the generally recognized state of the art
(IEV 880-10-13) at the time of design

Note 1 to entry: Adequate records exist that demonstrate conformity with state of the art at the time of design (e.g.
an earlier version of a standard).

Note 2 to entry: Life cycle processes typically cannot be repeated in their entirety to demonstrate conformity with
current state of the art.

[SOURCE: Based on IEV 880-10-06 legacy, adj.]

3.14

manufacturer

organization (IEV 880-13-15) with responsibility for design or manufacture of health software
with the intention of making it available for use, under their name;

[SOURCE: IEC 60050:880-13-14, broadened to fit the scope of this document

Note 1 to entry: Attention is drawn to the fact that the provisions of national or regional regulations can apply to
the definition of manufacturer.

Note 2 to entry: For a definition of labelling, see ISO 13485:2003, definition 3.6.

[SOURCE: ISO 14971:2007, 2,8]

3.15

medical device

instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or calibrator,
software, material or other similar or related article, intended by the manufacturer to be used,
alone or in combination, for human beings for one or more of the specific purpose(s) of

— diagnosis, prevention, monitoring, treatment or alleviation of disease,

— diagnosis, monitoring, treatment, alleviation of or compensation for an injury,

— investigation, replacement, modification, or support of the anatomy or of a physiological
process,

— supporting or sustaining life,
— control of conception,
— disinfection of medical device,
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— providing information for medical purposes by means of in vitro examination of specimens
derived from the human body,

and which does not achieve its primary intended action in or on the human body by
pharmacological, immunological or metabolic means, but which may be assisted in its function
by such means

Note 1 to entry: This definition has been developed by the Global Harmonization Task Force (GHTF). See
bibliographic reference ISO/IEC 90003:2014 [2] (in ISO 13485:2003).

Note 2 to entry: Some differences can occur in the definitions used in regulations of each country.

Note 3 to entry: In conjunction with IEC 60601-1:2005 and IEC 60601-1:2005/AMD1:2012 the term "medical
device" assumes the same meaning as me equipment or me system (which are defined terms of IEC 60601-1).

[SOURCE: ISO 13485:2003, definition 3.7]

3.16

medical device software

software system that has been developed for the purpose of being incorporated into the medical
device being developed or that is intended for use as a medical device

Note 1 to entry: This includes a medical device software product, which then is a medical device in its own right.

3.17
negligible harm
harm resulting in inconvenience or temporary discomfort

Note 1 to entry: Typically, the lowest category of severity of harm defined in the risk management process used on
product level

3.18
PEMS
programmable electrical medical systems

3.19

problem report

record of actual or potential behaviour of a medical device software that a user or other
interested person believes to be unsafe, inappropriate for the intended use or contrary to
specification

Note 1 to entry: This standard does not require that every problem report results in a change to the medical device
software. A manufacturer can reject a problem report as a misunderstanding, error or insignificant event.

Note 2 to entry: A problem report can relate to a released medical device software or to a medical device software
that is still under development.

Note 3 to entry: This standard requires the manufacturer to perform extra decision making steps (see Clause 6)
for a problem report relating to a released product to ensure that regulatory actions are identified and implemented.

3.20
process rigor
stringent enforcement and conformance to given formal and structured processes

3.21
process
set of interrelated or interacting activity that transform inputs into outputs

Note 1 to entry: The term "activity" covers use of resources.
[SOURCE: ISO 9000:2000, definition 3.4.1]

3.22

regression testing

testing required to determine that a change to a system component has not adversely affected
functionality, reliability or performance and has not introduced additional defects

[SOURCE: ISO/IEC 90003:2004, definition 3.11]
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3.23
release
particular version of a configuration item that is made available for a specific purpose

Note 1 to entry: Based on ISO/IEC 12207:2008, definition 4.35.

3.24
residual risk
risk remaining after risk control measures have been taken

Note 1 to entry: Adapted from ISO/IEC Guide 51:1999, definition 3.9.

Note 2 to entry: ISO/IEC Guide 51:1999, definition 3.9 uses the term "protective measures" rather than "risk control
measures." However, in the context of this International Standard, "protective measures" are only one option for
controlling risk as described in 6.2 [of ISO 14971:2007].

[SOURCE: ISO 14971:2007, 2.15.]

3.25
risk
combination of the probability of occurrence of harm and the severity of that harm

[SOURCE: ISO 14971:2007, 2.16]

3.26
risk analysis
systematic use of available information to identify hazard and to estimate the risk

[SOURCE: ISO 14971:2007, 2.17]

3.27

risk control

process in which decisions are made and risk are reduced to, or maintained within, specified
levels

[SOURCE: ISO 14971:2007, 2.19]

3.28

risk estimation

process used to assign values to the probability of occurrence of harm and the severity of that
harm

[SOURCE: ISO 14971:2007 2.20]

3.29

risk evaluation

process of comparing the estimated risk against given risk criteria to determine the acceptability
of the risk

[SOURCE: ISO 14971:2007 2.21]

3.30

risk management

systematic application of management policies, procedures, and practices to the task of
analysing, evaluating, and controlling risk

[SOURCE: ISO 14971:2007, 2.22]

NOTE modified — The phrase "and monitoring" has been removed

3.31

risk management file

set of records and other documents, not necessarily contiguous, that are produced by a risk
management process

[SOURCE: I1SO 14971:2007, 2.23]
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3.32
safety
freedom from unacceptable risk

[SOURCE: ISO 14971:2007, 2.24]

3.33

security

cybersecurity

state where information and systems are protected from unauthorized activities, such as
access, use, disclosure, disruption, modification, or destruction to a degree that the related
risks to violation of confidentiality, integrity, and availability are maintained at an acceptable
level throughout the life-cycle

Note 1 to entry: SOURCE: ISO 81001-1:2021 [17], 3.2.13

3.34

software development life cycle model

conceptual structure spanning the life of the software from definition of its requirements to its
release, which:

- identifies the process, activity and task involved in development of software,
- describes the sequence of and dependency between activity and task, and

- identifies the milestones at which the completeness of specified deliverable is verified.

Note 1 to entry: Based on ISO/IEC 12207:1995, definition 3.11

3.35

software item

identifiable part of a computer program, i.e. source code, object code, control code, control
data, or a collection of these items

Note 1 to entry: Three terms identify the software decomposition. The top level is the software system. The lowest
level that is not further decomposed is the software unit. All levels of composition, including the top and bottom
levels, can be called software item. A software system, then, is composed of one or more software item, and each
software item is composed of one or more software unit or decomposable software item. The responsibility is left to
the manufacturer to provide the granularity of the software item and software unit.

Note 2 to entry: Based on ISO/IEC 90003:2004, 3.14 and ISO/IEC 12207:2008, 4.41

3.36

software system

integrated collection of software item organized to accomplish a specific function or set of
functions

3.37
software unit
software item that is not subdivided into other items

Note 1 to entry: The granularity of software unit is defined by the manufacturer (see B.3).

3.38

soup

software of unknown provenance (acronym)

software item that is already developed and generally available and that has not been
developed for the purpose of being incorporated into the medical device (also known as “off-
the-shelf software”) or software item previously developed for which adequate records of the
development process are not available

Note 1 to entry: A medical device software system in itself cannot be claimed to be soup.

3.39

system

integrated composite consisting of one or more of the process, hardware, software, facilities,
and people, that provides a capability to satisfy a stated need or objective
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Note 1 to entry: Based on ISO/IEC ISO/IEC 12207:2008, 4.48.

3.40
task
single piece of work that needs to be done

3.41

traceability

degree to which a relationship can be established between two or more products of the
development process

Note 1 to entry: Requirements, architecture, risk control measures, etc. are examples of deliverables of the
development process.

[SOURCE: IEEE 610.12:1990]

3.42

verification

confirmation through provision of objective evidence that specified requirements have been
fulfilled

Note 1 to entry: "Verified" is used to designate the corresponding status.

Note 2 to entry: In design and development, verification concerns the process of examining the result of a given
activity to determine conformity with the stated requirement for that activity..

[SOURCE: ISO 9000:2000, definition 3.8.4]

3.43
version
identified instance of a configuration item

Note 1 to entry: Modification to a version of medical device software, resulting in a new version, requires software
configuration management action.
Note 2 to entry: Based on ISO/IEC 12207:2008, 4.56.

4 General requirements

NOTE Guidance for this clause can be found in Annex B.
4.1 Not used

4.2 risk management
NOTE 1 Guidance for this clause can be found in Annex B.

For the purposes of this document, the product's risk management process is used for the health software life cycle
activities and tasks.

NOTE 2 The risk analysis from the product risk management is being used 4.3 in order to determine process rigor
level.

NOTE 3 Since this document is not a product level standard, any risk management activities of the health software
life-cycle process can be derived from the manufacturers’ risk management system applied to their products.

NOTE 4 The product security risk management informs the product risk management process and vice versa.
NOTE 5 See IEC 81001-5-1:2021, section 4.2

NOTE 6 The information flow between software development and the product life-cycle is specified in Clause 7,
which specifies how the risk management process assesses and evaluates the contribution of software to hazardous
situations.

NOTE 7 The risk management process used at the product level determines the rigor of the software process.

NOTE 8 Applicable jurisdictional requirements call out application of ISO 14971.
4.3 Software process rigor level
4.3.1 software system

a) The manufacturer shall assign to each software system a software process rigor level (I or
I) according to the risk of harm to which the software system can contribute as indicated
in Figure 6
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Q_evel Il (by defaultD 1

Is an assumed software
failure occurrence very unlikely to
cause HARM or can cause only NEGLIGIBLE HARM?

NO

Do RISK CONTROL measures, external to
SOFTWARE SYSTEM, mitigate the software so
that the assumed software failure occurrence is
very unlikely to cause HARM or can cause only
NEGLIGIBLE HARM?

NO

 ar ) D)

Figure 6 — Assigning software process rigor (3.20) level

When determining the software process rigor level, the entire software functionality with all
possible failures shall be evaluated. No probability shall be assigned to the occurrence of
software failures, instead a worst-case scenario shall be assumed.

The software system is software process rigor level | if:

— An assumed software failure occurrence is very unlikely to cause harm or can cause only
negligible harm; or

— risk control measures, external to software system, mitigate the software so that the
assumed software failure occurrence is very unlikely to cause harm or can cause only
negligible harm.

The software system is software process rigor level Il if the level | conditions are not met.

The risk control measures that reduce the software process rigor level shall be verification for
effectiveness prior to software release.

b) The manufacturer shall document the software process rigor level assigned to each
software system in the risk management file.

Documents

Document Sharing Hub

Full document details: 25/30502360 DC


https://doi.org/10.3403/30089751U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/25-30502360-dc
http://www.avadocuments.com/doc/25-30502360-dc

EC 62304 ED2 © IEC 2025 - 24 - 62A/1639/CD

c) For each software system until a software process rigor level is assigned, all requirements
shall apply.

NOTE 1 For a software system that initially requires software process rigor level Il, the manufacturer may
implement additional risk control measures external to the software system (including revising the system
architecture containing the software system) and subsequently assign a new software process rigor level to the
software system.

NOTE 2 External risk control measures can be realized by hardware, an independent software system, or health
care procedures.

NOTE 3 verification of risk control measures can be met by using a risk management process that is compliant
with ISO 14971.

4.3.2 Decomposition into software item

a) When a software system with software process rigor level Il is decomposed into software
item, and when a software item is decomposed into further software item, such software
item shall inherit the software process rigor level of the original software item (or software
system) unless the manufacturer documents a rationale for the assignment of software
process rigor level | according to 4.3.1 a) replacing software system with software item, and
the software item is effectively segregated from software item with software process rigor
level II.

NOTE 1 Decomposition is the static refinement of a software system performed as part of the software architectural
design (5.3) and the software design (5.3.6)

NOTE 2 See B.4.3 for further guidance

b) software item that implement a risk control measure shall be assigned a software process
rigor level based on the risk that the risk control measure is controlling.

5 Software development process

5.1 Software development planning

NOTE Guidance for this clause can be found in Annex B.
5.1.1 Software development plan

The manufacturer shall establish a software development plan (or plans) for conducting the
activity of the software development process appropriate to the scope, magnitude, and software
process rigor level of the software system to be developed. The software development life cycle
model shall either be fully defined or be referenced in the plan (or plans). The plan shall address
the following:

a) the process to be used in the development of the software system (see Note 4);
b) the deliverable (includes documentation) of the activity and task;

c) traceability between system requirements, software requirements, software system test,
and risk control measures implemented in software;

d) software configuration and change management, including soup configuration item and
software used to support development; and

e) software problem resolution for handling problems detected in the health software,
deliverable and activity at each stage of the life cycle.

[Levels 1, 1]

NOTE 1 The software development life cycle model can identify different elements (process, activity, task and
deliverable) for different software item according to the process rigor level classification of each software item of
the software system.

NOTE 2 These activity and task can overlap or interact and can be performed iteratively or recursively. It is not the
intent to imply that a specific life cycle model is preferred.

NOTE 3 Other process are described in this standard separately from the development process. This does not
imply that they must be implemented as separate activity and task. The activity and task of the other process can
be integrated into the development process.

NOTE 4 The software development plan can reference existing process or define new ones.
NOTE 5 The software development plan may be integrated in an overall system development plan.
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NOTE 6 The Software development plan is applicable to all software process rigor levels with justification where a
section might not applicable.

5.1.2 Keep software development plan updated
The manufacturer shall update the plan as development proceeds as appropriate.

[Levels I, 11]

5.1.3 Software development plan reference to system design and development

a) As inputs for software development, system requirements shall be referenced in the
software development plan by the manufacturer.

b) In the software development plan, the manufacturer shall include or reference procedures
for coordinating the software development with the product development necessary to
satisfy 4.1 (such as system integration, verification, and validation).

[Levels I, 1]

NOTE There might not be a difference between software system requirements and system requirements if the
software system is a stand alone system (software-only device).

5.1.4 Software development standards, methods and tools planning

a) The manufacturer shall include or reference in the software development plan:
1) standards,
2) methods, and
3) tools

associated with the development of software item

NOTE In the software development plan, "method" includes any technique to support software development, like
programming languages, programming environments, paradigms, software modelling techniques, software
development frameworks etc.

b) The manufacturer shall document the methods used for the following activities, as required
by the process rigor level:

— requirements verification,

— architecture verification,

— design verification,

— unit verification,

— integration testing, and

— software system verification.
[Levels 1, 1]

5.1.5 Software integration and integration testing planning

The manufacturer shall include or reference in the software development plan, a plan to
integrate the software item (including soup) and perform testing during integration. [Level Il]

NOTE 1 It is acceptable to combine integration testing and software system testing into a single plan and set of
activity.

NOTE 2 See 5.6.

5.1.6 Software verification planning

The manufacturer shall include or reference in the software development plan the following
verification information:

a) deliverable requiring verification;

b) the required verification task for each life cycle activity;

c) milestones at which the deliverable are verified (verification;) and

d) the acceptance criteria for verification of the deliverable.
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[Levels I, 11]

5.1.7 Software risk management planning

The manufacturer shall include or reference in the software development plan, a plan to
conduct the activity and task of the software risk management process, including the
management of risk relating to soup and security risks.

[Level 11]

NOTE See Clause 7.

5.1.8 Documentation planning

The manufacturer shall include or reference in the software development plan information about
the documents to be produced during the software development life cycle. For each identified
document or type of document the following information shall be included or referenced:

a) title, name or naming convention;

b) purpose;

c) procedures and responsibilities for development, review, approval and modification.
[Levels I, 11]

NOTE See Clause 8 for consideration of configuration management of documentation.

5.1.9 Software configuration management planning

The manufacturer shall include or reference software configuration management information in
the software development plan. The software configuration management information shall
include or reference:

a) the classes, types, categories or lists of items to be controlled;

b) the software configuration management activity and task;

c) the organization(s) responsible for performing software configuration management activity;
d) their relationship with other organizations, such as software development or maintenance;
e) when the items are to be placed under configuration control; and

f) when the problem resolution process is to be used.

[Levels I, 11]

NOTE See Clause 8.

5.1.10 Supporting items to be controlled

The manufacturer shall control items that could impact the health software development or are
required to recreate a specific software release. This may include:

— Tools,

— Development environment,

— Settings,

— Data and,

— Simulators.

[Levels 1,11]

NOTE 1 Examples of such items include compiler/assembler versions, make files, batch files, and specific
environment settings.

NOTE 2 See Clause 8.

NOTE 3 Validation of non-product software is addressed by the quality system at product level.
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5.1.11 Software configuration item control before verification

The manufacturer shall plan to place configuration item under configuration management
control before they are verification.

[Levels I,11]

5.1.12 Not used
See 7.1.2

5.1.13 Software release planning

The manufacturer shall define or reference the procedure for software release, according to
the purpose of the release, in the software development plan.

NOTE A software release, following this standard is not a product release. Additional release activities are
expected at product level, for instance design validation and product documentation. This applies to all types of
software including stand alone software.

[Levels I, 11]

5.1.14 Software maintenance planning

The manufacturer shall include or reference a software maintenance plan (see 6.1) in the
Software Development Plan

[Levels 1,11]

5.1.15 artificial intelligence (capability) (Al) planning

This clause specifies Al-related deliverables for software items that rely upon artificial
intelligence (capability) including Machine Learning (ML), Deep Learning (DL), Reinforcement
Learning (RL) or Large Language Models (LLM), also referred to as Al-enabled Devices (AleDs)
or health software that depends on data obtained from an AleD.

The manufacturer shall identify the software items or functions that are Al-enabled (as above).

The manufacturer shall identify any general-purpose Al platform systems which are only
intended to implement general functions, as SOUP.

NOTE 1 This clause assumes that Al-enabled clinical functions are executed on generic Al platform systems that
are general-purpose software - independent of the product function - before being ‘programmed' (e.g. configured,
parametrized, and trained) towards specific health-related functionality. Such generic platforms are considered
SOUP and managed using configuration management. See Clause 8.

For each Al-enabled software item or function the manufacturer shall plan the following
activities and specify the methods and standards applied:

a) AleD Planning and Design
NOTE 2 This can include:

1) Governance and objectives

2) Resourcing and competency

3) Transparency and traceability

4) Data collection and quality planning

5) Ethics and fairness

6) risk management for safety, performance and fundamental rights
7) Security and data protection

8) Algorithm selection and model design

9) Feature engineering

10) Scalability, infrastructure and observability
11) Interpretability and explainability
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b) Data collection and management
NOTE 3 This can include:

1) Data Suitability

2) Data quality and quantity

3) Data privacy and security

4) Data governance and configuration management
5) Data acquisition, augmentation and integration
6) Data labelling and annotation

7) Data sampling and bias mitigation

8) Data versioning and traceability

9) Data storage and infrastructure

10) Data ownership, access and sharing

Ref. IEC Publicly Available Specification (PAS) 62531 Data Management and Data Quality
Assessment for Medical devices

¢) Model-building and tuning

NOTE 4 This can include:
1) Model selection
2) Model analysis, selection and complexity
3) Feature selection and data engineering
4) Parameter / Hyper-parameter tuning
5) Cross-validation selection and design
6) Ensemble methods
7) Regularisation and optimization
8) Model explainability and interpretability
9) Model performance and evaluation metrics
10) Model robustness and generalization

d) verification and validation
NOTE 5 This can include:

1) verification and validation strategy

2) Performance evaluation metrics

3) Internal validation (model and data verification)

4) External validation (clinical testing to user needs)

5) Explainability method verification and validation

6) Transparency, usability and interpretability

7) Technical documentation, traceability and reporting

8) Independent test strategy and competency

Ref. IEC 63450 Al Verification and Validation Test Methods

e) Model deployment
NOTE 6 This can include:

1) Scalability
2) Performance
3) Reliability
4) Usability
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5) Integration

6) Versioning

7) Monitoring and logging

8) Compliance and governance

9) Documentation and training

10) Deployment and decommission planning

Ref. IEC 63521 Al Performance Evaluation
f) Operation and monitoring
NOTE 7 This can include:

1) Real-time monitoring

2) Alerting and notifications

3) Logging and auditing

4) Performance optimization

5) Scalability and resource management

6) Feedback mechanisms

7) Security and compliance

8) Model drift and bias detection

9) Labelling and instructions

10) Incident response and troubleshooting

11) Continuous improvement

g) Real-world performance evaluation
NOTE 8 This can include:

1) Define key performance indicators (KPIs)

2) Production data collection

3) evaluation metrics calculation

4) Comparison with baseline

5) Monitoring and alerting

6) Clinical oversight

7) Drift detection

8) Feedback collection

9) Error analysis

10) Continuous improvement

11) Change management

12) Re-training

13) Responsibility agreement

14) Documentation and reporting
Also see Annex E.

NOTE 9 A software life-cycle is detached from the data life-cycle. release of health software can be independent
from changes related to some training activity like e.g. PCCP

[Levels I, 1]
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5.1.16 Communication plan

The manufacturer shall define or reference a communication strategy in the software
development plan / Al development plan to inform the "users", "owners", "administrators”,
"regulators" about:

a) any problem in the health software released for Intended use and the consequences of
continued unchanged use; and

b) the nature of any available changes to health software released for Intended use to obtain
and install the changes.

NOTE As an example, the communication plan can refer to the product maintenance plan which then resolves the

"o won

roles of "users", "owners",

"o

administrators", "regulators" as they are used in Clause 6.

[Levels 1,11]

5.2 Software requirements analysis

5.2.1 Define and document software requirements from system requirements

The manufacturer shall define and document health software requirements derived from the
system level requirements.

[Levels I, 1]

NOTE 1 health software requirements often refine system level requirements by including 'technical’ specifications
based on more general requirements at system level.

NOTE 2 There might not be a difference between software system requirements and system requirements if the
software system is a stand alone system (software-only device).

5.2.2 Software requirements content
The manufacturer shall include at least the following types of software requirements as
appropriate to the health software:

a) functional and capability requirements;

NOTE 1 Examples include:

— performance (e.g., purpose of software, timing requirements),

— physical characteristics (e.g., code language, platform, operating system),

— computing environment (e.g., hardware, memory size, processing unit, time zone, network
infrastructure) under which the software is to perform, and

— need for compatibility with upgrades or multiple soup or other device versions.
— user-controlled functions supporting migration or disposal of health software

b) software system inputs and outputs;
NOTE 2 Examples include:

— data characteristics (e.g., numerical, alpha-numeric, format)
— ranges,

— limits, and

— defaults.

c) interfaces between the software system and other system;
d) software-driven alarms, warnings, and operator messages;
e) security requirements;

NOTE 3 Examples include:

— those related to the compromise of sensitive information,
— authentication,

— authorization,

— audit trail, and
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