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115 INTERNATIONAL ELECTROTECHNICAL COMMISSION

116

117

118 FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/

119 PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

120

121 Part 1: General requirements

122

123 FOREWORD

124 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
125 all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
126 co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
127 in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
128 Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
129 preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
130 may participate in this preparatory work. International, governmental and non-governmental organizations liaising
131 with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
132 Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.
133 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
134 consensus of opinion on the relevant subjects since each technical committee has representation from all
135 interested IEC National Committees.

136 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
137 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
138 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
139 misinterpretation by any end user.

140 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
141 transparently to the maximum extent possible in their national and regional publications. Any divergence between
142 any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.
143 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
144 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
145 services carried out by independent certification bodies.

146 6) All users should ensure that they have the latest edition of this publication.

147 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
148 members of its technical committees and IEC National Committees for any personal injury, property damage or
149 other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
150 expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
151 Publications.

152 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
153 indispensable for the correct application of this publication.

154 9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
155 patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
156 respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
157 may be required to implement this document. However, implementers are cautioned that this may not represent
158 the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
159 shall not be held responsible for identifying any or all such patent rights.

160 EC 61508-1 has been prepared by subcommittee 65A: System aspects, of |IEC technical
161 committee 65: Industrial-process measurement, control and automation. It is an International
162 Standard.

163 This third edition cancels and replaces the second edition published in 2010. This edition
164 constitutes a technical revision.

165 This edition includes the following significant technical changes with respect to the previous
166 edition (the following list does refer to this document; other parts do mention specific further
167  details):

168 a) Document was upgraded to the 2024 version of the ISO/IEC Directives; this does
169 introduce a significant number of editorial changes, clause renumbering and rewording
170 of the information provided in Notes;
P Documents
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171 b) The scope includes clarification on ‘artificial Intelligence’ (software technology class),
172 human factors and security. The related requirements are limited to the hazard and risk
173 analysis (refer to 7.1.2.3 on human factors and 7.4.2.3 for security) and further
174 references to external guidance;

175 c) The interfaces to other parts of IEC 61508 have been clarified and duplication of
176 requirements in other Parts has been removed;

177 d) The differentiation between the required Safety Integrity Level (SIL) and the achieved
178 Systematic Capability (SC) has been clarified;

179 e) Requirements on levels of independence for functional safety assurance activities
180 (Annex B) have been introduced;

181 f) Various minor editorial errors have been corrected, the normative references and the
182 bibliography has been updated.

183

184 It has the status of a basic safety publication according to IEC Guide 104.

185 The text of this document is based on the following documents:

Draft Report on voting

65A/XX/FDIS 65A/XX/RVD

186
187 Full information on the voting for its approval can be found in the report on voting indicated in
188 the above table.

189  The language used for the development of this document is English.

190 This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
191 accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
192 at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
193  described in greater detail at www.iec.ch/publications.

194 A list of all parts of the IEC 61508 series, published under the general title Functional safety of
195 electrical / electronic / programmable electronic safety-related systems, can be found on the
196 IEC website.

197 The committee has decided that the contents of this document will remain unchanged until the
198 stability date indicated on the IEC website under webstore.iec.ch in the data related to the
199 specific document. At this date, the document will be

200 e reconfirmed,
201 e withdrawn,
202 e replaced by a revised edition, or

203 e amended.

204

205
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206 INTRODUCTION

207  Systems comprised of electrical and/or electronic elements have been used for many years to
208 perform safety functions in most application sectors. Computer-based systems (generically
209 referred to as programmable electronic systems) are being used in all application sectors to
210 perform non-safety functions and, increasingly, to perform safety functions. If computer system
211 technology is to be effectively and safely exploited, it is essential that those responsible for
212 making decisions have sufficient guidance on the safety aspects on which to make these
213 decisions.

214 This document sets out a generic approach for all safety lifecycle activities for systems
215 comprised of electrical and/or electronic and/or programmable electronic (E/E/PE) elements
216 that are used to perform safety functions. This unified approach has been adopted in order that
217 a rational and consistent technical policy be developed for all electrically-based safety-related
218 systems. A major objective is to facilitate the development of product and application sector
219 international standards based on the IEC 61508 series.

220 NOTE 1 Examples of product and application sector international standards based on the IEC 61508 series are
221 given in the Bibliography (see references [1], [2] and [3]).

222 In most situations, safety is achieved by a number of systems which rely on many technologies
223 (for example mechanical, hydraulic, pneumatic, electrical, electronic, programmable electronic).
224  Any safety strategy shall therefore consider not only all the elements within an individual system
225  (for example sensors, controlling devices and actuators) but also all the safety-related systems
226 making up the total combination of safety-related systems. The safety strategy shall also
227 consider the influence of humans on the achievement of functional safety. Therefore, while this
228 document is concerned with E/E/PE safety-related systems, it may also provide a framework
229  within which safety-related systems based on other technologies may be considered.

230  Itis recognized that there is a great variety of applications using E/E/PE safety-related systems
231 in a variety of application sectors and covering a wide range of complexity, hazard and risk
232 potentials. In any particular application, the required safety measures will be dependent on
233 many factors specific to the application. This document, by being generic, will enable such
234 measures to be formulated in future product and application sector international standards and
235 in revisions of those that already exist.

236 This document

237 - considers all relevant overall, E/E/PE system and software safety lifecycle phases (for
238 example, from initial concept, through design, implementation, operation and maintenance
239 to decommissioning) when E/E/PE systems are used to perform safety functions;
240 — has been conceived with a rapidly developing technology in mind; the framework is
241 sufficiently robust and comprehensive to cater for future developments;
242 — enables product and application sector international standards, dealing with E/E/PE safety-
243 related systems, to be developed; the development of product and application sector
244 international standards, within the framework of this document, should lead to a high level
245 of consistency (for example, of underlying principles, terminology etc.) both within
246 application sectors and across application sectors; this will have both safety and economic
247 benefits;
248 — provides a method for the development of the safety requirements specification necessary
249 to achieve the required functional safety for E/E/PE safety-related systems;
250 — adopts arisk-based approach by which the safety integrity requirements can be determined;
251 — introduces safety integrity levels for specifying the target level of safety integrity for the
252 safety functions to be implemented by the E/E/PE safety-related systems;
253 NOTE 2 This document does not specify the safety integrity level requirements for any safety function, nor does it
254 mandate how the safety integrity level is determined. Instead, it provides a risk-based conceptual framework and
255 example techniques.
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256 — sets target failure measures for safety functions carried out by E/E/PE safety-related
257 systems, which are linked to the safety integrity levels;
258 — sets a lower limit on the target failure measures for a safety function carried out by a single
259 E/E/PE safety-related system. For E/E/PE safety-related systems operating in
260 ¢ a low demand mode of operation, the lower limit is set at an average probability of a
261 dangerous failure on demand of 10-9;
262 e a high demand or a continuous mode of operation, the lower limit is set at an average
263 frequency of a dangerous failure of 10=9 [h-1];
264 NOTE 3 A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.
265 NOTE 4 It can be possible to achieve designs of safety-related systems with lower values for the target safety
266 integrity for non-complex systems, but these limits are considered to represent what can be achieved for relatively
267 complex systems (for example programmable electronic safety-related systems) at the present time.
268 — sets requirements for the avoidance and control of systematic faults, which are based on
269 experience and judgement from practical experience gained in industry. Even though the
270 probability of occurrence of systematic failures cannot in general be quantified this
271 document does, however, allow a claim to be made, for a specified safety function, that the
272 target failure measure associated with the safety function can be considered to be achieved
273 if all the requirements in this document have been met;
274  — adopts a broad range of principles, techniques and measures to achieve functional safety
275 for E/E/PE safety-related systems, but does not explicitly use the concept of fail safe.
276 However, the concept of “fail safe” and “inherently safe” principles may be applicable and
277 adoption of such concepts is acceptable providing the requirements of the relevant clauses
278 in this documentare met.
279
280
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281 FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/

282 PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -
283

284 Part 1: General requirements

285

286

287

288 1 Scope

289 1.1 This document covers those aspects to be considered when
290 electrical/electronic/programmable electronic (E/E/PE) systems are used to carry out safety
291 functions. A major objective of t

292 The goal of this document is to facilitate the development of product and application sector
293 international standards by the technical committees responsible for the product or application
294 sector. This will allow all the relevant factors, associated with the product or application, to be
295  fully taken into account and thereby meet the specific needs of users of the product and the
296  application sector. A second objective of this document is to enable the development of E/E/PE
297 safety-related systems where product or application sector international standards do not exist.

298  The scope of this document is functional safety for E/E/PE safety-related systems but, apart
299  from normative requirements in the hazard and risk analysis phase, does not itself provide
300 normative requirements for malevolent action arising from a
301 cybersecurity risk. However, if a cybersecurity assessment has identified that a reasonably
302 foreseeable cyber security risk will arise, it is essential that measures be taken for all relevant
303 phases of the overall, E/E/PE and software safety lifecycles in order to protect against such
304 threats to ensure that functional safety is achieved.

305 NOTE 1 For requirements and/or guidance on cybersecurity see IEC 62443 series and |SO/IEC 2700( series.

306 NOTE 2 For guidance on the coordination between safety and security refer to |JEC TR 63069.
307 1.2 In particular, this document

308 a) applies to safety-related systems when one or more of such systems incorporates
309 electrical/electronic/programmable electronic elements;

310 NOTE 1 In the context of low complexity E/E/PE safety-related systems, certain requirements specified in this

311 document can be unnecessary, and exemption from compliance with such requirements is possible (see 4.2, and the
312 definition of a low complexity E/E/PE safety-related system in 3.4.3 of |EC 61508-4).

313 NOTE 2 Although a person can form part of a safety-related system (see 3.4.1 of |EC 61508-4), human factor
314 requirements related to those aspects of the design of E/E/PE safety-related systems are not considered in detail in
315 this document.

316 NOTE 3 This document can be applied to custom, low-volume and high volume production safety-related systems,
317 subsystems, elements and compliant items.

318 NOTE 4 This document can be applied to parts of the safety function (e.g., compliant item or tool) but it does not
319 provide a final SIL statement to a part of the safety function.

320 b) is generically based and applicable to all E/E/PE safety-related systems irrespective of the

321 application;

322

323

324 c) covers the achievement of a tolerable risk through the application of E/E/PE safety-related
325 systems, but does not cover hazards arising from the E/E/PE equipment itself (for example
326 electric shock);

327 d) applies to all types of E/E/PE safety-related systems, including protection systems and
328 control systems; Documents
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329 e) does not cover E/E/PE systems where

330 — asingle E/E/PE system is capable on its own of meeting the tolerable risk, and

331 — the required quantitative performance and integrity of the safety functions of the single
332 E/E/PE system is less than that specified for safety integrity level 1 (the lowest safety
333 integrity level in this document).

334 f) is mainly concerned with the E/E/PE safety-related systems whose failure could have an
335 impact on the safety of persons and/or the environment; however, it is recognized that the
336 consequences of failure could also have serious economic implications and in such cases
337 this document could be used to specify any E/E/PE system used for the protection of
338 equipment or product;

339 NOTE7 See 3.1.1 of [EC 61508-4.
340 g) considers E/E/PE safety-related systems and other risk reduction measures, in order that

341 the safety requirements specification for the E/E/PE safety-related systems can be
342 determined in a systematic, risk-based manner;

343 h) uses an overall safety lifecycle model as the organisational framework for dealing
344 systematically with the processes and activities necessary for ensuring the functional safety
345 of the E/E/PE safety-related systems;

346 NOTE 8 Although the overall safety lifecycle is primarily concerned with E/E/PE safety-related systems, it might
347 also provide a technical framework for considering any safety-related system irrespective of the technology of that
348 system (for example mechanical, hydraulic or pneumatic).

349 i) specifies the essential concept of safety integrity levels applicable to any sector application;

350 j) does not specify the selection of safety integrity levels required to address risks specific to
351 sector applications (which must be based on detailed information and knowledge of the
352 sector application).

353 k) provides general requirements for E/E/PE safety-related systems where no product or
354 application sector international standards exist;

355 [) requires malevolent and unauthorised actions to be considered during hazard and risk
356 analysis. The scope of the analysis includes all relevant safety lifecycle phases;

357 NOTE 9 For further details refer to ISO/IEC TR 19791 and IEC 62443 series.
358 m) does not cover the precautions that may be necessary to prevent unauthorized persons

359 damaging, and/or otherwise adversely affecting, the functional safety of E/E/PE safety-
360 related systems (see k) above);

361 n) does not specify the requirements for the development, implementation, maintenance and/or
362 operation of security policies or security services needed to meet a security policy that may
363 be required by the E/E/PE safety-related system;

364 0) does apply to software algorithms of software technology class I;

365 does apply to software algorithms of software technology class Il and in combination with
366 the additional requirements provided in ISO/IEC TS 22440.

367 NOTE 1 The software technology classes relate to the generically used term “artificial intelligence” as defined in
368 ISO/IEC 22989; for defintions refer to 61508-4, Clauses 3.2.15, 3.2.16 and 3.2.17.

369 NOTE 2 Refer to ISO/IEC TR 5469:2024 and to ISO/IEC TS 22440-1 for further details.

370 NOTE 3 The concept of safety integrity level as described in this document can be applied to the hardware used
371 to execute or implement software algorithms of software technology class I, Il or 1l

372

373 1.3 This part of the IEC 61508 series of standards includes general requirements that are
374  applicable to all parts. Other parts of the IEC 61508 series concentrate on topics that are more
375 specific:

376 — parts 2 and 3 provide additional and specific requirements for E/E/PE safety-related systems
377 (part 2 for hardware and part 3 for software);
378 — part 4 gives definitions and abbreviations that are used throughout all parts ofthieDQ(DtH’nentS

Document Sharing Hub

Full document details: 25/30507485 DC


https://doi.org/10.3403/02530708U?&urlappend=%26utm_campaign=pdfdoi%26utm_source=pdfdoi%26utm_medium=pdf
http://www.avadocuments.com/doc/25-30507485-dc
http://www.avadocuments.com/doc/25-30507485-dc

IEC CDV 61508-1 ED3 © IEC 2025 11 65A/1164/CDV

379 — part 5 provides guidelines on the application of part 1 in determining safety integrity levels,
380 by showing example methods;

381 — part 6 provides guidelines on the application of parts 2 and 3;

382 — part7 contains an overview of techniques and measures.

383 1.4 This document is a basic safety publication to be used in conjunction with the other parts
384 of IEC 61508 for use by end users to evaluate functional safety applications, or by technical
385 committees in the preparation of standards in accordance with the principles contained in IEC
386 Guide 104 and ISO/IEC Guide 51. This document does not apply in the context of low complexity

387 E/E/PE safety-related systems (see |EC 61508-4 3.4.3).

388 1.5 Figure 1 shows the overall framework of the IEC 61508 series and indicates the role that
389 EC 61508-1| plays in the achievement of functional safety for E/E/PE safety-related systems.

Documents
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392 2 Normative references

393  The following documents are referred to in the text in such a way that some or all of their content
394 constitutes requirements of this document. For dated references, only the edition cited applies.
395 For undated references, the latest edition of the referenced document (including any
396 amendments) applies.

397 |EC 61508-2:202X, Functional safety of electrical/electronic/porogrammable electronic safety-
398 related systems — Part 2: Requirements for electrical/electronic/programmable electronic
399  safety-related systems

400 JEC 61508-3:202X, Functional safety of electrical/electronic/programmable electronic safety-
401 related systems — Part 3: Software requirements

402 |EC 61508-4:202X, Functional safety of electrical/electronic/programmable electronic safety-
403  related systems — Part 4: Definitions and abbreviations

404 IEC Guide 104:2019, The preparation of safety publications and the use of basic safety
405  publications and group safety publications

406 ISO/IEC Guide 51:2014, Safety aspects — Guidelines for their inclusion in standards

407 3 Definitions and abbreviations
408 For the purposes of this document, the definitions and abbreviations given in [JEC 61508-4 apply.

409 ISO and IEC maintain terminology databases for use in standardization at the following
410 addresses:

411 o |EC Electropedia: available at https://www.electropedia.org/

412 e |SO Online browsing platform: available at https://www.iso.org/obp
413 4 Conformance to this document

414 4.1 To conform to this document it shall be demonstrated that all the relevant requirements
415 have been satisfied to the required criteria specified (for example safety integrity level) and
416 therefore, for each clause or subclause, all the objectives have been met.

417 NOTE This can be done in the form of a safety case (justification) which provides clear, comprehensive and
418 defensible arguments, supported by evidence, that all relevant normative requirements in this document are met
419 when operated in the intended operational environment.

420 4.2 This document specifies the requirements for E/E/PE safety-related systems and has been
421 developed to meet the full range of complexity associated with such systems. However, for low
422 complexity E/E/PE safety-related systems (see 3.4.3 of ), where dependable field
423 experience exists which provides the necessary confidence that the required safety integrity
424 can be achieved, the following options are available:

425 a) in product and application sector international standards implementing the requirements of

426 IEC 61508-1to JEC 61508-7, certain requirements may be unnecessary and exemption from
427 compliance with such requirements is acceptable;
428 a) if this document is used directly for those situations where no product or application sector
429 international standard exists, certain of the requirements specified in this document may be
430 unnecessary and exemption from compliance with such requirements is acceptable
431 providing this is justified.
Documents
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432 4.3 Product or application sector international standards for E/E/PE safety-related systems
433 developed within the framework of this document shall take into account the requirements of
434 ISO/IEC Guide 51 and IEC Guide 104.

435 5 Documentation

436 5.1 Objectives

437  5.1.1 The first objective of the requirements of this clause is to specify the necessary
438 information to be documented in order that all phases of the overall, E/E/PE system and
439  software safety lifecycles can be effectively performed.

440 5.1.2 The second objective of the requirements of this clause is to specify the necessary
441 information to be documented in order that the management of functional safety (see Clause
442 6), verification (see 7.18) and the functional safety assessment (see Clause 8) activities can be
443  effectively performed.

444 NOTE 1 The information can be contained in physical documents ,if this is explicitly declared in the relevant
445 subclause.

446 NOTE 2 Documentation can be available in different forms (for example on paper, film, or any data medium to be
447 presented on screens or displays).

448 NOTE 3 See Annex A concerning example documentation structures.

449 NOTE 4 See reference [7] in the Bibliography.
450 5.2 Requirements

451 5.2.1 The documentation shall contain sufficient information, for each phase of the overall,
452 E/E/PE system and software safety lifecycles completed, necessary for effective performance
453  of subsequent phases and verification activities.

454 NOTE What constitutes sufficient information will be dependent upon a number of factors, including the complexity
455 and size of the E/E/PE safety-related systems and the requirements relating to the specific application.

456 5.2.2 The documentation shall contain sufficient information required for the management of
457 functional safety (Clause 6).

458 NOTE See notes to 5.1.2.

459  5.2.3 The documentation shall contain sufficient information required for the implementation
460  of a functional safety assessment, together with the information and results derived from any
461 functional safety assessment.

462 Note 1 to entry: See notes to 5.1.2.

463 5.2.4 The information to be documented shall be as stated in the various clauses of this
464 document.

465  5.2.5 The availability of documentation shall be sufficient for the duties to be performed in
466 respect of the clauses of this document.

467 NOTE Only the information necessary to undertake a particular activity, required by this document, can be held by
468 each relevant party.

469 5.2.6 The documentation shall:

470 a) be accurate and concise;
471 b) be easy to understand by those persons having to make use of it;
472 c) suit the purpose for which it is intended; Documents
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473 d) be accessible and maintainable.

474 5.2.7 The documentation or set of information shall have titles or names indicating the scope
475  of the contents, and some form of index arrangement so as to allow ready access to the
476 information required in this document.

477  5.2.8 The documentation structure may take account of company procedures and the working
478 practices of specific product or application sectors.

479 5.2.9 The documents or set of information shall have a revision index (version numbers) to
480 make it possible to identify different versions of the document.

481 5.2.10 The documents or set of information shall be so structured as to make it possible to
482  search for relevant information. It shall be possible to identify the latest revision (version) of a
483  document or set of information.

484 NOTE The physical structure of the documentation can vary depending upon a number of factors such as the size
485 of the system, its complexity and organizational requirements.

486 5.2.11 All relevant documents shall be revised, amended, reviewed and approved under an
487 appropriate document control scheme.

488 NOTE Where automatic or semi-automatic tools are used for the production of documentation, specific procedures
489 can be necessary to ensure effective measures are in place for the management of versions or other control aspects
490 of the documents.

491 6 Management of functional safety

492 6.1 Objectives

493  6.1.1 The first objective of the requirements of this clause is to specify the responsibilities in
494  the management of functional safety of those who have responsibility for an E/E/PE safety-
495 related system, or for one or more phases of the overall E/E/PE system and software safety
496 lifecycles.

497  6.1.2 The second objective of the requirements of this clause is to specify the activities to be
498  carried out by those with responsibilities in the management of functional safety.

499 NOTE The organizational measures dealt with in this clause provide for the effective implementation of the technical
500 requirements and are solely aimed at the achievement and maintenance of functional safety of the E/E/PE safety-
501 related systems.

502 6.2 Requirements

503 6.2.1 An organisation with responsibility for an E/E/PE safety-related system, or for one or
504 more phases of the overall, E/E/PE system or software safety lifecycle, shall appoint one or
505 more persons to take overall responsibility for:

506 a) the system and for all safety lifecycle phases;

507  b) coordinating the safety-related activities carried out in those phases;

508 c) the interfaces between those phases and other phases carried out by other organisations;
509 d) carrying out the requirements of 6.2.2 t0 6.2.11 and 6.2.13;

510 e)

511 coordinating functional safety assessments (see 6.2.12 b) and Clause 8) — particularly

512 where those carrying out the functional safety assessment differ between phases — including

513 communication, planning, and integrating the documentation, judgements and

514 recommendations;

515  f) coordinating functional safety audits (clause 9); Documents
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516 g) ensuring that functional safety is achieved and demonstrated in accordance with the
517 objectives and requirements of this document.

518 NOTE

519  The activities specified shall form the basis of a safety plan.

520 NOTE 1 The safety plan(s), relevant to the activities to be undertaken to achieve functional safety canform an
521 integral part of the policy and strategy for the achievement of functional safety.

522 NOTE 2 Refer to Part 2 Clause 6.2.2 and Part 3 Clause 6.2.2 for additional requirements on safety planning.

523 6.2.2 The minimum safety lifecycle activities to be performed in each safety lifecycle phase
524  shall be specified. The activities specified shall be the basis for the safety planning.

525 6.2.3 All persons, departments and organizations responsible for carrying out activities in the
526 applicable overall, E/E/PE system or software safety lifecycle shall be identified, and their
527 responsibilities shall be fully and clearly communicated to them.

528 Responsibility for safety-related activities, or for safety lifecycle phases, may be delegated to
529  other persons, particularly those with relevant expertise, and different persons could be
530 responsible for different activities and requirements. However, the responsibility for
531 coordination, and for overall functional safety, should reside in one or a small number of persons
532 with sufficient management authority.

533 EXAMPLE Including persons responsible for verification and functional safety assessment and, where relevant,
534 licensing authorities or safety regulatory bodies.

535  6.2.4 Procedures shall be developed for defining what information is to be communicated,
536 between relevant parties, and how that communication will take place.

537 NOTE See Clause 5 for documentation requirements.

538 6.2.5 Procedures shall be developed for ensuring prompt follow-up and satisfactory resolution
539  of recommendations relating to E/E/PE safety-related systems, including those arising from:
540 a) hazard and risk analysis (see 7.4);

541 b) functional safety assessment (see Clause 8);

542 c) verification activities (see 7.18);

543  d) validation activities (see 7.8 and 7.14);

544  e) modification and retrofit (see 7.16);

545  f) configuration management (see 6.2.10, 6.2.3 of , and 6.2.3 of );
546 @) incident reporting and analysis (see 6.2.6);

547 h) requirements management (see 6.2.21).

548  6.2.6 Procedures shall be developed for ensuring that all detected hazardous events are

549 analysed, and that recommendations are made to minimise the probability of a repeat
550  occurrence.

551 6.2.7 Requirements for periodic functional safety audits shall be specified, including:
552 a) the frequency of the functional safety audits (see Clause 9);
553 b) the level of independence of those carrying out the audits (see Annex B);

554 NOTE See Annex B, B.1.4 of [EC 61508-7 for further guidance on independence of functional safety assurance.
555  c¢) the necessary documentation and follow-up activities (see Clause 9).

556 NOTE Refer to the ISO 19011 or ISO/IEC 17021 standards for general guidelines for auditing of management

557 systems. Documents
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558 6.2.8 Procedures shall be developed for:

559  a) initiating modifications to the E/E/PE safety-related systems (see 7.16.2.2);
560 b) obtaining approval and authority for modifications.

561 6.2.9 Procedures shall be developed for maintaining accurate information on hazards and
562 hazardous events, safety functions and E/E/PE safety-related systems.

563 6.2.10 Procedures shall be developed for configuration management of the E/E/PE safety-
564 related systems during the overall, E/E/PE system and software safety lifecycle phases,
565 including in particular:

566 a) the point, in respect of specific phases, at which formal configuration control is to be
567 implemented;

568 b) the procedures to be used for uniquely identifying all constituent parts of the E/E/PE system
569 (hardware and software);

570 c) the procedures for preventing unauthorized elements from entering service.

571 6.2.11 Training and guidelines for emergency services may be provided to address incidents
572 or major hazards, depending on the final application.

573 NOTE Emergency services which are applicable to the end user can be needed in case of reasonably foreseeable
574 incidents or major hazards.

575  6.2.12 Those individuals who have responsibility for one or more phases of the overall, E/E/PE
576  system or software safety lifecycles shall, in respect of those phases for which they have
577 responsibility and in accordance with the procedures defined in 6.2.1 to 6.2.11, specify all
578  management and technical activities that are necessary to ensure the achievement,
579  demonstration and maintenance of functional safety of the E/E/PE safety-related systems,
580 including:

581 a) the selected measures and techniques used to meet the requirements of a specified clause

582 or subclause (see |[EC 61508-2, JEC 61508-3 and |[EC 61508-6);

583 b) the functional safety assessment activities, and the way in which the achievement of

584 functional safety will be demonstrated to those carrying out the functional safety assessment
585 (see Clause 8);

586 NOTE Appropriate procedures for functional safety assessment can be used to define

587 — the selection of an appropriate organisation, person or persons, at the appropriate level of independence;

588 — the selection of an appropriate organisation, person or persons, at the appropriate level of technical, procedural
589 and human factors expertise;

590 — the drawing up, and making changes to, terms of reference for functional safety assessments;

591 — the change of those carrying out the functional safety assessment at any point during the lifecycle of a system;
592 — the resolution of disputes involving those carrying out functional safety assessments.

593  c) the procedures for analysing operations and maintenance performance, in particular for

594 — recognising systematic faults that could jeopardise functional safety, including
595 procedures used during routine maintenance that detect recurring faults;

596 — assessing whether the demand rates and failure rates during operation and maintenance
597 are in accordance with assumptions made during the design of the system.

598 6.2.13 Procedures shall be developed to ensure that all persons with responsibilities defined
599 in accordance with 6.2.1 and 6.2.3 (i.e. including all persons involved in any overall, E/E/PE
600 system or software lifecycle activity, including activities for verification, management of
601 functional safety and functional safety assessment), shall have the appropriate competence (i.e.
602 training, technical knowledge, experience and qualifications) relevant to the specific duties that
603  they have to perform. Such procedures shall include requirements for the refreshing, updating
604 and continued assessment of competence.
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605 6.2.14 The appropriateness of competence shall be considered in relation to the particular
606 application, taking into account all relevant factors including:

607 a) the responsibilities of the person;

608 b) the level of supervision required;

609 c) the potential consequences in the event of failure of the E/E/PE safety-related systems —

610 the greater the consequences, the more rigorous shall be the specification of competence;
611 d) the safety integrity levels of the E/E/PE safety-related systems — the higher the safety
612 integrity levels, the more rigorous shall be the specification of competence;

613 e) the novelty of the design, design procedures or application — the newer or more untried
614 these are, the more rigorous shall be the specification of competence;

615 f) previous experience and its relevance to the specific duties to be performed and the
616 technology being employed — the greater the required competence, the closer the fit shall
617 be between the competences developed from previous experience and those required for
618 the specific activities to be undertaken;

619 g) the type of competence appropriate to the circumstances (for example qualifications,
620 experience, relevant training and subsequent practice, and leadership and decision-making
621 abilities);

622 h) engineering knowledge appropriate to the application area and to the technology;
623 i) safety engineering knowledge appropriate to the technology;

624 j) knowledge of the legal and safety regulatory framework;

625 k) relevance of qualifications to specific activities to be performed;

626 NOTE Reference [8] in the Bibliography contains an example method for managing competence for E/E/PE safety-
627 related systems.

628 [) human factors knowledge concerning the technology and application.

629 6.2.15 The competence of all persons with responsibilities defined in accordance with 6.2.1
630 and 6.2.3 shall be documented.

631 6.2.16 The evidence of competence of all persons with responsibility defined in accordance
632 with 6.2.1 and 6.2.3 shall include:

633 a) The competencies required for each of the specific duties to be performed.
634 b) Assessment of the competencies of the person who is to undertake the specified duties

635 against the competencies defined in (a) above.

636 c¢) Undertake a comparison of the specified competence profile for the duties to be performed
637 with the competence profile of the person.

638 NOTE See references [25, 26, 27] in the Bibliography for further guidance..

639 6.2.17 The activities specified as a result of 6.2.2 to 6.2.15 shall be implemented and
640 monitored.

641 6.2.18 Procedures shall be developed to ensure that compliant items conform to their design
642 specification, Such procedures shall be developed for all relevant safety lifecycle phases.

643

644 6.2.19 Suppliers providing products or services to an organization having overall responsibility
645  for one or more phases of the overall, E/E/PE system or software safety lifecycles (see 6.2.1),
646 shall deliver products or services as specified by that organization and shall have an appropriate
647 quality management system.

648 Traceability shall be provided between inputs and outputs of subsequent and previous safety
649 lifecycle phases and where necessary within phases. Documents
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650 NOTE The concept of traceability is explained in |JEC 61508-7 cl. B.1.5. Inputs and outputs of safety lifecycle phases
651 are displayed in Table 1. An example where traceability within a phase can be required is the hazard and risk analysis
652 phase clause 7.4 where traceability between hazard analysis and risk assessment is necessary.

653  6.2.20 Activities relating to the management of functional safety shall be applied at the
654 relevant phases of the overall, E/E/PE system and software safety lifecycles (see 7.1.1.5).

655 6.2.21 Procedures shall be developed for requirements management of the E/E/PE safety-
656 related systems during the overall, E/E/PE system and software safety lifecycle phases,
657 including in particular:

658 a) the procedures to be used for uniquely identifying all/each requirements;

659 b) the procedures to maintain the requirements under configuration management;

660 c) the procedures for classifying and allocating the requirements to the constituent parts of the
661 E/E/PE system items (hardware and software).

662 NOTE Guidance is provided in [EC 61508-§ Annexes H and | on requirements management.
663 7 Overall safety lifecycle requirements

664 71 General
665 711 Introduction

666 7.1.1.1 In order to deal in a systematic manner with all the activities necessary to achieve the
667  required safety integrity for the safety functions carried out by the E/E/PE safety-related
668  systems, this document adopts an overall safety lifecycle (see Figure 2) as the technical
669  framework.

670 NOTE The overall safety lifecycle can be used as a basis for claiming conformance to this document, but a different
671 overall safety lifecycle can be used to that given in Figure 2, providing the objectives and requirements of each
672 clause of this document are met.

673 7.1.1.2 The overall safety lifecycle encompasses the following means for meeting the tolerable
674 risk:

675 a) E/E/PE safety-related systems;
676  b) other risk reduction measures.

677 7.1.1.3 The E/E/PE safety-related systems realisation phase from the overall safety lifecycle
678 is expanded and shown in Figure 3. This part of the E/E/PE system safety lifecycle forms the
679  technical framework for f the software safety lifecycle shown in Figure
680 4 forms the technical framework for JEC 61508-3. The relationship of the overall safety lifecycle

681 to the E/E/PE system and software safety lifecycles for safety-related systems is shown in
682 Figure 5.

683 7.1.1.4 The overall, E/E/PE system and software safety lifecycle figures (Figures 2 to 4) are
684 simplified views of reality and as such do not show all the iterations relating to specific phases
685 or between phases. lteration, however, is an essential and vital part of development through
686  the overall, E/E/PE system and software safety lifecycles.

687  7.1.1.5 Activities relating to the management of functional safety (Clause 6), verification (7.18)
688  and functional safety assessment (Clause 8) are not shown on the overall, E/E/PE system or
689  software safety lifecycles. This has been done in order to reduce the complexity of the lifecycle
690 figures. These activities, where required, will need to be applied at the relevant phases of the
691 overall, E/E/PE system and software safety lifecycles.
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NOTE 1 Activities relating to verification, management of functional safety and functional safety assessment
are not shown for reasons of clarity but are relevant to all overall, E/E/PE system and software safety lifecycle
phases.

NOTE 2 The phase represented by Box 11 can be outside the scope of this document.

NOTE 3 |JEC 61508-3 and |EC 61508-3 can deal with Box 10 (realisation) but they can also deal, where relevant,
with the programmable electronic (hardware and software) aspects of Boxes 13, 14 and 15.

NOTE 4 See Table 1 for a description of the objectives and scope of the phases represented by each box.
NOTE 5 The technical requirements can be necessary for overall operation, maintenance, repair, modification,
retrofit and decommissioning or disposal can be specified as part of the information provided by the supplier of the

E/E/PE safety-related system, subsystems and/or elements that are used to perform the safety functions or safety
functions.

Figure 2 — Overall safety lifecycle
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