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Introduction
This draft standard is based on national and international discussions. Your comments on this draft are invited and will assist in
the preparation of the consequent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Please indicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will be rejected.

- All comments should be submitted online at https://standardsdevelopment.bsigroup.com/. You will need to register in
order to comment.

Template for comments and secretariat observations Date: xx/xx/20xx Document: ISO/DIS xxxx

1 2 (3) 4 5 (6) 7

MB Clause No./ Subclause
No./Annex (e.g. 3.1)

Paragraph/Figure/
Table/Note

Type of
comment

Commend (justification
for change) by the MB

Proposed change by the MB Secretariat observations on
each comment submitted

3.1 Definition 1 ed Definition is ambiguous and needs
clarifying.

Amend to read '...so that the mains
connector to which no connection...'

6.4 Paragraph 2 te The use of the UV photometer as
an alternative cannot be supported
as serious problems have been
encountered in its use in the UK.

Delete reference to UV photometer.
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/ 57 

PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS –  58 

 59 

Part 4: Definitions and abbreviations 60 

 61 

FOREWORD 62 

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising 63 
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international 64 
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and 65 
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports, 66 
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their 67 
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with 68 
may participate in this preparatory work. International, governmental and non-governmental organizations liaising 69 
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for 70 
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations. 71 

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international 72 
consensus of opinion on the relevant subjects since each technical committee has representation from all 73 
interested IEC National Committees.  74 

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National 75 
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC 76 
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any 77 
misinterpretation by any end user. 78 

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications 79 
transparently to the maximum extent possible in their national and regional publications. Any divergence between 80 
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter. 81 

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity 82 
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any 83 
services carried out by independent certification bodies. 84 

6) All users should ensure that they have the latest edition of this publication. 85 

7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and 86 
members of its technical committees and IEC National Committees for any personal injury, property damage or 87 
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and 88 
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC 89 
Publications.  90 

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is 91 
indispensable for the correct application of this publication. 92 

9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a) 93 
patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in 94 
respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which 95 
may be required to implement this document. However, implementers are cautioned that this may not represent 96 
the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC 97 
shall not be held responsible for identifying any or all such patent rights. 98 

IEC 61508-4 has been prepared by subcommittee 65A: System aspects, of IEC technical 99 
committee 65: Industrial-process measurement, control and automation. 100 

This third edition cancels and replaces the second edition published in 2010. This edition 101 
constitutes a technical revision. 102 

This edition has been subject to a thorough review and incorporates many comments received 103 
at the various revision stages.  104 

This edition includes the following significant technical changes with respect to the previous 105 
edition (the following list does refer to this document; other parts do mention specific further 106 
details): 107 
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a) Document was upgraded to the 2024 version of the ISO/IEC Directives; this does 108 
introduce a significant number of editorial changes, clause renumbering,rewording of the 109 
information provided in Notes and editing of definitions (e.g. figures and illustratons are 110 
moved to clause 4 and referenced by relevant defintions); 111 

b) Set of defintions introduced to cover aspects of: 112 

i) software off-line support tools; 113 

ii) software technology classes (‘artificial Intelligence’) 114 

iii) diagnostic functions; 115 

iv) levels of independence; 116 

v) selection of techniques and methods (shortcuts in tables) 117 

c) Various clarifications in defintions and minor editorial errors have been corrected; the 118 
normative references and the bibliography has been updated. 119 

It has the status of a basic safety publication according to IEC Guide 104. 120 

The text of this document is based on the following documents: 121 

Draft Report on voting 

65A/XX/FDIS 65A/XX/RVD 

 122 
Full information on the voting for its approval can be found in the report on voting indicated in 123 
the above table. 124 

The language used for the development of this document is English. 125 

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in 126 
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available 127 
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are 128 
described in greater detail at www.iec.ch/publications. 129 

A list of all parts of the IEC 61508 series, published under the general title Functional safety of 130 
electrical / electronic / programmable electronic safety-related systems, can be found on the 131 
IEC website.  132 

The committee has decided that the contents of this document will remain unchanged until the 133 
stability date indicated on the IEC website under webstore.iec.ch in the data related to the 134 
specific document. At this date, the document will be  135 

• reconfirmed, 136 

• withdrawn, 137 

• replaced by a revised edition, or 138 

• amended. 139 

 140 

141 
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INTRODUCTION 142 

Systems comprised of electrical and/or electronic elements have been used for many years to 143 
perform safety functions in most application sectors. Computer-based systems (generically 144 
referred to as programmable electronic systems) are being used in all application sectors to 145 
perform non-safety functions and, increasingly, to perform safety functions. If computer system 146 
technology is to be effectively and safely exploited, it is essential that those responsible for 147 
making decisions have sufficient guidance on the safety aspects on which to make these 148 
decisions. 149 

This document sets out a generic approach for all safety lifecycle activities for systems 150 
comprised of electrical and/or electronic and/or programmable electronic (E/E/PE) elements 151 
that are used to perform safety functions. This unified approach has been adopted in order that 152 
a rational and consistent technical policy be developed for all electrically-based safety-related 153 
systems. A major objective is to facilitate the development of product and application sector 154 
documents based on the IEC 61508 series.  155 

NOTE 1 Examples of product and application sector documents based on the IEC 61508 series are given in the 156 
Bibliography (see references [1], [2] and [3]). 157 

In most situations, safety is achieved by a number of systems which rely on many technologies 158 
(for example mechanical, hydraulic, pneumatic, electrical, electronic, programmable electronic). 159 
Any safety strategy shall therefore consider not only all the elements within an individual system 160 
(for example sensors, controlling devices and actuators) but also all the safety-related systems 161 
making up the total combination of safety-related systems. Therefore, while this document is 162 
concerned with E/E/PE safety-related systems, it may also provide a framework within which 163 
safety-related systems based on other technologies may be considered. 164 

It is recognized that there is a great variety of applications using E/E/PE safety-related systems 165 
in a variety of application sectors and covering a wide range of complexity, hazard and risk 166 
potentials. In any particular application, the required safety measures will be dependent on 167 
many factors specific to the application. This document, by being generic, will enable such 168 
measures to be formulated in future product and application sector documents and in revisions 169 
of those that already exist. 170 

This document 171 

– considers all relevant overall, E/E/PE system and software safety lifecycle phases (for 172 
example, from initial concept, though design, implementation, operation and maintenance 173 
to decommissioning) when E/E/PE systems are used to perform safety functions; 174 

– has been conceived with a rapidly developing technology in mind; the framework is 175 
sufficiently robust and comprehensive to cater for future developments; 176 

– enables product and application sector documents, dealing with E/E/PE safety-related 177 
systems, to be developed; the development of product and application sector documents, 178 
within the framework of this document, should lead to a high level of consistency (for 179 
example, of underlying principles, terminology etc.) both within application sectors and 180 
across application sectors; this will have both safety and economic benefits; 181 

– provides a method for the development of the safety requirements specification necessary 182 
to achieve the required functional safety for E/E/PE safety-related systems; 183 

– adopts a risk-based approach by which the safety integrity requirements can be determined; 184 

– introduces safety integrity levels for specifying the target level of safety integrity for the 185 
safety functions to be implemented by the E/E/PE safety-related systems; 186 

– The document does not specify the safety integrity level requirements for any safety 187 
function, nor does it mandate how the safety integrity level is determined. Instead it provides 188 
a risk-based conceptual framework and example techniques. 189 

– sets target failure measures for safety functions carried out by E/E/PE safety-related 190 
systems, which are linked to the safety integrity levels; 191 
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– sets a lower limit on the target failure measures for a safety function carried out by a single 192 

E/E/PE safety-related system. For E/E/PE safety-related systems operating in 193 

• a low demand mode of operation, the lower limit is set at an average probability of a 194 
dangerous failure on demand of 10–5; 195 

• a high demand or a continuous mode of operation, the lower limit is set at an average 196 
frequency of a dangerous failure of 10–9 [h–1]; 197 

NOTE 2 A single E/E/PE safety-related system does not necessarily mean a single-channel architecture. 198 

NOTE 3 It can be possible to achieve designs of safety-related systems with lower values for the target safety 199 
integrity for non-complex systems, but these limits are considered to represent what can be achieved for relatively 200 
complex systems (for example programmable electronic safety-related systems) at the present time. 201 

– sets requirements for the avoidance and control of systematic faults, which are based on 202 
experience and judgement from practical experience gained in industry. Even though the 203 
probability of occurrence of systematic failures cannot in general be quantified the document 204 
does, however, allow a claim to be made, for a specified safety function, that the target 205 
failure measure associated with the safety function can be considered to be achieved if all 206 
the requirements in the document have been met; 207 

– adopts a broad range of principles, techniques and measures to achieve functional safety 208 
for E/E/PE safety-related systems, but does not explicitly use the concept of fail safe 209 
However, the concepts of “fail safe” and “inherently safe” principles may be applicable and 210 
adoption of such concepts is acceptable providing the requirements of the relevant clauses 211 
in the document are met.  212 

 213 

214 
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FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/ 215 

PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS –  216 

 217 

Part 4: Definitions and abbreviations 218 

 219 

 220 

 221 

1 Scope 222 

1.1 This part of IEC 61508 contains the definitions and explanation of terms that are used in 223 
parts 1 to 7 of the IEC 61508 series of documents. 224 

1.2 The definitions are grouped under general headings so that related terms can be 225 
understood within the context of each other. However, it should be noted that these headings 226 
are not intended to add meaning to the definitions. 227 

1.3  This document is a basic safety publication to be used in conjunction with the other parts 228 
of IEC 61508 for use by end users to evaluate functional safety applications, or by technical 229 
committees in the preparation of standards in accordance with the principles contained in IEC 230 
Guide 104 and ISO/IEC Guide 51. This document does not apply in the context of low complexity 231 
E/E/PE safety-related systems (see IEC 61508-4 3.4.3). 232 

1.4 One of the responsibilities of a technical committee is, wherever applicable, to make use 233 
of basic safety publications in the preparation of its publications. In this context, the 234 
requirements, test methods or test conditions of this basic safety publication will not apply 235 
unless specifically referred to or included in the publications prepared by those technical 236 
committees. 237 

1.5 Figure 1 shows the overall framework of the IEC 61508 series and indicates the role that 238 
IEC 61508-4 plays in the achievement of functional safety for E/E/PE safety-related systems. 239 
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 240 

Figure 1 – Overall framework of the IEC 61508 series 241 
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2 Normative references 242 

The following documents are referred to in the text in such a way that some or all of their content 243 
constitutes requirements of this document. For dated references, only the edition cited applies. 244 
For undated references, the latest edition of the referenced document (including any 245 
amendments) applies. 246 

IEC Guide 104:2019, The preparation of safety publications and the use of basic safety 247 
publications and group safety publications 248 

ISO/IEC Guide 51:2014, Safety aspects – Guidelines for their inclusion in standards 249 

3 Definitions and abbreviations 250 

For the purposes of this document, the definitions and the abbreviations given in Table 1 below, 251 
as well as the following apply. 252 

Table 1 – Abbreviations used in this document 253 

Abbreviation Full expression Definition and/or explanation 
of term 

ALARP As Low As Reasonably Practicable IEC 61508-5, Annex C  

   

CCF Common Cause Failure 3.6.10 

   

DC Diagnostic Coverage 3.8.6 

(E)EPLD (Electrically) Erasable Programmable Logic Device  

E/E/PE Electrical/Electronic/Programmable Electronic 3.2.13, example: E/E/PE 
safety-related system  

E/E/PE system Electrical/Electronic/Programmable Electronic System 3.3.2  

EEPROM Electrically Erasable Programmable Read-Only Memory  

EPROM Erasable Programmable Read-Only Memory  

EUC Equipment Under Control  3.2.1 

FPGA Field Programmable Gate Array  

GAL Generic Array Logic  

HFT Hardware Fault Tolerance 7.4.4 of IEC 61508-2  

MooN M out of N channel architecture  
(for example 1oo2 is 1 out of 2 architecture, where either 
of the two channels can perform the safety function) 

IEC 61508-6, Annex D 

MooND M out of N channel architecture with Diagnostics 
(for example 1oo2D is 1 out of 2 architecture, where either 
of the two channels can perform the safety function and 
“D” is referred to as either Diagnostics or Degradation) 

IEC 61508-6, Annex D 

MTBF Mean Time Between Failures  3.6.19, NOTE 3 

MTTR  Mean Time To Restoration 3.6.21 

MRT Mean Repair Time 3.6.22 

PAL Programmable Array Logic  

PE Programmable Electronic 3.2.12 

PEsystem Programmable Electronic system 3.3.1 

PFD Probability of dangerous Failure on Demand  3.6.17 

PFDavg Average Probability of dangerous Failure on Demand 3.6.18 
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Abbreviation Full expression Definition and/or explanation 
of term 

PFH Average frequency of dangerous failure [h-1]  3.6.19 

PLA Programmable Logic Array  

PLC Programmable Logic Controller IEC 61508-6, Annex E 

PLD Programmable Logic Device  

PLS Programmable Logic  Sequencer   

PML Programmable Macro Logic  

RAM Random Access Memory  

ROM Read-Only Memory  

SFF Safe Failure Fraction 3.6.15 

SIL Safety Integrity Level 3.5.8 

VHDL Very High Speed Integrated Circuit Hardware Description 
Language  

IEC 61508-2, Annex F, Note 5  

 254 

3.1 Safety terms 255 

3.1.1  256 
harm 257 
injury or damage to the health of people, or damage to property or the environment 258 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.1] 259 

3.1.2  260 
hazard 261 
potential source of harm 262 

Note 1 to entry: The term includes danger to persons arising within a short time scale (for example, fire and 263 
explosion) and also those that have a long-term effect on a person’s health (for example, release of a toxic 264 
substance). 265 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.2, modified – Note 1 to entry has been added,] 266 

3.1.3  267 
hazardous situation 268 
circumstance in which people, property or the environment is/are exposed to one or more 269 
hazards  270 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.4] 271 

3.1.4  272 
hazardous event 273 
event that can cause harm 274 

Note 1 to entry: Whether or not a hazardous event results in harm depends on whether people, property or the 275 
environment are exposed to the consequence of the hazardous event and, in the case of harm to people, whether 276 
any such exposed people can escape the consequences of the event after it has occurred. 277 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.3, modified – Note 1 to entry has been added,] 278 

3.1.5  279 
harmful event 280 
occurrence in which a hazardous situation or hazardous event results in harm  281 

Note 1 to entry: Adapted from ISO/IEC Guide 51, definition 3.4, to allow for a hazardous event. 282 
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3.1.6  283 
risk 284 
combination of the probability of occurrence of harm and the severity of that harm  285 

Note 1 to entry: For more discussion on this concept see Annex A of IEC 61508-5.  286 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.9, modified – Note 1 to entry has been 287 
changed.] 288 

3.1.7  289 
tolerable risk 290 
level of risk that is accepted in a given context based on the current values of society 291 

Note 1 to entry:  See Annex C of IEC 61508-5. 292 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.15, modified – Note 1 to entry has been 293 
changed.] 294 

3.1.8  295 
residual risk 296 
risk remaining after protective measures have been taken 297 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.8 - modified] 298 

3.1.9  299 
EUC risk 300 
risk arising from the EUC or its interaction with the EUC control system 301 

Note 1 to entry: The risk in this context is that associated with the specific harmful event in which E/E/PE safety-302 
related systems and other risk reduction measures are to be used to provide the necessary risk reduction, (i.e. the 303 
risk associated with functional safety). 304 

Note 2 to entry: The EUC risk is indicated in Figure A.1 of IEC 61508-5. The main purpose of determining the EUC 305 
risk is to establish a reference point for the risk without taking into account E/E/PE safety-related systems and other 306 
risk reduction measures. 307 

Note 3 to entry: Assessment of this risk will include associated human factor issues. 308 

 309 

3.1.10  310 
safety 311 
freedom from risk which is not tolerable 312 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.14] 313 

3.1.11  314 
functional safety 315 
part of the overall safety relating to the EUC and the EUC control system that depends on the 316 
correct functioning of the E/E/PE safety-related systems and other risk reduction measures 317 

3.1.12  318 
cascading failure  319 
failure of a component (3.4.6) caused by failure (3.6.4) of another component (3.4.6) 320 
 321 

3.1.13  322 
safe state 323 
condition of the EUC when safety is achieved 324 
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Note 1 to entry: In going from a potentially hazardous condition to the final safe state, the EUC may have to go 325 
through a number of intermediate safe states. For some situations a safe state exists only so long as the EUC is 326 
continuously controlled. Such continuous control may be for a short or an indefinite period of time. 327 

3.1.14  328 
reasonably foreseeable misuse 329 
use of a product or system in a way not intended by the supplier, but which can result from 330 
readily predictable human behaviour 331 

[SOURCE: ISO/IEC Guide 51:2014, definition 3.7 – modified – Notes 1 and 2 to entry have 332 
been omitted] 333 

3.1.15  334 
human factors <functional safety>, ergonomics 335 
usability and interaction between persons and products, devices, services, systems and 336 
environments, both real and virtual 337 

[SOURCE: IEV 872-03-01] 338 

3.1.16  339 
human error <functional safety> 340 
discrepancy between the human action taken or omitted, and the intended or required 341 

EXAMPLE Performing an incorrect action, omitting a required action; miscalculation, 342 
misreading a value. 343 

[SOURCE: IEV 192-03-14] 344 

3.2 Equipment and devices 345 

3.2.1  346 
equipment under control  347 
EUC 348 
equipment, machinery, apparatus or plant used for manufacturing, process, transportation, 349 
medical or other activities 350 

Note 1 to entry: The EUC control system is separate and distinct from the EUC. 351 

3.2.2  352 
environment 353 
all relevant parameters that can affect the achievement of functional safety in the specific 354 
application under consideration and in any safety lifecycle phase  355 

Note 1 to entry: This would include, for example, physical environment, operating environment, legal environment 356 
and maintenance environment. 357 

3.2.3  358 
functional unit 359 
entity of hardware or software, or both, capable of accomplishing a specified purpose 360 

[SOURCE: ISO/IEC 2382:2015] 361 

3.2.4  362 
application 363 
task related to the EUC rather than to the E/E/PE system 364 

3.2.5  365 
software 366 
intellectual creation comprising the programs, procedures, data, rules and any associated 367 
documentation pertaining to the operation of a data processing system 368 
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