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Introduction

This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published

as a British Standard.

UK Vote

Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
- Annotated drafts are not acceptable and will beregjected.

- All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Template for comments and secr etariat observations

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

lan alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 ©) 4 5 (6) 7
MB | Clause No./ Subclause Paragraph/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Figure/Table/Note comment for change) by the MB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs |Amend to read '...so that the mains
clarifying. connector to which no connection...’
6.4 Paragraph 2 te The use of the UV photometer as  [Delete reference to UV photometer.
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141 INTERNATIONAL ELECTROTECHNICAL COMMISSION

142

143

144 FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/

145 PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -

146

147 Part 6: Guidelines on the application

148 of IEC 61508-2 and IEC 61508-3

149

150 FOREWORD

151 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
152 all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
153 co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
154 in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
155 Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
156 preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
157 may participate in this preparatory work. International, governmental and non-governmental organizations liaising
158 with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
159 Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.
160 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
161 consensus of opinion on the relevant subjects since each technical committee has representation from all
162 interested IEC National Committees.

163 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
164 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
165 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
166 misinterpretation by any end user.

167 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
168 transparently to the maximum extent possible in their national and regional publications. Any divergence between
169 any |[EC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.
170 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
171 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
172 services carried out by independent certification bodies.

173 6) All users should ensure that they have the latest edition of this publication.

174 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
175 members of its technical committees and IEC National Committees for any personal injury, property damage or
176 other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
177 expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
178 Publications.

179 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
180 indispensable for the correct application of this publication.

181 9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
182 patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
183 respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
184 may be required to implement this document. However, implementers are cautioned that this may not represent
185 the latest information, which may be obtained from the patent database available at https://patents.iec.ch. IEC
186 shall not be held responsible for identifying any or all such patent rights.

187 EC 61508-6 has been prepared by subcommittee 65A: System aspects, of IEC technical
188 committee 65: Industrial-process measurement, control and automation.

189  This third edition cancels and replaces the second edition published in 2010. This edition
190 constitutes a technical revision.

191 This edition includes the following significant technical changes with respect to the previous
192 edition (the following list does refer to this document; other parts do mention specific further
193  details):

194  a) Document was upgraded to the 2024 version of the ISO/IEC Directives; this does
195 introduce a significant number of editorial changes, clause renumbering and rewording of the
196 information provided in Notes; ocuments
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197 b) The following new Annexes have been created:

198 i) Annex F gives examples on how to include failures of the diagnostic function in the
199 calculation of the safety parameters;

200 ii) Annex G gives guidance on failure rate estimation from field feedback with
201 confidence intervals.

202 iii) Annex H gives guidance on rubust safety architecture.

203 C) New common cause method on on redundancy at PCB device level estimation of B (D.6)

204  and for estimation of § suitable for complex semiconductor (D.7) has been added;
205 d) Examples from TR 12489 have been included (Annex B).
206 e) Corrections and explainations have been made related to formulas and their applicability.

207 f) Various minor editorial errors have been corrected, the normative references and the
208 bibliography has been updated.

209 The text of this document is based on the following documents:

Draft Report on voting

XXIXX/FDIS XXIXX/RVD

210
211 Full information on the voting for its approval can be found in the report on voting indicated in
212 the above table.

213 The language used for the development of this document is English.

214 This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
215 accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
216 at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
217 described in greater detail at www.iec.ch/publications.

218 Alist of all parts of the IEC 61508 series, published under the general title Functional safety of
219 electrical / electronic / programmable electronic safety-related systems, can be found on the
220 IEC website.

221 The committee has decided that the contents of this document will remain unchanged until the
222 stability date indicated on the IEC website under webstore.iec.ch in the data related to the
223 specific document. At this date, the document will be

224 e reconfirmed,

225 e withdrawn,

226 e replaced by a revised edition, or
227 e amended.

228

229
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230 INTRODUCTION

231 Systems comprised of electrical and/or electronic elements have been used for many years to
232 perform safety functions in most application sectors. Computer-based systems (generically
233 referred to as programmable electronic systems) are being used in all application sectors to
234 perform non-safety functions and, increasingly, to perform safety functions. If computer system
235  technology is to be effectively and safely exploited, it is essential that those responsible for
236 making decisions have sufficient guidance on the safety aspects on which to make these
237  decisions.

238  This document sets out a generic approach for all safety lifecycle activities for systems
239  comprised of electrical and/or electronic and/or programmable electronic (E/E/PE) elements
240 that are used to perform safety functions. This unified approach has been adopted in order that
241 a rational and consistent technical policy be developed for all electrically-based safety-related
242 systems. A major objective is to facilitate the development of product and application sector
243  documents based on the IEC 61508 series.

244 In most situations, safety is achieved by a number of systems which rely on many technologies
245 (for example mechanical, hydraulic, pneumatic, electrical, electronic, programmable electronic).
246 Any safety strategy should therefore consider not only all the elements within an individual
247  system (for example sensors, controlling devices and actuators) but also all the safety-related
248 systems making up the total combination of safety-related systems. Therefore, while this
249  document is concerned with E/E/PE safety-related systems, it may also provide a framework
250 within which safety-related systems based on other technologies may be considered.

251 It is recognized that there is a great variety of applications using E/E/PE safety-related systems
252 in a variety of application sectors and covering a wide range of complexity, hazard and risk
253 potentials. In any particular application, the required safety measures will be dependent on
254 many factors specific to the application. This International Standard, by being generic, will
255 enable such measures to be formulated in future product and application sector documents and
256 in revisions of those that already exist.

257 This document

258 — considers all relevant overall, E/E/PE system and software safety lifecycle phases (for
259 example, from initial concept, though design, implementation, operation and maintenance
260 to decommissioning) when E/E/PE systems are used to perform safety functions;
261 — has been conceived with a rapidly developing technology in mind; the framework is
262 sufficiently robust and comprehensive to cater for future developments;
263 — enables product and application sector documents, dealing with E/E/PE safety-related
264 systems, to be developed; the development of product and application sector documents,
265 within the framework of this standard, should lead to a high level of consistency (for
266 example, of underlying principles, terminology etc.) both within application sectors and
267 across application sectors; this will have both safety and economic benefits;
268 — provides a method for the development of the safety requirements specification necessary
269 to achieve the required functional safety for E/E/PE safety-related systems;
270 — adopts a risk-based approach by which the safety integrity requirements can be determined;
271 — introduces safety integrity levels for specifying the target level of safety integrity for the
272 safety functions to be implemented by the E/E/PE safety-related systems;
273 NOTE 1 The standard does not specify the safety integrity level requirements for any safety function, nor does
274 it mandate how the safety integrity level is determined. Instead it provides a risk-based conceptual framework
275 and example techniques.
276  — sets target failure measures for safety functions carried out by E/E/PE safety-related
277 systems, which are linked to the safety integrity levels;
278 — sets a lower limit on the target failure measures for a safety function carried out by a single
279 E/E/PE safety-related system. For E/E/PE safety-related systems operating in
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280 — a low demand mode of operation, the lower limit is set at an average probability of a
281 dangerous failure on demand of 10-9;

282 — a high demand or a continuous mode of operation, the lower limit is set at an average
283 frequency of a dangerous failure of 10~° [h—1];

284 NOTE 2 A single E/E/PE safety-related system does not necessarily mean a single-channel architecture.

285 NOTE 3 It can be possible to achieve designs of safety-related systems with lower values for the target safety
286 integrity for non-complex systems, but these limits are considered to represent what can be achieved for
287 relatively complex systems (for example programmable electronic safety-related systems) at the present time.
288 — sets requirements for the avoidance and control of systematic faults, which are based on
289 experience and judgement from practical experience gained in industry. Even though the
290 probability of occurrence of systematic failures cannot in general be quantified the standard
291 does, however, allow a claim to be made, for a specified safety function, that the target
292 failure measure associated with the safety function can be considered to be achieved if all
293 the requirements in the standard have been met;

294 — adopts a broad range of principles, techniques and measures to achieve functional safety
295 for E/E/PE safety-related systems, but does not explicitly use the concept of fail safe.
296 However, the concepts of “fail safe” and “inherently safe” principles may be applicable and
297 adoption of such concepts is acceptable providing the requirements of the relevant clauses
298 in the standard are met.

299

Documents

Document Sharing Hub

Full document details: 25/30509445 DC


http://www.avadocuments.com/doc/25-30509445-dc
http://www.avadocuments.com/doc/25-30509445-dc

IEC CDV 61508-6 © IEC 2025 -9-

300 FUNCTIONAL SAFETY OF ELECTRICAL/ELECTRONIC/

301 PROGRAMMABLE ELECTRONIC SAFETY-RELATED SYSTEMS -
302

303 Part 6: Guidelines on the application

304 of [EC 61508-2 and JEC 61508-3

305

306

307

308 1 Scope

309 1.1 This part of IEC 61508 contains information and guidelines on |EC 61508-2 and
310 EC 61508-3.

311 — Annex A gives a brief overview of the requirements of JEC 61508-9 and |JEC 61508-3 and
312 sets out the functional steps in their application.

313 - Annex B gives an example technique for calculating the probabilities of hardware failure
314 and should be read in conjunction with 7.4.3 and Annex C of |EC 61508-4 and Annex D.
315 - Annex C gives a worked example of calculating diagnostic coverage and should be read in
316 conjunction with Annex C of JEC 61508-2.

317 - Annex D gives a methodology for quantifying the effect of hardware-related common cause
318 failures on the probability of failure.

319 - Annex E gives worked examples of the application of the systematic capability tables
320 specified in Annex A of |[EC 61508-3 for safety integrity levels 2 and 3.

321 — Annex F gives examples on how to include failures of the diagnostic function in the
322 calculation of the safety parameters.

323 - Annex G gives guidance on how to estimate the failure rates from field feedback with
324 confidence intervals and specifically in the context of compliance with route 2H

325 requirements in 7.4.4.3.3 of |JEC 61508-2 or route 2S requirements as stated in 7.4.9.5 of
326 EC 61508-2.

327 — Annex H gives guidance on robust safety architecture.

328 1.2 JEC 61508-1, IEC 61598-2, |JEC 61508-3 and |JEC 61508-4 are basic safety publications,
329  although this status does not apply in the context of low complexity E/E/PE safety-related
330 systems (see 3.4.3 of [EC 61508-4). This document provides further information to complement

331 these basic safety publications.

332 1.3 One of the responsibilities of a technical committee is, wherever applicable, to make use
333 of basic safety publications in the preparation of its publications. In this context, the
334 requirements, test methods or test conditions of this basic safety publication will not apply
335 unless specifically referred to or included in the publications prepared by those technical
336 committees.

337 1.4 Figure 1 shows the overall framework of the IEC 61508 series and indicates the role that
338 EC 61508-64 plays in the achievement of functional safety for E/E/PE safety-related systems.
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343 2 Normative references

344  The following documents are referred to in the text in such a way that some or all of their content
345 constitutes requirements of this document. For dated references, only the edition cited applies.
346 For undated references, the latest edition of the referenced document (including any
347 amendments) applies.

348 |EC 61508-2:202X, Functional safety of electrical/electronic/orogrammable electronic safety-
349 related systems — Part 2: Requirements for electrical/electronic/programmable electronic
350  safety-related systems

351 IEC 61508-3:202X, Functional safety of electrical/electronic/programmable electronic safety-
352  related systems — Part 3: Software requirements

353  |EC 61508-4:202X, Functional safety of electrical/electronic/programmable electronic safety-
354  related systems — Part 4: Definitions and abbreviations

355 3 Definitions and abbreviations

356 For the purposes of this document, the definitions and abbreviations given in [EC 61508-4 apply.
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357 Annex A
358 (informative)
359

360 Application of |JEC 61508-2 and of |[EC 61508-3

361 A.1  General

362 Machinery, process plant and other equipment may, in the case of malfunction (for example by
363  failures of electrical, electronic and/or programmable electronic devices), present risks to
364 people and the environment from hazardous events such as fires, explosions, radiation
365 overdoses, machinery traps, etc. Failures can arise from either physical faults in the device (for
366 example causing random hardware failures), or from systematic faults (for example human
367 errors made in the specification and design of a system cause systematic failure under some
368 particular combination of inputs), or from some environmental condition.

369 EC 61508-1 provides an overall framework based on a risk approach for the prevention and/or
370  control of failures in electro-mechanical, electronic, or programmable electronic devices.

371 The overall goal is to ensure that plant and equipment can be safely automated. A key objective
372 of this standard is to prevent:

373  — failures of control systems triggering other events, which in turn could lead to danger (for
374 example fire, release of toxic materials, repeat stroke of a machine, etc.); and

375 - undetected failures in protection systems (for example in an emergency shut-down system),
376 making the systems unavailable when needed for a safety action.

377 requires that a hazard and risk analysis at the process/machine level is carried
378 out to determine the amount of risk reduction necessary to meet the risk criteria for the
379  application. Risk is based on the assessment of both the consequence (or severity) and the
380 frequency (or probability) of the hazardous event.

381 EC 61508-1 further requires that the amount of risk reduction established by the risk analysis
382 is used to determine if one or more safety-related systems' are required and what safety
383  functions (each with a specified safety integrity)2 they are needed for.

384 |EC 61508-94 and JEC 61508-3 take the safety functions and safety integrity requirements
385 allocated to any system, designated as a E/E/PE safety-related system, by the application of
386 EC 61508-1 and establish requirements for safety lifecycle activities which:

387 — should be applied during the specification, design and modification of the hardware and
388 software; and

389 — focus on means for preventing and/or controlling random hardware and systematic failures
390 (the E/E/PE system and software safety lifecycles)3.

391  JEC 61508-4 and JEC 61508-3 do not give guidance on which level of safety integrity is
392  appropriate for a given required tolerable risk. This decision depends upon many factors,

1 Systems necessary for functional safety and containing one or more electrical (electro-mechanical), electronic or

programmable electronic (E/E/PE) devices are designated as E/E/PE safety-related systems and include all
equipment necessary to carry out the required safety function (see 3.5.1 of |EC 61508-4).

Safety integrity is specified as one of four discrete levels. Safety integrity level 4 is the highest and safety integrity

level 1 the lowest (see 3.5.4 and 3.5.8 of |[EC 61508-4).

To enable the requirements of this standard to be clearly structured, a decision was made to order the
requirements using a development process model in which each stage follows in a defined order with little iteration

(sometimes referred to as a waterfall model). However, it is stressed that any lifecycle approac iﬁ t
provided a statement of equivalence is given in the safety plan for the project (see Clause 7 of L ents
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393 including the nature of the application, the extent to which other systems carry out safety
394  functions and social and economic factors (see |EC 61508-1 and |EC 61508-5).

395  The requirements of |JEC 61508-2 and JEC 61508-3 include:

396 — the application of measures and techniques#4, which are graded against the safety integrity
397 level, for the avoidance of systematic failures® by preventative methods; and

398 — the control of systematic failures (including software failures) and random hardware failures
399 by design features such as fault detection, redundancy and architectural features (for
400 example diversity).

401 In JEC 61508-2, assurance that the safety integrity target has been satisfied for dangerous
402 random hardware failures is based on:

403 - hardware fault tolerance requirements (see Tables 2 and 3 of JEC 61508-2); and
404 - the diagnostic coverage and frequency of proof tests of subsystems and components, by
405 carrying out a reliability analysis using appropriate data.

406 In both |[EC 61508-4 and J|EC 61508-3, assurance that the safety integrity target has been

407  satisfied for systematic failures is gained by:

408 — the correct application of safety management procedures;

409 - the use of competent staff;

410 — the application of the specified safety lifecycle activities, including the specified techniques
411 and measures®; and

412 — an independent functional safety assessment’.

413 The overall goal is to ensure that remaining systematic faults, commensurate with the safety
414 integrity level, do not cause a failure of the E/E/PE safety-related system.

415 has been developed to provide requirements for achieving safety integrity in the
416 hardware of the E/E/PE safety-related systems including sensors and final elements.
417  Techniques and measures against both random hardware failures and systematic hardware
418 failures are required. These involve an appropriate combination of fault avoidance and failure
419  control measures as indicated above. Where manual action is needed for functional safety,
420 requirements are given for the operator interface. Also diagnostic test techniques and measures,
421 based on software and hardware (for example diversity), to detect random hardware failures

422  are specified in [EC 61508-3.

423 has been developed to provide requirements for achieving systematic capability
424  for the software — both embedded (including diagnostic fault detection services) and application
425  software. 8 requires a combination of fault avoidance (quality assurance) and fault
426 tolerance approaches (software architecture), as there is no known way to prove the absence
427  of faults in reasonably complex safety-related software, especially the absence of specification
428 and design faults. requires the adoption of such software engineering principles
429  as: top down design; modularity; verification of each phase of the development lifecycle; verified
430  software modules and software module libraries; and clear documentation to facilitate

4 The required techniques and measures for each safety integrity level are shown in the tables in Annexes A and B
of JEC 61508-2 and |EC 61508-

Systematic failures cannot usually be quantified. Causes include: specification and design faults in hardware and
software; failure to take account of the environment (for example temperature); and operation-related faults (for
example poor interface).

Alternative measures to those specified in _the standard are acceptable provided justification is documented

during safety planning (see Clause 6 of |JEC 61508-1)).

7 Independent assessment does not always imply third party assessment (see Clause 8 of |JEC 61508-1).
Including fixed built-in software. Documents
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431 verification and validation. The different levels of software require different levels of assurance
432 that these and related principles have been correctly applied.

433 The developer of the software may or may not be separate from the organization developing
434 the whole E/E/PE system. In either case, close cooperation is needed, particularly in developing
435 the architecture of the programmable electronics where trade-offs between hardware and
436  software architectures need to be considered for their safety impact (see Figure 4 of

437 EC 61508-2).

438 A.2 Functional steps in the application of [EC 61508-2

439  The functional steps in the application of JEC 61508-2 are shown in Figures A.1 and A.2. The
440  functional steps in the application of JEC 61508-3 are shown in Figure A.3.

441 Functional steps for |[EC 61508-4 (see Figures A.1 and A.2) are as follows:

442  a) Obtain the allocation of safety requirements (see |EC 61508-1)). Update the safety planning
443 as appropriate during E/E/PE safety-related system development.

444 b) Determine the requirements for E/E/PE safety-related systems, including the safety integrity

445 requirements, for each safety function (see 7.2 of |[EC 61508-2). Allocate requirements to
—

446 software and pass to software supplier and/or developer for the application of JEC 61508-3.
447 NOTE 1 The possibility of coincident failures in the EUC control system and E/E/PE safety-related system(s)
448 needs to be considered at this stage (see A.5.4 of |JEC 61508-5). These can result from failures of components
449 having a common cause due to for example similar environmental influences. The existence of such failures can
450 lead to a higher than expected residual risk unless properly addressed.

451 c) Start the phase of planning for E/E/PE safety-related system safety validation (see 7.3 of

452 EC 61508-2).

453  d) Specify the architecture (configuration) for the E/E/PE safety-related logic subsystem,

454 sensors and final elements. Review with the software supplier/developer the hardware and
455 software architecture and the safety implications of the trade-offs between the hardware
456 and software (see Figure 4 of |[EC 61508-2). lterate if required.

457 e) Develop a model for the hardware architecture for the E/E/PE safety-related system.
458 Develop this model by examining each safety function separately and determine the
459 subsystem (component) to be used to carry out this function.

460 f) Establish the system parameters for each of the subsystems (components) used in the
461 E/E/PE safety-related system. For each of the subsystems (elements), determine the
462 following:

463 — the proof test interval for failures which are not automatically revealed;

464 — the mean time to restoration;

465 — the diagnostic coverage (see Annex C of |JEC 61508-2);

466 — the probability of failure;

467 - the required architectural constraints; for Route 1, see 7.4.4.2 and Annex C of
468 EC 61508-4 and for Route 2|, see 7.4.4.3 of |[EC 61508-2.

469 g) Create a reliability model for each of the safety functions that the E/E/PE safety-related
470 system is required to carry out.

471 NOTE 2 A reliability model is a mathematical formula which shows the relationship between reliability and
472 relevant parameters relating to equipment and conditions of use.

473 h) Calculate a reliability prediction for each safety function using an appropriate technique.

474 Compare the result with the target failure measure determined in b) above and the

475 requirements of Route 1, (see 7.4.4.2 of |EC 61508-2) or Route 2, (see 7.4.4.3 of

476 EC 61508-2). If the predicted reliability does not meet the target failure measure and/or

477 does not meet the requirements of Route 1y or Route 2, then change

478 — where possible, one or more of the subsystem parameters (go back in f) abpquuments
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479 — the hardware architecture (go back to d) above).
480 NOTE 3 A number of modelling methods are available and the analyst should choose which is the most
481 appropriate (see Annex B for guidance on some methods that could be used).

482 i) Implement the design of the E/E/PE safety-related system. Select measures and techniques
483 to control systematic hardware failures, failures caused by environmental influences and

484 operational failures (see Annex A of |JEC 61508-2).

485 j) Integrate the verified softwa) onto the target hardware (see 7.5 of
486 and Annex B of [JEC 61508-2) and, in parallel, develop the procedures for users
487 and maintenance staff to follow when operating the system (see 7.6 of and
488 Annex B of ). Include software aspects (see A.3 f)).

489 k) Together with the software developer (see 7.7 of FEC 61508-3), validate the E/E/PE system
490 (see 7.7 of [JEC 61508-2 and Annex B of |EC 61508-3).

491 I) Hand over the hardware and results of the E/E/PE safety-related system safety validation
492 to the system engineers for further integration into the overall system.

493 m) If maintenance/modification of the E/E/PE safety related system is required during
494 operational life then re-activate |EC 61508-2 as appropriate (see 7.8 of [EC 61508-2).
495 A number of activities run across the E/E/PE safety related system safety lifecycle. These

496 include verification (see 7.9 of |EC 61508-2) and functional safety assessment (see Clause 8
497  of |EC 61508-1)).

498 In applying the above steps the E/E/PE safety related system safety techniques and measures
499  appropriate to the required safety integrity level are selected. To aid in this selection, tables
500 have been formulated, ranking the various techniques/measures against the four safety integrity
501 levels (see Annex B of |EC 61508-2). Cross-referenced to the tables is an overview of each
502  technique and measure with references to further sources of information (see Annexes A and

503 B of |[EC 61508-17).

504  Annex B provides one possible technique for calculating the probabilities of hardware failure
505  for E/E/PE safety-related systems.

506 NOTE 4 In applying the above steps, alternative measures to those specified in the standard can be acceptable
507 provided justification is documented during safety planning (see Clause 6 of |EC 61508-1)).
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NOTE: For PE safety-related systems,
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(see figure A.3).
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A.1 - Application of |EC 61508-2
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L 1
NOTE: For PE safety-related systems,
activities for software occur in parallel
(see figure A.3).
510
511 Figure A.2 — Application of |[EC 61508-2 (Figure A.1 continued)

512  A.3 Functional steps in the application of |JEC 61508-3

513 Functional steps for |[EC 61508-3 (see Figure A.3) are as follows.

514 a) Obtain the requirements for the E/E/PE safety-related systems and relevant parts of the

515 safety planning (see 7.3 of |EC 61508-2). Update the safety planning as appropriate during
516 software development.
517 NOTE 1 Earlier lifecycle phases can have already: Documents
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518 — specified_the required safety functions and their associated safety integrity levels (see 7.4 and 7.5 of
519 EC 61508-1);

520 — allocated the safety functions to designated E/E/PE safety-related systems (see 7.6 of [EC 61508-1); and
521 — allocated functions to software within each E/E/PE safety-related system (see 7.2 of |EC 61508-3).

522 b) Determine the software architecture for all safety functions allocated to software (see 7.4

523 of |JEC 61508-3 and Annex A of |EC 61508-3).

524 c) Review with the E/E/PE safety-related system’s supplier/developer, the software and
525 hardware architecture and the safety implications of the trade-offs between the software
526 and hardware (see Figure 4 of [EC 61508-2). Iterate if required.

527 d) Start the planning for software safety verification and validation (see 7.3 and 7.9 of
528 EC 61508-3).

529 e) Design, develop and verify/test the software according to the:

530 — software safety planning;

531 — systematic capability; and

532 — software safety lifecycle.

533 f) Complete the final software verification activity and integrate the verified software onto the
534 target hardware (see 7.5 of |EC 61508-3), and in parallel develop the software aspects of
535 the procedures for users and maintenance staff to follow when operating the system (see

536 7.6 of |JEC 61508-3, and A.2 k)).

537 g) Together with the hardware developer (see 7.7 of [JEC 61508-2), validate the software in the
538 integrated E/E/PE safety-related systems (see 7.7 of |[EC 61508-3).

539 h) Hand over the results of the software safety validation to the system engineers for further
540 integration into the overall system.

541 i) If modification of the E/E/PE _safety-related system software is required during operational
542 life then re-activate this |JEC 61508-3 phase as appropriate (see 7.8 of [JEC 61508-3).

543 A number of activities run across the software safety lifecycle. These include verification (see

544 7.9 of [JEC 61508-3) and functional safety assessment (see Clause 8 of [EC 61508-3).

545 In applying the above steps, software safety techniques and measures appropriate to the
546  required safety integrity are selected. To aid in this selection, tables have been formulated
547 ranking the various techniques/measures against the four safety integrity levels (see Annex A
548  of JEC 61508-3). Cross-referenced to the tables is an overview of each technique and measure
549  with references to further sources of information (see Annex C of IEC 61508-7).

550  Worked examples in the application of the systematic capability tables are given in Annex E,
551 and |[EC 61508-7 includes a probabilistic approach to determining software safety integrity for
552 pre-developed software (see Annex D of JEC 61508-7).

553 NOTE 2 In applying the above steps, alternative measures to those specified in the standard can be acceptable
554 provided justification is documented during safety planning (see Clause 6 of [EC 61508-1)).
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Figure A.3 — Application of |JEC 61508-3

A.4 Architecture considerations

Clause A.2 identifies two steps concerning architecture specification and modelling in bullets d)
and e).

The following guidance provides information about the content and the formalisation of
architecture descriptions on a general level. It is derived from requirements of IEC/ISO 15288
[28] and ISO/IEC 42010 [40].

Similar considerations can be applied to software architectures (see Clause A.3 bullet b).
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564  A.4.1 Architecture Description Identification and Overview

565 e An Architecture Description identifies the E/EPE safety related system whose
566 architecture is being expressed.

567 e When an E/E/PE safety related system is designed to implement one or more
568 E/E/PE safety related functions, the Architecture Description includes all
569 elements implementing all the concerned E/E/PE safety related functions.
570 e An Architecture Description includes supplementary information as
571 determined by the project or organisation producing it.

572 Examples of this information might be: authors, reviewers, approving authority, issuing
573 organization; change history; configuration management information; context; date of issue
574 and status; glossary; overview; references; scope; summary; and version control
575 information.

576 e An Architecture Description includes the results of any architecture
577 evaluations conducted on this architecture. This is the analysed alternative
578 architectures and the rationale for the choice of the specified and
579 implemented one.

580 An example is the rationale for the choice of connecting sensing elements on different logic
581 solvers than the one performing the logic of concerned E/E/PE safety related function.

582 A.4.2 Stakeholders and Concerns

583 e An Architecture Description identifies the stakeholders of the system whose
584 concerns are considered fundamental to the architecture (i.e., "architecturally
585 significant"). E.g. in process industries architectures have to answer the
586 double concern of industrial safety and Occupational Health and Safety which
587 leads to the presence of emergency push-buttons.

588 When identifying stakeholders, the following can usefully be considered and included when
589 applicable: users of the system; operators of the system; acquirers of the system; owners
590 of the system; suppliers of the system; developers of the system; builders of the system;
591 maintainers of the system.

592 e An Architecture Description identifies the concerns considered fundamental
593 to the architecture of the system.

594 When identifying concerns, the following can usefully be considered and included when
595 applicable: the purposes of the system; the suitability of the architecture for achieving the
596 system’s purposes; the feasibility of constructing and deploying the system; the potential
597 risks and impacts of the system to its stakeholders throughout its life cycle; maintainability
598 and evolvability of the system.

599 e An Architecture Description associates each identified concern with the
600 identified stakeholders having that concern. E.g. it is clearly known why a
601 pushbutton is present in an automatic function.

602 A.4.3 Architecture Views in an Architecture Description

603 e An Architecture Description includes each architecture viewpoint used
604 therein.

605 e Each identified concern should be framed by at least one viewpoint. This is
606 so that all identified concerns are covered.

607 "A viewpoint frames a concern" when the viewpoint gives the architect the means to express
608 that concern. e.g., the formalism of control graphs and bond graphs frames concerns about
609 software structure and dependencies, whereas—othernotations,—such-as UMLuse case
610 diagrams,—would-less-be-helpful for modelling-these-concerns. Associating concerns with
611 viewpoints contributes to architects "using the right tool for the job" when modelling the
612 architecture.

613 e Each architecture viewpoint is specified by:

614 — the concerns framed by this viewpoint;

615 — the stakeholders interested in this viewpoint; Documents
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616 — the model kinds used in this viewpoint;

617 A model kind captures conventions for a type of modelling. To adequate frame a set of
618 concerns, a viewpoint can use one or more model kinds. E.g. sequence function charts
619 and block diagrams are conventions adapted to different concerns.

620 — For each model kind that is part of the viewpoint, the languages, notations, conventions,
621 modelling techniques, analytical methods and/or other operations useful on models of
622 this kind;

623 — References to sources on this viewpoint in the literature or previous work.

624 In addition, a viewpoint might define any of the following to aid the architect:

625 — Correspondence rules, criteria and methods for checking completeness (of views) or
626 consistency (between views). This is a very important aspect for Functional Safety
627 Assessment;

628 — Methods for evaluation or analysis of views;

629 — Methods, heuristics, metrics, patterns, design rules or guidelines, best practices and
630 examples to aid in view creation and synthesis.

631 e An Architecture Description includes exactly one architecture view for each
632 architecture viewpoint used.

633 o Each architecture view adheres to the conventions specified by its governing
634 viewpoint.

635 e Each architecture view includes:

636 — identifying and supplementary information as specified by the organisation and/or
637 project;

638 — identification of its governing viewpoint;

639 — one or more architecture models that address all of the concerns framed by its governing
640 viewpoint; and cover the whole system from that viewpoint. Each model:

641 e includes version identification as specified by the organization or project;

642 e identifies its governing model kind and adheres to the conventions of that model kind;
643 e may be a part of more than one architecture view.

644 — arecord of any known issues within a view with respect to its governing viewpoint. (Such
645 as unresolved issues, known conflicts, etc.)

646 As an example an “architecture functional view” can show the hierarchized organisation of the
647  safety functions down to the element safety functions.
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648 Annex B

649 (informative)

650

651 Example of technique for evaluating probabilities of hardware failure

652 B.1 General

653 This annex provides possible techniques for calculating the probabilities of hardware failure for
654 E/E/PE safety-related systems installed in accordance with |JEC 61508-1, JEC 61508-2 and
655 . The information provided is informative in nature and should not be interpreted
656  as the only evaluation techniques that might be used. It does, however, provide both a relatively
657  simple approach for assessing the capability of E/E/PE safety-related systems and guidelines
658 to use alternative techniques derived from the classical reliability calculations techniques. This
659 Annex does not provide any guidance on meeting Architectural Constraints.

660 NOTE 1 System architectures stated in this part are provided by way of examples and cannot be considered
661 exhaustive as there are many other architectures that may be used.

662 NOTE 2 See ISA-TR84.00.02-2002 [17] in the Bibliography.

663 A number of reliability techniques are more or less straightforwardly usable for the analysis of
664 hardware safety integrity of E/E/PE safety-related systems. Classically, they are sorted
665 according to the two following point of views:

666 o static (Boolean) versus dynamic (states/transition) models;

667 e analytical versus Monte Carlo simulation calculations.

668 Boolean models encompass all models describing the static logical links between the
669  elementary failures and the whole system failure. Reliability Block Diagrams (RBDi isee c.6.4
670 of JEC 61508-71 IEC 6and Fault Trees (FT) (see B.6.5.5 and B.6.5.9 of |EC 61508-7)

671 IEC 6belong to Boolean models.

672 States/transitions models encompass all models describing how the system behaves (jumps
673  from states to states) according to arising events (failures, repairs, tests, etc.). Markovian (see
674 B.6.5.6 of IEC 61508-7IEC 6), Petri nets (see B.6.5.10 of IEC 61508-7IEC 6) and formal

675 language models belong to states/transitions models. Monte Carlo simulations can be used
676 (see B.6.5.8 of [JEC 61508-7).

677 All these methods can be used for the majority of safety related systems and, when deciding
678 which technique to use on any particular application, it is very important that the user of a
679 particular technique is competent in using the technique and this may be more important than
680 the technique which is actually used. It is the responsibility of the analyst to verify that the
681 underling hypotheses of any particular method are satisfied, or any adjustments are required to
682 obtain an adequate realistic conservative result. In case of poor reliability data or dominant
683 common cause failure, it may be sufficient to use the simplest model / techniques. Whether the
684 loss of accuracy is significant can only be determined in the particular circumstances. See Part
685 3, H.3.1 Tool usage and qualification planning.

686 If software programmes are used to perform the calculations then the practitioner should have
687  an understanding of the formulae/techniques used by the software package to ensure its use is
688  suitable for the specific application, and |JEC 61508-8. The practitioner should also verify the

689 software package by checking its output with some manual calculated test cases.

690  Where a failure of the EUC control system places a demand on the E/E/PE safety-related

691 system, then the probability of a hazardous event occurring also depends on the probability of

692  failure of the EUC control system. In that situation, it is necessary to consider the possibility of

693  co-incident failure of components in the EUC control system and the E/E/PE safety-related

694 system due to common cause failure mechanisms. The existence of such failures ceyl

695 a higher than expected residual risk unless properly addressed. ﬁ&EEﬁﬁents
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B.2 Considerations about basic probabilistic calculations

B.2.1 Introduction

The reliability block diagram (RBD) on Figure B.1 is representing a safety loop made of three
sensors (A, B, C), one logic solver (D), two final elements (E, F), and common cause failures
(CCF).

—

s
o
(@]
(@]
T
%]
I

Figure B.1 — Reliability Block Diagram of a whole safety loop

This facilitates the identification of five failure combinations leading to the E/E/PE safety-related
system failure. Each of them is a so-called minimal cut set:

- (A, B, C) is a triple failure;

— (E, F) is a double failure;

— (D) (CCF1) (CCF2) are single failures.

B.2.2 Low demand E/E/PE safety-related system

When a E/E/PE safety-related system is used in low demand mode, the standard requires that
its PFDan (i.e. its average unavailability) be assessed. This is simply the ratio MDT(T)/T where

MDT(T) is the mean down time over the period [0, T] of the E/E/PE safety-related system.

For safety systems the probability of failure is, normally, very low and the probability to have
two minimal cut sets at the same time is negligible. Therefore, the sum of the mean down times
due to each cut sets gives a reasonable approximation of the mean down time of the whole
system. From Figure B.1 we find:

MDT ~ MDT*%° + MDT® + MDT®*
Dividing by T gives:

PFD,,, ~ PFD + PFD? + PFDE

avg avg avg

Therefore, for parts in series, PFDan calculations are very similar to those performed with
ordinary probabilities when they are very small compared to 1.

However for parallel parts where multiple failure are required before the loss of the function like
(E, F), itis clear that MDTEF may not be calculated straightforwardly from MDTE and MDTF: The
(E,F) system’s MDT has to be calculated as

-
MDTEF = IPFDE(t)PFDF(t)dt
o
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725 Therefore, ordinary probabilistic calculations (additions and multiplications) are no longer valid
726 for PFDan calculations (integrals) of parts in parallel. PFDavg doesn’t have the same properties

727  as a genuine probability and its assimilation with a genuine probability is likely to lead to non
728  conservative results. In particular, it is not possible to obtain the PFD,,  of an E/E/PE safety-

729 related system just by combining in a conventional way the PFDanJ of its components. As this

730 is sometimes encouraged by commercial Boolean software packages, analysts should be
731 vigilant to avoid such non conservative calculations which are undesirable when dealing with
732 safety.

733 EXAMPLE For a redundant (1002) channel with a dangerous undetected failure rate 1, with a proof test interval

734 7, an incorrect probability model calculation could give (ADU.1)2/4 when the actual result is (ADU.T)Z/Z’).

735 Calculations may be performed analytically or by using Monte Carlo simulation. This annex
736 describes how to do that by using conventional reliability models based on Boolean (RBD or
737 Fault-trees) or, states/transitions models (Markov, Petri nets, etc.).

738 B.2.3 Continuous or high demand mode E/E/PE safety-related system
739 B.2.3.1 General PFH formula

740  When an E/E/PE safety-related system is used in continuous or high demand mode, the
741 standard requires the calculation of its PFH (i.e. its average frequency of dangerous failure).
742 This is the average of the so called unconditional failure intensity (also called failure frequency)
743 w(t) over the period of interest:

744 _ 17
PFH(T) = ?_([W(t)dt

745  Where the E/E/PE safety-related system is working in continuous mode and is the ultimate
746  safety barrier, then the overall safety-related system failure will lead directly to a potentially
747 hazardous situation. Hence for failures that cause the loss of the overall safety function no
748 overall safety-related system repair can be considered in the calculations. However, if the
749 failure of the overall safety-related system does not lead directly to the potential hazard due to
750 some other safety barrier or equipment failure then it may be possible to consider the detection
751 and repair of the safety-related system in its risk reduction calculation.

752  B.2.3.2 Un-reliability case (e.g. single barrier working in continuous mode)

753  This case is relevant when E/E/PE safety-related system working in continuous mode is the
754 ultimate safety barrier. Therefore a potential hazard can occur as soon as it is failing. No overall
755 system failures are acceptable over the period of interest.

756 In this case the PFH may be calculated by using the failure rate over the period of interest:
T
A(t)dt
757 PFH(T) = I"T = Agyg

758 The overall system failure rate, A(t), may be time dependent or constant.

759 When it is time dependant, we have: PFH(T)= - eXp(;Aavg-T) ~ AL

760 When the system is made of components completely and quickly repairable with constant failure
761 and repair rates (if not constant failure rate the exponential cannot be applied) (e.g. dangerous
762  detected failures), A(t) reaches quickly an asymptotic constant value A, and, when

763 PFH(T)<<1., we have: PFH(T) :% ~ A, = M;TF

Documents

Document Sharing Hub

Full document details: 25/30509445 DC


http://www.avadocuments.com/doc/25-30509445-dc
http://www.avadocuments.com/doc/25-30509445-dc

IEC CDV 61508-6 © IEC 2025 - 25—

764 Ay exists only when the E/E/PE safety-related system working in continuous mode comprises

765 only safe and DD failures (i.e. quickly detected and repaired). No repair of failures that can
766 directly cause the overall failure of the safety function can be considered. For a redundant
767 configuration where it is relevant to consider proof tests, then the asymptotic failure rate is not
768 relevant and the previous equations have to be used. It is the job of the analyst to verify which
769 case is relevant

770 B.2.3.3 Unavailability case (e.g. multiple safety barriers)

77 When the E/E/PE safety-related system working in continuous mode is not the ultimate barrier,
772 its failures only increase the demand frequency on other safety barriers, or when it is working
773 in the high demand mode, such that it is possible to detect (automatically or manually) and
774 repair a fault that could cause the direct loss of the safety function within the expected demand
775 period. In this case its overall failures can be repaired and PFH may be calculated from the
776  availability, A(t), and from the conditional failure intensity, A, (t), of the system.

777 Again, when the system is made of components completely and quickly repairable (i.e. when,
778 in any degraded situation, there is an high probability to come back quickly to a good working
779 state), A, (t) reaches quickly its asymptotic value, A,,5, which, in addition, is also a good

780 approximation of the true asymptotic overall system failure rate, A,¢ introduced in B.2.3.2.

781 This leads to the following approximations:

782 PFH = —=_% ~_1

MUT ~ MTTF  MTBF

783  where

784 MUT is the acronym for Mean Up Time;

785  MTBF is the acronym for Mean Time Between Failure; and
786 MTTF is the acronym for Mean Time To Failure.

787 B.3 Methods of calculating PFD or PFH of a system

788 B.3.1 Other available guidance

789 For general guidance on reliability expressions and methods see EN 61703:2016 ‘Mathematical
790  expressions for reliability, availability, maintainability and maintenance support terms’.

791 There are various methods available to calculate the PFD or PFH of a system, such as
792 Analytical formulae (associated with Reliability block diagrams (RBD)), Boolean, Markovian,
793 Petri net, and Monte Carlo. These methods are described in CEN Technical report CEN ISO /
794 TR12489: 2013, ‘Petroleum, petrochemical and natural gas industries — Reliability modelling
795  and calculation of safety systems’. This Technical report covers all the above-mentioned
796 methods and provides typical examples, however it primarily focus on Low Demand systems
797 and its coverage for the analytical RBD approach is very limited.

798 Therefore, for guidance on all the methods, other than the analytical RBD, reference should be
799 made to the CEN Technical Report. For the Analytical RBD approach the following guidance is
800 provided. Examples for Low Demand systems given in B.3 have been taken from CEN Technical
801 report so the numerical values obtained can be compared with using some of the other methods.

802 The following standards describe in detail the terms and techniques used in this clause:

803 e |EC 61025:2006 Fault tree analysis (FTA), RBD

804 e |EC 61078:2016 Reliability block diagrams Documents
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805 o |EC61703:2016, for Mathematical expressions for reliability, availability, maintainability
806 and maintenance support terms.

807 B.3.2 Reliability block diagram approach, assuming constant failure rate
808 B.3.2.1 Underlying hypothesis

809  The calculations are based on the following conditions and assumptions:

810 — the resulting average probability of failure on demand for the system is less than 10-1, or
811 the resultant average frequency of dangerous failure for the system is less than 10-5 h-1
812 NOTE 1 This assumption means that the E/E/PE_safety-related system is within the scope of IEC 61508 series
813 and within the SIL 1 band (see Tables 2 and 3 of |EC 61508-1)).
814  — component failure rates are constant over the life of the system;
815 — the sensor (input) subsystem comprises the actual sensor(s) and any other components
816 and wiring, up to but not including the component(s) where the signals are first combined
817 by voting or other processing (for example for two sensor channels, the configuration would
818 be as shown in Figure B.2);
819 - the logic subsystem comprises the component(s) where the signals are first combined, and
820 all other components up to and including where final signal(s) are presented to the final
821 element subsystem:;
822 - the final element (output) subsystem comprises all the components and wiring which
823 process the final signal(s) from the logic subsystem including the final actuating
824 component(s);
825 — the hardware failure rates used as inputs to the calculations and tables are for a single
826 channel of the subsystem (for example, if 2003 sensors are used, the failure rate is for a
827 single sensor and the effect of 2003 is calculated separately);
828 - the channels in a voted group all have the same failure rates and diagnostic coverage;
829 - the overall hardware failure rate of a channel of the subsystem is the sum of the dangerous
830 failure rate and safe failure rate for that channel;;
831 NOTE 2 This assumption affects the safe failure fraction (see Annex C of |[EC 61508-4), but the safe failure
832 fraction cannot affect the calculated values for probability of failure given in this annex.
833 — for each safety function, there is perfect proof testing and repair (i.e. all failures that remain
834 undetected are detected by the proof test), but for the effects of a non-perfect proof test see
835 B.3.2.5;
836 — the proof test interval is at least an order of magnitude greater than the MRT;
837 — for each subsystem there is a single proof test interval and MRT;
838 — the expected interval between demands is at least an order of magnitude greater than the
839 proof test interval;
840 — the expected mean time to repair a detected fault is at least a magnitude greater than the
841 diagnostic test interval.
842 — the system are used where there is a defined safe state for the system
843 - for all subsystems operating in low demand mode of operation, and for 1002, 1002D,1003
844 and 2003, voted groups operating in high demand or continuous mode of operation, the
845 fraction of failures specified by the diagnostic coverage is both detected and repaired within
846 the MTTR used to determine hardware safety integrity requirements;
847 EXAMPLE If a MTTR of 8 h is assumed, this includes the diagnostic test interval which is typically less than 10
848 minutes the remainder being the MRT.
849 NOTE 3 For 1002, 1002D, 1003 and 2003 voted groups, it can be assumed that any repair is on-line.
850 Configuring an E/E/PE safety-related system, so that on any detected fault the EUC can be put into a safe state,
851 improves the average probability of failure on demand. The degree of improvement can depend on the diagnostic
852 coverage.
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853 — for 1001 operating in high demand or continuous mode of operation, the E/E/PE safety-
854 related system always achieves a safe state after detecting a dangerous fault; to achieve
855 this, the expected interval between demands is at least an order of magnitude greater than
856 the diagnostic test intervals, or the sum of the diagnostic test intervals and the time to
857 achieve a safe state is less than the process safety time;
858 NOTE 4 For process safety time see 3.6.20 of .
859 - when a power supply failure removes power from a de-energize-to-trip E/E/PE safety-
860 related system and initiates a system trip to a safe state, the power supply does not affect
861 the average probability of failure on demand of the E/E/PE safety-related system; if the
862 system is energized to trip, or the power supply has failure modes that can cause unsafe
863 operation of the E/E/PE safety-related system, the power supply should be included in the
864 evaluation;
865 — where the term channel is used, it is limited to only one path of the system under discussion;
866 — The product of the failure rate multiplied by the associated average down time should be
867 <<1.
868 — During proof testing the EUC is either in a safe state or alternative safety measures are in
869 place (see Part 2, 7.4.8.1);
870 — For a system undetected fault occurring between proof tests on a simplex system it is
871 assumed that on average this will occur halfway between two proof test periods, for a duplex
872 system which experience two undetected faults these, on average, will occur at one third
873 and two thirds between proof tests and for triple system, on average, will occur at one
874 quarter, one half and three quarters between proof tests.
875 — For a safety function operating in low demand mode of operation, on detection of a
876 dangerous fault occurring on a:
877 a) single channel system: it is assumed that on the detection of a dangerous fault it is:
878 reported but no change to the output state takes place; and,
879 the fault is detected and repaired within the MTTR.
880 b) dual channel system: itis assumed that on the occurrence of the first channel dangerous
881 fault:
882 the system remains online whilst the channel is repaired within the MTTR and;
883 if there is a second detected dangerous failure this will, on average, occur halfway
884 through the MTTR of the first channel;
885 c) triple channel system voting 1003, with repair online:
886 the system remains online whilst the channel is repaired within the MTTR and;
887 if after a first detected fault, there are a further two detected faults, these will, on
888 average, occur one third and two thirds during the MTTR of the first detected fault;
889 — For the above configurations, if the dangerous detected fault is configured to put the EUC
890 into a safe state within the process safety time, then ADD can be treated the same as a safe
891 failure. Therefore, the same equation can be used but with setting ADD to zero.
892 - If any of the dangerous detected failures are unable to meet the above criteria, then these
893 failures should be included in dangerous undetected.
894 — For a safety function operating in high demand or continuous mode of operation, the system
895 on detection of dangerous fault occurring on;
896 — A single channel system: it is assumed that the system is configured to put the EUC into a
897 safe state within the process safety time.
898 — If any of the dangerous detected failures are unable to meet the criteria then these failures
899 should be included in dangerous undetected.
900 - For all redundant configurations: there are two solutions provided;
901 — on the detection of a dangerous fault, it is reported but would not change the output state,
902 and:
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903 - on the detection of a dangerous fault, it the EUC is put into a safe state within the process
904 safety time.
905 — If any of the dangerous detected failures are unable to meet the criteria then these failures
906 should be included in dangerous undetected.
907 - Should any of the above assumptions be invalid then alternative modelling maybe required.
908 — the abbreviated terms are described in Table B.1.
Sensor Input module
. Logic voting
! component
. Sensor Input module
Sensor subsystem IEC 322/2000
909
910 Figure B.2 — Example configuration for two sensor channels
911 Table B.1 — Terms used in this annex
912 (applies to 1001, 1002, 2002, 1002D, 1003 and 2003)
Abbreviation Term (units)
T, Proof test interval (h)
MTTR Mean time to restoration (h)
MRT Mean repair time (h)
DC Diagnostic coverage (expressed as a fraction in the equations and as a percentage
elsewhere)
Bou The fraction of undetected failures that have a common cause (expressed as a fraction in the
equations and as a percentage elsewhere)
Bop Of those failures that are detected by the diagnostic tests, the fraction that have a common
cause (expressed as a fraction in the equations and as a percentage elsewhere)
PFDg Average probability of failure on demand for the group of voted channels
(If the sensor, logic or final element subsystem comprises of only one voted group, then
PFDg is equivalent to PFDg, PFD, or PFD; respectively)
PFDg Average probability of failure on demand for the sensor subsystem
PFD, Average probability of failure on demand for the logic subsystem
PFD.e Average probability of failure on demand for the final element subsystem
PFDgyg Average probability of failure on demand of a safety function for the E/E/PE safety-related
system
PFHq Average frequency of dangerous failure for the group of voted channels
(if the sensor, logic or final element subsystem comprises of only one voted group, then
PFH is equivalent to PFHg, PFH, or PFH__ respectively)
PFHq Average frequency of dangerous failure for the sensor subsystem
PFH, Average frequency of dangerous failure for the logic subsystem
PFH¢ Average frequency of dangerous failure for the final element subsystem
PFHgyg Average frequency of dangerous failure of a safety function for the E/E/PE safety-related
system
A Total failure rate of a channel in a subsystem
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Abbreviation Term (units)

Ap Dangerous failure rate of a channel in a subsystem

. Detected dangerous failure rate of a channel in a subsystem (this is the sum of all the
detected dangerous failure rates within the channel of the subsystem)

Abu Undetected dangerous failure rate of a channel in a subsystem (this is the sum of all the
undetected dangerous failure rates within the channel of the subsystem)

Asp Detected safe failure rate of a channel in a subsystem (this is the sum of all the detected
safe failure rates within the channel of the subsystem)

tee Channel equivalent mean down time for 1001, 1002, 2002 and 2003 architectures (this is the
combined down time for all the components in the channel of the subsystem)

toe Voted group equivalent mean down time for 1002 and 2003 architectures (this is the
combined down time for all the channels in the voted group)

tee’ Channel equivalent mean down time for 1002D architecture (this is the combined down time
for all the components in the channel of the subsystem)

tee’ Voted group equivalent mean down time for 1002D architecture (this is the combined down
time for all the channels in the voted group)

T, Interval between demands or maintenance overhaul
K Fraction of the success of the autotest circuit in the 1002D system
PTC Proof Test Coverage

Note to table Dangerous failures that are detected and negated prior to dangerously influencing the operation of

the safety function by a channel can be categorised as SD failures rather than DD failures.

B.3.2.2 Average probability of failure on demand (for low demand mode of

operation)

The average probability of failure on demand of a safety function for the E/E/PE safety-related
system is determined by calculating and combining the average probability of failure on demand
for all the subsystems which together implement the safety function. Since in this annex the
probabilities are small, this can be expressed by the following (see Figure B.3):

PFDgys = PFDg + PFD, + PFDpg

where

PFDgys  is the average probability of failure on demand of a safety function for the E/E/PE
safety-related system;

PFDg is the average probability of failure on demand for the sensor subsystem;

PFD is the average probability of failure on demand for the logic subsystem; and

PFDgg is the average probability of failure on demand for the final element subsystem.

Sensor subsystem
(sensors and input
interface)

Final element subsystem
(output interface and
final elements)

Logic subsystem

IEC 323/2000

Figure B.3 — Subsystem structure

To determine the average probability of failure on demand for each of the subsystems, the
following procedure should be adhered to for each subsystem in turn.
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931 d) Draw the block diagram showing the sensor subsystem (input) components, logic
932 subsystem components or final element subsystem (output) components. For example,
933 sensor subsystem components may be sensors, barriers, input conditioning circuits;
934 logic subsystem components may be processors and scanning devices; and final
935 element subsystem components may be output conditioning circuits, barriers and
936 actuators. Represent each subsystem as one or more 1001, 1002, 2002, 1002D, 1003
937 or 2003 voted groups.
938 e) If the safety function depends on more than one voted group of sensors or actuators,
939 the combined average probability of failure on demand of the sensor or final element
940 subsystem, PFDg or PFDgg, is given in the following equations, where PFDg; and PFDg;
941 is the average probability of failure on demand for each voted group of sensors and final
942 elements respectively:
943 PFDs =) PFDg,

i
944 PFD,. =) PFDg

j

945 The formula used in all the equations for both PFD and system failure rate are all a function of
946  component failure rate and mean down time (MDT). Where there are a number of elements in
947 the system and it is required to calculate the combined elements overall PFD or system failure
948 rate, then it is often necessary to use a single value for the MDT in the equations. However
949  each element may have different failure detection mechanisms with different MDT and different
950 elements may have different MDT values for the same failure mechanisms, in which case it is
951 necessary to calculate a single value for the MDT which can represent all the elements in the
952 path. This can be accomplished by considering the total paths overall failure rate then
953 proportioning the individual MDT’s equivalent to their failure rate contribution to the total failure
954 rate under consideration.

955 As an example, if there are two elements in series but one with a proof test, ], and the other
956  with a proof test, T, ;, then the equivalent single value for the MDT is:

957 Ar =4 +4,
958 and
Al Tl /12 Tll
959 MDT, = —|—= — =
E /’IT<2)+/1T(2)

960 B.3.2.3 Architectures for low demand mode of operation

961 The use of MTTR in these equations assumes that the diagnostic test interval is very small compared with the repair
962 time. If this is not the case then the diagnostic test interval (say T) should be treated the same as the Proof Test
963 interval, e.g. for a simplex element the MTTR becomes T/2 + MRT.

964 NOTE 1 This subclause can be read sequentially, since equations which are valid for several architectures are only
965 stated where they are first used.

966 NOTE 2 The equations are based on the assumptions listed in B.3.2.1.
967 NOTE 3 The following examples are typical configurations and are not intended to be exhaustive.

968 B.3.2.3.1 1001

969  This architecture consists of a single channel, where any dangerous failure leads to a failure of
970  the safety function when a demand arises.
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——— Channel —e

........ V_o......
. Diagnostics
o 4 IEC 324/2000
971
972 Figure B.4 — 1001 physical block diagram
j'D
Apu App
® tey = T+ MRT t., = MTTR ®
2
tce
IEC 325/2000
973
974 Figure B.5 — 1001 reliability block diagram

975 Figures B.4 and B.5 contain the relevant block diagrams. The dangerous failure rate for the
976 channel is given by

977 /1/:) = ﬂ‘DU + ﬂ“DD

978 Figure B.5 shows that the channel can be considered to comprise of two components, one with
979  adangerous failure rate Ap resulting from undetected failures and the other with a dangerous

980 failure rate App resulting from detected failures. It is possible to calculate the channel equivalent
981 mean down time t-g, adding the individual down times from both components, t 4 and t.,, in
982  direct proportion to each component’s contribution to the probability of failure of the channel:

983 tee = ﬂﬂ[i + MRT) + 20 TR
Ay, L2 Ap

984 In the equations for tce and tce the strict algebraic formulae would have Apu as (1-Bou)Apu and
985  App as (1-Boo)Aoo and Ao as ( (1-Bou)Aou +(1-Bop)Aop), however since these are ratio’s the slightly
986  simplified formulae given for tce and tee introduce very little differences, particularly when
987 considered against the uncertainty of the numerical values of A.

988 For every architecture, the detected dangerous failure rate and the undetected dangerous
989  failure rate are given by

990 Jou = 4p(1-DC); A, = 2,DC

991 It should be noted that the use of MTTR in these equations assumes that the diagnostic
992  test interval is very small compared with the repair time. If this is not the case then the
993 diagnostic test interval (say T2) should be treated the same as the Proof Test interval, e.g.
994  for a simplex element the MTTR becomes T2/2 + MRT.

995  For a channel with down time t-g resulting from dangerous failures
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PFD = 1— e 0=
=~ Aptce since Apt . << 1

Hence, for a 1001 architecture, the average probability of failure on demand is
PFDg = (ﬂDu +/1DD)tCE

B.3.2.3.2 1002

This architecture consists of two channels connected in parallel, such that either channel can
process the safety function. Thus there would have to be a dangerous failure in both channels
before a safety function failed on demand. It is assumed that any diagnostic testing would only
report the faults found and would not change any output states or change the output voting.

@ — Channel
........ AV U
' Diagnostics .
!
Channel IEC 326/2000

Figure B.6 — 1002 physical block diagram

o
/’{DU ADD
tCE
00— Common
cause failure _.
tee IEC 327/2000

Figure B.7 — 1002 reliability block diagram

Figures B.6 and B.7 contain the relevant block diagrams. The value of t-g is as given in
B.3.2.3.1, but now it is necessary to also calculate the system equivalent down time t5g, which
is given by

top = 22U (L + MRTJ + 200 pTTRI2
GE /1 3
D D

In the equations for tce and tce the strict algebraic formulae would have Apu as (1-Bou)Abu and
Abp as (1-Boo)Aop and Ab as ( (1-Bou)Aou +(1-Bop)Abp), however since these are ratio’s the slightly
simplified formulae given for tce and tee introduce very little differences, particularly when
considered against the uncertainty of the numerical values of A.

The average probability of failure on demand for the architecture is
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2 Ty
1017 PFD; = 2((1 = Bpp)App + (1 — BDU)ADU) teetee + BooAppMTTR + BpyApy (3 + MRT)

1018 B.3.2.3.3 2002

1019 This architecture consists of two channels connected in parallel so that both channels need to
1020 demand the safety function before it can take place. It is assumed that any diagnostic testing
1021 would only report the faults found and would not change any output states or change the output
1022 voting.

@ — Channel

........ AV

' Diagnostics
R
®—— cChannel
IEC 328/200
1023
1024 Figure B.8 — 2002 physical block diagram
ﬂ.p ﬂ-D
‘ ﬁDU ﬂrDD ‘ ﬂ-DU ADD ‘
fcg tCE
IEC 329/2000
1025
1026 Figure B.9 — 2002 reliability block diagram

1027 Figures B.8 and B.9 contain the relevant block diagrams. The value of ;g is as given in
1028  B.3.2.3.1.1, and the average probability of failure on demand for the architecture is

1029 PFD, = 2,to,

1030 B.3.2.3.4 1002D

1031 This architecture consists of two active channels connected in parallel. During normal operation,
1032 both channels need to demand the safety function before it can take place, e.g., 2002. In
1033  addition, if diagnostic tests in either channel, (which consist of two monitoring channels, one
1034 per active channel), detect a fault, either safe or dangerous, then the output voting is adapted
1035  so that the overall output state then follows that given by the other non- faulty channel. If the
1036 diagnostic tests find faults in both channels or a discrepancy that cannot be allocated to either
1037  channel, then the overall output state goes to the safe state (i.e. safety function activated).

1038 In order to detect a discrepancy between the channels, either channel can determine the state
1039  of the other channel via a means independent of the other channel, the discrepancy monitoring
1040 is only active provide there is no channel fault detected. The channel 1002D comparison / switch
1041 over / vote adaption mechanism, may not be 100 % effective and the output may remain in the
1042 2002 voting arrangement even though one channel has signalled a detected fault or an
1043 unresolved discrepancy between the channels has been signalled. The parameter K represents
1044  the fraction of expected correct functioning of this channel comparison / switching mechanism.

1045 The discrepancy diagnostics needs to react within process safety time for low degand, high
1046 demand or continuous mode. BOCUlgnentS
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1047  There may be other implementations of the design for 1002D in which case the following
1048  equation would have to be modified because the assumptions underlying the reliability model
1049 have changed.

1050 NOTE 1 The parameter K and its associated term can be determined by an FMEA.

1051 NOTE 2 The “D” in “1002D” can have different interpretations including “Degradation” or “Extensive self diagnostics”.
1052 The key issue is to understand the functionality of the diagnostics”.
1053
1054 Note 3 There can be also a 2002D configuration which is similar to the 1002D but does not include the discrepancy
1055 diagnostic monitoring between the two channels.
1056

PR Channel
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1 Channel Monitor e —————— R
(A b Yoo
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: Diagnostics Mechanism
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1 Channel Monitor
H + .................
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1057
1058
1059 Figure B.10 — 1002D physical block diagram
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1062 EC 3312000
1063
1064 Figure B.11 — 1002D reliability block diagram

1065 The detected safe failure rate for every channel is given by
1066 Asp = AsDC

1067  Figures B.10 and B.11 contain the relevant block diagrams. The values of the equivalent mean down
1068  times differ from those given for the other architectures in B.3.2.3.1 and B.3.2.3.2 and hence are labelled

1069  fcg’and e’ Their values are given by Documents
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