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211 INTERNATIONAL ELECTROTECHNICAL COMMISSION

212

213

214 ASSET ADMINISTRATION SHELL FOR INDUSTRIAL APPLICATIONS

215

216 Part 5: Interfaces

217

218 FOREWORD

219 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
220 all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
221 co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
222 in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
223 Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)"). Their
224 preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
225 may participate in this preparatory work. International, governmental and non-governmental organizations liaising
226 with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
227 Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.
228 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
229 consensus of opinion on the relevant subjects since each technical committee has representation from all
230 interested IEC National Committees.

231 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
232 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
233 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
234 misinterpretation by any end user.

235 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
236 transparently to the maximum extent possible in their national and regional publications. Any divergence between
237 any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.
238 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
239 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
240 services carried out by independent certification bodies.

241 6) All users should ensure that they have the latest edition of this publication.

242 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
243 members of its technical committees and IEC National Committees for any personal injury, property damage or
244 other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
245 expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
246 Publications.

247 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
248 indispensable for the correct application of this publication.

249 9) IEC draws attention to the possibility that the implementation of this document may involve the use of (a)
250 patent(s). IEC takes no position concerning the evidence, validity or applicability of any claimed patent rights in
251 respect thereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), which
252 may be required to implement this document. However, implementers are cautioned that this may not represent
253 the latest information, which may be obtained from the patent database available at https://patents.iec.ch shall
254 not be held responsible for identifying any or all such patent rights.

255 IEC 63278-5 Ed.1 has been prepared by IEC technical committee 65: Industrial-process
256 measurement, control and automation. It is an International Standard.

257  The text of this International Standard is based on the following documents:

Draft Report on voting

65/XX/FDIS 65/XX/RVD

258
259 Full information on the voting for its approval can be found in the report on voting indicated in
260 the above table.

261 The language used for the development of this International Standard is English.
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262 This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
263 accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement available
264  at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
265  described in greater detail at www.iec.ch/publications.

266 The committee has decided that the contents of this document will remain unchanged until the
267 stability date indicated on the IEC website under webstore.iec.ch in the data related to the
268 specific document. At this date, the document will be

269 e reconfirmed,

270 e withdrawn,

271 e replaced by a revised edition, or

272 e amended.

273 °
274
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275 1 INTRODUCTION

276 1.1 General

277 This document is the fifth part of the series "Asset Administration Shell for Industrial
278 Applications". The Asset Administration Shell (AAS) is seen as one interoperable manifestation
279 of a digital twin in manufacturing.

280 1.2 Overview on parts of the series

281 The IEC 63278 series Asset Administration Shell for Industrial Applications includes the
282  following parts covering the following topics:

283 e Part 1: Asset Administration Shell structure (IEC 63278-1 ED1)

284 e Part 2: Information meta model (IEC 63278-2)

285 e Part 3: Security provisions for Asset Administration Shells (IEC 63278-3)
286 e Part 4: Use Cases and Modelling Examples (IEC 63278-4)

287 e Part 5: Interfaces (IEC 63278-5, this document)

288 Figure 1 illustrates the relationships between the documents currently being worked on.

details &
explains Part 4

use cases

Part 1 defines
structure

Elm e o o o e e o o o o ——— ——

SjuaLUB|dL)

requires requires
Part2 |« Part 3 P

Part 5

design

metamodel security interface
supports ’ < supports
=l guides
implementation
289
290 Figure 1 — Relationships between the documents

291 e Part 1 and Part 4 address the concept. Part 1 describes the conceptual framework for the

292 AAS, the structure of the AAS and requirements associated to the AAS and related entities.
293 Part 4 details Part 1 by describing more detailed use cases and illustrates the concept of
294 the AAS by selected modeling examples.

295 e Part 2, Part 3, and Part 5 address the design:
Documents
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296 o Part 2 formalizes the requirements of Part 1 for Submodels and Submodel templates
297 to a clearly defined information metamodel. Furthermore, Part 2 considers the
298 specific requirements provided by Part 3.

299 o Part 3 addresses the cross-cutting concern of security. Part 3 formalizes the
300 requirements of Part 1 and use cases of Part 4 and considers the modeling concepts
301 provided by Part 2 and functions provided by this Part “interface”.

302 NOTE Further cross-cutting concerns could be considered in the future, such as uniform version management.
303 o Part 5 will formalize the concepts and the requirements of Part 1 for the AAS to a
304 clearly defined set of functions of the interface. Part 5 is also subject to guidance of
305 Part 2 and considers the specific requirements provided by Part 3.

306

307 2 Scope
308 IEC 63278 series is standardizing a digital representation of an asset, called Asset Administration

309  Shell (AAS). This part 5 of the IEC 63278 series specifies interfaces of the Asset Administration Shell
310  (AAS).

311

312 3 Normative references

313 The following documents are referred to in the text in such a way that some or all of their content
314 constitutes requirements of this document. For dated references, only the edition cited applies.
315 For undated references, the latest edition of the referenced document (including any
316 amendments) applies.

317 IEC 63278-1 ED1 Asset Administration Shell for industrial applications — Part 1: Asset
318 Administration Shell structure

319 IEC 63278-2 ED1 Asset Administration Shell for Industrial Applications — Part 2: Information
320 meta model

321 IEC 63278-3 ED1 Asset Administration Shell for Industrial Applications — Part 3: Security
322 provisions for Asset Administration Shells

323 IEC 63278-4 ED1 Asset Administration Shell for Industrial Applications Part 4: Use Cases and
324  Modelling Examples

325

326 4 Terms, definitions and conventions

327 4.1 Terms and definitions

328 For the purposes of this document, the following terms and definitions apply.

329 ISO and IEC maintain terminology databases for use in standardization at the following
330 addresses:

331 e |EC Electropedia: available at https://www.electropedia.org/

332 e |ISO Online browsing platform: available at https://www.iso.org/obp Documents
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For the purposes of this document, the terms and definitions given in IEC TR 63283-1:2022 [6]
Industrial-process measurement, control and automation — Smart manufacturing - Part 1: Terms
and definitions and IEC 63278-1:2024 apply.

411
AAS administration interface
AAS interface allowing to access one or multiple Asset Administration Shells

4.1.2
AAS repository
set of multiple AAS within a computing environment

4.1.3
AAS Submodel interface
AAS interface allowing to access Submodels of an Asset Administration Shell

4.1.4

computing environment

software service providing interfaces to create, register/unregister and lookup Asset Administration
Shells

4.1.5
interface
unit of reusability across services

4.1.6
interface operation
interaction pattern defined with respect to a specific interface

4.1.7
service
distinct part of the functionality that is provided by an entity through interfaces

[SOURCE: IEC 60050-741:2020, 741-01-28]

4.1.8
Submodel repository
set of multiple Submodels within a computing environment

4.2 Conventions

For some terms, such as Asset Administration Shell or SubmodelElement, start case or pascal
case is used, in order to distinguish them from English text.

5 Interfaces of the Asset Administration Shell

5.1 General

IEC 63278-1 defines the overall structure of the AAS and related entities as shown in Figure 2.
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Asset Administration Shell

Iistsl lprovides

Submodel template(s) .

(including Submodel template | guldes Submodel(s uses : accesses o

elements) — " (including Submode"(zle)ments) <«——  AASiinterface(s) @ <+—— AAS user application(s)
(optional)
references
references
* references
o references
concept repositories
A
3 ——
ks asset |rtl_tegr\|at|on
(&)
AAS responsible S (optional)
creates and governs | @
®© integrates
A 4
asset related service(s)
asset service(s) i
has interest in N (optional) (optional)
rovides
asset T P

IEC

Figure 2 — Detailed overview of Asset Administration Shell and related entities

Part 5 uses Part 1 and Part 4 as a basis to design the AAS interface(s) and its operations.

NOTE The Asset Administration Shell lists Submodel(s) by referencing to Submodel identifiers.

5.2 Requirements to the AAS interface(s) as described in IEC 63278-1 and IEC 63278-
4

The purpose of this clause is to list the requirements stated and explained in Part 1 and Part 4
and thereby setting the focus for Part 5.

An AAS interface makes the information and services of the Asset Administration Shell available
externally. The following requirements to the AAS interface are described in IEC 63278-1:

e All Asset Administration Shells shall provide a set of standardised AAS interfaces to
enable AAS user applications to create, delete and update an Asset Administration Shell
and the Submodels and SubmodelElements in a uniform way.

e All Asset Administration Shells shall provide a set of standardised AAS interfaces to
enable AAS user applications to retrieve an Asset Administration Shell not only by the
unique identifier of the asset it is representing but also by alternative identifiers of the
same asset. These alternative identifiers shall be unique in a given namespace only,
but not globally.

e All Asset Administration Shells shall provide a set of standardised AAS interfaces to
enable AAS user applications to access the information and to access and execute the
services they are offering in a uniform way.

These requirements are detailed in IEC 63278-4, clause 4.7, with respect to data exposure and
accountability.

NOTE 1 The term “AAS interface(s)” in IEC 63278-1 and |IEC 63278-4 refers in the context of this document to
interface operations (confer 7.1), which are defined with respect to different interfaces.

NOTE 2 The notion of “create, delete and update” of elements applies depending on further conditions, such as
permissions and access rights.

NOTE 3 The availability of such alternative identifiers is not always given. See IEC 63278-2 for "soecingm’ments
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398

399 5.3 Relationship between IEC 63278-2, IEC 63278-3 and IEC 63278-5

400 The terms and definitions, meta model entities and data types for the parameters of the interface
401 operations and return types defined in clause 6 are defined in Part 2.

402 In later stages of the process, statements regarding relationships between Part 3 and Part 5 might be
403 added.

404

405 6 Breakdown of concepts to requirements of AAS interface operations

406 6.1 General

407 In order to provide interfaces to be accessed by AAS user applications, a technical
408 implementation is realized in a computing environment. The computing environment varies and
409 depends on the decisions taken by the AAS responsible(s) and other persons in the operating
410  organisation (see Figure 3).

411 The entirety of these realized interface operations (confer section 7) allows AAS user
412 applications to (among others) create, update, retrieve, delete Asset Administration Shells and
413  Submodels and dependent entities (CRUD principle, purpose of information, relationship). Also,
414  the invocation of Operation elements is allowed (purpose service, see I[EC 63278-2).

415 In later stages of the process, further computing environment interfaces might be added to the scope.

(particular) Asset Administration Shell

uses AAS administration AAS repository

-—
interface(s) e.g. creates, interface
deletes,

Submodel(s) uses AAS Submodel refrieves  Submodel repository
(including SubmodelElements) interface(s) interface

computing environment(s)

AAS
responsible other

416

417 Figure 3 — Overview on association of different interfaces to AAS and computing

418 environment(s)

419 Figure 4 extends Figure 2 with additional entities regarding the specification of the interfaces
420  of the AAS:
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421 e The AAS interface logically consists of AAS administration interface(s) and AAS Submodel

422 interface(s). The AAS administration interface(s) allow accessing one or multiple AASs (see
423 7.3). The AAS Submodel interface(s) allow accessing (typically) multiple Submodels (see
424 7.4).

425 e From a design perspective, the computing environment is a software service, which allows

426 creating and accessing one or multiple Asset Administration Shells. The interface(s) of this
427 software service are called computing environment interface(s) and allow, for example, to
428 create, update and retrieve one or multiple AAS or further elements.

429 e The set of multiple AAS within a computing environment is designated as AAS repository.
430 The set of multiple Submodels within a computing environment is designated as Submodel
431 repository.

432 e For this document, two computing environment interfaces are specified: AAS repository interface

433 and Submodel repository interface. The AAS repository interface allows to create, update and
434 retrieve one or multiple AAS (see 7.5), while the Submodel repository allows to create,
435 update and retrieve one or multiple Submodels (see 7.6).

computing environment

registered in | AAS repository interface |

| Submodel repository interface |

Asset Administration Shell R

listsl lprovides accesses
Submodel template(s) ) 4
(including Submodel Template | guides ’ Submodel(s) JUses AAS interface(s) <+ Jccesses AAS user application(s)
Elements) (including SubmodelElements) AAS administration interface(s) PP
(optional) AAS Submodel interface(s)
references references
o references references
concept repositories |«
A
k)
% asset integration
. S (optional)
AAS responsible 2
creates and governs | &
® integrates
asset related service(s)
asset service(s) ;
has interest in R (optional) (optional)
asset T provides
436
437 Figure 4 — Detailed overview of AAS and related entities regarding interfaces
438

439 6.2 Provisions on interfaces

440 The above-described mechanism of access requires the AAS user application to specifically
441 know the identifiers of AAS and/ or Submodels beforehand.

442 The above interfaces allow accessing one or multiple entities. It is up to the computing
443  environment or the applied use cases to restrict this access.

444 EXAMPLE It is possible, that the computing environment within an embedded device restricts the access to exactly
445 one AAS for the specific device.

446 EXAMPLE It is possible, that the computing environment within an embedded device restricts the access to read
447 operations, as the storage of the device does not allow writing information.

448 NOTE Restriction of access is realized by returning an error information by the specific intsiface opgtgcuments
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449

450 6.3 Provisions on identifiers

451 In order to identify Asset Administration Shells and Submodels, a specific identifier is required
452 which shall be globally distinct (see IEC 63278-1, section 5).

453  These identifiers are required for access, but also for creation of the above entities. For the
454 creation of above entities, these identifiers need to be known or created beforehand, e.g. by
455 the AAS responsible or the organization providing the computing environment.

456 NOTE 1 In IEC 63278-1, section 5.2.3, the creation of these identifiers is described for an organisation.

457 NOTE 2 The retrieval by global asset identifier (see IEC 63278-2) is not part of this document.

458

459 7 Asset Administration Shell Interfaces for AAS and Submodels

460 7.1 Overview

461 This document uses the Service Model as illustrated in Figure 5 for a uniform understanding
462  and naming. It basically distinguishes between associated concepts on several levels (from left
463  to right):

464 e technology-neutral level: concepts that are independent from selected technologies;
465 e technology-specific level: concepts that are instantiated for a given technology and/or
466 architectural style (e.g. HTTP/REST, OPC UA, MQTT);

467 e implementation level: concepts that are related to an implementation architecture that
468 comprises one or more technologies (e. g. C#, C++, Java, Python);

469 e runtime level: concepts that are related to identifiable components in an operational
470 smart manufacturing system.

471 This section deals with the concepts of the technology-neutral level. Annex C adds
472 technology-specific details for HTTP/ REST in order to provide interoperability. However, to
473 avoid terminological and conceptual misunderstandings, a whole service model is provided here
474 (see Figure 5).

475
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technology neutral technology specific implementation runtime
Service Service- Service- Service-
"y . Specification [<J---:--F------1 Implementation [<t-----r-c----1 Instance
0 0.7 0
0.* 0. 0.* 0.F
Interface API API- API-
< i T Implementation [<t--7:croii---  Instance
1 0.
0
1.7 1.0 1.x 1.0
Interface- APIl-Operation API-Operation- API-Operation-
Operation EREFI EREEEEE Implementation [<t-----k------1 Instance
1 0.*
476
477 Figure 5 — Services, Interfaces & APIs and Operations

478  The technology-neutral level in Figure 5 comprises the following concepts:

479 e Service: a service describes a demarcated scope of functionality (including its
480 informational and non-functional aspects), which is offered by an entity or organization
481 via interfaces;

482 e Interface: this is the most important concept as it is understood to be the unit of
483 reusability across services and the unit of standardization when mapped to application
484 programming interfaces (APIl) in the technology-specific level. One interface may be
485 mapped to several APIs depending on the technology and architectural style used, e.g.
486 HTTP/REST or OPC UA, whereby these APl mappings also need to be standardized for
487 the sake of interoperability;

488 e Interface-Operation: interface operations define interaction patterns via the specified
489 interface.

490 The technology-specific level comprises the following concepts:

491 e Service Specification: specification of a service according to the notation, architectural
492 style, and constraints of a selected technology. Among others, it comprises and refers
493 to the list of APIs that forms this service specification. These may be interoperable
494 standard APIs but also other, proprietary APls;

495 NOTE Such a technology-specific service specification may be but does not have to be derived from the “service”
496 described in the technology-neutral form. It is up to the system architect and service engineer to tailor the technology-
497 specific service according to the needs of the use cases.

498 e API: specification of the set of operations and events that forms an API in a selected
499 technology. It is derived from the interface description on the technology-neutral level.
500 Hence, if there are several selected technologies, one interface may be mapped to
501 several APls;

502 e API-Operation: specification of the operations (procedures) that may be called through
503 an API. It is derived from the interface operation description on the technology-neutral
504 level. When selecting technologies, one interface operation may be mapped to several
505 APl-operations; several interface operations may also be mapped to the same API-
506 operation. ocuments
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The implementation level comprises the following concepts:

e Service-Implementation: service realized in a selected implementation language
following the specification in the Service Specification description on the technology-
specific level;

e APIl-Implementation: set of operations realized in a selected implementation language
following the specification in the API description on the technology-specific level;

e API-Operation-Implementation: concrete realization of an operation in a selected
implementation language following the specification in the API-Operation description on
the technology-specific level.

The runtime level comprises the following concepts:

e Service-Instance: instance of a Service-Implementation including its API-Instances for
communication. Additionally, it has an identifier to be identifiable within a given context;

e APl-Instance: instance of an API-Implementation which has an endpoint to get the
information about this instance and the related operations;

e API-Operation-Instance: instance of an API-Operation-Implementation which has an
endpoint to get invoked.

7.2 Naming conventions for interface operations

The interface operations follow a resource-oriented approach. Resources are the elements of
Asset Administration Shells described in IEC 63278-2. The approach consists of three main
agreements:

e The interface is stateless: Each interface operation is independent. If required, state
data will be handed back to the AAS user application to be managed by the client and
handed over again for the next interface operation.

e Resources (nouns): each resource is a clearly defined noun. This means that it has a
specific name and its relation to other nouns is defined. The nouns and the relationships
between them are taken from the list of referable objects of IEC 63278-2.

e Operation-Verbs: a small set of Operation-Verbs (Get, GetAll, Post, Put, Patch, Delete,
Invoke).

The Operation Verbs are:

e Get: A Get returns a single resource based on the resource identifier which is the
identifier for identifiables and the path of referables.

e GetAll: Returns a list of resources based on optionally available parameters such as
filters.

e Post: Creates a new resource. The identifier of the resource is part of the resource
description.

e Put: Replaces an existing resource.
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e Patch: Updates an existing resource.
e Delete: Deletes a resource based on a given identifier.

e Invoke: Invokes an operation at a specified path.

NOTE In some interface operations, the term “payload” designates the resource, that is, the AAS element or file
content, which is to be stored or retrieved. The payload therefore identifies, what is to be transported.

Naming rules for interface operations:

The following rules shall apply for the operation names described in section 7 and following
(see Annex B for Backus-Naur-Form):

<Interface Operation> ::= <Operation Verb><Model Element
Name>{[<Modifier>]}*
["By"<By-Qualifier>]

<Operation Verb> = "Get" | "GetAll" | "Put" | "Post" | "Patch™ | "Delete" |
"Invoke"

<Model Element Name> ::= "AssetAdministrationShell” | "SubmodelReference"
[llsll] I

"Assetinformation"” | "Submodel” |
"SubmodelElement"["s"] | “Operation” | “Thumbnail”

<Modifier> ::=  "Value" | “Sync” | “Async” | “Status” | “Result”

<By-Qualifier> ::=  "Path"

Example 1 GetSubmodel has operation verb “Get” and model element name “Submodel”.

Example 2 GetAllISubmodelElementsByPath has operation verb “GetAll” and model element name
“SubmodelElements” plus a by-qualifier “Path”.

Some interface operations are expecting a ldShortPath input (see 7.4.9.1). The IdShortPath
is a list of IdShort identifiers, that represents the hierarchy path to a specific SubmodelElement
within a Submodel.

7.3 AAS administration interface and interface operations
7.3.1 General
These interface operations make it possible to access the elements of Asset Administration

Shells, which are each an ldentifiable entity. The format of the tables in this section are
described in Annex A.

NOTE For Identifiable, see IEC 63278-2.
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Table 1 provides an overview of the interface operations of the Asset Administration Shell,
which are then explained in the following subsections including details such as expected input

and output parameters.

Table 1 — AAS administration interface overview

Interface operation name Description

GetAssetAdministrationShell Returns the Asset Administration Shell

PutAssetAdministrationShell Replaces the current Asset Administration Shell

GetAllSubmodelReferences Returns all Submodel References

PostSubmodelReference Creates a Submodel Reference at the Asset Administration Shell

DeleteSubmodelReference Deletes a specific Submodel Reference from the Asset Administration Shell

GetAssetIinformation Returns the Asset Information
PutAssetinformation Replaces the Asset Information
GetThumbnail Returns the thumbnail file
PutThumbnail Replaces the thumbnail file
DeleteThumbnail Deletes the thumbnail

7.3.3 Interface operation GetAssetAdministrationShell

The interface operation described in Table 2 allows to request for a specific AAS based on the

provided AAS identifier.

Table 2 — Interface operation GetAssetAdministrationShell

Interface Operation GetAssetAdministrationShell
Name

Explanation Returns the Asset Administration Shell associated with the provided AAS identifier

Name Description Mand.

Input Parameter

aasld AssetAdministrationShell yes
identifier

Output Parameter

statusCode Status code yes

payload Requested Asset yes
Administration Shell

Full document details: 25/30509891DC
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7.3.4 Interface operation PutAssetAdministrationShell
The interface operation described in Table 3 allows to replace/update a complete specific AAS.

Table 3 — Interface operation PutAssetAdministrationShell

Interface Operation PutAssetAdministrationShell

Name

Explanation Replaces an specific Asset Administration Shell that is associated with the provided AAS
identifier

Name Description Mand. Type Card.

Input Parameter
aasld AssetAdministrationShell identifier  yes AssetAdministrationShelllD 1

aas AssetAdministrationShell yes Provided new Asset Administration 1
Shell that should be used instead

Output Parameter
statusCode Status Code yes StatusCode 1

payload AssetAdministrationShell yes Replaced Asset Administration Shell 1

7.3.5 Interface operation GetAllSubmodelReferences

The interface operation described in Table 4 allows to return all Submodel references contained
in a specific AAS.

Table 4 — Interface operation GetAllSubmodelReferences

Interface Operation GetAllSubmodelReferences

Name
Explanation Returns all Submodel References of an associated AAS
Name Description Mand. Type Card.

Input Parameter

aasld AssetAdministrationShell yes AssetAdministrationShelllD 1
identifier

Output Parameter

statusCode Status code yes StatusCode 1
payload Requested Submodel References yes Reference 0..*
Documents
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589 7.3.6 Interface operation PostSubmodelReference

500 The interface operation described in Table 5 enhances the list of Submodel references of an
591 associated AAS by a new provided Submodel reference.

592  Table 5 — Interface operation PostSubmodelReference

Interface Operation PostSubmodelReference

Name
Explanation Creates a Submodel Reference at the Asset Administration Shell
Name Description Mand. Type Card.

Input Parameter

aasld AssetAdministrationShell yes AssetAdministrationShelllD 1
identifier
submodelRef Reference to the Submodel yes Reference 1

Output Parameter

statusCode Status code yes StatusCode 1

payload Created Submodel Reference yes Reference 1
593

504  7.3.7 Interface operation DeleteSubmodelReference

505  The interface operation described in Table 6 removes a specific Submodel reference from the
596 list of Submodel references of an associated AAS.

597 Table 6 — Interface operation DeleteSubmodelReference

Interface Operation DeleteSubmodelReference

Name
Explanation Deletes the Submodel Reference from the Asset Administration Shell
Name Description Mand. Type Card.

Input Parameter

aasld AssetAdministrationShell yes AssetAdministrationShelllD 1
identifier
submodelld The unique id of the Submodel yes Identifier 1

for the reference to be deleted
Output Parameter
statusCode Status code yes StatusCode 1

598
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509 7.3.8 Interface operation GetAssetinformation

600 The interface operation described in Table 7 returns related asset information of an associated
601 AAS.

602  Table 7 — Interface operation GetAssetinformation

Interface Operation GetAssetinformation

Name
Explanation Returns the Asset Information
Name Description Mand. Type Card.

Input Parameter

aasld AssetAdministrationShell yes AssetAdministrationShelllD 1
identifier

Output Parameter

statusCode Status code yes StatusCode 1

payload Requested Asset Information yes AssetInformation 1
603

604  7.3.9 Interface operation PutAssetinformation

605  The interface operation described in Table 8 allows to set or update asset-based information of
606  an associated AAS.

607 Table 8 — Interface operation PutAssetinformation

Interface Operation PutAssetinformation

Name
Explanation Replaces/updates Asset Information
Name Description Mand. Type Card.

Input Parameter

aasld AssetAdministrationShell yes AssetAdministrationShelllD 1
identifier
assetinfo Asset Information yes AssetInformation 1

Output Parameter
statusCode Status code yes StatusCode 1
608

609 7.3.10 Interface operation GetThumbnail

610  The interface operation described in Table 9 allows to request for a thumbnail file of an
611 associated AAS.
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612  Table 9 — Interface operation GetThumbnail

Interface Operation GetThumbnail

Name
Explanation Returns the thumbnail file
Name Description Mand. Type Card.

Input Parameter

aasld AssetAdministrationShell yes AssetAdministrationShelllD 1
identifier

Output Parameter
statusCode Status code yes StatusCode 1
payload Requested thumbnail file yes File Content 1
613
614 NOTE Thumbnail refers to a reduced size image of the asset (see IEC 63278-2).

615

616  7.3.11 Interface operation PutThumbnail

617 The interface operation described in Table 10 allows to set or update a thumbnail file of an
618  associated AAS.

619 Table 10 — Interface operation PutThumbnail

Interface Operation PutThumbnail

Name
Explanation Replaces the thumbnail file
Name Description Mand. Type Card.

Input Parameter

aasld AssetAdministrationShell yes AssetAdministrationShelllD 1
identifier
file Thumbnail file yes File Content 1

Output Parameter
statusCode Status code yes StatusCode 1
620

621 7.3.12 Interface operation DeleteThumbnail

622 The interface operation described in Table 11 allows to remove a thumbnail file of an associated
623  AAS.
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624 Table 11 — Interface operation DeleteThumbnail

Interface Operation DeleteThumbnail

Name
Explanation Deletes the thumbnail file
Name Description Mand. Type Card.

Input Parameter

aasld AssetAdministrationShell yes AssetAdministrationShelllD 1
identifier

Output Parameter
statusCode Status code yes StatusCode 1

625

626 7.4 Submodel interface and interface operations
627 7.4.1 General

628 These interface operations make it possible to access the elements of Submodels, which are
629  each an Identifiable entity. The format of the tables in this section are described in Annex A.

630 7.4.2 Overview

631 Table 12 provides an overview of the interface operations of the Submodel, which are then
632 explained in the following subsections including details such as expected input and output
633 parameters.

634 Table 12 — Submodel interface overview

Interface Operation Name Description

GetSubmodel Returns the Submodel

GetAllSubmodelElements Returns all SubmodelElements including their hierarchy
GetSubmodelElementByPath Returns a specific SubmodelElement from the Submodel at a specified path
GetFileByPath Returns a specific file from the Submodel at a specified path

PutFileByPath Replaces the file of an existing SubmodelElement at a specified path within

the SubmodelElement hierarchy

DeleteFileByPath Deletes the file of an existing SubmodelElement at a specified path within
the SubmodelElement hierarchy

PutSubmodel Replaces the Submodel
PatchSubmodel Updates the Submodel
PostSubmodelElement Creates a new SubmodelElement as a child of the Submodel. The idShort of

the new SubmodelElement shall be set in the payload.

PostSubmodelElementByPath Creates a new SubmodelElement at a specified path within the
SubmodelElements hierarchy. The idShort of the new SubmodelElement

shall be set in the payload. Documents

Document Sharing Hub
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Interface Operation Name

PutSubmodelElementByPath

PatchSubmodelElementByPath

GetSubmodelElementValueByPath

DeleteSubmodelElementByPath

InvokeOperationSync

InvokeOperationAsync

GetOperationAsyncStatus

GetOperationAsyncResult

- 26 — IEC CD 63278-5 © |IEC 2025

Description

Replaces an existing SubmodelElement at a specified path within the
SubmodelElement hierarchy

Updates an existing SubmodelElement at a specified path within the
SubmodelElement hierarchy

Returns the value of the SubmodelElement at a specified path according to
the protocol-specific RAW-value payload

Deletes a SubmodelElement at a specified path within SubmodelElement
hierarchy

Synchronously invokes an Operation at a specified path with a client timeout
in ms

Asynchronously invokes an Operation at a specified path with a client
timeout in ms

Returns the current status of an asynchronously invoked operation

Returns the OperationResult of an asynchronously invoked operation

7.4.3 Interface operation GetSubmodel

The interface operation described in Table 13 allows to request for a specific Submodel based
on the provided Submodel identifier.

Table 13 — Interface operation GetSubmodel

Interface Operation GetSubmodel

Name

Explanation Returns the Submodel

Name Description Mand. Type Card.
Input Parameter

submodelld Submodel identifier yes SubmodellD 1
Output Parameter

statusCode Status code yes StatusCode 1
payload Requested Submodel yes Submodel 1

7.4.4 Interface operation PatchSubmodel

Th interface operation described in Table 14 allows to update a specific Submodel identified by

a Submodel identifier.
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Table 14 — Interface operation PatchSubmodel

Interface Operation
Name

Explanation

Name

Input Parameter

submodelld

submodel

Output Parameter

statusCode

payload

PatchSubmodel

Updates the Submodel

Description

Submodel identifier

Updated Submodel object

Status code

Updated Submodel

7.4.5 Interface operation PutSubmodel

Mand.

yes

yes

yes

yes

Type

SubmodellD

Submodel

StatusCode

Submodel

65/1115/CD

Card.

The interface operation described in Table 15 allows to replace a specific Submodel identified
by a Submodel identifier.

Table 15 — Interface operation PutSubmodel

Interface Operation
Name

Explanation

Name

Input Parameter

submodelld

Output Parameter

statusCode

payload

PutSubmodel

Replaces the Submodel

Description

Submodel identifier

Status code

Replaced Submodel

7.4.6 Interface Operation GetAllISubmodelElements

Mand.

yes

yes

yes

Type

SubmodellD

StatusCode

Submodel

Card.

The interface operation described in Table 16 allows to request for a specific Submodel and its
(hierarchical) elements based on a provided Submodel identifier.

Table 16 — Interface operation GetAllISubmodelElements

Interface Operation
Name

Explanation

GetAllSubmodelElements

Returns all SubmodelElements including their hierarchy
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Name Description Mand.

Input Parameter

submodelld Submodel identifier yes
Output Parameter

statusCode Status code yes
payload Requested SubmodelElements yes

655

656  7.4.7 Interface operation PostSubmodelElement

Type

SubmodellD

StatusCode

SubmodelElement

IEC CD 63278-5 © |IEC 2025

Card.

0..*

657  The interface operation described in Table 17 allows to enhance a specific Submodel with a

658 new SubmodelElement at the root level of the Submodel.

659  Table 17 — Interface operation PostSubmodelElement

Interface Operation PostSubmodelElement

Name

Explanation Creates a new SubmodelElement as a child of the Submodel. The idShort of the new
SubmodelElement shall be set in the payload.

Name Description Mand. Type Card.

Input Parameter

submodelld Submodel identifier yes SubmodellD 1

submodelElement Submodel element yes SubmodelElement 1

Output Parameter

statusCode Status code yes StatusCode 1

payload Created SubmodelElement yes SubmodelElement 1

660

661 7.4.8 Interface operations w.r.t. adding file content

662 7.4.8.1 General

663 SubmodelElements of subclass File allow adding information, which is represented by separate
664  file content and is of purpose information (see IEC 63278-2). AAS user applications access

665 these contents.

666 EXAMPLE A handbook of a machine in PDF format is stored and retrieved as file content by AAS user application

667 such as maintenance software.

668  The interface operations in this subsection concern about the storage and retrieval of such file

669 content with respect to File elements within a Submodel.
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7.4.8.2 Interface operation GetFileByPath

The interface operation described in Table 18 allows to request for a specific AAS user related
file representation as a specific SubmodelElement, which is identified by a provided Submodel
identifier and IdShortPath.

Table 18 — Interface operation GetFileByPath

Interface Operation GetFileByPath

Name

Explanation Returns a specific file from the Submodel at a specified path

Name Description Mand. Type Card.
Input Parameter

submodelld Submodel identifier yes SubmodellD 1
Path Path to a SubmodelElement yes Key 1..%
Output Parameter

statusCode Status code yes StatusCode 1
payload Requested file yes File Content 0..1
7.4.8.3 Interface operation PutFileByPath

The interface operation described in Table 19 allows to set or update a specific AAS user related
file at a specific SubmodelElement, which is identified by a provided Submodel identifier and
IdShortPath and that expects a file representation.

Table 19 — Interface operation PutFileByPath

Interface Operation  PutFileByPath

Name

Explanation Replaces the file of an existing SubmodelElement at a specified path within the
SubmodelElement hierarchy

Name Description Mand. Type Card.

Input Parameter

submodelld Submodel identifier yes SubmodellD 1

path Path to a SubmodelElement yes Key 1..*

payload Replacing file yes File Content 1

Output Parameter

statusCode Status code yes StatusCode 1
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