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Introduction
This draft standard is based on national and international discussions. Y our comments on this draft are invited and will assist in
the preparation of the consegquent standard.

For international standards, comments will be reviewed by the relevant UK national committee before sending the consensus
UK vote and comments to the international committee, which will then decide appropriate action. If the international standard is
approved, it is usual for the text to be published as a British Standard.

For national standards, comments will be reviewed by the relevant UK national committee and the resulting standards published
as a British Standard.

UK Vote
Please indicate whether you consider the UK should submit a negative (with supporting technical reasons) or positive vote on
this draft. Pleaseindicate if you are aware of any reason why this draft standard should not be published as a British Standard.

Submission of Comments
Annotated drafts are not acceptable and will beregjected.

Template for comments and secr etariat observations

All comments should be submitted online at https.//standar dsdevelopment.bsigroup.com/. You will need to register in

order to comment.

Date; xx/xx/20xx

Document: 1SO/DIS xxxx

an alternative cannot be supported
as serious problems have been
lencountered in its use in the UK.

1 2 3 4 5 (6) 7
MB | Clause No./ Subclause| Paragraph/Figure/ Type of Commend (justification Proposed change by the MB Secretariat observations on
No./Annex (e.g. 3.1) Table/Note comment for change) by theMB each comment submitted
31 Definition 1 ed Definition is ambiguous and needs [JAmend to read '...so that the mains
clarifying. connector to which no connection...'
6.4 Paragraph 2 te The use of the UV photometer as  ||[Delete reference to UV photometer.
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41 INFORMATION TECHNOLOGY -

42 HOME ELECTRONIC SYSTEM (HES) APPLICATION MODEL - PART 5: —
43 COMMUNICATION MESSAGES FOR SAFE PRODUCT OPERATION

44

15 FOREWORD

46 1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization
47 comprising all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
48 international co-operation on all questions concerning standardization in the electrical and electronic fields. To
49 this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
50 Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC
51 Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested
52 in the subject dealt with may participate in this preparatory work. International, governmental and non-
53 governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates closely
54 with the International Organization for Standardization (ISO) in accordance with conditions determined by
55 agreement between the two organizations.

56 2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an
57 international consensus of opinion on the relevant subjects since each technical committee has representation
58 from all interested IEC National Committees.

59 3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
60 Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
61 Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
62 misinterpretation by any end user.

63 4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
64 transparently to the maximum extent possible in their national and regional publications. Any divergence
65 between any IEC Publication and the corresponding national or regional publication shall be clearly indicated
66 in the latter.

67 5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
68 assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
69 services carried out by independent certification bodies.

70 6) All users should ensure that they have the latest edition of this publication.
71 7) No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and

72 members of its technical committees and IEC National Committees for any personal injury, property damage or
73 other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
74 expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC
75 Publications.

76 8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is
77 indispensable for the correct application of this publication.

78 9) Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of
79 patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

80

81 International Standard ISO/IEC 15067-5 has been prepared by subcommittee 25:
82 Interconnection of information technology equipment, of ISO/IEC joint technical committee 1:
83 Information Technology.

84  This document includes the following significant technical specifications:

85 e Focuses on messages (such as turn on and off or set operating parameters) that may
86 cause unsafe product operation of an appliance or device connected to a home
87 network even though the messages are valid syntactically and semantically and were
88 received without error.

89 e Specifies options for message screening by products and by the HES gateway
90 (ISO/IEC 15045 series).

91 e Consolidates guidelines for categories of risk when sending messages for control or
92 conveying data.

93  The text of this International Standard is based on the following documents:

FDIS Report on voting
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XXIXXIFDIS XXIXXIRVD

94

95 Full information on the voting for the approval of this International Standard can be found in
96 the report on voting indicated in the above table.

97 This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

98  The committee has decided that the contents of this document will remain unchanged until
99  the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
100 related to the specific document. At this date, the document will be

101 e reconfirmed,

102 e withdrawn,

103 o replaced by a revised edition, or
104 e amended.

105

106  The National Committees are requested to note that for this document the stability date
107 is 20XX.

108 this text is included for the information of the national committees and will be deleted at the
109 publication stage.

110
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111 INTRODUCTION

112 Improving safety for consumers using appliances connected to a local area network in a home
113 or building (called “networked appliances”) depends on many factors:

114 e Appliance design

115 e Appliance installation

116 e Appliance configuration

117 e Appliance provisioning of features
118 e Appliance user interface

119 ¢ Appliance operation

120 ¢ Appliance field upgrades

121 e Appliance maintenance

122 e Appliance repairs

123 This document focuses on the safety aspects of “appliance operation” related to network
124  communications. It specifies safety enhancements for screening and processing digital
125 messages intended for networked appliances, especially for remotely-operated devices. Such
126  messages include commands for

127 e turning an appliance on or off, or

128 e changing an operation setting such as temperature or speed.

129  These messages are not related to a specific communications protocol, but can use external
130 and home area network communication protocols to convey the message contents.

131 This document was developed in consultation with the working group that wrote IEC 63044-4,
132 Home and building electronic systems (HBES) and building automation and control systems
133 (BACS) — Part 4: General functional safety requirements for products intended to be
134 integrated in HBES and BACS. IEC 63044-4 addresses many hazards and electrical safety
135 issues. This document addresses the following issues that were not included in IEC 63044-4:

136 e Screening out messages that can make the operation of appliances connected to a
137 home network risky and less safe for consumers

138 e Enhancements provided by the Home Electronic System (HES) gateway such as data
139 security and extensions of HES gateway services for safer operation of attached
140 networked devices.

141 As IEC 63044-4 specifies, corrupted messages must be recognised and discarded or resent.
142 However, a particular challenge is recognising and responding appropriately to a valid
143 message that might create an unsafe operation because of the particular operating
144  environment of appliances and devices attached to a home or building network. Examples are
145 presented in this document.

146  The specifications in this document provide guidelines for making the operation of appliances
147  safer when attached to a home control system (hcs) network. An HES network is a type of hcs
148  that conforms to the family of HES standards. An HES network that includes an HES gateway
149  enhances the safer operation of connected products. Thus, an HES network can provide a
150 higher level of safety for consumers than a generic hcs network.

151 NOTE: ISO/IEC HES standards are identified by HES or “Home Electronic System” in the title.

152 Additional HES safety protections can be provided by the HES gateway, which is responsible
153 for:
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