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AAMI Consensus Report AAMI CR510:2021

Appropriate use of public cloud computing for
quality systems and medical devices

Abstract: The purpose of this document is to provide guidance to multiple stakeholders regarding
the appropriate use of public cloud computing both as a component of medical devices and
in support of quality systems. Cloud technology providers, medical device manufacturers,
regulatory professionals and regulators alike should be able to refer to this document to
identify known best practices for ensuring that the public cloud computing component of
any medical device (or quality system) works both within the spirit and the letter of
regulations designed to ensure that medical devices improve patient outcomes and/or help
manage healthcare costs, while also being safe and effective.

Keywords: cloud technology, cloud computing, medical devices, regulation, public cloud computing,
quality systems, best practices, Software as a Medical Device (SaMD), DevOps
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AAMI Consensus Report

A Consensus Report (CR) is a publication of the Association for the Advancement of Medical
Instrumentation (AAMI) developed to provide concise, prompt, and practical guidance on narrowly focused
topics of high importance to the health technology community. A Consensus Report is intended to provide
initial consensus guidance in response to an urgent/immediate need for guidance in the following instances:

— While more robust data/information develops on emergent areas;
— When variation in the development, implementation or use of a product or process exists;
— When existing standards or other documents require additional context/clarification.

A CR is not subject to the same formal process as a standard and while similar in nature to a technical
information report (TIR), a CR is based on the collective knowledge and experience of a selected group of
stakeholders and has not undergone the wider reviews of a TIR or standard and offers an even greater
response time.

CAUTION NOTICE: This AAMI CR may be revised or withdrawn at any time. Because it addresses a rapidly
evolving field or technology, readers are cautioned to ensure that they have also considered information
that may be more recent than this document.

All standards, technical information reports, consensus reports and other types of technical documents
developed by AAMI are voluntary, and their application is solely within the discretion and professional
judgment of the user of the document. Occasionally, voluntary technical documents are adopted by
government regulatory agencies or procurement authorities, in which case the adopting agency is
responsible for enforcement of its rules and regulations.

Comments on this consensus reports report are invited and should be sent to AAMI, Attn: Standards
Department, 901 N. Glebe Rd, Suite 300, Arlington, VA 22203-1633.
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Task Group representation

Association for the Advancement of Medical Instrumentation
Application of Quality Systems to Medical Devices Team Members

This AAMI Consensus Report (CR) was developed by a task group under the auspices of the AAMI QM-
WGO01 Application of Quality Systems to Medical Devices Working Group.

The task group had the following members:

Cochairs: Pat Baird
Randy Horton

Members: Clay Anselmo, Principal Quality & Regulatory Consultant, Shriner & Associates
Mike Attili, President, Amaxo
Pat Baird, Head of Global Software Standards, Philips
Randy Horton, VP Solutions & Partnerships, Orthogonal
Bernhard Kappe, CEO, Orthogonal
Artiom Kisselev, Master’s student, Program in Translational Medicine, University of
California Berkeley and University of California San Francisco
Josh Schulman, SVP of Clinical Innovation, MaxQ Al
Nicola Zaccheddu, Sr. Software Quality Engineer, Philips

NOTE Participation by federal agency representatives in the development of this document does not constitute
endorsement by the federal government or any of its agencies.
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