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Foreword

This standard, HIT1000-4, Safety and effectiveness of health IT software and systems—~Part 4:
Application of human factors engineering, is published as a provisional National Standard—a
standard for trial use—and must be processed as a full American National Standard within 2 years
of its publication date (see front cover).

This document has been processed in accordance with ANSI’'s requirements for a Provisional
American National Standard. The Provisional Standards will undergo the standards development
process set forth in AAMI's accredited procedures. This Provisional ANS or pertinent Provisional
Amendment(s) shall be withdrawn on or before 7 July 2020.

Comments on this standard or suggestions for improving it are invited. Comments and suggested

revisions should be sent to Technical Programs, AAMI, 901 N. Glebe Road, Suite 300, Arlington, VA
22203 or by email to standards@aami.org.
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Introduction

Note: This introduction does not contain provisions of AAMI HIT1000-4 (PS), Health
IT Software and Systems — Part 4. Application of human factors, but it does
provide important information about the development and intended use of the
document.

The vital role that standards for quality systems, risk management, and usability can play in enhancing the safety and
effectiveness of health IT has been recognized both in the United States’ and globally.? Safety and effectiveness are
properties of heath IT software or systems that directly impact patient outcomes; quality systems, human factors
(usability) engineering, and risk management are tools, in turn, that support safety and effectiveness.

This triad (quality systems, risk management, and usability) is used successfully in many high-risk industries, including
medical devices, nuclear engineering, and aeronautics. Existing general standards addressing this triad (e.g., ISO
9001:2015 or ISO 31000:2018), however, are organization-focused and do not sufficiently address the complexities of
the health IT world, where responsibility for safety and efficacy is shared among many different organizations and
stakeholders across the product lifecycle. Standards for regulated healthcare technology (e.g., medical device
standards, such as ANSI/AAMI HE75:2009 or ANSI/AAMI/IEC 62366-1:2015) provide very useful concepts and
direction but are developed to support regulatory compliance; applying them in the health IT sector is difficult as the
regulatory status of components and systems (especially health software) and the regulatory responsibilities of
stakeholders vary by product and jurisdiction.

High-risk industries routinely employ best practices and expertise in user-centered design and human factors
engineering, quality systems, and risk management as essential components of software development and
implementation. There is therefore a need for standards specific to health IT that address the full range of stakeholders
across the health IT lifecycle. The AAMI HIT1000 series is intended to address this need. The standards supplement
existing quality management systems, risk management frameworks, and human factors engineering processes. They
also facilitate shared responsibility among stakeholders by identifying specific roles and defining the responsibilities
needed to ensure health IT safety and quality. Although most of these practices are not consistently implemented
across the healthcare software lifecycle, this series is intended to provide a firm basis for accelerated adoption of these
practices and building organizational capacity. It provides a common framework for cooperation and collaboration
among the many organizations and individuals that develop, implement, and use health IT.

The AAMI HIT1000 series (Safety and effectiveness of health IT software and systems) is envisioned to initially
comprise the following parts:

- Part 1: Fundamental concepts, principles, and requirements
- Part 2: Application of quality systems principles and practices
- Part 3: Application of risk management

- Part 4: Application of human factors engineering.

This part of the series, HIT1000-4, describes how to apply human factors engineering to HIT systems and software
user interfaces throughout the HIT product lifecycle to ensure such systems are reasonably safe and effective.
Throughout this document, the term “HIT system” refers to both HIT systems and software.

' See especially, the April 2014 FDASIA Health IT Report: Proposed Strategy and Recommendations for a Risk-Based
Framework.

2 See Report of the ISO/TC 215-IEC/SC 62 Joint Task Force on Health Software (available from International
Organization for Standardization ISO/TC 215 or IEC/SC 62A, Geneva). International Standards for health IT are under
development in a Joint ISO/IEC Joint Working Group (ISO/TC 215-IEC/SC 62A Joint Working Group 7). AAMI manages
this Joint Working Group and is ensuring coordination between the international work and the development of the
HIT1000 series. The International Standards will take several years to complete and may be considered for adoption
at that time, if they may reflect the specific needs of the U.S. health IT sector. (See note 4 below.)
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Provisional American National Standard AAMI HIT1000-4 (PS):2020

Safety and effectiveness of health IT software and
systems—Part 4: Application of human factors
engineering

1 Scope

1.1 This part of the HIT1000 standard describes an approach to developing and validating a health IT system’s user
interface so that such systems are safe and effective. The intent is to promote good development practices without
being overly prescriptive.

1.2 In line with the approach of the HIT1000 series, this document describes how to apply a user-centered design
process throughout the entire health IT lifecycle. As such, this provisional standard covers the development, acquisition,
integration, implementation, and operational use lifecycle stages. Additionally, the provisional standard includes a
section describing usability considerations for health IT system replacement and decommissioning.

1.3 Given the importance of human factors engineering during the development process and the iterative nature of
health IT system design and development, the development section generally serves to outline the user-centered
design process in detail, while the following sections (e.g., integration, implementation) include references to certain
sub-steps within the user-centered design process (e.g., usability evaluations, risk management).

2 Normative References

The following documents, in whole or in part, are normatively referenced in this document and are indispensable for its
application. For references with dates, only the edition cited applies. For undated references, the latest edition of the
referenced document (including any amendments) applies.

AAMI HIT1000-1 (PS):2018, Safety and effectiveness of health IT software and systems — Part 1: Fundamental
concepts, principles and requirements

3 Terms and definitions

3.1
decision support

Provides health care providers and patients with knowledge and person-specific information, intelligently filtered or
presented at appropriate times, to enhance health and health care

[Source: FDASIA Health IT Report, 2014]
3.2
effectiveness

Accuracy and completeness with which users achieve specified goals

Note:  In the context of this standard, the “specified goal” is enabling the intended healthcare diagnosis,
treatment, and care in order to improve patient outcomes.

[Adapted from ISO 9241-11:2018]
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efficiency
Resources expended in relation to effectiveness

[Adapted from 1ISO 9241-11:2018]

Note:  Additional terms and definitions may be found in AAMI HIT1000-1 (PS), Safety and effectiveness of
health IT software and systems — Part 1: Fundamental concepts, principles, and requirements.

34
ethnographic studies
Observational research of people behaving in and interacting with their natural use environment.

3.5

human factors

Human factors engineering (HFE) is the application of knowledge about human capabilities (physical, sensory,
emotional, and intellectual) and limitations to the design and development of tools, devices, systems, environments,
and organizations.

Note:  Human factors engineering can be practiced by human factors engineers, usability specialists, and
other experts in the field.

[Adapted from AAMI/ANSI HE75:2009]

3.6

usability

Extent to which a product or system can be used by intended users to achieve their goals with effectiveness, efficiency,
and satisfaction in the intended contexts of use.

Note:  All aspects of usability, including effectiveness, efficiency, and user satisfaction, can potentially affect
safety.

[Note adapted from ISO 9241-11:2018 and ANSI/AAMI/IEC 62366-1:2015]

3.7

usability testing

(1) user testing conducted with representative end users to obtain direct information and observations about how people
will use the system, whether they encounter problems, and how they deal with those problems. (2) Procedure to assess
usability and to determine whether usability goals have been achieved.

Note: Usability tests can be performed in a laboratory setting, in a simulated environment, or in the
environment of intended use.

[Source: ANSI/AAMI HE75:2009]
3.8

use error

User action or lack of user action while using the health IT software or system that leads to a different result than that
intended by the developer or expected by the user

Note 1  Use errors include the inability of the user to complete a task.

2 © 2020 Association for the Advancement of Medical Instrumentation m AAMI I-“ﬂOODQ@HmentS
Document Sharing Hub

Full document details: AAMI HIT1000-4(PS)-2020


http://www.avadocuments.com/doc/aami-hit1000-4-ps-2020
http://www.avadocuments.com/doc/aami-hit1000-4-ps-2020

Note 2 Use errors can result from a mismatch between the characteristics of the user, user interface, task,
or use environment.

Note 3 A user might be aware or unaware that a use error has occurred.

Note 4 An unexpected physiological response of the patient is not by itself considered use error.

[Adapted from ANSI/AAMI/IEC 62366-1:2015]

3.9

user interface
Means by which the user and the health IT software and system interact

[Adapted from ANSI/AAMI/IEC 62366-1:2015]

4 Context and concepts
For the purposes of this document, the context and concepts in HIT1000-1 apply.

The establishment and maintenance of a human factors engineering process is essential in ensuring that a health IT
product does not compromise patient safety. It is an activity that requires a collaborative, frequent and open dialogue
between the various roles across the lifecycle, from its initial design to post-deployment monitoring.

Note:  The principles below (adapted from HIT1000-1) summarize best practices for applying
human factors engineering to HIT software and health IT system development and
implementation. These principles are adapted from NIST GCR 15-996 — Technical Basis
for User Interface Design of Health IT (see Wiklund et al. 2015).

The human factors engineering process should be applied in parallel to a use-related risk management process?, which
details and analyzes related risks, ensuring that the product does not enable users to commit a safety-related use error
or that the risk associated with such use errors is mitigated to the greatest possible extent. Developers should convene
a dedicated, multidisciplinary team to consider, eliminate, or mitigate sources of use-related risk. Key components of
the human factors engineering process include:

e determining user needs;

e identifying opportunities for improved efficiency and effectiveness;
e identifying potential use errors;

e determining use-related risks;

e establishing user interface requirements;

e designing the user interface;

e conducting formative usability tests;

e conducting summative (i.e., validation) usability tests.

Developers should establish and maintain a diverse user base, enabling them to obtain rapid feedback throughout the
design and development process, as well as to identify and address usability issues that occur after implementation.
Organizations should engage the user base to participate in regular user research activities and identify a core group

3 AAMI HIT1000-3 (PS):2019, Safety and effectiveness of health IT software and systems — Part 3: Application of risk management
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of the intended users representing diverse demographic characteristics (e.g., small community hospital, large research
hospital, outpatient clinic, etc.) and clinical specialties.

Considering typical and optimal user workflows and mental models of frequent, urgent, and critical tasks will improve
product efficiency, usability, and user satisfaction. As such, developers should collaborate with representative users to
draft user profiles and use cases to better understand users, tasks, and workflows. Additionally, further investigating
users’ typical workflows will help develop an understanding of the cognitive requirements of particular tasks, users’
mental models of particular tasks, and the nature of user collaboration and interaction.

Conducting a variety of human factors engineering (i.e., user-centered design) activities helps developers form a multi-
faceted understanding of user interactions with the product. Organizations should plan human factors engineering
activities that provide relevant and appropriate input during particular phases of the design and development process,
as well as at key junctures throughout the health IT system lifecycle (e.g., shortly after implementation and after major
system updates).

Conducting multiple formative tests in the early stages of the design process, and using test findings to inform product
development, facilitates safe and usable health IT system design. Organizations should allocate resources to formative
usability testing throughout the product development lifecycle, focusing on phases in which study findings can still
inform health IT system design and design changes are less costly (i.e., relative to later-stage testing). Finally,
summative evaluations (also known as HFE validations) should be conducted before implementation to ensure that the
product is safe and effective for use.

Table 1, repeated from HIT1000-1 for convenience, outlines roles and responsibilities as relevant for the health IT
system lifecycle.
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Table 1 — Lifecycle roles and responsibilities

Top Management Group of people who direct and control an organization and thus have overall responsibility
for a health IT System and are accountable for its performance

Business Owner The healthcare organization procuring, using, and decommissioning HIT software or health
IT systems and accountable for its overall safety and effectiveness within the context of the
healthcare sociotechnical ecosystem

Developer Role responsible for the design, development, and maintenance of the HIT software

Note: This would include any actor that modifies, customizes, or creates
features, functionality, or user experience attributes of HIT software or
systems.

Integrator Role responsible for the technical installation, configuration, and integration of HIT
software or health IT systems with the other technology being used by the healthcare
organization

Implementer Role responsible for the clinical installation (including workflow alignment, training, etc.) of
the HIT software or health IT systems in the clinical setting (an Implementer may be the
Business Owner, Developer, or Integrator)

Operator Role responsible for keeping the HIT software or health IT system operational (and/or may
be the implementers for a managed service)

User Persons interacting with (i.e., operating or handling) the HIT software or system, which
may include, for example, consumers in the case of personal health records

Figure 1, repeated from HIT1000-1 for convenience, lists Health IT roles involved in the health IT ecosystem and the
responsibilities associated with each role.
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Development q—{ Roles involved in the development stage: Developer, Business Owner, User, Implementer

At this transition, the Developer provides information to the Business Owner
that is sufficient for the Business Owner to determine that the health IT
software meets the organization’s needs and that it can be used safely in the
Business Owner's healthcare sociotechnical eco-system. It is the Business

Developer
(stage safety owner)
h 4

E ¥ Owner's responsibility to make the correct determination.
(7]
0 =
o @ 8
c g ﬁ Acquisition 4 — Roles involved in the acquisition stage: Business Cwner, User
0 ]
=BG 5 ]
o ‘E!" Al this transition, the Business Owner provides the planned context of use of
o the health IT soflware in the HIT system and healthcare sociotechnical eco-
system, and any known needed configuration or customization of the health IT
T software, training of Operators or Users, or special testing and monitoring of
- E v i the integrated HIT system to the Integrator.
% g
’5-, % R Integration 4 Roles involved in the integration stage: Integrator, Developer, Implementer, Operator, User
2 e
-, g‘? At this transition, the Integrator provides information about any hazards that
z were identified during integration, including those that may have emerged
during configuration and customization. Assumptions, mitigation strategies,
i = and evidence or logic for adeguacy of mitigations are also provided. Any
3 = hazards that are expected to be mitigated during implementation are identified.
L >
E £ » Implementation |Rcie5 involved in the implementation stage: Integrator. Developer, Implementer, Operator, User
o 3
o o
E g
L = CEESSS T : = = p T
- At this transition, the Implementer provides any specific actions needed by the

Operator to maintain safety during use of the health IT software in the HIT
system.

At this transition, any hazards that may need special attention on
decommissioning and disposal of the health IT software are identified.

Decommission - Roles involved in the decommission use stage: Business Owner, Operator, User,

Business
Owner
(stage safety owner)

Figure 1 - Health IT software lifecycle stages within a HIT system (with integration and recursion possible on
all paths)

The roles and responsibilities related to human factors engineering are shown below in Table 2. At each stage of the
HIT software and system lifecycle, the role that assumes the ownership for human factors engineering is identified.
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Table 2 — Health IT software lifecycle stages, roles, and activities involved in HFE

Lifecycle stage

Lifecycle
Activities

Step definition and HFE activities needed
during the step

Role(s) involved
in HFE

Design &
Development

Overarching
responsibility

Design and development are processes using
resources to transform requirements (inputs) into
characteristics or specifications (outputs) for HIT
products. Organizations shall follow an internal
process (e.g., plan, standard operating
procedure) to ensure Human Factors is applied
and communicated effectively during the
software lifecycle.

Developer

Concept/
scope

Conceiving, imagining, and specifying the initial
design of the aesthetics and primary functions of
the software. Defining the scope, intended use
environments and how the HIT product is to be
used while identifying potential failure scenarios.

Developer,
User

Requirement
analysis

A requirement is a need, expectation, or
obligation. It can be stated or implied by an
organization, its customers, or other interested
parties. Organizations shall identify
requirements for HIT systems based on user
research activities.

Developer

Task analysis

Process to define User goals, tasks, sub-tasks,
and potential use errors associated with those
tasks. Through this process, all User interactions
with the potential of use errors leading to harm
can be clearly defined and appropriate risk
mitigations can be designed in the process. The
task analysis shall be incorporated into the risk
analysis.

Developer

Design

A design is concerned with how user
requirements will be met and how problems are
to be resolved, inclusive of aesthetics and
navigation.  Organizations shall  conduct
comprehensive risk analyses to identify the user
interface design requirements to be implemented
in the HIT system’s design.

Developer

Development

The design is transformed into an HIT product.
Throughout the process, the organization shall
ensure risks are mitigated through the HIT
system’s design and/or implementation.

Developer

Formative
Evaluation

Conduct formative  usability evaluations
throughout the development processes and use
the results to improve the product’s
design/efficacy.

Developer

Documents
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Verification The output of the development step is reviewed,
inspected, or tested to establish and document
that it correctly implements the requirements.

Safety requirements are tested for effectiveness.

Developer

Summative
Evaluation

Conducting summative evaluations (also known
as HFE Validation) on the production-equivalent
system

Developer

Delivery A release is a specific version of the product that
is made available by distribution to owners or

Implementers for a particular purpose.

Developer

Transition point from Developer to Business Owner

At this transition, the Developer provides information to the Business Owner that is sufficient for the Business
Owner to determine that the HIT product meets the organization’s needs. The Safety Assurance Case report
(i.e., summative usability test report) provided by the Developer demonstrates the product can be used safely
and effectively by its intended Users in the intended use environment. It is the Business Owner’s responsibility
to then make the correct determination about the level of risk and effort required to ensure safe use of the
HIT product when implemented within their local socio-technical environment. The Business Owner then
factors that determination into their procurement decision.

Lifecycle stage Lifecycle Step definition and HFE activities needed | Role(s) involved
Activities during the step in HFE
Acquisition Procurement Defining requirements and acquiring a solution | Business Owner,
to meet the organization’s needs through an | Developer

available product or engaging an organization
for the production of custom or in-house
developed products.

Transition point from Business Owner to Integrator
At this transition, the Business Owner provides the Integrator with (1) the planned contexts of use of the HIT
software product in the specific socio-technical ecosystem and (2) any known requirements from the
acquisition stage for configuration or customization of the HIT software, including (but not limited to) training
and monitoring of the integrated HIT system. The Safety Assurance Case report (i.e., summative usability
test report) provided by the Developer serves as input to the Integrator’s risk management process.
Lifecycle stage Lifecycle Step definition and HFE activities needed | Role(s) involved
Activities during the step in HFE
Integration Installation Software conformance testing and certification | The stage risk
may also be included in the integration step, | owner during
either as a first or pre-installation step. | integration is the
Usability parameters for successful integration | Integrator. The
of the HIT software in the health IT system are | Developer,
defined. Implementer and
Operator are also
involved in
usability.
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Configuration

Configuring the HIT software and other
supporting components of the health IT system
to address the organization’s specific
requirements. Human factors engineering is
performed to ensure safety of the
configuration.

Integrator,
Developer,
Business Owner,
Operator

Customization

Modifications or additions to the HIT software
or other components of the health IT system

Integrator,
Developer

that require customized coding (as they cannot
be addressed through configuration). Human
factors engineering is performed to identify and
control any risk introduced  during
customization.

Connection of the HIT software with the other
health IT system components (e.g., to allow for
data exchange or validation). Human factors
engineering is performed on the resulting
health IT system after the integration of the HIT
software.

Integration Integrator

Data extraction
and
transformation

Transforming and loading source data into the
appropriate tables in the health IT system.
Human factors engineering is performed to
consider the potential risk in transforming and
loading the source data that is used in the user
interface.

Integrator

Integration
testing

Testing the configuration, integration, or
interfaces between components of the health
IT system (e.g., between different
components, such as the operating system, file
system, and hardware, as well as interfaces
with other health IT systems with which the HIT
software needs to communicate). Usability
controls are tested for effectiveness and to
ensure any new risks that are identified are
mitigated.

Integrator

Transition point from Integrator to Implementer

At this transition the Integrator provides the Implementer additional information in the Safety Assurance Case
report about any hazards that were identified during integration, including those that may have emerged
during configuration and customization. Assumptions, mitigation strategies, and evidence or logic for
adequacy of mitigations are also provided. Any hazards that are expected to be mitigated during
implementation (e.g., through user training) are identified.

This stage balances the usability needs of the Operators as configuration and customization decisions are
made and occurs when the Business Owner provides the planned context of use of the HIT software in the
HIT system and healthcare sociotechnical eco-system, and any known configuration or customization of the
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to the Integrator.

HIT software, training of Operators or Users, or special testing and monitoring of the integrated HIT system

Lifecycle stage

Lifecycle
Activities

Step definition and HFE activities needed
during the step

Role(s) involved
in HFE

Implementation

Workflow
assessment and
optimization

Assessing the current clinical and business
workflow and identifying how the new HIT
software should be optimally used to meet
each affected organizational unit’s objectives.

The stage risk
owner during
implementation is
the Implementer.

Decision support

Confirming that decision support rules in the
system, where present, align with clinical best
practices and expectations for the targeted
organizational environment(s).

Implementer,
Operator

Data quality

Ensuring that the system facilitates accurate
data capture, storage, interpretation and
communication of patient information in a
timely manner.* The human factors
engineering process identifies situations that
could result in safety risk that is managed
accordingly.

Implementer,
Operator

Change
management
and training

Preparing the end user environment for
accepting the work process changes and
supporting Users in utilizing the new system
safely and effectively. The human factors
engineering process identifies scenarios that
could result in safety risk and manages the risk
to ensure it is minimized and acceptable.

Implementer,
Operator

Pre-roll-out
testing.

Implementing the system in a pre-production
test environment so that end users can do a
final test of all functions of the system using
‘real world’ scenarios. The human factors
engineering process identifies potential
scenarios that could result in safety risk and
ensures these risks are appropriately managed
before the first pilot or production roll-outs
begin.

Implementer,
Operator

limited
roll-

Pilot or
production
out

Implementing the system in a small number of
user production environments to assess and
ensure the system’s readiness. The human
factors engineering process ensures that the
aggregate level of risk is acceptable prior to the
first roll-out and that risks and benefits are
monitored, optimized and re-evaluated

Implementer,
Operator

4 The Joint Commission, National Patient Safety Goals Effective January 2019, NPSG.02.03.01.
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throughout this stage. The risk management
outcomes from this stage are critical input to
updating the Safety Assurance Case which
then informs the ‘Go-Live’ decision and
broader roll-out strategy.

Go-Live Making the system fully active so that its | Implementer,
intended Users can access and utilize it in | Operator

carrying out the full range of targeted functions.

Depending on the scale of the implementation,
the Go-Live stage may involve a staged roll-out
in order to ensure the diversity of end user
environments can be adequately supported
and any new risks (or risk levels) can be
identified and managed appropriately.

Processes for the ongoing monitoring and
surveillance of risks need to be established.

Transition point from Implementer to Operator

At this transition the Implementer provides the Operator with additional information in the Safety Assurance
Case report about any specific actions needed by the Operator to maintain safety during use of the health IT
system and any hazards that may need special attention during the subsequent decommissioning and
disposal stage

This stage occurs when the Integrator provides the Implementer additional information in the safety assurance
case about any hazards that were identified during integration, including those that may have emerged during
configuration and customization.

Lifecycle stage Lifecycle

Activities

Step definition and HFE activities needed | Role(s) involved
during the step

in HFE
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Transition point from Operator to Business Owner
At this transition the Operator documents any specific actions needed by the Business Owner to maintain
safety during decommissioning of the health IT system and any hazards that may need special attention on
decommissioning of the HIT software in the Safety Assurance Case report.
This stage occurs when the Implementer documents any specific actions needed by the Operator to maintain
safety of the health IT system and any hazards that may need special attention on decommissioning and
disposal of the HIT software in the safety assurance case. The User shall report usability-related issues to
the Operator and Business Owner.
Lifecycle stage Lifecycle Step definition and HFE activities needed | Role(s) involved
Activities during the step in HFE
Decommission Retiring and ending the existence of a system's | The usability
existing software products or services while | owner during the
preserving the integrity of organizational | decommission
operations. stage is the
Business Owner.
The system is removed from the operational | The Operator and
environments, and system work products and | Developer are
data are archived in the appropriate manner. also involved in
usability.
The human factors engineering process is
used to identify and control any risk caused by
retiring the HIT software or health IT system.
The Operator documents any specific actions
needed by the Business Owner to maintain
safety during decommissioning of the HIT
software in the HIT system and any hazards
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that may need special attention on
decommissioning of the HIT software in the
safety assurance case.

5 Development stage human factors engineering

5.1 General Development stage human factors engineering process

This section outlines best practices for conducting user-centered design during health IT system development.

Note that a particular health IT system user interface development effort is likely to involve parallel activities and iterative
cycles that are difficult to describe in a linear narrative (as illustrated in Figure 2 below). Therefore, developers should

consider opportunities for sequencing the steps described below in a manner that complements other health IT system
development activities and proceeds productively and efficiently.
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