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AAMI Technical Information Report

A technical information report (TIR) is a publication of the Association for the Advancement of
Medical Instrumentation (AAMI) Standards Board that addresses a particular aspect of medical technology.

Although the material presented in a TIR may need further evaluation by experts, releasing the information
is valuable because the industry and the professions have an immediate need for it.

A TIR differs markedly from a standard or recommended practice, and readers should understand the
differences between these documents.

Standards and recommended practices are subject to a formal process of committee approval, public review,
and resolution of all comments. This process of consensus is supervised by the AAMI Standards Board and, in the
case of American National Standards, by the American National Standards Institute.

A TIR is not subject to the same formal approval process as a standard. However, a TIR is approved for
distribution by a technical committee and the AAMI Standards Board.

Another difference is that, although both standards and TIRs are periodically reviewed, a standard must be
acted on—reaffirmed, revised, or withdrawn—and the action formally approved usually every five years but at
least every 10 years. For a TIR, AAMI consults with a technical committee about five years after the
publication date (and periodically thereafter) for guidance on whether the document is still useful—that is, to
check that the information is relevant or of historical value. If the information is not useful, the TIR is removed from
circulation.

A TIR may be developed because it is more responsive to underlying safety or performance issues than a
standard or recommended practice, or because achieving consensus is extremely difficult or unlikely. Unlike a
standard, a TIR permits the inclusion of differing viewpoints on technical issues.

CAUTION NOTICE: This AAMI TIR may be revised or withdrawn at any time. Because it addresses a
rapidly evolving field or technology, readers are cautioned to ensure that they have also considered information
that may be more recent than this document.

All standards, recommended practices, technical information reports, and other types of technical
documents developed by AAMI are voluntary, and their application is solely within the discretion and professional
judgment of the user of the document. Occasionally, voluntary technical documents are adopted by government
regulatory agencies or procurement authorities, in which case the adopting agency is responsible for
enforcement of its rules and regulations.

Comments on this technical information report are invited and should be sent to AAMI, Attn: Standards
Department, 901 N. Glebe Road, Suite 300, Arlington, VA 22203.
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Glossary of equivalent standards

International Standards or Technical Reports adopted in the United States may include normative references to other
International Standards. AAMI maintains a current list of each International Standard that has been adopted by AAMI
(and ANSI). Available on the AAMI website at the address below, this list gives the corresponding U.S. designation
and level of equivalency to the International Standard.

www.aami.org/standards/glossary.pdf
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Foreword

This technical information report (TIR) was developed by the Device Security Working Group.

It is widely recognized that there is little existing guidance for conducting cybersecurity risk assessment of medical
devices.

The objective of this TIR is to provide guidance on how medical device manufacturers can manage risks from security
threats that could impact the confidentiality, integrity, and/or availability of the device or the information processed by
the device. Because medical device manufacturers are already familiar with ANSI/AAMI/ISO 14971:2007, this
guidance follows the basic structure of that standard.

Suggestions for improving this recommended practice are invited. Comments and suggested revisions should be sent
to Technical Programs, AAMI, 4301 N. Fairfax Drive, Suite 301, Arlington, VA 22203-1633.

NOTE  This foreword does not contain provisions of the AAMI TIR57, Principles for medical device security— Risk management
(AAMI TIR57:2016), but it does provide important information about the development and intended use of the document.
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Introduction

Medical device manufacturers are familiar with the requirements of ANSI/AAMI/ISO 14971:2007/(R)2010 Medical
devices — Application of risk management to medical devices. This standard is an integral part of the safety risk
management processes required by many regulatory authorities. ANSI/AAMI/ISO 14971 specifies a process for a
manufacturer to identify the hazards associated with medical devices, including in vitro diagnostic (IVD) medical
devices, to estimate and evaluate the associated risks, to control these risks, and to monitor the effectiveness of the
controls (see Clause 1 of ANSI/AAMI/ISO 14971:2007).

NOTE In 2012, the European Committee for Standardization (CEN) adopted EN ISO 14971:2012 as the European harmonized
standard, superseding EN ISO 14971:2009. This document does not address content deviations included in Annex ZA of EN ISO
14971:2012. Specifically, the “as far as possible” requirement is not included in the evaluation of security risks. Instead, security
risks are to be assessed and controlled to a level that is considered acceptable, taking into account the impact of a threat event and
potential vulnerabilities.

Specific clauses of ANSI/AAMI/ISO 14971:2007 define a risk management process consisting of the following
elements:

— risk analysis (Clause 4);

— risk evaluation (Clause 5);

— risk control (Clause 6);

— evaluation of overall residual risk acceptability (Clause 7);
— risk management report (Clause 8); and

— production and post-production information (Clause 9).

Figure 1 of ANSI/AAMI/ISO 14971:2007 (see Figure 1) provides a schematic representation of the risk management
process. Central to the definition of risk are the concepts of probability of an occurrence of harm and the severity of
that harm. Harm is defined in ANSI/AAMI/ISO 14971:2007 as “physical injury or damage to the health of people, or
damage to property or the environment”.
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Risk/benefit analysis
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control measures
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control

Risk management

Evaluation of overall
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Risk management report

Production and post-
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Figure 1 - Schematic representation of the risk management process (ANSI/AAMI/ISO
14971:2007)

The increased use of connected medical devices (i.e., devices directly connected to other systems or devices directly
or via a computer network) has created a new source of risk for their safe operation. Security risks are associated
with reduction of effectiveness and breach of data and systems security as included in the broader definition of harm
in this document. While information security has been considered from the patient data privacy perspective for
several years, there is no framework for security risk management for medical devices. This document describes a
means of applying the risk management principles presented in ANSI/AAMI/ISO 14971 to the management of
security risk.

The definition of harm is considered from the perspective of ANSI/AAMI/ISO 14971, as well as from healthcare
information technology (IT) standards, such as the ANSI/AAMI/IEC 80001 family. Because a security risk
management process that narrowly focuses on the traditional “physical injury or damage” definition may limit the
scope of security risk mitigation, this document incorporates the broader considerations that risks include effects
outside the traditional scope of patient physical harm and may include “reduction of effectiveness” and “breach of
data and systems security” as extended in the ANSI/AAMI/IEC 80001 family of standards. Figure 2 shows the high-
level relationship between these two classes of risk.
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Figure 2 — A Venn diagram showing the relationship between security and safety risks

Considerations for security risk management are mapped to the risk management process steps of ANSI/AAMI/ISO
14971, as well as the security risk management process of NIST SP 800-30 Revision 1 Guide for Conducting Risk
Assessments (see Bibliography [63]), with a particular emphasis on risk assessment methods. While this TIR utilizes
NIST standards as a basis, manufacturers may use other generally accepted alternatives if they are better suited to
their development processes.

Supporting annexes contain the following:

— Annex A: Security engineering principles and nomenclature — A high level overview of security engineering
principles focused on their application to the medical device domain.

— Annex B: Security risk assessment — A more detailed description of the process for performing security risk
assessment for a medical device based on the principles described in NIST SP 800-30 Revision 1 (see
Bibliography [53]).

— Annex C: Generating cybersecurity requirements — A discussion on how to create effective, testable
requirements for security properties that avoid complexities associated with “shall not” requirements. This is
important since mitigating controls for security risks need to be expressed in the requirements for the device
so proper verification of effectiveness can be shown.

— Annex D: Questions that can be used to identify medical device security characteristics — A detailed list of
questions for manufacturers to assist in exploring security aspects of their devices, organized along the lines
of ANSI/AAMI/ISO 80001-2-2:2010.

— Annex E: Security risk examples applied to medical products — A more detailed example of a fictional
medical device and analysis of its security risks.

— Annex F: A comparison of terminology between key referenced standards — A comparison of the basic terms
of risk management as defined in ANSI/AAMI/ISO 14971:2007, NIST SP 800-30 Revision 1, IEC 80001-
1:2010 and this TIR.

While safety risk involves evaluating the probability and severity of a hazard leading to harm, security risk is based on
an assessment of the likelihood that a threat will successfully exploit a device vulnerability, an event that could lead to
an adverse impact due to a compromise of system confidentiality, integrity, and/or availability. This loosely parallels
the concepts of probability and severity described in ANSI/AAMI/ISO 14971. Organizations should exercise caution
when attempting to quantify likelihood of a future adverse impact in traditional probabilistic terms. Instead, they
should focus on the skills and motivations of an attacker, and whether the effort required to exploit a vulnerability is
less than the perceived gain the attacker will achieve by compromising the system (see B.2.1.1).

Security is an emergent property of a system. As such, the security of a device needs to be considered in the context
of the broader system. This document directs manufacturers to understand, evaluate, and document the operating
environment of a device so security risks are evaluated in their operational context. It is recognized that the
manufacturer cannot ensure aspects of this operating environment that are outside the manufacturer's control.
However, it is incumbent on the manufacturer to understand the methods that Health Delivery Organizations (HDOs)
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use to manage the risks of networked medical devices as specified in ANSI/AAMI/ISO 80001-1, as well as the
methods used to communicate cybersecurity needs, risks, and controls as documented in ANSI/AAMI/ISO 80001-2-
2. Manufacturers should understand the concept of a Responsibility Agreement’ that may be negotiated with the
purchasing HDO, and be prepared to communicate any specific security expectations of the network that the device
is connected to through methods such as the HIMSS/NEMA Manufacturer Disclosure Statement for Medical Device
Security (MDS2). Manufacturers should also recognize that a poorly secured and updated device could be a source
of security vulnerability to other computing systems and other devices to which the device is connected, directly or on
a shared network. Such a device can be used as a “pivot” to attack other systems and devices. A reasonable
expectation of organizations deploying the device is that such risks have been considered and appropriately
mitigated.

As a result, this document uses the broader definition of risk as used in the ANSI/AAMI/IEC 80001 family of
standards. Manufacturers that follow the recommendations of this report should consider those risks that come from
outside the device, mitigate those that are feasible, and document the expectations of the organization that becomes
responsible for integrating the device into a broader network.

The framework described in this document is presented as a companion process to the safety risk management
requirements of ANSI/AAMI/ISO 14971. This is similar to the risk management approach documented in
ANSI/AAMI/IEC 62366-1:2015 for usability engineering. The key to successful integration of a device security risk
management process into the larger risk management process is to bring together personnel with expertise in
traditional device development, human factors, and cybersecurity product development. This collaboration will be
essential to the ultimate goal of developing secure medical devices.

! Responsibility Agreements are described in ANSI/AAMI/ISO 80001-1.
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AAMI Technical Information Report AAMI TIR57:2016/(R)2023

Principles for medical device security — Risk
management

1 Scope

This TIR provides guidance for addressing information security within the risk management framework defined by
ANSI/AAMI/ISO 14971.

This guidance is intended to assist manufacturers and other users of the standard in the following:
— identifying threats, vulnerabilities, and assets associated with medical devices;
— estimating and evaluating associated security risks;
— controlling security risks; and
— monitoring effectiveness of the risk controls.

This document is based on an application of ANSI/AAMI/ISO 14971 with an expanded consideration of the possible
impacts that a security compromise can have on the medical device, people, the environment, the manufacturer, and
the information processed and stored by the device. This report also incorporates several principles from NIST SP
800-30 Revision 1 (see Bibliography [53]), a security risk management process developed for traditional IT systems.

The guidance provided by this document is applicable to all stages of the life-cycle of a medical device.

2 Terms and definitions

For the purposes of this document, the following terms and definitions apply:

21

asset

person, structure, facility, information, and records, information technology systems and resources, material, process,
relationships, or reputation that has value

[SOURCE: NICCS Glossary of Common Cybersecurity Terminology — As accessed on June 15, 2015.]

2.2

authentication

verifying the identity of a user, process, or device, often as a prerequisite to allowing access to resources in an
information system

[SOURCE: SP 800-53; SP 800-53A; SP 800-27; FIPS 200; SP 800-30]

23

authenticity

property of being genuine and being able to be verified and trusted; confidence in the validity of a transmission, a
message, or message originator (see Authentication)

[SOURCE: SP 800-53; SP 800-53A; CNSSI-4009; SP 800-39]

24
authorization
access privileges granted to a user, program, or process, or the act of granting those privileges

[SOURCE: CNSSI-4009]
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2.5
availability
ensuring timely and reliable access to and use of information

NOTE 1 to entry: The phrase “use of information” encompasses delivery of intended functionality.
[SOURCE: SP 800-53; SP 800-53A; SP 800-27; SP 800-60; SP 800-37; FIPS 200; FIPS 199; 44 U.S.C., Sec. 3542]

2.6

confidentiality

preserving authorized restrictions on information access and disclosure, including means for protecting personal
privacy and proprietary information

[SOURCE: SP 800-53; SP 800-53A; SP 800-18; SP 800-27; SP 800-60; SP 800-37; FIPS 200; FIPS 199; 44 U.S.C., Sec. 3542]

2.7

data and systems security

operational state of a medical device in which information assets (data and systems) are reasonably protected from
degradation of confidentiality, integrity, and availability

NOTE 1 to entry: Security, when mentioned in this document, should be taken to include data and systems security.

[SOURCE: ANSI/AAMI/IEC 80001-1:2010, 2.5, modified - “MEDICAL IT-NETWORK” has been replaced with “medical device” and Note
2 was redacted.]

2.8
effectiveness
ability to produce the intended result for the patient and the care provider

[SOURCE: ANSI/AAMI/IEC 80001-1:2010, 2.6, modified - “RESPONSIBLE ORGANIZATION” has been replaced with “care provider”.]

29

emergency access

process or mechanism by which a device user can quickly and easily access the intended functionality in urgent
(emergency) situations, bypassing the device’s established access controls; the ability of the device user to access
the indented functionality in case of an emergency situation that requires immediate access to the medical device

NOTE 1 to entry: Other access methods (e.g., “break glass”) fall under this general definition but have varying levels of credentials
and audit requirements.

[SOURCE: Adapted from HIMSS/NEMA Standard HN 1-2013 Manufacturer Disclosure Statement for Medical Device Security]

2.10
encryption
conversion of plaintext to ciphertext through the use of a cryptographic algorithm

[SOURCE: FIPS 185]

2.11

harm

physical injury or damage to the health of people, or damage to property or the environment, or reduction in
effectiveness, or breach of data and systems security

[SOURCE: IEC 80001-1:2010, definition 2.8]

212
hazard
potential source of harm

[SOURCE: ISO/IEC Guide 51:1999, definition 3.5]

213
hazardous situation
circumstance in which people, property, or the environment are exposed to one or more hazard(s)

NOTE 1 to entry: See Annex E, ANSI/AAMI/ISO 14971:2007, for an explanation of the relationship between “hazard” and
“hazardous situation”.

[SOURCE: ISO/IEC Guide 51:1999, definition 3.6]
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214

information security

protection of information and information systems from unauthorized access, use, disclosure, disruption, modification,
or destruction in order to provide confidentiality, integrity, and availability

[SOURCE: SP 800-37; SP 800-53; SP 800-53A; SP 800-18; SP 800-60; CNSSI-4009; FIPS 200; FIPS 199; 44 U.S.C., Sec. 3542]

215

integrity

guarding against improper information modification or destruction, and includes ensuring information non-repudiation
and authenticity

NOTE 1 to entry: This definition includes therapy, device, and application integrity.
[SOURCE: SP 800-53; SP 800-53A; SP 800-18; SP 800-27; SP 800-37; SP 800-60; FIPS 200; FIPS 199; 44 U.S.C., Sec. 3542]

2.16

likelihood of occurrence

weighted factor based on a subjective analysis of the probability that a given threat is capable of exploiting a given
vulnerability

NOTE 1 to entry: Likelihood of occurrence combines an estimate of the likelihood that the threat event will be initiated with an
estimate of the likelihood of impact (i.e., the likelihood that the threat event results in adverse impacts).

[SOURCE: CNSSI-4009, modified - the phrase “In Information Assurance risk analysis,” was removed.]

217

non-repudiation

assurance that the sender of information is provided with proof of delivery and the recipient is provided with proof of
the sender’s identity, so neither can later deny having processed the information

[SOURCE: CNSSI-4009; SP 800-60]

2.18

password

protected/private string of letters, numbers, and/or special characters used to authenticate an identity or to authorize
access to data

[SOURCE: CNSSI-4009]
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personally identifiable information (PIl)

any information about an individual maintained by an agency, including (1) any information that can be used to
distinguish or trace an individual’s identity, such as name, social security number, date and place of birth, mother’'s
maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as
medical, educational, financial, and employment information

NOTE 1 to entry: Personally identifiable information is a superset of Protected Health Information (PHI).
[SOURCE: NIST SP 800-122; GAO Report 08-536]

2.20

predisposing condition

condition that exists within an organization, a mission/business process, enterprise architecture, or information
system, including its environment of operation, which contributes to (i.e., increases or decreases) the likelihood that
one or more threat events, once initiated, will result in undesirable consequences or adverse impact to organizational
operations and assets, individuals, or other organizations

NOTE 1 to entry: Identical to NIST definition (SP 800-30 Revision 1) with the phrase “or the Nation” redacted.
[SOURCE: NIST SP 800-30 Revision 1]

2.21
residual risk
risk remaining after risk control measures have been taken

NOTE 1 to entry: Adapted from ISO/IEC Guide 51:1999, definition 3.9.
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NOTE 2 to entry: ISO/IEC Guide 51:1999, definition 3.9 uses the term “protective measures” rather than “risk control measures.”
However, in the context of this Technical Information Report, “protective measures” are only one option for controlling risk as
described in 6.2.

2.22
risk
combination of the probability of occurrence of harm and the severity of that harm

[SOURCE: ISO/IEC Guide 51:1999, definition 3.2]

2.23
risk analysis
systematic use of available information to identify hazards and to estimate the risk

NOTE 1 to entry: Risk analysis includes examination of different sequences of events that can produce hazardous situations and
harm.

[SOURCE: ISO/IEC Guide 51:1999, definition 3.10]

2.24
risk assessment
overall process comprising a risk analysis and a risk evaluation

[SOURCE: ISO/IEC Guide 51:1999, definition 3.12]

2.25

risk control

process in which decisions are made and measures are implemented by which risks are reduced to, or maintained
within, specified levels

[SOURCE: ANSI/AAMI/ISO 14971, definition 2.19]

2.26
risk evaluation
process of comparing the estimated risk against given risk criteria to determine the acceptability of the risk

[SOURCE: ANSI/AAMI/ISO 14971, definition 2.21]

2.27
safety
freedom from unacceptable risk

[SOURCE: ISO/IEC Guide 51:1999, definition 3.1]

2.28

threat

any circumstance or event with the potential to adversely impact organizational operations (including mission,
functions, image, or reputation), organizational assets, individuals, or other organizations through an information
system via unauthorized access, destruction, disclosure, modification of information, and/or denial of service

NOTE 1 to entry: Identical to NIST definition (SP 800-53) with the phrase “or the Nation” redacted.
[SOURCE: SP 800-53; SP 800-53A; SP 800-27; SP 800-60; SP 800-37; CNSSI-4009]

2.29
threat actor
individual, group, organization, or government that conducts or has the intent to conduct detrimental activities

NOTE 1 to entry: Synonymous with threat agent.
[SOURCE: NICCS Glossary of Common Cybersecurity Terminology — As accessed on June 15, 2015.]

2.30

threat analysis

examination of threat sources against system vulnerabilities to determine the threats for a particular system in a
particular operational environment

[SOURCE: SP 800-27]
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2.31
threat event
event or situation that has the potential for causing undesirable consequences or impact

[SOURCE: SP 800-30]

2.32

threat source

intent and method targeted at the intentional exploitation of a vulnerability or a situation and method that may
accidentally trigger a vulnerability

[SOURCE: FIPS 200; SP 800-53; SP 800-53A; SP 800-37]

2.33
top management
person or group of people who direct(s) and control(s) a manufacturer at the highest level

NOTE 1 to entry: Adapted from 1ISO 9000:2005, definition 3.2.7.

2.34

vulnerability

weakness in an information system, system security procedures, internal controls, or implementation that could be
exploited or triggered by a threat source

[SOURCE: SP 800-53; SP 800-53A; SP 800-37; SP 800-60; SP 800-115; FIPS 200]

3 General guidance for performing security risk management

3.1 Security risk management process

ANSI/AAMI/ISO 14971 requires that device manufacturers establish a risk management process for safety hazards to
ensure that hazards are identified, risks are estimated, monitoring is established, and controls are put in place for
those risks that require mitigation.

Security risk management should follow a similar path, as illustrated in Figure 3. While organizations may choose to
incorporate security risks into their general safety risk management process, this document recommends the creation
of a separate risk analysis process focused specifically on impacts that are identified by a security analysis. Because
harm, as defined in this document, may include breach of data and system security and reduction in device
effectiveness (as defined in ANSI/AAMI/IEC 80001-1), it is more appropriate to create a companion security risk
management process to allow the organization to assess the additional risks associated with effectiveness and
system/data security. If the processes are integrated, there could be an inclination to drop the evaluation of those
risks that do not lead to harm as narrowly defined in ANSI/AAMI/ISO 14971, which can lead to incomplete or
inconsistent security controls.

This segregation is further supported by the fact that security risk assessment models typically use assessment
factors that are different from the model described by ANSI/AAMI/ISO 14971. In addition, integrating safety and
security risk assessment into a single general risk management process may result in major modifications to a well-
functioning safety risk management process.

Security risks that impact safety, according to the definition of harm in ANSI/AAMI/ISO 14971 (“physical injury or
damage to the health of people, or damage to property or the environment’), should also be captured in the
organization’s safety risk management process. It is recognized that treatment of risk in these two risk assessment
models, safety risk assessment and security risk assessment, may differ. A specific risk assessed as “must mitigate”
in one model might be assessed as “does not need further mitigation” in the other. Risk control measure(s) should be
applied to bring the risk into the acceptable range in both assessment models.
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report

l

Production and post-production
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Figure 3 - Schematic representation of the security risk management process
3.1.1 Relationship between security and safety risk management

This document recommends that manufacturers establish a companion security risk management process to their
existing ANSI/AAMI/ISO 14971-based safety risk management process. The requirements of ANSI/AAMI/ISO 14971
indicate that all hazards need to be managed through the safety risk management process — including those hazards
that result from security compromises. However, because the definition of “harm” in this document is broader than the
definition used in ANSI/AAMI/ISO 14971, there will be risks managed in the security risk assessment that are not
propagated to the safety risk management process. An example would be a risk of compromise of the confidentiality
of protected health information that is not considered harm in the context of ANSI/AAMI/ISO 14971, but clearly
requires mitigation by the security risk management process. There are also business and reputation risks associated
with a security compromise that are not considered harm in the safety sense.

When security risks may lead to safety risks, security and safety staff should work jointly to contribute to the security
risk analysis and transfer safety related hazards to the safety analysis. An example of a security risk that is also a
safety risk is a malicious attacker gaining access to a medical device’s code, altering that code, and causing the
device to malfunction. This malfunction may have the potential to cause harm to the patient. However, when a
security risk does not involve safety risk, personnel qualified in security are typically sufficient for risk analysis. An
example of a security risk that is not a safety risk is a malicious attacker who gains access to patient data. The patient
data obtained poses a security risk but does not directly affect safety.

Because the security controls that mitigate safety risks caused by security compromise may simultaneously mitigate
non-safety related security risks, it is logical to manage all security risks in a single process. That is, a security
compromise that leads to harm (as more narrowly defined in ANSI/AAMI/ISO 14971) should be managed within the
security risk management process and propagated for assessment using the organization’s safety risk management
process.
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As illustrated in Figure 4, when a risk control measure is introduced to a design, the design must be reassessed to
determine if the control measure introduces a new form of risk. It should be recognized that there is a coupling
between safety and security risk assessment processes, so when control measures are introduced for one type of
risk (e.g., safety), the manufacturer needs to assess the impact on the other type of risk (e.g., security) and vice
versa. For example, the decision to add risk control measures for authentication might introduce risks that the device
cannot be accessed in an emergency. The overall risk management process should identify those points of coupling
and ensure that assessment of any newly identified source of risk is performed in both domains. This is illustrated in
Figure 4, showing the logical connection points between the security and safety risk management processes.

Recommended Security Risk Process 1ISO 14971:2007 Safety Risk Process

Security risk management plan Safety risk management plan

Security risk analysis Risk analysis

Security risks with
potential safety
impact

Security risk evaluation Risk evaluation

Security risk control —1

Risk control
Security controls

affecting safety

Safety controls
affecting security

Evaluation of overall residual Evaluation of overall residual

security risk

acceptability

Security risk

management

report

Production and post—

risk acceptability

Risk management report

Production and post—

production information

production information

Figure 4 — Relationships between the security risk and safety risk management processes

Typically, these assessments iterate between the security and safety risk management processes. Figure 4 shows an
example of one such iteration.

3.2 Management responsibilities

Top management should provide adequate and qualified personnel (see 3.3) to perform the security risk
management process. In addition, top management needs to define and document the policy for determining the
criteria for security risk acceptability, including criteria for non-safety related security risks, such as business and
reputation risks. This policy should ensure that criteria are based upon applicable national or regional regulations and
relevant international standards, and take into account available information, such as the generally accepted state of
the art for security risk management and known stakeholder security concerns. Stakeholders include medical
practitioners, Health Delivery Organizations (HDOs), governments, industry, patients, and members of the public.

Top management should ensure that the organization implements a coordinated vulnerability disclosure policy so
security researchers and others have a means to communicate vulnerabilities identified in fielded devices.

Top management should review the suitability of the security risk management process at planned intervals to ensure
the continuing effectiveness of the process, and they should document any decisions and actions taken.
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3.3 Qualification of personnel

Persons performing security risk management tasks need to have the knowledge and experience appropriate to the
tasks assigned to them. These should include knowledge of the particular medical device (or similar medical device)
and its intended use, operating environments, security risk control technologies, and the risk management process.

Personnel should be knowledgeable in evaluating security threats and vulnerabilities, and be aware of past and
emerging changes in the security risk landscape, both for medical devices, as well as general purpose computing
systems. The team performing security risk management tasks should have experience with hardware and software
architecture, design, and security test methods.

Appropriate qualification records should be maintained.
34 Security risk management plan

Security risk management should be incorporated into the manufacturer’s risk management process. As discussed in
3.1, this document recommends that the security risk management process be maintained as a companion process
to the safety risk management process. Because the two processes exchange information on the identified risks and
candidate risk controls, the risk management plans for the two processes should be coordinated. However, it is
acceptable for a manufacturer to incorporate the security risk management plan as part of the overall risk
management plan developed in compliance with ISO 14971.

The scope of risk management activities includes the identification of the medical device features and life-cycle
phases where security risks need to be managed. To properly determine the scope of security risk management
activities, the medical device must be assessed to determine which features expose a potential security risk based on
the intended use and operating environment. Because threats change over time and new vulnerabilities in operating
systems, middleware and components are discovered on regular basis, security risks are frequently identified after a
device is released to the market. Consequently, as threats evolve, it is critical to have a plan for post-market
monitoring, reporting, analyzing, and responding to newly identified threats and vulnerabilities.

The criteria for risk evaluation, impact assessment, and residual risk acceptability should be documented in the plan.
Because a vulnerability requires exploitation before harm can occur, there is a behavioral aspect to risk estimation
that is not amenable to mathematical probability estimation. Because vulnerability requires exploitation before harm
can occur, and exploitation involves human behavior, risk estimation is not amenable to mathematical probability
estimation. Top management plays a critical role in defining a policy for determining the criteria for security risk
acceptability (see 3.2).

The plan should describe the methodology for security risk verification. Some possible alternatives include the
following:

a) verification testing of security controls that mitigate risks, including effectiveness of the mitigation;
b) robustness testing (e.g., “fuzz testing”);
c) penetration testing (typically performed in a production equivalent or final configured state).

Manufacturers should also document any additional development methodologies that should be applied to reduce the
likelihood of unintended functionality being present in the code that could become a vulnerability once deployed. This
may include code analysis (e.g., inspections, static code checking) or particular verification testing strategies to
increase confidence in the robustness of the implementation.

Consideration should be given to appropriate security testing for the intended use and operating environment (e.g.,
physical and network).

The security risk management plan should address how components (hardware and software) will be monitored for
security performance and how vulnerabilities identified in those components are elevated for risk evaluation in the
component’s use in the finished medical device. Sources of information on new vulnerabilities for components include
threat intelligence, reports from suppliers and the MITRE Common Vulnerabilities and Exposures (CVE) list. The plan
should ensure that mechanisms for post-market cybersecurity surveillance of all third-party components will be
identified.

The plan should describe how product security performance information will be collected in fielded devices and
reported back to the manufacturer for assessment and potential control. The plan should reference the organization’s
coordinated vulnerability disclosure policy as an additional input source.

The security risk management plan should include the requirements for an appropriate review interval for newly
identified threats and vulnerabilities.
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NOTE  See Clause 9 for additional guidance on recommended post-market surveillance activities and methods.
Manufacturers should plan for the appropriate disclosure of identified vulnerabilities.

Manufacturers should plan for a secure and efficient software update process to manage vulnerabilities in fielded
devices and enable prompt response when required.

3.5 Security risk management file

The security risk management file may be integrated with the overall risk management file or be maintained
separately.

The security risk management file should contain, at a minimum, the following:
a) security risk management plan;
b) security risk analysis components, such as:
1) intended use and reasonably foreseeable misuse;

2) qualitative and quantitative characteristics of the system that could affect the security of the medical
device and, where appropriate, their defined limits; and

3) risk controls and their implementation and verification;

c) security risk controls (typically captured and flowed down as system requirements specifications).
4 Security risk analysis

4.1 Security risk analysis process

Security risk analysis should be performed for the medical device as described in 4.2 to 4.4. The results of the
security risk analysis should be recorded in the security risk management file.

Security needs to be assessed in the context of the larger system in which the device operates. The security risk
analysis needs to consider the intended use and document the anticipated operating environment for which the
device was designed and tested. The security architecture (see A.6) includes the complete operating environment of
the device, as well as other important factors. These steps will facilitate communication to end user(s) responsible for
device configuration.

If a security risk analysis, or other relevant information, is available for a similar medical device, then that analysis or
information can be used as a starting point for the new analysis. The degree of relevance depends on the differences
between the devices and whether these introduce new risks or significant vulnerability differences. The extent of
reuse should be based on a systematic evaluation of the effects the changes have on exposing the patients, users,
and manufacturer to additional risks.

In addition to the records recommended in 4.2 to 4.4, the documentation of the conduct and results of the security
risk analysis should include at least the following:

a) a description and identification of the medical device that was analyzed;
b) identification of the person(s) and organization carrying out the security risk analysis; and
c) scope and date(s) of the security risk analysis.
4.2 Intended use and identification of characteristics related to the security of the medical device

For the particular medical device being considered, the manufacturer should document the intended use and
reasonably foreseeable misuse. Reasonably foreseeable misuse should include efforts that normal users might make
to circumvent security controls when they are perceived as preventing their use of the device.

NOTE 1 In this context, misuse is intended to mean incorrect or improper use of the medical device.

NOTE 2 The exploration of potential malicious abuse by attackers will be accomplished during the threat analysis activity
documented in 4.3.

NOTE 3 Annex D contains questions that can serve as a useful guide in identifying medical device characteristics that could have
an impact on security.
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The manufacturer should document the assumed operating environment and security architecture for which the
device is designed to operate, along with any assumptions on external security controls that must be provided by the
end user. This documentation should be maintained in the security risk management file.

HDOs may have different and varying cybersecurity needs, risks and controls depending on the budget and
sophistication of the organization. The manufacturer should perform a needs assessment with a representative
sample of HDOs prior to initiating product design.

The manufacturer should document characteristics of the system that rely on user configuration to ensure the security
of the device. The device’s intended use and the experience level of the intended users should be understood to
more accurately understand the likelihood of proper configuration by the end user.

The risk analysis should address characteristics of the device and its expected operating environment (physical and
IT). For example, the risk analysis should consider whether the device is mobile and/or expected to be physically
accessible to unauthorized users. Interoperability requirements and constraints of the operating environment should
also be considered and documented. For medical devices that use wireless technology with a discovery mode or
similar active connection mode, the manufacturer should implement appropriate technical controls to prevent
unauthorized users from sensing or connecting to the medical device. In some cases, a manufacturer may document
recommended compensating controls for implementation in the user environment.

4.3 Identification of threats, vulnerabilities, assets, and adverse impacts
In order to assess security risk, several factors need to be identified and documented.

The analysis of threats, vulnerabilities, assets, and adverse impacts can be performed in any order and may require
participants with different skills and experiences. For example, understanding the adverse impacts may require
members with deeper clinical understanding of the device’s intended use, while the understanding of threats and their
characteristics will require members with deeper security backgrounds.

This is expected to be an iterative process where continued brainstorming and discussion results in new aspects of
the medical device being identified that could be affected by additional threats and vulnerabilities. The conclusion of
the process is expected to provide a carefully considered and extensive listing of threats, vulnerabilities, and adverse
impacts that feeds into the next step of estimating the risks.

NOTE  See Annex B for examples of threats, vulnerabilities, assets, and adverse impacts.
4.31 Identification of threats

When assessing risk, special consideration should be given to threat actor capability and the benefits they might gain
from a potential exploit. The risk analysis should document potential threats and the means a threat actor might use
to exploit a vulnerability.

Threats can be identified using information from a variety of sources, including the manufacturer’'s IT security
department, as well as from the security departments of key customers (e.g., large hospitals or clinics where the
devices may be deployed). Information should also be gathered from reports of threats that have been experienced
by the healthcare system, and from similar adjacent domains, such as industrial control systems. Governmental
agencies, such as ICS-CERT, Information Sharing and Analysis Centers (ISACs) and Organizations (ISAOs), exist
for the purpose of sharing this information. Information from third-party security information aggregators may also be
helpful in gaining a thorough understanding of threat actors, their capabilities, and typical means of creating a threat
event.

NOTE  See Annex D and Annex E in NIST SP 800-30 Revision 1 (see Bibliography [53]) for additional material regarding threat
identification.

4.3.2 Identification of vulnerabilities

The risk analysis should document known and potential vulnerabilities in the device. Vulnerabilities come from three
distinct sources. First, vulnerabilities may be introduced by conscious design decisions, such as whether to include a
security control or allow its bypass (e.g., in emergency access situations). The second source of vulnerabilities is
from errors in the design, implementation, manufacture, or configuration of the device, by the manufacturer, their
suppliers, or end users. These design errors are cases where the device does not meet the intent of the designers
through a process deficiency. A third source of vulnerabilities is from a design characteristic that at the time of design
release was not known to be a vulnerability, but subsequent to design release, a means of exploiting the design
characteristic for malicious purposes was discovered. When assessing risk, special consideration should be given to
the exploitability of the vulnerability (i.e., the capability necessary for a threat actor to exploit the vulnerability).

Vulnerabilities can be identified by incorporating top-down analysis methodologies (e.g. attack trees, threat modelling)
to identify ways that a threat can cause loss of security properties for the device. Standards such as ANSI/AAMI/ISO
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80001-2-2 list security capabilities, and this information can also identify potential vulnerabilities in the requirements.
The identification process is best started early in the concept phase of the device development lifecycle but should
also be applied to products in advanced stages of development or already in service.

Identification of possible points where a design/implementation error may introduce a vulnerability can be initiated
with an analysis of the system to determine system nodes (components and users) and communication pathways.
Once these are known for a system, they can be assessed for potential vulnerabilities that can affect each of these
nodes and/or communication links. Various sources of information may also be used to identify vulnerabilities of the
system under review. These sources include knowledge gained from past products, academic publications, industry
news sources, independent security firms, independent research, and future projections. In addition, security testing
(e.g., vulnerability scanning and penetration testing) may be used in early design phases to assist in identifying
potential vulnerabilities. It is critical that the team performing the security risk assessment be knowledgeable on these
and other pertinent sources of information so that a comprehensive and realistic identification of threats and
vulnerabilities occurs.

NOTE  See Annex F in NIST SP 800-30 Revision 1 (see Bibliography [53]) for additional material regarding vulnerabilities.
4.3.3 Identification of assets

Document the assets of the device. Assets can include information (e.g. patient data, diagnostic data, therapy
parameters) the device itself, or components of the device including the device software. Assets may also be the
physical interfaces to the device, in particular connections to external networks which could present risks to other
systems on the network if unprotected at the device level.

Asset identification can be done through a systematic process, looking at each asset on the device and any interface
that could be manipulated by an attacker. Asset identification should include those assets needed by the user to
manage, diagnose, and treat the patient, as well as on those assets required to keep the device operating safely and
securely. The process should consider assets needed to maintain the device or any used as part of post-market
surveillance. Particular attention should be afforded to any stored authentication or cryptographic credentials that are
used by the device, as their compromise could lead to the subsequent compromise of many other assets.

4.3.4 Identification of adverse impacts

For each identified asset, consider the impact that loss of confidentiality, loss of integrity, or loss of availability might
have on safety, effectiveness, or data or system security.

Impact of asset compromise involves examining each asset and answering at least the following questions:

a) What is the impact if that asset’s confidentiality was compromised, and the information it contained was
available to an attacker?

b) What is the impact if that asset’s integrity was compromised, and an attacker could change the information
or software in a way that wasn’t immediately obvious to the user (clinician or patient)?

c) What is the impact if that asset could be made unavailable?

d) Could the immediate impact of an asset compromise lead to another type of attack or vulnerability?
NOTE  See Annex F in NIST SP 800-30 Revision 1 (see Bibliography [53]) for additional material regarding impact assessment.
4.4 Estimation of the risk(s) for each applicable threat and vulnerability combination

In the NIST SP800-30 Revision 1 model (see Bibliography [53]), security risk is estimated by a combination of the
threat, vulnerability, and impact of asset compromise. When compared to the safety risk analysis process, the
combination of threat and vulnerability is analogous to the probability of occurrence. The impact of asset compromise
is analogous to the severity of harm.

The device manufacturer should establish a documented and repeatable risk estimation process that allows the
security risk to be evaluated for acceptability. While the measures for the individual factors may be qualitative, it
should be possible for subject matter experts to agree on the valuations of each factor, and the process by which they
are combined results in a ranking of risk that can be used to decide which risks require further mitigation.

The outcome of this activity depends on the method employed by the manufacturer, but it is expected to be in the
form of a ranking or grouping of the threats and vulnerabilities with possible additional details provided on rationale
for the scoring.

NOTE See Annex G, H and | in NIST SP 800-30 Revision 1 (see Bibliography [53]) for additional material regarding risk
estimation.
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5 Security risk evaluation

Each identified risk needs to be evaluated for whether security risk reduction is required, according to the criteria
documented in the security risk management plan. Each risk should also be evaluated to determine if a risk must be
promoted to the safety risk file for analysis. As discussed in 3.1, security risks that can lead to hazardous situations
need to be assessed in the safety risk analysis as well. The risk level should be mitigated (i.e., risk controlled) to an
acceptable level in both analyses.

If reduction is determined to not be required, the manufacturer should document the rationale behind that decision
and what changes in the threat environment would trigger reevaluation.

6 Risk control

6.1 Security risk reduction

Paralleling ANSI/AAMI/ISO 14971, when security risk reduction is required, the risk control activities in this clause
should be performed.

6.2 Security risk control option analysis

Manufacturers should use a security risk control hierarchy that parallels the safety hierarchy presented in
ANSI/AAMI/ISO 14971. Risk control options in order of preference are listed below:

a) Inherent security by design - Inherent security by design may include options, such as preventing access
and/or modification of device settings from other systems or over the networked interface, implementation of
secure certificates for authentication and code signing, incorporation of defense-in-depth, and various
hardening mechanisms.

b) Protective measures in the medical device itself or in the manufacturing process - Examples of protective
measures include requiring physical proximity, ensuring that malware detection is part of the software
manufacturing and deployment process, and the addition of intrusion detection systems to detect attempted
attacks.

c) Information for security - Information for security would include documenting security requirements that are
placed on the entity or individual patient that connects the device directly to other systems or integrates the
device on a network. Just as labeling for safety is considered a weak mitigation, leveraging excessive
requirements on the network configuration to ensure security is least desirable, as one cannot be assured
that all networks will be so configured, and it raises the potential that different devices on the same network
are subject to incompatible requirements.

Manufacturers should be aware of the ANSI/AAMI/ISO 80001-1 concept of Responsibility Agreements and be
prepared to supply the HIMSS/NEMA Manufacturer Disclosure Statement for Medical Device Security (MDS2) to
those users of networked devices that request this document.

Manufacturers should consider the ability to respond to future unknown security risks as a key risk control measure,
as there may be unknown vulnerabilities present in the designed medical device that become known as threats
become more sophisticated. This includes the ability to securely deliver patches after the device is in service.

If, during risk control option analysis, the manufacturer determines the required security risk reduction is not
practicable, the manufacturer should conduct a risk/benefit analysis of the residual risk (see 6.5).

6.3 Implementation of risk control measure(s)

The security risk control measures selected need to be implemented and verified with the results recorded in the
security risk management file. These control measures will typically be expressed as testable requirements. Annex C
provides guidance on documenting security requirements.

6.4 Residual risk evaluation

Residual risk is re-evaluated after the security risk controls have been applied. A risk control measure may mitigate
either the threat, vulnerability, or impact. This should be documented to reflect the residual risk estimation. Further
risk controls may need to be applied if the residual risk is unacceptable. Manufacturers need to determine what
information about acceptable residual risks should be disclosed in the device labeling.
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