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ADA Technical Report No. 1018 — 2005

AMERICAN DENTAL ASSOCIATION TECHNICAL REPORT NO. 1018 FOR TECHNICAL SECURITY
MECHANISMS AND THEIR APPLICATION TO DENTISTRY

The Council on Dental Practice of the American Dental Association has approved American Dental Association
Technical Report No. 1018 for Technical Security Mechanisms and Their Application to Dentistry. Working
Groups of the ADA Standards Committee on Dental Informatics (SCDI) formulate this and other technical
reports and specifications for the application of information technology and other electronic technologies to
dentistry’s clinical and administrative operations. The ADA SCDI has representation from appropriate interests
in the United States in the standardization of information technology and other electronic technologies used in
dental practice. Approval of ADA Technical Report No. 1018 was confirmed by the ADA SCDI on January 25,
2005.

The ADA SCDI thanks Norman Schreiber, HIPAASeminar.com, Phoenix, MD, as chairman of Working Group
10.3 for Dental Information Systems Security and Safeguards for leading the development effort.
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2 ADA Technical Report No. 1018 — 2005

AMERICAN DENTAL ASSOCIATION TECHNICAL REPORT NO. 1018 FOR TECHNICAL SECURITY
MECHANISMS AND THEIR APPLICATION TO DENTISTRY

FOREWORD
(This foreword does not form a part of American Dental Association Draft Technical Report No. 1018 for
Technical Security Mechanisms and their Application to Dentistry).

In 1992, there was interest in the standardization of clinical information systems related to electronic technology in the
dental environment. After evaluating current informatics activities, a Task Group of the ANSI Accredited Standards
Committee MD156 (ASC MD156) was created by the ADA to initiate the development of technical reports,
guidelines, and standards on electronic technologies used in dental practice. In 1999, the ADA established the ADA
Standards Committee on Dental Informatics (SCDI). The ADA SCDI is currently the group that reviews and approves
proposed American National Standards (ANSI approved) and technical reports developed by the standards
committee's working groups. The ADA became an ANSI accredited standards organization in 2000.

The scope of the ADA SCDI is:

“To promote patient care and oral health through the application of information technology to dentistry’s clinical
and administrative operations; to develop standards, specifications, technical reports, and guidelines for;
components of a computerized dental clinical workstation; electronic technologies used in dental practice; and
interoperability standards for different software and hardware products which provide a seamless information
exchange throughout all facets of healthcare.”

Norman Schreiber, HIPAASeminars.com, Phoenix, MD, Chairman of Subcommittee 10 on Dental Informatics
Architecture and Devices, prepared this technical report at the request of the ADA Standards Committee on Dental
Informatics.

These security measures may not represent requirements of the HIPAA privacy or security regulations. The

ADA has developed specific guidance for compliance with HIPAA security regulations. Dentists covered by
HIPAA must have complied with HIPAA security regulations by April 21, 2005.
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AMERICAN DENTAL ASSOCIATION TECHNICAL REPORT NO. 1018 FOR TECHNICAL SECURITY
MECHANISMS AND THEIR APPLICATION TO DENTISTRY
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SCOPE
Practitioners need to understand exactly the specific requirements that may be indicated to provide security and
how to address each requirement.

*paiifwdad ST UOTINGTJISTP JO UOT3aNpoJdad Jayydny on

While security refers to “ensuring” protection of electronic protected health information (PHI), providers are not
expected to implement security protection regardless of the cost. One needs to balance the risks of
inappropriate use or disclosure of electronic PHI against the cost of various protective measures.

The size and capabilities of the provider also may be taken into account. Smaller practices will not be expected
to implement the levels of security in the same manner and at the same cost as a large entity, since risk and
vulnerability increase with size and complexity of practice. Small practices tend to be less complex entities,
have less sophisticated technology, have fewer resources to expend on security, and may have a lower risk of
inappropriate use and disclosure of electronic PHI as a result of having a smaller staff.
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This report discusses requirements for small practices to ensure transmission security to protect the integrity of
data sent over the Internet and to authenticate the data received.

This document may provide information regarding legal implications of the security and privacy regulations. This
document does not provide legal advice, and covered entities must work with their legal staff to address
appropriate requirements. This document may serve as a tool to expedite an understanding of the necessary
legal actions needed to address requirements, as well as federal and state legislation, as security and privacy
has an impact on many aspects of dentistry.

SCALABILITY OF SECURITY PRACTICES

Security for the protection of electronic PHI provides an entity flexibility to adopt and implement measures that
are appropriate for that particular entity. This means that a small practice will not need to take the same
measures to comply with the security of this information as will a large practice, clinic or hospital. In deciding
which security measures to adopt, a provider must consider the following factors:

A The size, complexity and capabilities of the entity;
B The entity's technical infrastructure, hardware and software security capabilities;

o The costs of security measures; and
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D The probability and degree of potential harm from risks to electronic PHI.

SECURITY RISK ANALYSIS: A REVIEW

Security Risk Analysis is deciding what needs attention in order to secure information. The first step is analysis.
A security policy deals with both the “what” and the “how.” That is, it deals with what needs to be protected and
the type of protection. Therefore, these two questions must be considered during the analysis:

A What is one going to protect?

B Where is one vulnerable?
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4 ADA Technical Report No. 1018 — 2005

This process is called “Risk Assessment”; a process critical to meeting all the security and business goals. Once
one has a good idea of what security is to one’s business, and the assets that one is trying to protect, then one
can decide what one needs to do about it.

One would need to identify:

« Threats to the security of one’s assets (practice management systems or a facility location) — what can
happen?

e Vulnerabilities one has to these threats — how can it happen?
» Risks one has to threats exploiting these vulnerabilities;

o The likelihood and the consequences — evaluating the risks.

For each asset, consider each of these questions;
o What can happen?
e How can it happen?

o What risk does that threat pose?

These are some common information security threats:

«  Someone gets into the office computer and accesses/destroys company information;
o Adisgruntled employee(s) acts out his/her frustration, destroys hardware;

«  Someone steals the office’s computer(s);

o Someone defaces the business’ web site;

«  Someone puts malicious programs onto the business’ system.

Consider where the business is vulnerable to these threats:
«  Staff behavior;

e Business procedures;

o Computer hardware (bugs);

o Operating systems (login, file systems);

«  Computer software (office productivity tools, utilities);
e Network and Internet connections;

o Web services;

« Databases;

»  Specialized applications (accounting, practice management system, applications developed in house).

Consider the consequences of these poor system management procedures:

»  Allowing accounts with default or weak passwords, or no passwords;
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o Openfile sharing;
«  Direct modem or Internet connections with no safeguards;
»  Allowing executables to run with full privileges;

o Allowing people to have full privileges.
Examples of Risk Analysis

A What can happen?
« Someone can get into one’s computer in the office and access/destroy/change practice information.

B How this can happen?
«  Someone can walk up to the computer and find, guess, or steal the password.

c How likely is it that someone will try to do this?
« It probably is high, given human nature and the ease at which these can be tried. All threats
originate from humans or human nature.

To determine the level of risk that the combination of a particular threat to a specific vulnerability will break one’s
security, one should ask the question: “What is the chance that a threat will act on a vulnerability?”
The possible outcomes for any particular scenario are:

« High Threat + High Vulnerability = High Risk;
o Low Threat + Low Vulnerability = Low Risk;
« Low Threat + High Vulnerability = Medium Risk (this case is rare in practice);

o High Threat + Low Vulnerability = Low risk (but not zero).

Golden Rules of Security Risk Management

o Norisk can be completely eliminated;

o ltis better to know the acceptable risk, than strive for total risk elimination;

«  The worst risks are the ones that one has not identified;

o  Better to know all one’s risks and only mitigate those that are important, than to mitigate just
the known ones;

« Risk identification is an ongoing process.

How much risk can one live with?
« Ifthe consequence to a risk is great, then one can tolerate very little;

» Ifthe consequence is low, then more risk may be acceptable.

Risk Mitigation
Risk mitigation involves the steps taken to reduce the security risk to an acceptable level. This can be
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accomplished in three ways:
o Reduce threat;
o Reduce vulnerabilities;

» Reduce the consequences.
Examples of Risk Mitigation

A Threat: Tornado destroys one’s home and kills family members.

o Reduce the threat: move to New England (impractical).

o Reduce vulnerability: strengthen and reinforce the home.

« Reduce consequences: leave the home before the tornado arrives and take all belongings.
B Threat: Someone steals one’s computer and obtains private information.

» Reduce threat: Teach people not to steal and the consequences thereof.

e Reduce vulnerability: Keep the computer in a locked room.

» Reduce the consequences: Put no valuable information on the computer (impractical).

Risk assessment then yields security requirements for:

»  System capabilities: technology and mechanisms;

»  Business applications: proper incorporation of security;
e Operational procedures: administration;

»  Business process: work flow, approvals, reviews, and configuration control.

Know what to do and why it's being done. Develop security policies and procedures based upon risk
management decisions after risk assessment considerations. Implement these requirements with specific
procedures to reduce these risks.

TECHNICAL SECURITY POLICIES AND PROCEDURES TO SAFEGUARD DENTAL PRACTICE
MANAGEMENT SYSTEMS

Practitioners need to understand exactly the specific requirements that may be indicated to provide security and
how to address each requirement correctly. One may accomplish the reduction of one’s risks by considering a
number of requirements (“standards”), and methods to implement those chosen standards, known as
implementation methods or “specifications.” A “standard” would be a general requirement to which the small
practice should comply. An example of a standard would be “Transmission Security.” Small practices should
have transmission security requirements to protect the integrity of data sent over the Internet and to authenticate
the data received. This can be a general requirement.

A “specification” is a more detailed and specific description of the method or approach that a small practice can

use to meet a particular standard. For example, under transmission security, two implementation methods
provide specific direction on how to proceed. These include integrity and encryption methodology.
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