Full document details: ADA 1019 2003

ADA\

American Dental Association
Technical Report No. 1019

2003

ADA Technical Report No. 1019
Approval date: January 28, 2003

Documents

Document Sharing Hub

*paiifwdad ST UOTINGTJISTP JO UOT3aNpoJdad Jayydny on

43S 03U0JOL 40 RITSJEATUN AQ 0000+ Eb:BE:S0 O-E0-0202 UO Papeolumop ‘wod-38aJ3syds} suoTidrdasgqns 977 (Sn) soT3RTeud a3eaTJeld RO 03UOJOL 40 RITSJSATUN 0} PasUadT] TeTJajew paiysTJhdog


http://www.avadocuments.com/doc/ada-1019-2003
http://www.avadocuments.com/doc/ada-1019-2003

Copyrighted material licensed to University of Toronto by Clarivate Analytics (US) LLC, subscriptions.techstreet.com, downloaded on 2020-03-04 05:38:43 +0000 by University of Toronto User.
No further reproduction or distribution is permitted.

Documents

ent Sharing Hub

ermission
u

(o]

Copyright © 2003 American Dental Association. All rights reserved. Any form of reproduction is strictly prohibited witho it prior: 'itterbo

Full document details: ADA 1019 2003


http://www.avadocuments.com/doc/ada-1019-2003
http://www.avadocuments.com/doc/ada-1019-2003

Full document details: ADA 1019 2003

ADA Technical Report 1019—January 2003 1

AMERICAN NATIONAL STANDARD/AMERICAN DENTAL ASSOCIATION
TECHNICAL REPORT NO. 1019 FOR TECHNICAL SECURITY SERVICES

The Council on Dental Practice of the American Dental Association has approved American Dental
Association Technical Report No. 1019 for Technical Security Services. Working Groups of the
ADA Standards Committee on Dental Informatics (SCDI) formulate this and other technical reports
and specifications for the application of information technology and other electronic technologies to
dentistry’s clinical and administrative operations. The ADA SCDI has representation from
appropriate interests in the United States in the standardization of information technology and other
electronic technologies used in dental practice. Approval of ADA Technical Report No. 1019 was
confirmed by the ADA SCDI on January 28, 2003.

The ADA SCDI thanks Norman Schreiber, HIPAASeminar.com, Phoenix, MD, as chairman of
Working Group 10.3 for Dental Information Systems Security and Safeguards for leading the
development effort.
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AMERICAN NATIONAL STANDARD/AMERICAN DENTAL ASSOCIATION
TECHNICAL REPORT NO. 1019 FOR TECHNICAL SECURITY SERVICES
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FOREWORD
(This foreword does not form a part of American Dental Association Technical Report No. 1019 for
Technical Security Services.)
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In 1992, there was interest in the standardization of clinical information systems related to electronic
technology in the dental environment. After evaluating current informatics activities, a Task Group of
the ANSI Accredited Standards Committee MD156 (ASC MD156) was created by the ADA to initiate
development of technical reports, guidelines, and standards on electronic technologies used in dental
practice. In 1999, the ADA established the ADA Standards Committee on Dental Informatics (SCDI).
The ADA SCDl is currently the group that Accredited Standards Committee MD156 (ASC MD156)
evolved into the ADA Standards Committee on Dental Informatics (SCDI). The SCDI reviews and
approves proposed American National Standards (ANSI approved) and technical reports
developed by the standards committee’s working groups. The ADA became an ANSI accredited
standards organization in 2000.

The scope of the ADA SCDlI is:

“To promote patient care and oral health through the application of information technology to
dentistry’s clinical and administrative operations; to develop standards, specifications, technical
reports, and guidelines for: components of a computerized dental clinical workstation; electronic
technologies used in dental practice; and interoperability standards for different software and
hardware products which provide a seamless information exchange throughout all facets of
healthcare.”

This technical report was prepared by SCDI Working Group 10.3 for Dental Information Systems
Security and Safeguards. The SCDI Working Group 10.3 Chairman is Norman Schreiber. SCDI
Working Group 10.3 prepared this report at the request of SCDI Subcommittee 10 for Dental
Informatics Architecture and Devices (Scott Trapp, Chairman).
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AMERICAN NATIONAL STANDARD/AMERICAN DENTAL ASSOCIATION
TECHNICAL REPORT NO. 1019 FOR TECHNICAL SECURITY SERVICES

0} PasuadT] TeTJaiew pajysTJhdod

SUMMARY

Information security is not just about protection from hackers and viruses. In principal, it is about
applying best practice methods to ensure that information systems are developed, maintained and
operated in an orderly, controlled and secure manner for the economic benefit of the dental
provider. It is also about obtaining an independent assessment of technical issues, which the
provider may be able to assess himself.
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Furthermore, because of real security risks to society, the provider is no longer the sole decider of
what to secure and how to secure it. Today there is an increased risk of inadvertent or deliberate
disclosure of Individually Identifiable Health Information in heath care information systems. Security
standards are increasingly being dictated in regulation and legislation, imposing external
compliance responsibility on health care. Securing health care information in a reasonable and
scaleable manner can be achieved by applying policies and procedures designed to cover four
major areas of information management. These areas are Administrative Procedures, Physical
Safeguards, Technical Security Services and Technical Security Mechanisms. Use of an
Electronic Signature is suggested to insure that authentication and non-repudiation requirements
of Security are met in a standardized manner.

Congress mandated security and privacy rules as part of the HIPAA legislation. This occurred
because storing and transmitting protected health information in an electronic format exposes it to
additional risks that do not exist, or are lessened, when health information is in paper form.
Securing patients’ protected health information also protects their privacy and enhances the
dentist’s reputation for professionalism and trustworthiness.

The scope of this paper is to focus on those requirements for meeting the challenge of maintaining
privacy and security of Individually Identifiable Health Information using Technical Security
Services. These processes are put in place to protect information and to control and monitor
individual access to information.

Many security and privacy requirements are clear and specific. The major requirements a dental
office can meet are:
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A Document security and privacy policies and procedures, and actions taken to ensure that
policies and procedures are enforced.

B Assign responsibility for security to a designated individual.

¢ Develop a Security Gap Analysis and determine your risk.

D Assess risks and determine major threats to security and privacy of protected health information.

E Establish a program of Best Practices that are scaleable and reasonable to resolve risk issues.
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F Adopt a privacy policy and publicize the policy by providing notice to all patients. Privacy
policies should have specific provisions for gaining consent and/or authorization to use protected
health information, restricting use and disclosure of protected health information, and receiving
and resolving patient complaints.

G Set up a security management program, which addresses physical security, personnel security,
technical security controls, and security incident response.

H Train staff (and business associates who work on the covered entity’s premises) to follow proper
security and privacy policies and procedures the office has developed. .

I Appoint a privacy officer and a point of contact for receiving privacy complaints.

J Change contracts and business partner agreements to ensure that partners handle protected
health information properly.

K Certify the effectiveness of the Dental practices’ security controls.
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AMERICAN NATIONAL STANDARD/AMERICAN DENTAL ASSOCIATION
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INTRODUCTION

HHS consulted with the American Dental Association throughout the process of developing and
promulgating the first national standards for administrative reforms mandated by HIPAA ,and
continues to consult with the association on security and other reforms being developed.
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The first two national standards that have become law cover:

A Electronic reporting of dental and other healthcare procedures (issued August 2000),
conformance with the standard by the dentist by October 16, 2002 unless you have requested a
one time extension under HR 3323; i

B Privacy of individually identifiable health information (issued Dec 28, 2000), conformance with
the standard by the dentist by April 14, 2003i

Dentists are participating in shaping a new era of patient privacy. It's a new world of national
standards converging at the nexus of Association policy, legislative mandate and regulatory
framework.

Included in the new privacy rules, a typical dental practice will need to:

A Designate an office privacy official, who may have other duties as well

B Provide “plain language” notices to describing office policy practices

¢ Develop and document policies and procedures to secure Protected Health Information.

D Provide privacy training to employees

E Establish privacy agreements with “ business associates”

F Obtain patient consent for disclosure of protected health information except for treatment by
other providers and specified public policy.i

43S 03U0JOL 40 RITSJEATUN  AQ 0000+ Eb:8E:50 O-E0-020Z UO PApeoTUMOp ‘WO3° 38343548} SU0T3dTJasqns ‘077 (Sn) SoT3ATRUY a3eaTJeTd RO 03U0JOL 40 R3T

The Privacy standard applies to information conveyed with electronic transactions but not limited to
electronic transactions. ¥The new rules are more sweeping than those proposed, covering not just
electronic communication, but oral and written communication of individually identifiable health
information held by dentists and other custodians of patient records, including their business
associates, health plans and clearinghouses.

Development and implementation of Technical Security Services are necessary to insure
requirements of privacy and security are met. All providers should have documented policies for
processing health information. It is recommended that policies should cover both electronic health
information and paper records. Many States already have their own Privacy laws that govern
Healthcare Professionals and security needs to be in place so they are not violated.
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PURPOSE

These Technical Security Service Guidelines provide a tool for developing policies, procedures,
and best practices to assist the dentist in establishing security and privacy. These guidelines make
recommendations for security and privacy implementation and maintenance within dental offices.

SCOPE

The intent of the paper is to provide guidance in the development of security and privacy policies
and procedures that support all activities of complex dental environment. It is hoped that the
results of this paper will assist the dentist in developing more efficient and inclusive ways of
implementing health care security and privacy arrangements.

These guidelines recommend health information security and privacy mechanisms and strategies.
Recommended strategies are intended to facilitate culture change by building upon existing best
practice. They are based upon common understanding of practice processes. This effort also
identifies implementation barriers that should be overcome, in addition to benefits or incentives that
may be leveraged to deploy adequate resources within the individual practice.

This document does not provide legal advice, and covered entities should work with their legal staff
to address appropriate requirements. This document may serve as a tool to expedite an
understanding of necessary legal actions needed to address requirements, as well as federal and
state legislation, as HIPAA has an impact on many aspects of dentistry.

On December 20, 2000, the Department of Health and Human Services Privacy Regulations were
released. At the onset of this activity, it was impossible to determine when the draft privacy
regulation would be made final, and how the final regulation might differ from the draft. The final
privacy regulation was issued, but opened for comment again. The Bush Administration and HHS
designated that the standard for Privacy would be implemented by April 14, 2003 for large
organizations and April 14, 2004 for small organizations. At this date certain policy requirements
are subject to possible change as well as their interpretation

BACKGROUND

Many dentists believe that health care information electronically collected, maintained, use, or
transmitted is already kept confidential, private, and secure. Numerous states to date have passed
laws providing for this. Security of health information is especially important when health
information can be directly linked to an individual. Privacy can be considered the “what” of
information and security the “how” to accomplish the requirements of privacy.v On February 13,
2001, Congress officially received notice of the final HIPAA privacy rule.

With passage of HR3323, the Administrative Simplification Compliance Act, a one-year extension
of the date for complying with HIPAA standard transactions and code set requirements was
provided. This requires submission of a plan detailing specific items. It is expected that most
small dental provider practices will not have to worry about the technical specifications of
transactions and code sets. This expectation is based upon speculation that practices will rely
heavily on clearinghouses and their patient accounting or practice management system vendors for
assistance in complying with HIPAA transaction standards (as well as many of technical
components of the security and privacy standards). The standardized transactions must be used
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no later than October 16, 2002 (unless requesting an extension) while privacy requirements must
still be implemented by April 14, 2003.
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With adoption and implementation of the Final Privacy rule there is heightened expectation that the
Security Rule will follow shortly. Security requirements are not yet finalized, but some security
measures must be implemented in accordance with privacy requirements in order to ensure
privacy of patient information. HIPAA privacy and security regulations will pose a challenge to a
health care practices’ way of doing things through the next couple of years. Security and electronic
signature standards would require each dentist provider to apply the security standard to all
identifiable health information pertaining to an individual that is electronically stored maintained or
electronically transmitted, however entities would not be required to use an electronic signature.
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Who must comply? “Health plans, health care clearinghouses, and health care providers must
have the security standard in place to comply with the statutory requirement that health care
information and individually identifiable health care information be protected to ensure privacy and
confidentiality when health information is electronically stored, maintained, or transmitted.”

The proposed security standard requires that each health care entity engaged in electronic
maintenance or transmission of health information assess potential risks and vulnerabilities to
individual health data in its possession in electronic form, and develop, implement, and maintain
appropriate security measures. Most importantly, these measures must be documented and kept
current.vi

This proposed security standard was developed in the spirit of the recommendation that the federal
government should work with industry to promote and encourage an informed public debate to
determine an appropriate balance between primary concerns of patients and information needs of
various users of health care information. ("That the security standard development process has
been an open one with invitations to a number of organizations to participate in security
discussions.”) Although implementation team membership was limited to government
employees— non-governmental organizations, business organizations, individuals knowledgeable
in security and educational institutions have been encouraged to express their views.

Because of the collaborative security regulation development process, the implementation team
chose to divide proposed security requirements, for purposes of presentation only, into four
Security Categories.
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A Administrative Procedures

B Physical Safeguards

¢ Technical Security Mechanisms
D Technical Security Services

Developing a Comprehensive Set of System Security Policies
To develop a comprehensive set of system security policies, one should use a management
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process, which derives security rules from security goals. Consider a three-level model for
development of system security policy: security objectives, operational security, and policy
implementation.

0} PasuadT] TeTJaiew pajysTJhdod

Security Objectives

First, define security objectives. While this process may start with an analysis of the need for
integrity, availability, and confidentiality, it cannot stop there. A security objective must be more
specific, concrete, and well defined. It also should be stated so that it is clear that the objective is
achievable. Providers need to make decisions in developing this policy since all security objectives
need to be scaleable to meet cost, operational, technical, and other practice constraints.
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Security objectives should consist of a series of statements, which describe meaningful actions
about specific resources. These objectives could be based on not only system function, or mission
requirements, but could state the security actions, which support these requirements. Integrity of
data in a Health Care Information System is a major security objective. Integrity of this data can be
maintained by development and deployment of operational security procedures and policy
implementation.

Operational Security

Next lay out operational procedures and policy, which gives rules for operating a system.
Following the integrity example, operational policy would define authorized and unauthorized
modification: Who, (by job category, by job description, or by name) can do what (modify, delete,
etc.) to which pieces of data (specific fields or records) and under what conditions.

Consider the degree of granularity needed for operational security policies. Granularity refers to
how specific the policy is with regard to resources or rules. The more granular the policies, the
easier they are to enforce and to detect violations. A policy violation may indicate a security
problem. Additionally the more granular the policy, the easier it is to automate policy enforcement.

Consider the degree of formality you want in documenting policy. Once again, the more formal the
policy documentation, the easier it is to enforce and to follow policy. Formal policy is published as
a distinct policy document; less formal policy may be written in memos. Informal policy may not be
written at all. Unwritten policy is extremely difficult to follow or enforce. A very granular and formal
policy at the system level can also be an administrative burden.
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HIPAA regulations require documentation of policies and procedures and therefore should be
formal but possibly less granular. In general, good practice suggests a granular formal statement
of access privileges for a system due to its complexity and importance. Documenting at a granular
level access controls policy makes it substantially easier to follow and to enforce. Another area
that normally requires a granular and formal statement is assignment of security responsibilities.

Some less formal policy decisions may be recorded in other types of operational computer security
however, formal granular documents such as risk analyses, accreditation statements, or procedural
manuals are indicated. However, any controversial, atypical, or uncommon policies would need
formal policy statements. Atypical policies would include any areas where office system policy is
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different from a recommended policy. They should also contain a statement explaining the reason
for deviation from an organization's standard policy.
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Policy Implementation

The provider or the provider’s Association could help determine the role vendors and technology
will play in enforcing or supporting the policy. Security is normally enforced through a combination
of technical and traditional management methods. Traditional administrative policies and
procedures provide guidelines, while technical means are likely to include use of access control
technology. There are other automated means of enforcing or supporting security policy. For
example, technology can be used to block computer systems users from accessing certain Internet
addresses. Intrusion detection software can alert the security officer (office manager/system
administrator) to suspicious activity or take action to stop the activity. Personal computers can be
configured to prevent booting from a floppy disk.
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To be effective, policy requires education, awareness and visibility. This aids implementation of
policy by helping to ensure that knowledge of the policy is diffused throughout the office. The
office's policy is the vehicle for emphasizing the providers management commitment to computer
security and making clear their expectations for employee performance, behavior, and
accountabilityvi

TECHNICAL SECURITY SERVICES AND APPLICATION TO DENTISTRY
This Technical Report will provide the dentist information on Technical Security Services as to how
they apply to dentistry to guard data integrity, confidentiality, and availability.

Those processes are put in place:
A To protect information and
B To control and monitor individual access to information.

When information is read or copied by someone not authorized to do so, the result is known as
loss of confidentiality. When information is modified in unexpected ways, the result is known as
loss of integrity. This means that unauthorized changes are made to information, whether by
human error or intentional tampering. Information can be erased or become inaccessible, resulting
in loss of availability. This means that people who are authorized to get information cannot get
what they need. To make information available to those who need it and who can be trusted with
it, organizations need to use authentication and authorization. Authorization is the act of
determining whether a particular user (or computer system) has the right to carry out a certain
activity, such as reading a file or running a program. Authentication is proving that a user is whom
he or she claims to be.
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Authentication and authorization go hand in hand. Users must be authenticated before carrying
out the activity they are authorized to perform.¥ii These processes are put into place to protect
information and to control individual access to information. Proposed requirements and
implementation features for technical security services suggest each of these services to be
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implemented and documented. Documentation would be made available to those individuals
responsible for implementing the services and would be reviewed and updated periodically.

There would be a requirement for access control, which would restrict access to resources and
allow access only by privileged entities. It would be important to limit access to health information
to those employees who have a business need to access it. Types of access control include,
among others, mandatory access control, discretionary access control, time-of-day, classification,
and subject-object separation.

Each organization should be required to put in place audit control mechanisms to record and
examine system activity. They would be important so that the organization can identify suspect
data access activities, assess its security program, and respond to potential weaknesses.

There would be a requirement to put in place a mechanism for obtaining consent for use and
disclosure of health information (authorization). These controls would be necessary to ensure that

only properly authorized individuals use health information.

Each organization should be able to provide corroboration that data in its possession has not been
altered or destroyed in an unauthorized manner (data integrity and authentication).

Each organization should implement entity authentication, which is the corroboration that an entity
is who it claims to be. Authentication would be important to prevent improper identification of an
entity that is accessing secure data’

The matrix shown in Table 1depicts requirements and implementation features for Technical
Security

TECHNICAL SECURITY SERVICES

Technical Security Services could be applied to Health Information Systems /Practice Management
Systems to provide for security and privacy of Protected Health Information.

There are Technical Security Service requirements for entities to apply as best practices in

A Access Control

B Audit Control

¢ Authorization Control

D Data Authentication

E Entity Authentication
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Table 1. Technical Security Services to Guard Data Integrity, Confidentiality, and Availability

REQUIREMENT

Access control
The following implementation feature must be
implemented:

Procedure for emergency access.

In addition, at least one of the following three-
implementation features must be implemented:
Context-based access, Role-based access, User-
based access. (The use of Encryption is optional).

Audit controls
Authorization control (At least one of the listed
implementation features must be implemented).

Data Authentication

Entity authentication (The following implementation
features must be implemented: Automatic logoff,
Unique user identification. In addition, at least one
of the other listed implementation features must be
implemented).

IMPLEMENTATION

Encryption.
Procedure for
emergency access.
Role-based access.
User-based access
Context-based access

Role-based access.
User-based access.

Automatic logoff.
Biometric.
Password.

PIN.

Telephone callback.
Token.

Unique user
identification.

If we consider a “Requirement” as a Security Objective that must be met, then “Implementation” is

the tool or procedure to use to put it into practice.

Implementation for Access Control would then employ:

A Procedure for emergency access

B Use of User-based access, Role-based access, or Context-based access.

¢ Use of Encryption would be optional.

ACCESS REQUIREMENT

Access Control (a mechanism for control that restricts access to resources and allows access only

by privileged entities:

A A procedure for emergency access (documented instructions for obtaining necessary

information during a crisis) and
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B At least one of the following implementation features:

1 User-based access (A security mechanism used to grant users of a system access based
upon the identity of the user.)

2 Role-based access (each user is assigned to one or more predefined roles, each of which
has been assigned the various privileges needed to perform that role)

3 Context-based access (an access control procedure based on the context of a transaction
as opposed to being based on attributes of the initiator or target)

¢ Optional use of encryption

Clarification of Access Control

Each covered entity is required to maintain a mechanism for access control that restricts access to
resources and allows access only by privileged entities, providing access only to those employees
with a business need for it. Possible types of access control include mandatory access control,

discretionary access control, time-of-day, classification, and subject-object separation.

Issues
A Who defines access to protected health information?

B Is there a documented procedure for emergency access?

c Is it user-based access, role-based access, or context-based access.
D Do systems have ability to implement administrative controls?

E Are there different levels of access based on data content?

F Is the provider identifying level of access appropriate to each health care staff member when
applying role-based access?

G Is the system capable of granting access based on roles? What is this procedure?
H Is there a process for screening unwarranted demands for access?

I Does the system have the ability to give an alarm based on unauthorized access? If so, is it
currently installed?

J Do systems prohibit simultaneous access of the same user id/concurrent connections?
K Are technical mechanisms capable of matching release of data with consent?

L Will encryption be required, and if so, under which circumstances?
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