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Abstract

This Standard provides the basis for developing performance-based System Reliability Modeling to develop
mathematical or simulation models to be used for making numerical apportionments and reliability
predictions based on the reliability characteristics and functional interdependencies for all configured items
required to perform the mission. The requirements for contractors, the planning and reporting needs, along
with the analytical tools are established. The linkage of this Standard to the other standards in the new
family of performance-based Reliability and Maintainability (R&M) standards is described, and a large
number of keyword data element descriptions (DED) for use in automating the System Reliability Modeling
process are provided.
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Foreword

Although the terms quality and reliability are often used interchangeably, they have different meanings.
Quality as used in this Standard, is the ability of a product to meet the workmanship criteria established by an
organization. A different, but often used, definition of quality: Quality is the set of all desired attributes that
can be put in a product. In this sense, quality cannot be achieved without achieving the desired reliability.
Reliability is the ability of a product or system to perform as intended function for a specified time or
operating cycles. A high-quality product may not be a high-reliability product even though it conforms to
stringent workmanship specifications. The 1ISO 9000 series standards that establish the ability of an
organization to produce high-quality products consistently do not necessarily establish that same
organization’s ability to y deliver high-reliability products consistently. Consequently, the ISO 9000 series
certification process, which serves as the main international reference for Quality Program requirements in
business-to-business dealings, is not the appropriate reference for international or domestic Reliability
Program requirements. A more suitable reference is the suite of AIAA S-102 performance-based Reliability
and Maintainability (R&M) standards, which provide a framework for quantifying and improving the
performance of R&M practices.

As Annex A shows, there are 35 standards in the AIAA S-102 performance-based R&M standards document
tree. These standards provide criteria for rating the capability of R&M practices and they represent proven
approaches for planning and implementing the Product Life Cycle R&M Program. The S-102 R&M
capability-rating criteria allow organizations to:

— specify a level of R&M Program performance;

— plan the activities to achieve a level of R&M Program performance;

— appraise the performance an R&M Program or individual practice; and

— identify the activities necessary to improve the performance of an R&M Program or individual practice.

The S-102 R&M capability-rating criteria (Annex B in all S-102 standards) are intended to aid organizations in
assuring their R&M Programs are a “value-added” contribution to the product development effort. There is
no intent to prescribe a universal methodology for quantifying the evaluation or improvement of R&M
Programs or individual practices. The S-102 R&M capability-rating criteria reflect the collective body of
knowledge of the S-102 Working Group, which was chartered by the AIAA Standards Executive Council to
develop and approve the S-102 standards. The S-102 Working Group is composed of R&M experts that
represent the Government and industry sectors affected by the S-102 standards.

This Standard establishes uniform requirements and criteria for a performance-based System Reliability
Modeling. The principles of System Reliability Modeling as promoted in a performance-based approach can
be learned from this document alone, but its proper use requires careful planning, for which the prerequisite
is, understanding associated S-102 documents and identifying the desired R&M data products in the
Systems Engineering Process. What distinguishes this Standard from all past and present System Reliability
Modeling standards are the following.

— It provides consistent rating of the “capability” of the reliability modeling process.
— It provides consistent rating of the “maturity” of the reliability modeling data products.

— It calls for the use of knowledge-based approaches to identify, analyze, and manage system-level to
component-level reliability characteristics that pose unacceptable risk.

— For a Capability Level 3 or above System Reliability Modeling process, it calls for the collection and
review of existing lessons learned, and the generation and formal approval of new lessons learned.

— For a Capability Level 4 or above System Reliability Modeling process, it calls for the use of predefined
R&M data parameters to facilitate the exchange of reliability modeling data products among computer-
aided analysis tools and other project databases.
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At the time of approval, the members of the AIAA Reliability & Maintainability Standards Working Group

were:
Tyrone Jackson (Chair) SRS Technologies
Lily Lau The Aerospace Corporation
David Oberhettinger NASA Jet Propulsion Laboratory
Walt Willing Northrop Grumman Electronic Systems
Steve Harbater Northrop Grumman Integrated Systems
Alazel Jackson Raytheon Space and Airborne Systems
Jan Swider Pratt & Whitney Rocketdyne, Inc
Dev Raheja Design for Competitiveness
Jeff Merrick Merrick Consulting
Ken Gibson Boeing Space and Intelligence Systems
James French RMS Partnership
Dawson Coblin Lockheed Martin Missile Systems Company
Ari Jain Reliability Consultant
Terry Hardy Federal Aviation Administration

The above consensus body approved this document in June 2006.

The AIAA Standards Executive Council (Mr. Amr EISawy, Chairman) accepted the document for publication
in July 2008.

The AIAA Standards Procedures dictates that all approved Standards, Recommended Practices, and Guides
are advisory only. Their use by anyone engaged in industry or trade is entirely voluntary. There is no
agreement to adhere to any AIAA standards publication and no commitment to conform to or be guided by
standards reports. In formulating, revising, and approving standards publications, the committees on
standards will not consider patents that may apply to the subject matter. Prospective users of the
publications are responsible for protecting themselves against liability for infringement of patents or copyright
or both.
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1 Scope

This Standard establishes uniform requirements and criteria for performance-based System Reliability
Modeling, including planning, performing, documenting, and evaluating. Although it is a common industry
practice for reliability modeling to be performed using computerized tools, this Standard does not mandate
that any particular computerized methodology be used.

1.1 Purpose

The primary purpose of System Reliability Modeling is to develop mathematical or simulation models to be
used for probabilistic apportionments or predictions based on the collective reliability characteristics of all the
functional items required for a system to successfully complete its mission. The baseline system reliability
model consists of mathematical or simulation models for the following system attributes.

— system hierarchical functional flow
— system operating modes and the mission timeline
— functional to physical association of each item in the system, to include as a minimum:

— all electrical, electronic, and electromechanical (EEE) items that perform essential functions in each
specified mission time period or operating cycle, e.g., switches and sensors that control restorable
functions,

— all mechanical, pneumatic, pyrotechnical, and structural items that perform essential functions in
each specified mission time period or operating cycle

— system-level effects due to the loss of each functional item in the system
— inherent hazard rate or probability of failure for each functional item in the system

The primary output of the system reliability model is the system reliability prediction. The reliability model
may be developed in either a textual or graphical form to represent the mathematical expressions or
simulation instructions that are used to output probabilities.

System Reliability Modeling is particularly useful in determining where the project’s reliability improvement
resources should be applied. For example, reliability modeling of the system’s inherent or operational
reliability capability, using as inputs available engineering data modified to reflect mission environments and
usage, will identify where changes in the existing design are required to meet system reliability requirements.

The graphical form of the reliability model is the Reliability Block Diagram (RBD). The RBD provides a
concise and orderly method for visualizing the reliability characteristics, both individually and collectively, of
all the functional items in the system. A system RBD may be developed starting from either the functional
item level (bottom-up) or the system level (top-down). However, the mathematical expressions or simulation
instructions are defined at the functional item level, and are combined in a bottom-up fashion. The effort
required to perform system reliability predictions is dependent on the number and complexity of the reliability
blocks in the RBD. A reliability block is the graphical representation of the mathematical or simulation model
used to estimate the reliability of a system component.

1.2  Application

This Standard applies to acquisitions for the design, development, fabrication, test, and operation of
commercial, civil, and military systems, equipment, and associated computer programs. Annex B of this
Standard provides capability-rating criteria that are intended to categorize the capability of sets of activities
commonly found in System Reliability Modeling processes. The capability level criteria provide the logical
order of activities for improving the effectiveness of an existing System Reliability Modeling process in
stages. Therefore, an existing System Reliability Modeling process may be improved by using the capability
level criteria in Annex B to develop a list of minimally acceptable activities, and then compare that list to the
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activities of the existing process. This comparison identifies the activities that need to be added to the
existing System Reliability Modeling process.

The necessity for determining the costs of achieving and sustaining the reliability of a system requires that
system reliability be considered from two perspectives: 1) reliability as a measure of operational
effectiveness operational reliability, and 2) reliability as a measure of storage or non-operating failure risk,
i.e., storage/dormant reliability. The incorporation of redundancies and alternate modes of operation to
improve operational reliability invariably decreases storage/dormant reliability and increases procurement
and logistic support costs. This Standard addresses operational reliability and storage/dormant reliability as
separate but companion performance measures, both of which are essential to accurately quantify the
reliability of a system that is placed in storage or is non-operational for an extended period of time prior to its
mission.

This Standard also applies to the integration of the Systems Reliability Modeling database with the Product
Failure Mode, Effects and Criticality Analysis (FMECA) database (see reference 11) and the project R&M
database system (see reference 8). However, specification of this Standard should not require the contractor
to use a specific computerized tool, such as, a commercial computer-aided design (CAD) system. Rather,
the Systems Reliability Modeling database should be implemented using the computerized tools of the
contractor’s choosing given that those tools are validated to process input data and generate output data that
are compatible with the data definitions in this Standard.

2 Applicable Documents

The following documents contain provisions, which, through reference in this text, constitute provisions of this
standard. For dated references, subsequent amendments to, or revisions of, any of these publications do not
apply. However, parties to agreements based on this standard are encouraged to investigate the possibility
of applying the most recent editions of the normative documents indicated below. For undated references,
the latest edition of the normative document referred to applies.

2.1 Normative References

1) AIAA S-102 (Draft) Performance-Based R&M Program General Requirements
AlIAA S-102.1 Performance-Based R&M Management:

2) AIAA S-102.1.1 (Draft) R&M Program Planning Requirements

3) AIAA S-102.1.2 (Draft) Subcontractor and Supplier Monitoring and Control Requirements

4) AIAA S-102.1.3 (Draft) R&M Program Working Groups and Review Requirements

5) AIAA S-102.1.4 (Draft) Failure Reporting, Analysis and Corrective Action System (FRACAS)

Review Requirements
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6) AIAA S-102.1.5 (Draft)
7) AIAA S-102.1.6 (Draft)
8) AIAA S-102.1.7 (Draft)

Failure Review Board Requirements
R&M Critical Item Risk Management Requirements
Project R&M Database System Requirements

AlAA S-102.2 Performance-Based R&M Engineering and Analysis:

9) AIAA S-102.2.1 (Draft)

10) AIAA S-102.2.3 (Draft)
11) AIAA S-102.2.4 (Draft)
12) AIAA S-102.2.5 (Draft)
13) AIAA S-102.2.6 (Draft)
14) AIAA S-102.2.7 (Draft)
15) AIAA S-102.2.8 (Draft)
16)

AIAA S-102.2.11 (Draft)

Functional Dependency and Architectural Modeling Requirements
Component Reliability Predictions Requirements

Product Failure Mode, Effects and Criticality Analysis Requirements
Sneak Circuit Analysis Requirements

Design Concern and Drawing Error Analysis Requirements

Parts Stress Derating Analysis Requirements

Worst Case Analysis Requirements

Anomaly Detection, Isolation and Resolution Analysis Requirements
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17) AIAA S-102.2.12 (Draft)
18) AIAA S-102.2.13 (Draft)

19
20
21
22

AIAA S-102.2.14
AIAA S-102.2.15
AIAA S-102.2.16
AIAA S-102.2.17
23) AIAA S-102.2.20 (Draft
24) AIAA S-102-2.21 (Draft
25) AIAA S-102-2.22 (Draft)

Draft
Draft
Draft
Draft

—_— — ~— ~— ~— ~—
o~~~ o~~~
o O OO O

=

Maintainability Predictions Requirements

Operational Dependability and Operational Availability Modeling
Requirements

Hazards Analysis Requirements

Software Reliability Predictions Requirements

Process Failure Mode, Effects and Criticality Analysis Requirements
Event Tree Analysis Requirements

Similarity and Allocations Analysis Requirements

Parts Engineering and Analysis Requirements

Stress and Damage Simulation Analysis Requirements

AIAA S-102.3 Performance-Based R&M Testing:

26) AIAA S-102.3.1 (Draft)
27) AIAA S-102-3.2 (Draft)
28) AIAA S-102-3.4 (Draft)
29) AIAA S-102-3.5 (Draft)

Modeling supports several R&M practices.

Environmental Stress Screening Requirements
Reliability Development Growth Testing Requirements

Reliability Life Testing Requirements
Design of Experiments Requirements

2.2 Relationship to Other S-102 Standards

This standard is one of 35 standards in the AIAA S-102 Standards Document Tree. S-102 standards define
rated sets of activities that aid the identification, assessment’, and management of R&M risks for high unit-
value systems. For S-102 standards, the Performance-Based R&M Program is defined as the set of
activities that address product R&M risk factors at one or more predetermined capability levels. In the
schema for the S-102 Performance-Based R&M Program (see AIAA S-102.1.1 (Draft)), System Reliability

Accordingly, this Standard identifies the System Reliability

Modeling data products that are inputs for performance-based R&M practices defined by the following S-102

standards:

AlAA S-102.1.7 (Draft
AlAA S-102.2.1 (Draft

( )
( )
AIAA S-102.2.6 (Draft)
( )

AlAA S-102.2.9 (Draft

AIAA S-102.2.13 (Draft)
AIAA S-102.2.14 (Draft)
AIAA S-102.2.20 (Draft)
AIAA S-102.3.2 (Draft)

Also, this standard identifies the System Reliability Modeling inputs that are data products of performance-
based R&M practices defined by the following S-102 standards:

AlAA S-102.1.6 (Draft
AlAA S-102.2.2 (Draft
AlAA S-102.2.3 (Draft

AlAA S-102.2.5 (Draft

(Draft)
(Draft)
(Draft)
AIAA S-102.2.4 (Draft)
(Draft)
AIAA S-102.2.7 (Draft)

(Draft)

AlAA S-102.2.8 (Draft

AlAA S-102.2.15 (Draft
AlAA S-102.2.16 (Draft
AlAA S-102.2.21 (Draft
(

)
)
)
AIAA S-102.2.22 (Draft)
AIAA S-102.3.2 (Draft)

AIAA S-102.3.5 (Draft)

! Assessment as used here includes qualification and quantification, and numerical evaluation and ranking of R&M risks.
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3 Vocabulary

3.1 Acronyms and Abbreviated Terms

The meanings of acronyms not defined herein are in accordance with the definitions in Reference 1.

CAD Computer-Aided Design

DED Data Element Description

FMECA Failure Modes, Effects, and Criticality Analysis
LLAA Lessons Learned Approval Authority

QA Quality Assurance

PMP Parts, Materials and Processes

RBD Reliability Block Diagram

SPFM Single Point Failure Mode

SoS System of Systems

3.2 Terms and Definitions

The meanings of terms not defined herein are in accordance with the definitions in Reference 1. For the
purposes of this document, the following terms and definitions apply:

anomaly

apparent problem or failure affecting a configured product, process, or support equipment/facilities that is
detected during product verification or operation

NOTE: Anomalies are distinguished from discrepancies, product defects that do not violate project requirements.

acquisition activity:
activity (Government, contractor, or subcontractor) that levies R&M requirements on another activity through
a contract or other document

contributing cause
cause that provides additional reasons, but not necessarily the most fundamental reason, that an event has
occurred.

capability level
measure of the ability of an R&M practice, as specified by a set of activities, to address the pertinent R&M
needs of a systems engineering process

capability level growth

improvement in the ability of a task to support the systems engineering objectives due to an increase in
resources, engineering data processed, or number of other tasks supported

corrective action
formal, documented action taken in response to a verified anomaly, or a series of anomalies, that is intended
to (1) repair the defect or (2) reduce the likelihood of a recurrence or lessen its impact on the project

dataset
output of an analysis that consists of a group of related data elements

failure
termination of the ability of a functional unit to perform its required function
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NOTE: A fault, if encountered, may cause a failure.

failure mode
the consequence of the mechanism through which the failure occurs or the manner by which the failure is
observed

fault®
(1) [Software Reliability] A manifestation of an error in software
NOTE: A fault, if encountered, may cause a failure.

(2) [Hardware Reliability] Any undesired state of a component or system
NOTE: A fault does not necessary require failure.

(3) [Components] A defect or flaw in a hardware or software component

maturity level
measure of the degree of accuracy of a data product, as developed using a specified set of input data, in
relation to what is considered the best achievable results

mission assurance

a top-down, comprehensive, risk management process that is performed over the life cycle of a high unit-
value system to identify, evaluate, and mitigate or control all potential hazards and failures that pose an
unacceptable risk to mission success.

Note: potential, damaging-threatening hazards and mission-impacting failures may be caused
by requirements, developmental activities, handling methods, environmental conditions, physical
interactions, functional characteristics, or operator actions.

performance-based R&M Program
a set of activities that address product R&M risk factors at one or more predetermined capability levels

proximate cause
immediate or effective cause of an event, though not necessarily the cause closest in time to the event

RBD dataset
set of data that describes the mathematical expressions or simulation instructions that are used to output the
probabilities for a single reliability block in an RBD

reliability
probability that an item will perform its intended function(s) for a specified interval under stated conditions
successfully

root cause
most fundamental reason an event has occurred

system of systems
the integration of existing and/or new systems into an over-arching system with capabilities that are greater
than the sum of the capabilities of the constituent component systems

system engineering
subgroup of system engineering functions that (traditionally) includes reliability, maintainability, safety, PMP,
survivability, quality, and thermal

system reliability
probability that a system will successfully perform its intended mission(s) for a specified interval under stated
conditions.

2 Definition source: IEEE 100, The Authoritative Dictionary of IEEE Standards Terms
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