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Abstract

This standard provides the basis for developing the analysis of failure modes, their effects, and criticality
in the context of individual products along with the known performance of their elements. The
requirements for contractors, the planning and reporting needs, along with the analytical tools are
established. The linkage of this standard to the other standards in the new family of performance-based
reliability and maintainability standards is described, and all of the keywords for use in automating the
Product FMECA process are provided.
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Foreword

A performance-based Product Failure Mode, Effects, and Criticality Analysis (FMECA) standard has been
developed to aid organizations in assuring that their product FMECA tasking presents a “value-added”
contribution to the product development effort. The need for such a standard arises from the absence of
an accepted methodology for assessing the capability of reliability and maintainability (R&M) programs.
The 1ISO 9000 series standards presently guide organizations in establishing practices for consistently
producing superior products, but only within the discipline of quality assurance. The ISO 9000 series of
standards do not define processes and practices for achieving high-reliability products. Because the
criteria for quality and reliability differ, an organization that conforms to stringent workmanship
specifications and produces high-quality products through participation in the 1ISO 9000 certification
process may still lack the capability to consistently deliver high-reliability products. Hence, this product
FMECA standard was developed as part of a suite of AIAA S-102 performance-based R&M standards for
quantifying the results of, and improving the performance of, R&M programs.

The AIAA S-102 performance-based R&M standards document tree (Annex A) includes 35 standards that
provide criteria for rating the capability of R&M practices. They represent proven approaches for planning
and implementing the product life cycle R&M program. The S-102 R&M capability-rating criteria allow
organizations to:

— specify a level of R&M program performance,

— plan the activities necessary to achieve a level of R&M program performance,

— appraise the performance an R&M program or individual practice, and

— identify the activities necessary to improve the performance of an R&M program or individual practice.

The S-102 R&M capability-rating criteria (Annex B in all S-102 standards) are intended to aid
organizations in assuring their R&M programs are a “value-added” contribution to the product
development effort. There is no intent to prescribe a universal methodology for quantifying the evaluation
or improvement of R&M programs or individual practices. The S-102 R&M capability-rating criteria reflect
the collective body of knowledge of the S-102 Working Group, which was chartered by the AIAA
Standards Executive Council to develop and approve the S-102 standards. The S-102 Working Group is
comprised of R&M experts that represent the government and industry sectors affected by the S-102
standards.

This standard establishes uniform requirements for a performance-based product FMECA. The principles
of the product FMECA as promoted in a performance-based approach can be learned from this standard
alone, but its proper use requires careful planning, for which the prerequisite is, understanding associated
S-102 documents and identifying the desired R&M data products in the systems engineering process.
What distinguishes this standard from all past and present product FMECA standards is the following:

— It provides consistent criteria for rating the “capability” of the product FMECA process.
— It provides consistent criteria for rating the “maturity” of the product FMECA data.

— It calls for the use of knowledge-based approaches to identify, analyze, and manage failure modes
that pose unacceptable risk.

— For a Capability Level 3 or above FMECA process, it calls for the collection and review of existing
lessons learned, and the generation and formal approval of new lessons learned.

— For a Capability Level 4 or above product FMECA process, it calls for the use of predefined R&M data
parameters to facilitate the exchange of product FMECA data among computer-aided analysis tools
and other project databases.
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1 Scope

This standard establishes uniform requirements and criteria for a performance-based, product Failure
Mode, Effects and Criticality Analysis (FMECA). The performance-based aspect of this standard requires
that the organization’s FMECA capability be rated according to predetermined criteria for process
capability and data maturity.

1.1 Purpose

The primary purpose of the product FMECA is to collect and evaluate the necessary system design
information to identify and eliminate or control all failure modes that pose unacceptable risk. Depending
on how it is performed, the FMECA can be used for many purposes, but its most important use in
systems engineering is to aid the improvement of design reliability before the product is manufactured.
For this standard, a failure mode is defined as the consequence of the mechanism through which the
failure occurs, i.e., the manner by which the failure is observed. Accordingly, a failure mode that poses
unacceptable risk is a failure mode whose effect, either singularly or in combination with other failure
mode effects, violates a system design requirement or goal. The FMECA is a systematic methodology
that is widely used to evaluate the effects on systems and interfaces caused by the failure modes of
functional or physical components, to estimate the criticality of each failure mode in terms of its end-
effects, and to evaluate the appropriate failure compensation methods for mission critical failure modes.
The S-102 Product FMECA is comprised of three components:

— failure mode and effects analysis (FMEA),
— criticality analysis (CA) and risk priority analysis (RPA), and
— critical item analysis (CIA) and failure compensation analysis (FCA).

The FMEA answers system failure questions regarding the what’s, how’s, where’s, when’s, and why’s.
The CA and the RPA answer system failure questions regarding relative significance. The CIA and the
FCA answer system failure questions regarding failure mitigation. The minimum activities that constitute
the baseline practice for the product FMECA are the following:

— timely establishment of the requirements and analytical ground-rules for the product FMECA;
— timely establishment of product FMECA technical performance metrics (TPM);

— timely collection and evaluation of the necessary system design information to identify and eliminate
or control all inherent, singular hardware (H/W) failure modes that pose unacceptable risk across the
system life cycle;

— timely creation of a product FMECA dataset for each postulated system failure mode;

— timely application of reliability critical item (RCI) selection criteria and the evaluation of RCI failure
modes;

— timely calculation of the criticality number (CN) and detection risk priority number (RPN);

— timely identification of scheduled project activities that are intended to help reduce the failure
likelihood or manage the consequences of the failure;

— timely identification and documentation of all non-credible Severity Classification 3 (i.e., Marginal) or
higher inherent, singular H/W failure modes;

— timely validation of each product FMECA dataset; and

— timely development and documentation of the product FMECA report.
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1.2  Application

This standard applies to acquisitions for the design, development, fabrication, test, and operation of
commercial, civil, and military systems, equipment, and associated computer programs. This standard
provides criteria for rating the capability of an acquisition project’s product FMECA practices, and
assigning the practice to one of five predetermined levels of performance capability. The capability
criteria provide the logical sequence of activities for improving the effectiveness of an existing product
FMECA practice by advancing in stages. Organizations may evaluate their existing product FMECA
practices against these minimum acceptable criteria to identify the features that need to be added to
improve their existing product FMECA practices.

This standard also applies to the integration of the product FMECA/hazards analysis database with a
project R&M database system. However, specification of this standard shall not be construed as a
requirement for the contractor to use a particular computer-aided design (CAD) system. Rather,
contractors may use the computerized tools of their choosing, given that those tools are validated to
process input data and generate output data in formats that are compatible with the data definitions in this
standard.

2 Applicable Documents

2.1 Normative References

The following reference documents of the issue in effect on the date of invitation for bid or request for
proposal form a part of this standard to the extent specified:

1)

AIAA S-102.0.1 (Draft)

AIAA S-102.1

2) AIAA S-102.1.1 (Draft)
3) AIAA S-102.1.6 (Draft)
4)  AIAA S-102.1.7 (Draft)

Performance-Based R&M Program General Requirements

Performance-Based R&M Management

R&M Program Planning Requirements
R&M Risk Management Requirements

Project R&M Database System Requirements

AlAA S-102.2 Performance-Based R&M Engineering and Analysis

5

o N O

)
)
)
)
)

©

AIAA S-102.2.1 (Draft)
AIAA S-102.2.2

AIAA S-102.2.3 (Draft)
AIAA S-102.2.5

AIAA S-102.2.6 (Draft)
AIAA S-102.2.7 (Draft)
AIAA S-102.2.8 (Draft)
AIAA S-102.2.9 (Draft)
AIAA S-102.2.11

AIAA S-102.2.12 (Draft)
AIAA S-102.2.13 (Draft)

AIAA S-102.2.14 (Draft)
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Functional Dependency and Architectural Modeling Requirements
System Reliability Modeling Requirements

Component Reliability Predictions Requirements

Sneak Circuit Analysis Requirements

Design Concern and Drawing Error Analysis Requirements

Parts Stress Derating Analysis Requirements

Worst Case Analysis Requirements

Human Error Predictions Requirements

Anomaly Detection and Response Analysis Requirements
Maintainability Predictions Requirements

Operational Dependability and Availability Modeling Requirements

Hazard Analysis Requirements
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AlAA S-102.2.15 (Draft)
AlAA S-102.2.16 (Draft)
)

(

(
AIAA S-102.2.20 (Draft
AIAA S-102-2.21 (Draft)
(

21) AIAA S-102.2.22 (Draft)
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Software Reliability Predictions Requirements

Process Failure Mode, Effects and Criticality Analysis Requirements
R&M Similarity and Allocations Analysis Requirements

Parts Engineering and Analysis Requirements

Stress and Damage Simulation Analysis Requirements

AIAA S-102.3 Performance-Based R&M Testing

22) AIAA S-102.3.2 (Draft)

Reliability Development Growth Testing Requirements

AIAA S-102 Performance-Based R&M Guidance
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23) AIAA S-102-Annex B.4.2 (Draft) Criticality Analysis Guide
24) AIAA S-102-Annex B.5 (Draft)  Sneak Circuit Analysis Guide
25) AIAA S-102-Annex B.6 (Draft) Design Concern and Drawing Error Analysis Guide

2.2 Relationship To Other S-102 Standards

This standard is one of 35 standards in the AIAA S-102 standards document tree. The S-102 standards
define rated sets of activities that aid the identification, assessment’, and management of R&M risks for
high unit-value systems. For S-102 standards, the performance-based R&M program is defined as the
set of activities that address product R&M risk factors at one or more predetermined capability levels.

In the schema for the S-102 performance-based R&M program (see AIAA S-102.1.1 (Draft)), the product
FMECA supports several R&M practices. Accordingly, this standard identifies the product FMECA data
products that are inputs for performance-based R&M practices defined by the following S-102 standards:

AIAA S-102.1.7 (Draft) AIAA S-102.2.7 (Draft) AIAA S-102.2.14 (Draft)
AIAA S-102.2.1 (Draft) AIAA S-102.2.8 (Draft) AIAA S-102.2.15 (Draft)
AIAA S-102.2.3 (Draft) AIAA S-102.2.9 (Draft) AIAA S-102.2.16 (Draft)
AIAA S-102.2.5 AIAA S-102.2.11 AIAA S-102.2.20 (Draft)

AIAA S-102.2.6 (Draft) AIAA S-102.2.12 (Draft) AIAA S-102.2.21 (Draft)

Also, this standard identifies the Product FMECA inputs that are data products of performance-based
R&M practices defined by the following S-102 standards:

AIAA S-102.1.6 (Draft)
AIAA S-102.2.2
AIAA S-102.2.13 (Draft)

AIAA S-102.2.22 (Draft)
AIAA S-102.3.2 (Draft)

! Assessment as used here includes qualification and quantification, and numerical evaluation and
ranking of R&M risks.
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3 Vocabulary

3.1 Acronyms and Abbreviated Terms

CA Criticality Analysis

CN Criticality Number

FMEA Failure Mode and Effects Analysis
FMECA Failure Mode, Effects, and Criticality Analysis
H/W Hardware

ILS Integrated Logistics Support

LLAA Lessons Learned Approval Authority
PMP Parts, Materials and Processes

QA Quality Assurance

R&M Reliability and Maintainability

RPA Risk Priority Analysis

RPN Risk Priority Number

SPFM Single Point Failure Mode

S/W Software

3.2 Terms and Definitions

acquisition activity
activity (government, contractor, or subcontractor) that levies product FMECA requirements on another
activity through a contract or other document

ambiguity group
set of components that, if considered potentially faulty, does not give a unique solution in fault location

baseline practice
minimum set of activities that constitute an AIAA S-102 Capability Level 1 R&M practice

capability level
measure of the ability of an R&M practice, as specified by a set of activities, to address the pertinent R&M
needs of a high unit-value systems engineering process

capability level growth
improvement in the ability of a task to support the systems engineering objectives due to an increase in
resources, engineering data processed, or number of other tasks supported

credible failure mode
failure mode with a probability of occurrence greater than 1.0E-6, 0.000001, or one in a million

criticality analysis
grouping of probability of occurrences for failure modes according the Severity Classification

NOTE Each failure mode probability of occurrence represents a criticality number (CN).
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dataset
analysis output that consists of a group of related data elements

detection RPA
grouping of the products of probability of occurrences and detection success rate for failure modes
according to Severity Classification

NOTE In this case, the RPN is the product of the CN and detection success rate.

failure
termination of the ability of a unit to perform its required function

NOTE A fault may cause a failure.

failure mode
consequence of the mechanism through which a failure occurs, or the manner by which a failure is
observed

fault®
(1) [Software Reliability] a manifestation of an error in software; (2) [Hardware Reliability] any undesired
state of a component or system; (3) [Components] a defect or flaw in a hardware or software component

NOTE (1) A fault may cause a failure.
NOTE (2) A fault does not necessarily require failure.

FMECA dataset

set of data that describes a specific failure mode and its effects, root cause, detection method, isolation
method, severity classification, criticality number, detection RPN, isolation RPN if applicable, and
compensation method

independent verification
provision of sufficient information for an organization or individual to obtain the same results as the
analysts when redoing the analysis

inherent failure mode
result of characteristic weaknesses related to specified design and materials of an item

induced failure mode
result of uncharacteristic weaknesses related to avoidable influences on one or more specified design or
materials of an item

maturity level
measure of the degree of accuracy of a data product, as developed using a specified set of input data, in
relation to what is considered the best achievable results

mission assurance

a top-down, comprehensive, risk management process that is performed over the life cycle of a high unit-
value system to identify, evaluate, and mitigate or control all potential hazards and failures that pose an
unacceptable risk to mission success

NOTE Potential, damaging-threatening hazards and mission-impacting failures may be caused by requirements,
developmental activities, handling methods, environmental conditions, physical interactions, functional
characteristics, or operator actions.

2 Definition source: IEEE 100, The Authoritative Dictionary of IEEE Standards Terms
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