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Abstract

The logical interface of SPA is the boundary through which components participate in a SPA system.
This document describes the messages that pass across the SPA interface, the circumstances under
which those messages flow, and the protocols for sequencing those messages. This document does not
attempt to describe how the messages are transported from one component to the other. This document
and its messages are agnostic to message routing, message delivery, or the network topology.

Furthermore, this document does not attempt to describe the details on how these messages are
implemented for a mission. The use of these messages can seem vague without a complete
implementation or mission-specific example. The SPA Guidebook gives examples and principles on how
these messages are used to achieve the capabilities of a fully functional plug-and-play architecture.
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Foreword

AIAA S-133-3-2013

This document was developed by the Space Plug-and-Play Architecture (SPA) Standards Working Group
as one of a series describing the various components of the standard. The SPA standards were recorded
in earlier documentation. This document set separates content along logical boundaries to better organize
the volumes (so that developers or domain experts need only reference the documents applicable to their
needs) and to avoid duplication of content between documents in the standard series. This 2013 AIAA
standard supersedes all previous documentation of the SPA standards.

This particular volume of the SPA Logical Interface Standard contains information not recorded in
previous documentation. It is part of a set of 10 volumes describing other components of the standard:

e SPA Guidebook

e SPA Networking Standard

e SPA Physical Interface Standard

e SPA 28V Power Service Standard

e SPA System Timing Standard
e SPA Ontology Standard

e SPA Test Bypass Standard

e SPA SpaceWire Subnet Adaptation Standard

e SPA System Capability Guide
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Jane Hansen
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James Lyke
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Joseph Marshall BAE Systems
Gerald Murphy* Design Group

Gary Rodriguez sysRand

Steven Schenk Comtech Aero-Astro
Robert Vick* SAIC

The above consensus body approved this document in June 2012.

The AIAA Standards Executive Council (VP-Standards, Laura McGill, Chairperson) accepted the
document for publication in November 2012.

The AIAA Standards Procedures dictates that all approved Standards, Recommended Practices, and
Guides are advisory only. Their use by anyone engaged in industry or trade is entirely voluntary. There is
no agreement to adhere to any AIAA standards publication and no commitment to conform to or be
guided by standards reports. In formulating, revising, and approving standards publications, the
committees on standards will not consider patents that may apply to the subject matter. Prospective users
of the publications are responsible for protecting themselves against liability for infringement of patents or
copyright or both.

*Alternate CoS participant.
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Introduction

SPA embraces and implements a collection of standards designed to facilitate rapid construction of
spacecraft systems using modular components. The SPA Logical Interface specification describes the
messages, protocols, and interactions a standard SPA component will use to participate in the network.
The message definition defines the exact format of the entire message and its fields, and describes how
the fields are used.
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1 Scope

The SPA logical interface is the conceptual boundary through which components are able to participate in
a SPA system. Unlike a physical interface which defines connectors, pin-outs, and signaling levels, the
logical interface consists primarily of messages. This document describes the messages that are passed
through a SPA system, the circumstances under which those messages flow, and the protocols for
sequencing those messages.

This document does not attempt to describe how the messages are transported from one component to
the other. This document and its messages are agnostic to the message routing, message delivery, or
topology of the physical layer of the network. These details are documented in the SPA Networking
Standard (AIAA A-133-2-2013) and its associated documents.

Furthermore, this document does not attempt to describe the details on how these messages are
implemented for a mission. The use of these messages can seem vague without a complete
implementation or mission-specific example. The SPA Guidebook (AIAA G-133-1-2013) gives examples
and principles on how these messages are used to achieve the capabilities of fully functional plug and
play architecture.

2 Tailoring

When viewed from the perspective of a specific program or project context, the requirements defined in
this standard may be tailored to match the actual requirements of the particular program or project.
Tailoring of requirements shall be undertaken in consultation with the procuring authority where
applicable.

NOTE Tailoring is a process by which individual requirements or specifications, standards, and related documents
are evaluated and made applicable to a specific program or project by selection, and in some exceptional cases,
modification and addition of requirements in the standards.

3 Applicable Documents

The following documents contain provisions which, through reference in this text, constitute provisions of
this standard. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this standard are encouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated
below. For undated references, the latest edition of the normative document referred to applies.

AIAA S-133-2-2013 Space Plug and Play Architecture Standard Networking
AIAA S-133-7-2013 Space Plug and Play Architecture Standard Ontology

RFC 4122 A Universally Unique Identifier (UUID) Uniform Resource Name (URN)
Namespace (http://www.ietf.org/rfc/rfc4122.txt)
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4 Vocabulary

4.1 Acronyms and Abbreviated Terms

AlAA American Institute of Aeronautics and Astronautics
CAS central addressing service

CUuUID component universally unique identifier

ICD interface control document

IETF Internet Engineering Task Force

RFC request for Comments

SM-X SPA subnet manger, where x represents a given technology protocol
SPA Space Plug-and-Play Architecture

URN uniform resource name

UuIiD universally unique identifier

XTEDS extensible transducer electronic data sheet
XUUID XTEDS universally unique identifier

4.2 Terms and Definitions
For the purposes of this document, the following terms and definitions apply.

Central Addressing Service

responsible for providing logical address blocks to be assigned to each hardware or software component
registered with the system during component registration. It stores the logical address block, UUID, and
physical address for each core component.

Component

an endpoint whose interface conforms to the SPA Interface standard and does not connect to another
SPA object via a different port. Note that a SPA hardware component is indistinguishable from a SPA
software component for the purposes of this document.

Plug and play
ability to connect a device to the larger system and have the two work together with little or no set-up
required (e.g., automated system recognition and data exchange)

Router
a device with multiple ports that may be attached to another SPA router, a SPA manager, gateway, or
SPA component endpoint

SPA lookup service

responsible for accepting component registration and providing data source route information for
components requesting a particular type of service (or returning a negative acknowledgment if the service
is not available)
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SPA manager

responsible for performing discovery for a particular subnet. It maps incoming packets to the correct SPA
endpoint on the subnet, encapsulating the SPA packet with the correct protocol header. In the reverse
direction it removes the protocol header and possibly adds a new header conforming to the subnet the
packet is about to enter. It is also responsible for topology discovery and reporting within the subnet.

5 SPA Interface

This section describes the SPA logical interface in four parts. The SPA Header (Section 5.1) defines
those attributes that are common to all messages. Component Data Capabilities (Section 5.2) describes
messages at the application layer and Component Network Capabilities (Section 5.3) describes
messages at the transport layer. Finally, Component Identification (Section 5.4) outlines how every SPA
component carries a unique identificiation used to facilitate the addressing of messages.

5.1 SPA Header
5.1.1 Standard SPA Header

All SPA messages shall have a standard header that contains information pertinent to and in common
with all SPA messages.

The format for the SPA header is described below in Table 1.

Table 1 — SPA standard message header

Message Name SPA Standard Header
Message Opcode
SPA Version 1 (Note: “1” indicates the initial version)
Summary Description standard header description
l\ﬁé\?’!\i Size Offset|Value Description
Version 1 0 1 SPA logical interface version number
Priority 1 1 n/a |Message priority
Length 2 |2 n/a |Length of the payload of the message
Destination{4 |4 n/a |Destination logical address
Source 4 |8 n/a |Source logical address
Flags 2 |12 0 Special message flags
Opcode 1 14 n/a |Unique opcode of the message
Ext.
Header 1 (15 0 Length of the extended headers in the message
Length
Name Version
Description SPA logical interface version number
Full Description |The version field is defined by the SPA standard for the evolution of the message format
Size 1
Offset 0
DataType uint8
Units n/a
DefaultValue 1
Range 0-255
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Name Priority
Description Message priority

Message priority is set by the originator of the message and can be used by the network
to implement special handling. Lower priority value, indicates higher priority.

Full Description

Size 1
Offset 1
DataType uint8
Units n/a
DefaultValue n/a
Range 0-255. 0 = highest priority, 255 = lowest priority
Name Length
Description Length of the payload of the message
Full Description |The length in bytes of the message after the header and extended headers
Size 2
Offset 2
DataType uintl6
Units bytes
DefaultValue n/a
Range 1-1400
Name Destination
Description Destination logical address
Full Description |The SPA logical address that the message should be delivered to
Size 4
Offset 4
DataType uint32
Units n/a
DefaultValue n/a
Range n/a
Name Source
Description Source logical address
Full Description |The SPA logical address that the message originated from
Size 4
Offset 8
DataType uint32
Units n/a
DefaultValue n/a
Range n/a
Name Flags
Description Special message flags

This bitfield is used to describe extended features of the message. It also indicates the
precense of some extended headers.

Size 2

Full Description
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Offset 12
DataType uint8
Units n/a
DefaultValue 0
Range Bit O: 1:un_known or invalid source .address, O=source address is valid Bit 1. 1=Qos
Present, 0=Qos not Present bit 2-7: reserved
Name Opcode
Description Unique opcode of the message
Full Description |The opcode is a hardcoded unique identifier for every type of message
Size 1
Offset 14
DataType uint8
Units n/a
DefaultValue n/a
Range 0-255
Name Ext. Header Length
Description Length of the extended headers in the message
Full Description |The length in 32bit words of the extended headers
Size 1
Offset 15
DataType uint8
Units 32bit words
DefaultValue 0
Range 0-255

5.1.2 Extended SPA Header

Extended SPA headers are used to facilitate SPA message functionality that may not be required for
every SPA message or may not have been fully defined when the standard SPA header was first
conceived. For example, there may be an extended SPA header for guaranteed message delivery,
quality of service, security, and so forth.

If at least one extended SPA header is used, then the “Extended Header Length” field in the standard
SPA header shall be set to the total length of the extended header in 4-byte words. Each extended
header shall be a minimum of 4 bytes. The “Flags” field in the standard SPA header shall indicate the
presence of key extended headers.

The format for the SPA extended message header is described below in Table 2.
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Table 2 — SPA extended message header

Message Name

SPA Extended Header

Message Opcode

SPA Version 1 (Note: “1” indicates the initial version)
Summary -
Description extended header description

Field Name Size | Offset |Value Description
ijtended Header 1 0 1 Enumerated id of the extended header
g;;t:nded Header 1 1 2 Number of data bytes in the extended header
Extended Header |2 -
Data 254 2 n/a |Extended header data

Name Extended Header Id
Description Enumerated id of the extended header
Full Description Unigue numeric identifier of the extended header
Size 1
Offset 0
DataType uint8
Units n/a
DefaultValue 1
Range 0-255

Name Extended Header Size
Description Number of data bytes in the extended header

Full Description

The number of data bytes in the extended header. The extended header must be
aligned on a 4 byte boundary so the minimum extended header data size is 2 bytes.

Size 1

Offset 1

DataType uint8

Units n/a

DefaultValue 2

Range 2-254. 2 = minimum value, 254 = maximum value
Name Extended Header Data

Description Extended header data

Full Description

Extended header data. The extended header must be aligned on a 4 byte boundary
so there must be at least 2 data bytes

Size 2-254
Offset 2
DataType uint16
Units bytes
DefaultValue n/a
Range n/a
Documents
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Guaranteed Delivery Extended Header

The format for the SPA Guaranteed Delivery Extended Header is described below in Table 3.

Table 3 — SPA guaranteed delivery extended header

Message Name

SPA Guaranteed Delivery Extended Header

Message Opcode

SPA Version 1 (Note: “1” indicates the initial version)
Summary Description |guaranteed delivery extended header description

Field Name Size | Offset | Value Description
Header Id 1 0 1 Guaranteed delivery extended header Id
Header Size 1 1 2 Guaranteed delivery extended header Size
Flags 2 2 n/a Guaranteed delivery flags
Sequence 2 4 n/a Guaranteed delivery sequence
reserved 2 6 n/a reserved

Name Header Id

Description Guaranteed delivery extended header Id
Full Description Unique numeric identifier of the guaranteed delivery extended header
Size 1
Offset 0
DataType uint8
Units n/a
DefaultValue 1

Range 1. 1 = guaranteed delivery
Name Header Size

Description Guaranteed delivery extended header Size

Full Description The number of data bytes in the guaranteed delivery extended header

Size 1

Offset 1

DataType uint8

Units n/a

DefaultValue 2

Range 2. 2 = guaranteed delivery data size in 4 byte words
Name Flags

Description Guaranteed delivery flags.

Full Description Guaranteed delivery extended header flags

Size 2

Offset 2

DataType uintl6

Units n/a

DefaultValue n/a

Range n/a
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Name Sequence
Description Guaranteed delivery sequence
Full Description Guaranteed delivery extended header sequence
Size 2
Offset 4
DataType uintl6
Units n/a
DefaultValue n/a
Range n/a
Name Reserved
Description reserved
Full Description reserved
Size 2
Offset 6
DataType uintl6
Units n/a
DefaultValue n/a
Range n/a

5.1.4 Message Sequencing Extended Header

The maximum SPA message cargo size shall be no greater than 1400 bytes. SPA message cargo larger
than the allowed 1400 bytes shall be packetized at the SPA messaging level to be sent across the
network. The Message Sequencing extended header shall provide a sequence ID and sequence count to
allow cargo to be packetized.

The format for the SPA message sequencing header is described below in Table 4.

Table 4 — SPA message sequencing

Message Name SPA Message Sequencing Extended Header
Message Opcode
SPA Version 1 (Note: “1” indicates the initial version)
Summary Description|message sequencing extended header description

Field Name Size | Offset | Value Description
Header Id 1 0 2 Message sequencing extended header Id
Header Size 1 1 1 Message sequencing extended header Size
sequence ID 1 2 n/a Message sequencing ID
Sequence Count 1 3 n/a Message sequencing count
Name Header Id
Description Message sequencing extended header Id
Full Description Unique numeric identifier of the message sequencing extended header
Size 1
Offset 0
DataType uint8
Documents
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Units

n/a

DefaultValue

2

Range

2. 2 = message sequencing

Name

Header Size

Description

Message sequencing extended header Size

Full Description

The number of data bytes in the message sequencing extended header

Size

1

Offset 1

DataType uint8

Units n/a

DefaultValue 1

Range 1. 1 = guaranteed delivery data size in 4 byte words
Name Sequence ID

Description Message sequencing ID

Full Description

Message sequencing extended header identifier

Size 1
Offset 2
DataType uint8
Units n/a
DefaultValue n/a
Range 0-255
Name Sequence Count
Description Message sequencing count

Full Description

Message sequencing extended header count

Size 1
Offset 3
DataType uint8
Units n/a
DefaultValue n/a
Range 0-255

5.1.5 Quality of Service Header

The Quality of Service Header is not included in this current revision of the standard.
5.1.6  Security Header

The Security Header is not included in this current revision of the standard.

5.1.7 SPA Message Footer

All SPA messages shall include a standard footer consisting of a 16 bit checksum. The checksum field is
the 16 bit one's complement of the one's complement sum of all 16 bit words in the SPA headers and
message payload. If a message payload contains an odd number of octets, the last octet shall be
padded on the right with zeros to form a 16 bit word for checksum purposes. The pad shall not be
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transmitted as part of the message payload. The checksum in the SPA Standard Footer shall not be
included in the calculation of the checksum of a SPA message.

The SPA Footer message format is described below in Table 5.

Table 5 — SPA footer

Message Name SPA Standard Footer
Message Opcode
SPA Version 1 (Note: “1” indicates the initial version)
Summary Description |standard footer description
Field Name Size |Offset | Value Description

Checksum 2 0 0 16 bit checksum

Name Checksum
Description 16 bit checksum
Full Description 16 bit checksum of the SPA Message content
Size 2
Offset 0
DataType uintl6
Units n/a
DefaultValue 0
Range 0-65535

5.2 Component Data Capabilities

This section describes the messages and protocols that support the application layer of SPA architecture.
SPA components interact with each other through these messages.

5.2.1 Discovery

The discovery process comprises the sensing and identification of individual components in the SPA
network. This occurs after completion of the network topology discovery as described in Section 5.3.1.
Upon completion of network topology discovery, the SPA Lookup Service shall probe the newly
discovered component to complete the component registration process. A SPAProbeRequest message
shall be sent to the logical address of the registering component, prompting the component to return a
SPAProbeReply message. The SPAProbeReply contains the Component Universally Unique ID (CUUID)
and XTEDS Universally Unique ID (XUUID) for the registering component. Receipt of these two identifiers
at the SPA Lookup Service completes the discovery process. The SPA Lookup Service is a SPA
application that maintains a catalog of data and services available on a spacecraft.

5.2.1.1 SPA Probe Request Message

This message is sent by a component (typically a high-level manager) to another component to request
identification information. It is also used to monitor network health and status. The user can request
multiple SPAProbeReply messages to verify that the component is still alive. The first SPAProbeReply
message shall occur immediatly, and future ones shall be sent at the specified rate. If a component no
longer wishes to receive future SPAProbeReply messages, then it shall send a SPAProbeRequest
message with a count of 1.

The SPA probe request message format is described below in Table 6 and the SPA probe request
sequence diagram is shown in Figure 1.
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Table 6 — SPA probe request message

Message Name

SPAProbeRequest

Message Opcode

120

SPA Version

1 (Note: “1” indicates the initial version)

Summary Description

Probe a SPA component for identification

Size | Offset | Value Description
Field Name
Dialogldentifier 2 0 n/a Dialog identifier set by the requester
ReplyCount 2 4 n/a Number of SPAProbeReply messages
ReplyPeriod 2 6 n/a Period between SPAProbeReply messages
Name Dialogldentifier
Description Dialog identifier set by the requester

Full Description

Value used to pair SPAProbeRequest messages with corresponding
SPAProbeReply messages. This field does not need to be the same as
previous sequences when requesting new reply count or rate.

Size 2
Offset 0
DataType uintl6
Units n/a
DefaultValue n/a
Range n/a
Name ReplyCount
Description Number of SPAProbeReply messages

Full Description

The requested number of future SPAProbeReply messages to be sent in
response to this request. 0 for infinite

Size 2
Offset 4
DataType uintl6
Units count
DefaultValue n/a
Range n/a
Name ReplyPeriod
Description Period between SPAProbeReply messages

Full Description

The period between multiple SPAProbeReply messages. Bandwidth and
component limitations might limit the lower bounds on this number.

Size 2

Offset 6

DataType uintl6

Units milliseconds
DefaultValue n/a

Range n/a
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5.2.1.2 SPA Probe Request Sequence Diagram

1. The SPA Lookup Service is notified that a new member of the network is present. It sends a
probe message to the new component to request data capabilities information from the new

component.

2. The registering component receives the probe request and sends a probe reply message
containing the requisite information.

Registering
Component

[ SPA Lookup

Service

I
1.

Figure 1 — SPA probe request sequence diagram

5.2.1.3 SPA Probe Reply Message

The SPA probe reply message format is described below in Table 7.

Table 7— SPA probe reply

Message Name

SPAProbeReply

Message Opcode

121

SPA Version 1 (Note: “1” indicates the initial version)
SZ?CT;%” Probe response for a SPA component

Field Name Size | Offset | Value Description
Dialogldentifier 2 0 n/a Dialog identifier set by the requester
Uptime 4 n/a Seconds since power on
CUuUID 16 8 n/a Universally Unique Id of the SPA component
XUUID 16 24 n/a Universally Unique Id of the XTEDS
Faultindicator 4 40 n/a Indicates presense of fault
OperatingMode 1 44 n/a Enumeration of operating mode

Name Dialogldentifier

Description Dialog identifier set by the requester

Full Description

Value used to pair SPAProbeRequest messages with corresponding SPAProbeReply

messages
Size 2
Offset 0
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